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Guest Editorial
Special Issue on Emerging Social Internet of
Things: Recent Advances and Applications

THE CONCEPT of Social Internet of Things (SIoT) has
emerged from the integration of social networking into

the core of the Internet of Things (IoT). It envisions IoT
objects and devices to have social interactions with each other
autonomously, cooperate with other agents, and exchange
information with human users and surrounding computing
devices. These objects are able to sense/actuate, store, and
interpret information in an opportunistic and loosely coupled
fashion. The objects in the SIoT paradigm can exhibit multiple
forms of social relationships derived from their collaborative
activities or functional, temporal and spatial dependencies to
meet a particular need of human users, which signify the
difference between the SIoT domain to that of social-based
mobile networks or sensor networks. The social interaction
among the SIoT objects contribute a huge volume of data to
be processed and used by various applications such as social
VANET, social connected health, SIoT-based recommendation
service, traffic service, policing, energy management etc, in the
area of Smart Cities, Smart Homes, Smart Grid, and Smart
Factories to satisfy human needs, interests, and objectives.
Such a dynamic landscape with billions of social communi-
ties of objects and devices requires new models, theories, and
approaches of interaction and collaboration, which could be
established by referring to the experience that people have
already gained in social networking domain over the past
few years.

Despite all the possibilities offered by SIoT, there are sev-
eral critical challenges that need further attention from the
industry and academic communities. Until now, it remains
unclear how to efficiently address the application of social
concepts into the IoT paradigm, how to discover and utilize
SIoT services and applications in certain industrial areas, how
to handle complex interactions in a dynamic SIoT environ-
ment, how to perceive a social object’s autonomy, and how
to handle the darker aspects of SIoT such as security, privacy
and trust issues, and so on.

The response to our Calls for Papers for this Special
Issue, which aimed to foster the dissemination of high-quality
research in terms of theory and practice related to IoT and
its social aspects, was overwhelming, with 35 papers submit-
ted from around the world. During the review process, each
paper was assigned to and reviewed by multiple experts in
the relevant areas, with a rigorous two-round review process.
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Thanks to the courtesy of the Editor-in-Chief of this
JOURNAL, Prof. Xuemin (Sherman) Shen, we were able to
accept nine excellent papers covering various aspects of SIoT:
edge/smart middleware, high-level machine-to-machine proto-
cols, security and privacy, quality-aware services, big data inte-
gration, and topical applications (multimedia healthcare,
Internet of Vehicles, Smart Grid). In the following, we will
summarize these papers, highlighting their main contributions.

In the paper “Privacy-Preserving and Lightweight Key
Agreement Protocol for V2G in the Social Internet of Things,”
Shen et al. consider the vehicle-to grid (V2G) networks as an
important domain for SIoT. They in fact address issues of secu-
rity and privacy in V2G networks. Specifically, the authors
propose a robust key agreement protocol that can achieve
mutual authentication without exposing the real identities of
users. The proposed protocol based on hash functions and
bitwise exclusive-OR operations, is more efficient than pairing-
based protocols. A formal security model is also defined for
the proposed protocol. According to such model, the proto-
col is demonstrated to be secure through a formal security
analysis. The protocol can notably withstand different types
of attacks.

The paper “Nonreciprocity Compensation Combined With
Turbo Codes for Secret Key Generation in Vehicular Ad
Hoc Social IoT Networks” by Epiphaniou et al., focuses on
security in vehicular ad-hoc SIoT networks and, specifically,
on the generation of highly random and symmetric crypto-
graphic keys on the basis of the physical attributes of the
dynamic vehicle-to-vehicle propagation channel. A main issue
for a physical-layer key agreement scheme, is the nonre-
ciprocity that is due to inherent channel noise and hardware
impairments that can propagate bit disagreements. Authors
therefore proposed a novel scheme to tackle such an important
issue, incorporating temporal variability attributes such as 3-D
scattering and scatterers’ mobility, so defining a key genera-
tion process by combining nonreciprocity compensation with
turbo codes. Results show a significant improvement when
using turbo codes in bit mismatch rate and key generation
rate in comparison to sample indexing techniques.

Lippi et al. in their paper entitled “An Argumentation-Based
Perspective Over the Social IoT,” focuses on social inter-
actions between smart objects in the SIoT. Smart objects,
named “speaking objects,” can interact through argumenta-
tion, showing how different forms of human dialogue nat-
urally fit cooperation and coordination requirements of the
SIoT. Specifically, authors show how speaking objects can
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exchange arguments to seek for information, negotiate over an
issue, persuade others, deliberate actions, and so forth, namely,
striving to reach consensus about the status of affairs and
their goals. How argumentation naturally enables such a form
of conversational coordination is demonstrated through traffic
management and assisted living use cases scenarios.

In the era of big data, the SIoT data is increasing contin-
uously. Algorithmic trading is beginning to develop rapidly
in the trading market, which attracts plenty of attention from
academic and industry. The paper “Self-Evolving Trading
Strategy Integrating Internet of Things and Big Data,” by
Xiao et al., propose a machine-learning-based approach to
establish a futures algorithm trading strategy, which can make
transaction decisions autonomously or assisting, and get con-
siderable results. Through the adequate experiments, it shows
that the back propagation (BP) neural network can predict the
futures price trend accurately, while the proposed self-evolving
trading strategy based on BP neural network is superior to the
other four representative approaches. Overall, this paper is sig-
nificant to the research of the futures market and it provides
a novel approach for the application of machine learning in
algorithmic trading.

The paper “A Cooperative Quality-Aware Service Access
System for Social Internet of Vehicles” by Ning et al., is in
the SIoT-related topical application domain of Social Internet
of Vehicle (SIoV), addressing road safety and driving experi-
ence issues. The contribution of this paper is on the design
of a service access system in SIoVs, focusing on a reli-
ability assurance strategy and quality optimization method.
A dynamic access service evaluation scheme for construct-
ing social relationships among vehicles is first proposed;
then, a trajectory-based interaction time prediction algorithm
is defined, which deals with an unstable network topology
and high rate of disconnection, which are typical issues in
SIoVs. Finally, a cooperative quality-aware system model
is proposed for service access in SIoVs. The proposal is
evaluated through simulation, showing the effectiveness of
the scheme.

In the paper by Rahman and Hossain entitled “m-Therapy:
A Multisensor Framework for in-Home Mobile Therapy
Management: A Social Therapy of Things Perspective,” SIoT
concepts are exploited to provide health services, specifi-
cally in-home therapy. In-home therapy environments have
several distinctive characteristics, mainly low-cost medical
devices and noncontinuity of health monitoring, differentiat-
ing them from in-hospital environments based on expensive
medical devices and the constant presence of therapists. This
paper proposes the m-Therapy framework, in which multiple
gesture-tracking sensors and environmental sensors are used
to collect therapy and ambient data, which can be then ana-
lyzed on a big data server. m-Therapy uses a purposely defined
therapy model to guide a patient’s self-performing therapy.
The framework analytics provide live or statistical kinematic
data, including rotational and angular range of motion of the
joints of interest, and ambient environmental data, which can
be shared with therapists and caregivers. m-Therapy moni-
toring system was actually deployed and evaluated in real
use cases.

In the paper “Toward a Smart Society Through Semantic
Virtual-Object Enabled Real-Time Management Framework in
the Social Internet of Things,” Shamszaman and Ali focus on
defining a new cognitive middleware for SIoT management.
Specifically, they propose a framework providing abstractions
to define smart objects like virtual objects and their “social”
composition (to build new services) through composite virtual
objects. Moreover, abstract objects are introduced to model
special skills such as expertise, and/or willingness to help oth-
ers. The performance of virtual object selection mechanism
was evaluated to analyze the resource consumption and latency
involved in the management process.

“Edge Computing and Social Internet of Things for Large-
Scale Smart Environments Development” by Cicirelli et al.
refers to large-scale smart environments (LSE) as open
and dynamic systems extending over a wide area and
including a huge number of interacting and heterogeneous
devices. The authors propose a new an agent-based approach,
relying on edge computing and SIoT, for the deploy-
ment and management of LSE. Specifically, the approach
is fully realized through the iSapiens framework, provid-
ing all necessary abstractions to develop SIoT applica-
tions. The effectiveness of such an approach is assessed
through a real case study involving a smart commercial road
environment.

Frustaci et al. in their paper “Evaluating Critical Security
Issues of the IoT World: Present and Future Challenges” deal
with security and privacy issues that are a great challenge for
SIoT. The intrinsic vulnerabilities of IoT devices, with limited
resources and heterogeneous technologies, together with the
lack of specifically designed IoT standards, represent a fertile
ground for the proliferation of specific cyber threats. In this
paper, the authors systematize the IoT security panorama by
providing a taxonomic analysis from the perspective of the
three main key layers of the IoT system model: 1) perception;
2) transportation; and 3) application levels. As a result of the
analysis, the most critical issues with the aim of guiding future
research directions are also highlighted.

To conclude, we first would like to acknowledge all
the authors for their support and excellent contributions.
We also would like thanking all the reviewers for their
efforts in the paper review phase, and for their valu-
able comments and constructive suggestions that allowed
improving the quality of the papers. Finally, we appreci-
ate the advice and support of the Editor-in-Chief of this
JOURNAL, Prof. Xuemin (Sherman) Shen, along with the
Editorial Office staff, for his help during the entire publication
process.
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