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Abstract — In modern industrial control systems (ICSs), when user retrieving the data stored in field device like
smart sensor, there exists two main problems: one is lack of the verification for identification of user and field device;
the other is that user and field device need exchange a key to encrypt sensitive data transmitted over the network.
We propose a comprehensive authentication and key agreement framework that enables all connected devices in an
ICS to mutually authenticate each other and establish a peer-to-peer session key. The framework combines two types
of protocols for authentication and session key agreement: The first one is an asymmetric cryptographic key agreement
protocol based on transport layer security handshake protocol used for Internet access, while the second one is a newly
designed  lightweight  symmetric  cryptographic  key  agreement  protocol  specifically  for  field  devices.  This  proposed
lightweight protocol imposes very light computational load and merely employs simple operations like one-way hash
function and exclusive-or (XOR) operation.  In comparison to other lightweight protocols,  our protocol  requires the
field device to perform fewer computational operations during the authentication phase.  The simulation results ob-
tained using OpenSSL demonstrates that each authentication and key agreement process in the lightweight protocol
requires only 0.005 ms. Our lightweight key agreement protocol satisfies several essential security features, including
session key secrecy,  identity anonymity,  untraceability,  integrity,  forward secrecy,  and mutual  authentication.  It  is
capable  of  resisting  impersonation,  man-in-the-middle,  and replay  attacks.  We have  employed the  Gong-Needham-
Yahalom (GNY) logic and automated validation of Internet security protocols and application tool to verify the security
of our symmetric cryptographic key agreement protocol.
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I. Introduction
In recent years,  industrial  control  system (ICS) has

garnered  more  and  more  attention  from  both  industrial
and academia communities. ICS is a complex distributed
system extensively utilized in diverse industrial scenarios
such as power plants, gas pipelines, and water plants. It
plays an vital role in factory operations that enables op-
erators to control and manage industrial processes effec-
tively. Traditional  ICS  primarily  prioritized  system sta-

bility,  often  overlooking  the  need  for  robust  security
measures. However, with the advent of the industrial In-
ternet of things (IIoT), modern ICS can now be accessed
through  open  networks.  While  this  facilitating  remote
management  of  industrial  processes,  it  also  exposes  ICS
to  potential  cyber-attacks,  significantly  increasing  the
risk  of  system  failure.  In  practice,  several  prominent
ICSs  have  suffered  server  damage  due  to  cyber-attack.
For instance, in 2012, the Stuxnet virus [1] infiltrated and
reprogrammed  industrial  systems  controlling  centrifuges 
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at the Iran nuclear power plant. Similarly, in 2021, hack-
ers breached  the  Colonial  Pipeline,  resulting  in  a  shut-
down lasting six days in response to the cyber-attack [2].
Therefore, enhancing  security  measures  has  become  im-
perative for modern ICS [3]. Ensuring entity authentica-
tion  and  preserving  the  confidentiality  and  integrity  of
the transmitted messages are critical requirements in this
regard.

As  depicted  in Figure  1,  a  typical  ICS architecture
consists  of  four  layers.  The  corporate  network  layer  is
connected to  open  networks,  while  the  supervisory  con-
trol layer encompasses an authentication server AS, engi-
neer stations, and operator stations. This layer employs a
firewall to filter incoming traffic. The AS assumes a vital
role  in  entity  authentication  and  key  agreement  within
the ICS, enabling secure communication between ICS de-
vices.  Furthermore,  the  basic  control  layer  comprises
programmable  logic  controllers  (PLCs)  that  establish  a
direct interface with field devices at the physical process
layer using field buses.  At the lowest layer,  multiple in-
dustrial field devices operate. Field devices often possess
limited resources  in  terms  of  memory  space,  computa-
tion capability,  and  communication  bandwidth.  Conse-
quently,  lightweight  computations  are  more  suitable  for
field devices than resource-intensive cryptographic opera-
tions.  In  general,  the  devices  within  corporate  network
require  access  to  the  data  stored  in  field  devices.  To
ensure  the  authenticity  of  message  sources  and preserve
data  confidentiality,  it  becomes  imperative  to  employ  a
mutual authentication mechanism and key establishment
scheme.
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Figure 1  ICS architecture.
 

In this paper, we proposed a comprehensive authen-
tication and  key  agreement  framework  for  ICS  that  en-
ables  all  connected  devices  to  mutual  authenticate  each
other  and  establish  secure  communication.  Specifically,
for  the  devices  over  the  open  Internet,  we  employ  an

asymmetric cryptographic  key  agreement  scheme,  lever-
aging the transport layer security (TLS) handshake pro-
tocol.  For  field  devices  within  the  internal  network,  we
introduce  a  newly  designed  lightweight  key  agreement
protocol  that  achieves  mutual  authentication  and  key
agreement between the PLC and field devices.

Our contributions  In this study, we have designed
an authentication and key agreement framework special-
ly  tailored  for  ICS  networks.  Our  contributions  can  be
summarized as follows:

•  We  propose  a  hybrid  authentication  and  key
agreement framework that utilizes an asymmetric crypto-
graphic  key  agreement  scheme  for  devices  connected  to
the open  Internet,  while  employing  a  lightweight  sym-
metric cryptographic key agreement scheme for field de-
vices with limited resources within the internal network.

•  We  have  designed  a  lightweight  authentication
and key agreement protocol that relies solely hash func-
tions  and exclusive-or (XOR) operations.  Through com-
prehensive  analysis,  our  protocol  demonstrates  resilience
against impersonation attack, man-in-the-middle (MitM)
attack, and replay attack. It also provides essential secu-
rity features, such as identity anonymity, untraceability,
message integrity, forward secrecy, and mutual authenti-
cation.

• The security of our lightweight protocol has been
rigorously  examined  by  using  Gong-Needham-Yahalom
(GNY) logic and automated validation of Internet securi-
ty  protocols  and  application  (AVISPA).  Additionally,
our protocol  demonstrates  superior  performance  com-
pared  to  or  is  comparable  to  the  protocols  proposed  in
[4]–[9]  in terms of  computation cost and communication
overhead. The field device only needs to execute 4 hash
functions during the authentication process. The simula-
tion results  indicate that the authentication process can
be completed within 0.005 ms.

Roadmap  The structure of this paper is as follows.
Section  II  provides  an  overview  of  the  related  work  in
the field. In Section III, we present two cryptography al-
gorithms,  the  system  model,  and  security  requirements.
The  details  of  our  proposed  framework  are  discussed  in
Section IV, while Section V presents a comprehensive se-
curity analysis of the proposed lightweight protocol. The
performance  evaluation  of  our  protocol  is  presented  in
Section VI. Finally, we conclude our work in Section VII. 

II. Related Work
 

1. User authentication scheme
In wireless  sensor  networks  (WSNs),  user  authenti-

cation is essential to verify the identity of users before a
sensor node transmits data to them, whether on-demand
or upon event detection. The gateway node (GWN) pri-
marily handles this authentication process. However, tra-
ditional  user  authentication  solutions  face  significant
challenges in WSN due to resource limitations. To over-
come  these  challenges,  Wong et  al.  [10]  proposed  a
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lightweight authentication  scheme  based  on  hash  func-
tions and  XOR  operations.  Despite  its  lightweight  na-
ture, their  scheme  exhibited  vulnerabilities  such  as  re-
play  and  forgery  attacks.  In  response,  Tseng et  al. [11]
improved  Wong et  al.’s  scheme  by  enhancing  security
and introducing  a  password-changing  phase  to  regularly
update user passwords. Subsequently, Das [12] identified
additional vulnerabilities in Wong et al.’s scheme, specifi-
cally the same login-ID threat and stolen-verifier attack.
Das  addressed  these  weaknesses  by  introducing  a  new
user authentication protocol. However, Das’s scheme had
its  own  shortcomings,  including  the  inability  to  change
passwords,  lack  of  mutual  authentication,  susceptibility
to  GWN  bypassing  attacks,  and  privileged-insider at-
tacks.  Several  subsequent  works  [13]–[16]  have  further
improved  upon  Das’s  scheme.  Nonetheless,  these  user
authentication  schemes  remain  vulnerable  to  various
attacks  and  primarily  focus  on  preventing  unauthorized
access  rather  than  ensuring  data  confidentiality  and
integrity. 

2. Authentication and key agreement scheme
To  address  the  challenges  in  user  authentication

schemes, lightweight protocols have been proposed to en-
able  secure  session  key  negotiation  and  achieve  mutual
authentication among the user,  GWN, and sensor  node.
Turkanović et al. [17] introduced a lightweight authenti-
cation and key agreement protocol that offers secure key
establishment, mutual  authentication,  password  protec-
tion, and  resilience  against  various  attacks  such  as  re-
play  attacks,  MitM attacks,  and  impersonation  attacks.
However, their scheme is vulnerable to impersonation at-
tacks with node capture, stolen smart card attacks, sen-
sor  node  spoofing  attacks,  stolen  verifier  attacks,  and
lacks  backward  secrecy.  To  overcome  these  limitations,
Chang  and  Le  [18]  designed  an  advanced  lightweight
scheme  that  addresses  the  vulnerabilities  in  Turkanović
et al.’s protocol. They incorporated elliptic curve cryptog-
raphy  (ECC)  to  provide  perfect  forward  secrecy.  How-
ever,  Chang  and  Le’s  protocol  is  susceptible  to  offline
password  guessing  attacks,  user  untraceability  attacks,
smart card recovery attacks, known session-specific tem-
porary information attacks, and previous session key at-
tacks. Amin et al. [19] identified vulnerabilities in Chang
and Le’s scheme and proposed a more realistic architec-
ture  for  low-power  sensor  nodes.  Their  scheme  ensures
untraceability,  mutual  authentication,  and  session  key
verification.  However,  Wang et  al.  [20]  highlighted  that
Amin et  al.’s scheme  is  vulnerable  to  impersonation  at-
tacks and fails to provide user anonymity. Pirayesh et al.
[21] presented a device authentication and key agreement
scheme  that  utilizes  hyperelliptic  curve-based  digital
signature arithmetic (HECDSA). Their protocol achieves
lower computation costs and key sizes compared to ECC.
Notably, a significant portion of the computational load
is offloaded to the GWN, considering the limited compu-
tation power and bandwidth of IoT devices. 

3. Authentication scheme for M2M communication
Lightweight authentication protocols are specifically

designed  for  secure  machine-to-machine (M2M) commu-
nication  in  the  context  of  the  IIoT  or  vehicle-to-vehicle
communication in vehicular ad-hoc networks (VANETs).
These protocols are optimized to provide efficient and se-
cure  authentication  mechanisms  that  meet  the  resource
constraints and dynamic nature of these environments.

In highly dynamic environments like VANET, light-
weight authentication schemes have been proposed to ef-
ficiently  handle  the  authentication  process.  Chuang  and
Lee [22] introduced a decentralized lightweight authenti-
cation scheme called trust-extended authentication mech-
anism  (TEAM).  The  trust  extension  concept  allows  a
device  to  become  trustworthy  once  authenticated  by  a
trusted  node,  enabling  it  to  authenticate  other  devices.
However, Kumari et al. [23] demonstrated vulnerabilities
in Chuang and Lee’s scheme, including guess attacks, im-
personation  attacks,  and  insider  attacks.  Esfahani et  al.
[4] proposed a lightweight authentication and key agree-
ment scheme for M2M communication in IIoT based on
Chuang  and  Lee’s  scheme.  However,  Esfahani et  al.’s
scheme  did  not  address  the  weaknesses  of  Chuang  and
Lee’s  scheme  and  remained  susceptible  to  guess  attacks
and impersonation attacks.

For M2M communication of resource-constrained field
devices  in  IoT  environments,  lightweight  authentication
and key agreement protocols have been proposed. Nakkar
et  al.  [6]  introduced  a  lightweight  symmetric  key-based
protocol with a computational complexity of 5 hash and
4 XOR operations. The communication overhead was 171
bytes, and the storage requirement for field devices was 160
bytes. Similarly, Lara et al. [5] designed a lightweight au-
thentication protocol, and Miyanaji et al. [7] proposed a
continuous  lightweight  authentication  according  group
priority and key agreement protocol. Both protocols under-
went security analysis using formal methods such as the
Burrows-Abadi-Needham (BAN)  logic  and  the  AVISPA
tool. However, to the best of our knowledge, the majori-
ty of  existing  lightweight  authentication  and  key  agree-
ment  protocols  for  M2M  communication  are  vulnerable
to  specific  malicious  attacks  or  suffer  from inefficiencies
in terms  of  computation  and  communication.  Further-
more, most of these schemes also fail to provide untrace-
ability.  The  untraceability  is  an  important security fea-
ture because if an adversary can trace the messages of a
field device, the anonymity of the device is compromised
to some extent.

In this work, we propose a comprehensive authenti-
cation and key agreement framework that enables devices
in  ICSs  to  achieve  mutual  authentication  and  secure
communication.  Within  this  framework,  we  introduce  a
newly designed lightweight authentication and key agree-
ment protocol  for  M2M  communication  that  only  re-
quires  two  message  exchanges  for  each  authentication
and ensures untraceability. Our proposed protocol demon-
strates greater robustness and efficiency compared to ex-
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isting lightweight protocols [4]–[7].
Note that in our system model, we refer to the user

as the PLC client, the GWN as the PLC server, and the
sensor node as the field device. To achieve mutual authen-
tication  and  key  establishment  between  the  PLC  client
and the  PLC  server,  we  employ  an  asymmetric  crypto-
graphic  key  agreement  protocol,  while  our  lightweight
protocol is used for the field device authentication. 

III. Preliminary
In this section, we introduce two cryptography algo-

rithms used in asymmetric cryptographic key agreement
protocol. Additionally, we will present the system model
and outline the security requirements in lightweight sym-
metric cryptographic key agreement protocol. 

1. Cryptography algorithms
 

1) Elliptic curve cryptography

E : y2 = x3 + ax+ b Fp

p > 3 a, b ∈ Fp

E(Fq)

Fp E

(x, y) ∈ F 2
p

Fp #E(Fp)

n

G

Elliptic  curves  are  algebraic  curves  defined  by  an
equation  over  a  finite  field ,
where  is  a  prime  and . Within  the  con-
text of cryptographic protocols, the key group employed
is  a  large  prime-order  subgroup  of  the  group ,
which comprises -rational points on . This set of ra-
tional points encompasses all solutions  to the
curve equation, along with a special point known as the
point  at  infinity,  serving  as  the  neutral  element.  The
count  of -rational  points  is  denoted  by  and
the  prime  order  of  the  subgroup is  represented  as .  A
fixed generator  of  the  cyclic  subgroup  is  commonly  re-
ferred  to  the  base  point,  symbolized  as .  It  is  worth
highlighting two pivotal problems associated with ECC:

Q ∈ E(Fp) P = kG
P and G k P = kG

• Elliptic  curve  discrete  logarithm problem (ECD-
LP): Given a point , such that . Even
if  are known, determining  such that 
is computationally infeasible.

aG, bG ∈ E(Fp)

a, b ∈ F ∗
p abG ∈ E(Fp)

• Elliptic curve computational Diffie-Hellman prob-
lem  (ECCDHP):  Given  two  points  for
any , it is hard to compute .
 

2) SM2 digital signature algorithm
SM2 digital signature algorithm [24] is a public key

cryptographic  algorithm  used  for  digital  signatures  and
authentication. It  is  based  on  elliptic  curve  cryptogra-
phy  and  offers  a  secure  and  efficient  way  to  ensure  the
authenticity and integrity of digital messages.

p G
n d

D := dG

m r
R := rG = (x, y)

t :=
h(m) + x (mod n) s := (1 + d)−1(r − td) (mod n)

This algorithm starts  with the selection of  an ellip-
tic curve with prime order  and a base point  of or-
der  on  that  curve.  A  private  key  is  generated  and
kept confidential. The corresponding public key 
is derived from the private key.  When creating a signa-
ture for message , a random number (nonce)  is chosen
for  each  signature.  A  temporary  point 
is computed on the elliptic curve. Then, the values 

 and 
are extracted, and the values should be not equal to zero,

h(·)
D

m (t, s) t s
R := sG+

(t+ s)D
R h(m) t

where  is a  hash  function.  Verifying  a  signature  re-
quires the verifier to possess the public key , the mes-
sage ,  and the received signature .  and  must
be  within  specified  bounds.  The  final  point 

 is  calculated.  If  the sum of  the x-coordinate of
 and the output of hash function  equals to , the

signature is considered valid.
The  security  of  SM2  digital  signature  algorithm  is

based on the difficulty of solving the ECDLP. The algo-
rithm’s strength lies in its ability to offer strong security
with  relatively  small  key  sizes,  making  it  suitable  for
resource-constrained environments. 

3) Elliptic curve Diffie-Hellman ephemeral
Elliptic curve Diffie-Hellman ephemeral (ECDHE) is

a  key  exchange  protocol  that  leverages  elliptic  curve
cryptography to establish secure and efficient key estab-
lishment in cryptographic protocols. It extends the classi-
cal  Diffie-Hellman (DH)  key  exchange  algorithm  by  in-
troducing the concept of ephemeral key pairs. Ephemer-
al key pairs are generated for each key exchange session,
ensuring  that  a  fresh  set  of  keys  is  used  for  every  new
session.  This  characteristic  provides  forward  secrecy,
meaning  that  even  if  an  adversary  gains  access  to  the
long-term private key of a party in the future, they can-
not decipher previously exchanged session keys.

The  key  exchange  process  in  the  ECDHE  protocol
unfolds as follows: The communicating parties, common-
ly  known as  the  client  and server,  first  reach  consensus
on a shared elliptic curve and a generator point located
on  that  curve.  Subsequently,  each  party  independently
generates  an ephemeral  key pair,  composed of  a  private
key and its corresponding public key. Once these prelimi-
nary steps are complete, the client and server initiate the
exchange of parameters required for generating a shared
secret  point.  Utilizing  their  private  keys  in  conjunction
with the agreed-upon parameters, each party computes a
shared secret point on the elliptic curve. This shared se-
cret point serves as the input for a key derivation function
(KDF) responsible for producing a shared secret key.

The security of ECDHE also relies on the computa-
tional complexity of solving the ECCDHP. In our scheme,
we  implemented  the  ECDHE  using  SM2  key  exchange
protocol [25]. 

2. System model
The system model is illustrated in Figure 2. Within

our  comprehensive  authentication  and  key  agreement
framework,  four  types  of  participants  are  involved:  the
authentication  server  AS,  PLC  server,  PLC  client,  and
field device.  The AS assumes the responsibility of  regis-
tering other  participants,  while  the  PLC clients  can  ac-
cess  the  PLC  server,  which  controls  the  field  devices.
The  PLC  server  acts  as  the  bridge  between  the  PLC
clients and the field devices.

Traditionally,  PLCs  are  embedded  devices  utilized
for monitoring and controlling industrial processes. They
are equipped with control logic programs that define the

A General Authentication and Key Agreement Framework for Industrial Control System 1049  



operational behavior of physical processes. These control
logic programs  are  developed  and  compiled  using  engi-
neering software.  Conventional PLCs often feature com-
munication  interfaces  (e.g.,  USB)  on-site  for  interacting
with  engineering  software.  Unfortunately,  these  PLCs
primarily  rely  on  password-based authentication  meth-
ods  that  are  vulnerable  to  breaches.  To  address  these
concerns,  our  framework  divides  the  PLC  devices  into
the PLC  server  and  the  PLC  clients,  enabling  autho-
rized users to remotely operate the ICS over the Internet.

For  authentication  and  key  agreement  between  the
PLC client and PLC server, we use an asymmetric cryp-
tographic  key  agreement  protocol  that  adopts  the  TLS
handshake protocol.  Considering  the  constrained  re-
sources  of  field  devices,  we  propose  a  novel  lightweight
symmetric cryptographic  key  agreement  protocol  to  en-
sure  authentication  and  secure  communication  between
the  PLC  server  and  the  field  devices.  This  lightweight
protocol utilizes hash functions and XOR operations ex-
clusively. Once the PLC clients and field devices are au-
thenticated  by  the  PLC  server  and  obtain  the  session
keys,  they  can  securely  communicate  with  one  another.
In Section III.3, we present the security requirements of
the proposed lightweight protocol. 

3. Security requirements
The  proposed  lightweight  symmetric  cryptographic

key agreement protocol is designed to withstand various
attacks,  including  impersonation  attacks,  MitM attacks,
and replay attacks.

•  Impersonation  attack:  The  adversary  poses  as  a
field device  or  the  PLC  server  to  deceive  other  legiti-
mate participants.

• MitM attack: The adversary intercepts transmit-
ted  messages,  creates  valid  messages,  and  injects  them
into the network.

•  Replay  attack:  The  adversary  repeatedly  sends
previously transmitted valid messages to disrupt normal
communication.

In addition, our lightweight symmetric cryptograph-
ic key agreement protocol must fulfill several security re-
quirements, as outlined in [5]–[7]. These requirements in-
clude identity  anonymity,  data  integrity,  forward  secre-
cy, mutual authentication, and the newly added security
feature of untraceability [19].

•  Identity  anonymity:  Identity  anonymity  ensures
that the identity numbers of field devices are not known
to adversaries.

• Untraceability:  Untraceability  prevents  adver-
saries  from  tracking  field  devices  by  eavesdropping  on
communication  messages  transmitted  on  the  common
channel.

• Integrity:  Data  integrity  ensures  that  any  mali-
cious tampering of messages by adversaries is detectable.

• Forward secrecy: Forward secrecy guarantees that
if the  adversary  obtains  the  current  session  key,  previ-
ous session keys will remain secure.

• Mutual authentication: Mutual authentication re-
quires  both  the  PLC  server  and  field  devices  to  verify
each other’s legitimacy. 

IV. Our Framework
This  section  provides  a  detailed  description  of  the

proposed  framework,  which  integrates  an  asymmetric
cryptographic  key agreement protocol  and a lightweight
symmetric cryptographic key agreement protocol. We pre-
sent the notations used throughout this paper in Table 1.
  

Table 1  Notations

Symbol Description

λ Security parameter

AS Authentication server

Si iField device 
Pj jPLC server 

k A secret key protected by the AS

msk
A secret key set that is pre-shared among AS and PLC

servers

ri, Ti, T
∗
i

Random numbers generated by pseudo random number
generator (PRNG)

idi iThe identity of entity 

aidi iThe alias of entity 

ski,j i j
ski,j = skj,i

A session key between entity  and entity , where

h(·) A one-way hash function

|| The concatenation operator

⊕ The bitwise XOR operator
  

1. System overview
As illustrated in Figure 3, our framework consists of

two phases: registration and authentication.
In the  registration  phase,  the  asymmetric  crypto-

graphic key agreement protocol is employed for the con-
nection  between  the  PLC  clients  and  the  PLC  server.
Specifically, we utilize the TLS handshake protocol.  Ini-

 

PLC clients

Asymmetric cryptographic

key agreement protocol

Lightweight symmetric

cryptographic key

agreement protocol

PLC server

Registration

Authentication

server

Field devices

R
eg

is
tra

tio
n

R
egistration

Figure 2  The  system model  of  our  general  authentication  and  key
agreement framework.
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tially, the PLC clients and the PLC server send registra-
tion request messages (a)/(b) to the authentication serv-
er AS. Upon receiving these messages, AS responds with
the respective  certificates,  which  are  used  to  authenti-
cate the participants’ identities. For the connections be-
tween the field devices and the PLC server, a lightweight
anonymous authentication and key agreement scheme is
utilized. In this phase, each PLC server receives message
(c)  containing  a  pre-shared  key  sent  by  AS,  while  each
field  device  sends  a  registration  message  (d)  containing
its identity number to AS. If the registration is success-
ful, AS responds with message (e) containing several pa-
rameters.

In  the  authentication  phase,  the  TLS  handshake
protocol  is  employed  for  authentication  and  session  key
agreement between the PLC client and the PLC server.
Initially,  the  PLC  client  sends  message  (f)  to  the  PLC
server to  negotiate  cipher  settings.  The  PLC  server  re-
sponds with message (g), which includes the specified ci-
pher  settings,  the  PLC  server’s  certificate,  and  the  DH
public  key.  Upon  receiving  message  (g),  the  PLC client
verifies the PLC server’s certificate and transmits its own
certificate with  message  (h).  Additionally,  through mes-
sage (h), the PLC client transmits the DH public key to
the PLC server and notifies  the PLC server that subse-
quent  messages  can  be  authenticated.  Both  the  PLC
server and the PLC clients compute a shared key based
on  a  key  exchange  algorithm  like  ECDHE.  Finally,  the
PLC server  sends  message  (i)  to  inform the  PLC client
that subsequent  transmitted  messages  can  be  authenti-
cated. At this point, the PLC clients and the PLC serv-
er can encrypt communication messages using a symmet-
ric cipher with the shared session key. For the industrial
field devices, the field device sends an authentication re-

quest  message (j).  Upon receiving message (j),  the PLC
server calculates a session key and responds with an au-
thentication reply message (k). The field device can then
extract  the  session key from message  (k).  Subsequently,
the  field  device  and  the  PLC  server  establish  a  shared
session key. 

2. Asymmetric cryptographic key agreement
protocol

AS

The asymmetric cryptographic key agreement proto-
col  is  used  for  devices  over  the  open  Internet,  and  we
adopt the TLS handshake protocol. We consider that the
participants in this protocol are the PLC clients and the
PLC server. In the registration phase, after receiving the
registration request from a PLC client or the PLC server,

 issues the certificates to them, with which the partic-
ipants  can  authenticate  the  origin  of  messages  in  the
next phase. In the authentication phase, we mainly follow
the TLS handshake protocol description.

A example of message transmission during the TLS
handshake is depicted in Figure 4. In particular, we use
SM2  digital  signature  algorithm  [24]  for  signature  and
verification,  and  ECDHE  implemented  using  SM2  key
exchange  protocol  [25]  as  cryptographic  key  agreement
algorithm.

Client→ Server

Rc

1) :  At  the  outset,  the  PLC  server
and  the  PLC  client  initiate  a  negotiation  for  the  TLS
protocol  and  cipher  suite.  The  process  begins  with  the
PLC  client  sending  a  ClientHello  message  to  the  PLC
server. This message includes the protocol version, a ran-
dom number  generated by the PLC client, and a list
of supported cipher suites.

Server→ Client

Rs

2) :  Upon  receiving  ClientHello,
PLC  server  responds  a  ServerHello  message  to  specify
the chosen TLS protocol, a random number  of server,

 

(a)

(b)

(c)

(e)
(j) (k)

(f) (g) (h) (i)

(d)

Authentication phaseRegistration phase

PLC clientsPLC clients

Field devicesField devices

PLC server PLC server

Secure channel

Common channel

Authentication

server

Figure 3  Overview of various phases in the proposed framework. Note that the messages (c), (d), and (e) are transmitted through secure
channel. (PLC client registration phase: registration request message (a). PLC server registration phase: registration request message (b)
and  registration  reply  message  (c).  Field  device  registration  phase:  registration  request  message  (d)  and  registration  reply  message  (e).
Asymmetric authentication and cryptographic key agreement phase: the messages (f), (g), (h), and (i) in TLS handshake. Symmetric au-
thentication and cryptographic key agreement phase: authentication request message (j) and authentication reply message (k).).
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Rs and Rc

Rs and Rc

and chosen cipher suite. Then, the PLC server transmits
a  Certificate  message,  with  which  the  PLC  client  can
authenticate  PLC  server.  Next,  the  PLC  server  sends
ServerKeyExchange message that contains the PLC serv-
er’s  the  parameters  in  ECDHE  algorithm  and  random
numbers . The PLC server uses the SM2 signa-
ture  algorithm  to  create  a  signature  for  the  parameters
and the random numbers. If the server wants to verify the
certificate of the client, it will send CertificateRequest to
the PLC client to ask the certificate. After that, the PLC
server sends ServerHelloDone message to the PLC client
that  indicates  the  handshake  negotiation  is  done.  After
handshake  negotiation  phase,  the  PLC  client  and  the
PLC server exchange their random numbers .

Client→ Server

Rs Rc

session key

3) :  If  the  PLC  server  requires  the
certificate,  the  PLC  client  will  send  Certificate  to  the
server.  The  PLC  client  verifies  the  certificate  of  server
and  sends  his  own  certificate  to  the  PLC server.  If  the
certificate  of  server  is  valid,  the  PLC  client  responds
ClientKeyExchange  message  that  contains  the  client’s
parameters  in  ECDHE algorithm. Then,  the PLC client
sends  CertificateVerify  to  prove  the  certificate  is  owned
by  the  PLC  client.  After  the  PLC  server  received  the
ClientKeyExchange message, both PLC server and PLC
client obtain , ,  and a shared key obtained by the
ECDHE  algorithm.  Then,  they  compute  a ,
which will  be  used for  encryption and authentication in
subsequent  communication.  The  PLC  client  sends
ChangeCipherSpec  message  to  inform  the  PLC  server
that all messages sent by client from now on will be au-
thenticated and encrypted. The Finished message, which
includes a message authentication code (MAC) over the
preceding  handshake  messages,  is  encrypted  using  the
session  key.  Upon  receiving  the  Finished  message,  the
PLC server  verifies  its  authenticity.  If  the  authentica-
tion fails, the handshake is deemed unsuccessful.

Server→ Client4) :  Upon  successfully  verifying  the
Certificate message  and  decrypting  the  received  Fin-
ished message from the PLC client, the PLC server pro-
ceeds to  send  a  ChangeCipherSpec  message.  This  mes-

sage  serves  as  a  notification  to  the  PLC  client  that  all
subsequent messages sent by the PLC server will be au-
thenticated and encrypted. Subsequently, the PLC server
transmits  a  Finished  message  to  the  PLC  client.  Upon
receiving the Finished message, the PLC client follows the
same procedure as the PLC server in the preceding step. 

3. Lightweight symmetric cryptographic key
agreement protocol

Before presenting our lightweight symmetric crypto-
graphic key  agreement  protocol  for  the  connections  be-
tween field devices and PLC servers, we provide some in-
sights into the motivation behind our design.

id

id

id
aid

id

Intuition  Esfahani et al. [4] proposed a lightweight
authentication  mechanism  for  M2M  communication  in
IIoT. However, their protocol requires three message ex-
changes for the authentication process and is vulnerable
to  guess  identity  attacks  [23],  compromising  identity
anonymity and untraceability. In a guess identity attack,
an adversary attempts to guess the identity number  of
a smart  device  by  intercepting  and  analyzing  the  ex-
changed messages. If one of the guesses is successful, the
adversary  obtains  the  correct  and  can  subsequently
obtain the established session key. As a result, this pro-
tocol  is  susceptible  to  impersonation and MitM attacks.
Furthermore, the protocol fails to provide untraceability,
as  the  adversary  can  identify  the  relationship  among
communication  messages  transmitted  over  the  common
channel.  To  address  these  weaknesses,  our  proposed
lightweight  protocol  introduces  several  enhancements.
First,  instead of transmitting the actual identity ,  the
entity  uses  an  alias  during the  communication  pro-
cess.  Additionally,  the  communication  messages  are
masked with temporary secrets. These measures prevent
the adversary from brute-forcing the correct  and hin-
der  their  ability  to  trace  the  communication  messages
of  the  smart  device,  ensuring  identity  anonymity  and
untraceability.

ExKey
ExKey Register

Request Reply Recover
Si Pj

ExKey.Register
idi Si

Si

ExKey.Request

Pj ExKey.Reply
ski,j

Si Si

ExKey.Recover
ski,j Si Pj

ski,j ExKey
Si Pj

Let us denote our lightweight protocol as . At
a high level,  consists of four algorithms: ,

, ,  and . Suppose  that  a  field  de-
vice  and a PLC server  want to authenticate each
other and establish a shared session key. In the registra-
tion  phase,  the  authentication  server  AS  executes  the

 algorithm upon receiving a unique iden-
tity number  for field device . In the authentication
phase,  initiates  the  process  by  executing  the

 algorithm to  generate  an  authentication
request  message.  Upon  receiving  this  request,  the  PLC
server  performs  the  algorithm,  which
generates  the  session  key  and sends  a  reply  mes-
sage to . Finally, upon receiving the reply message, 
runs  the  algorithm,  which  reveals  the
session key . At this point,  and  have achieved
mutual authentication  and  agreed  upon  the  shared  ses-
sion key . By executing the  algorithms, field
device  and  PLC server  can  securely  authenticate

 

PLC client PLC server

ClientHello
ServerHello

Certificate

ServerKeyExchange

CertificateRequest

ServerHelloDone

Certificate

ClientKeyExchange

CertificateVerify

ChangeCipherSpec

Finished

Application data Application data

Finished

ChangeCipherSpec

Figure 4  Message transmission during the TLS handshake.
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each other and establish a shared session key for further
communication.

1) Registration phase

msk

(idi)
(aidi, Ai, Bi, Ti)

During  the  registration  phase,  all  communications
take place over a secure channel.  When the PLC server
registers  with  AS,  is  shared  between  AS  and  the
PLC server  via  the  secure  channel.  Similarly,  when  the
field  device  registers  with  AS,  the  messages  and

 are  also  transmitted  over  the  secure
channel.  As  shown  in Figure  5,  the  registration  of  the
field device involves three steps as follows.
  

stores (k, msk)stores (id
i
)

Authentication server

a) (id
i
)

c)  (aid
i
, A

i
, B

i
, T

i
)

b) ExKey. Register
T

i
←{0,1}λ

K
i
=h (id

i
||k)

X
i
=h (msk||T

i
)

A
i
=h (msk||K

i
)

B
i
=K

i
⊕X

i

aid
i
= id

i
⊕msk⊕K

i

Smart device S
i

SiFigure 5  Registration of the field device .
 

Si → AS
idi

a) :  The  field  device  transmits  its  unique
identity number  to AS through the secure channel.

ExKey.Register(idi)
idi ExKey.Register

Ti

b) : Upon receiving the field de-
vice’s , AS executes the  algorithm. AS
generates a random number  and computes the follow-
ing parameters:

Ki = h(idi||k)• 
Xi = h(msk||Ti)• 
Ai = h(msk||Ki)• 
Bi = Ki ⊕Xi• 
aidi = idi ⊕msk⊕Ki• 
AS→ Si (aidi,

Ai, Bi, Ti)
c) :  AS  transmits  the  parameters 

 to the field device through the secure channel.

Subsequently, AS discards these parameters.
2) Authentication

Si

aidi

After registration  phase,  the  field  device  can  estab-
lish  a  session  key  with  the  PLC  server.  To  ensure
anonymity of  the field  device,  the field  device  trans-
mits  the  alias  instead  of  the  real  identity,  and  the
alias is masked with a temporary secret. The authentica-
tion  phase  consists  of  the  following  steps,  as  shown  in
Figure 6.

ExKey.Request(aidi, Ai, Bi, Ti)
Si ExKey.Request

aidi, Ai, and Ti Si

ri Si

a) :  The  field  device
 executes  the  algorithm with parame-

ters .  Firstly,  generates  a  random
number . Then,  computes the following values:

m1 = ri ⊕Ai• 
Ri = h(ri)• 
m2 = aidi ⊕Ri• 
m3 = h(idi||ri||Ai||Ti||ti)• 

ri
Ai aidi
Ri

where the random number  is masked with the param-
eter , and the alias  is masked with the temporary
secret .

Si → Pj Si

(ti,m1,m2,m3, Bi, Ti)
ti Pj

Bi and Ti Pj ri idi
msk

b) :  The  field  device  transmits an  au-
thentication  request  message  in-
cluding timestamp  to the PLC server . The parame-
ters  allow  to derive  and  using the se-
cret key .

ExKey.Reply(ti,m1,m2,m3, Bi, Ti)
Pj

ExKey.Reply Pj

ti Pj ri idi

c) : Upon  receiv-
ing  the  authentication  request,  the  PLC  server  exe-
cutes the  algorithm.  first check whether
the timestamp  is valid. Then,  reveals  and :

Xi = h(msk||Ti)• 
Ki = Bi ⊕Xi• 
Ai = h(msk||Ki)• 
ri = m1 ⊕Ai• 
Ri = h(ri)• 

 

Authentication server
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Si PjFigure 6  Authentication phase between the field device  and the PLC server .
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aidi = m2 ⊕Ri• 
idi = aidi ⊕msk⊕Ki• 

Pj h(idi||ri||Ai||Ti||ti)
m3 Pj

Pj T ∗
i T ∗

i Pj

ski,j B∗
i

 then checks whether  is equal
to .  If  the equality does not hold,  rejects the au-
thentication  request  and  terminates  the  process.  Next,

 generates a random number . Using ,  calcu-
lates the session key  and the new parameter :

X∗
i = h(msk||T ∗

i )• 
ski,j = h(idi||ri||T ∗

i )• 
B∗

i = Ki ⊕X∗
i• 

PjNext,  computes the reply messages as follows:
m4 = T ∗

i ⊕Ri ⊕Ai• 
m5 = B∗

i ⊕ aidi ⊕ ski,j• 
m6 = h(ski,j ||idi||B∗

i ||T ∗
i ||tj)• 

T ∗
i B∗

i Ri ⊕Ai aidi ⊕ ski,j and  are masked with  and ,
respectively,  to  ensure  that  any  two  authenticated  key
agreement procedures  cannot  be  linked  by  eavesdrop-
ping on the communication messages transmitted on the
common channel.

Pj → Si Pj

(tj ,m4,m5,m6) Si

d) :  then sends the authentication reply
message  to .

ExKey.Recover(tj ,m4,m5,m6)
Si ExKey.Recover

tj Si

T ∗
i B∗

i ski,j

e) :  Upon  receiving
the reply message,  executes the  algo-
rithm.  If  the  timestamp  is  valid,  obtains  the  new
parameters  and  and recovers the session key 
as follows:

T ∗
i = m4 ⊕Ri ⊕Ai• 

ski,j = h(idi||ri||T ∗
i )• ,

B∗
i = m5 ⊕ aidi ⊕ ski,j• 

Si h(ski,j ||idi||B∗
i ||T ∗

i ||tj)
m6 Pj

ski,j
Si Si

Bi Ti B∗
i T ∗

i

 then  checks  whether  is
equal to . If the equality holds, it confirms that  is
trusted. Otherwise, the session key  is considered in-
valid, and  terminates the process. Finally,  updates

 and  with  and , respectively. 

V. Security Analysis
This section presents a security analysis of the pro-

posed lightweight  symmetric  cryptographic  key  agree-
ment  protocol.  Hereby,  we  examine  our  protocol  and
demonstrate its  ability  to  satisfy  the  security  require-
ments outlined in Section III.3. Furthermore, we provide
formal verification results using GNY logic and AVISPA
tool to further validate the protocol’s security properties.
In Section V.6, we conduct a comprehensive comparison
between our protocol and four other related protocols. 

1. Security model
We  adopt  the  well-known  real-or-random  (ROR)

model [26] for key indistinguishability.
Πu

Si
u

Si Πv
Pi

v
Pi Πw

AS w
AS

Participants    denotes  the  instance  of  the
field  device .  denotes  the  instance  of  the  PLC
server .  denotes the instance  of authentication
server . These instances are called oracles.

sid
sid

Partnering  Partnering  is  defined  based  on  session
identity ( ), which means that two instances are part-
nered if they hold the same .

Freshness  We use  the  notation  of  freshness  to  de-

Si Pj

A
note  that  the  session  key  between  and  is not  re-
vealed by the adversary .

A

R Πu
Ri

u Ri

Adversary  In  authentication  phase,  the  adversary
 can  eavesdrop  all  transmitted  messages,  as  well  as

modify  the  intercepted messages  or  forge  new messages.
The  adversary  can  interact  with  the  honest  participant

 through following queries,  where  denotes the in-
stance  of a participant :

Execute(Πu
Ri
,Πv

Rj
)• : This query models an passive

attack, in  which  the  adversary  can  eavesdrop  all  mes-
sages during executions in authentication phase between
two honest participants.

Send(Πu
Ri
,m)

A
m

Πu
Ri

m

•  : This  query  models  an  active  at-
tack, in which the adversary  can intercept a message
and then send another message  to honest participant
instance . The transmitted message  is either a mo-
dified message, or a new one, or simply the original one.

Test(Πu
Ri
) b

Πu
Ri

b = 1

b = 0
⊥

• : Let  be a bit value selected uniform-
ly at random at the beginning of the experiment. If  the
session key is defined, the output of this query is the ses-
sion key of instance  if  or a random key with
the same size if ;  Otherwise,  the query returns the
undefined symbol .

A Test

b

Test

A
A

b′ A
b = b′

Semantic security in the real-or-random model  The
adversary  can ask as many  queries as he wants
to different participant instances in authentication phase.
However,  as  the  hidden  bit  value  was  selected  at  the
beginning, which is used to determine whether to return
real  key  values  or  random  key  values,  the  outputs  of

 queries are  either  all  real  session  keys  or  all  ran-
dom keys. In the random case, the output of queries that
are asked to two instances which are partnered should be
the same random key value. In an experiment, the adver-
sary ’s  target  is  to  distinguish  between  a  real  session
key and a random one. In the end,  will return a guess
bit value . The adversary  is considered successful if

.
Succ

A

P

Let  denote the event in which the adversary is
successful.  The  ror-ake-advantage  of  in  breaking  the
semantic  security  of  the  authenticated  key  exchange
(AKE) protocol  is

 

Advror−ake
P (A) =

∣∣∣∣Pr(Succ)− 1

2

∣∣∣∣
P

Advror−ake
P (A)

We say that protocol  is a semantic security proto-
col in the ROR sense if  is negligible.

A
h()

H

Random  oracle  All participants  as  well  as  adver-
sary  are  provided  with  a  collision-resistant  one-way
hash function , which is modeled by a random oracle.
We use  to denote the random oracle. 

2. Formal security analysis using ROR model
Under ROR model mentioned in Section V.1, we for-

mally analyze the security of session key in the proposed
lightweight protocol via the following theorem.

ATheorem 1  Let  be an adversary running in poly-
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t
ExKey
h()

H

nomial time  against the proposed lightweight symmet-
ric  cryptographic  key  agreement  protocol ,  where
the  cryptographically  secure  hash  function  is mod-
eled  as  a  random  oracle .  Suppose  that  none  of  the
PLC  servers  have  been  compromised  by  the  adversary.
Then, we have

 

Advror−ake
ExKey (A) ≤ Q2

h

2|H|

Qh H |H|
h() λ

where  is  the  numbers  of  queries;  is  range
space of the hash function ; the key length is  bits.

G0, G1, and G2 Succi
Gi

i = 0, 1, 2

Proof  To prove  this  theorem,  we first  define  a  se-
quence of  games,  denoted as .  Let 
denote  the  adversary  which  is  successful  in  game 
( ).

G0 A
ExKey

b

Game : This game is the real attack by  on the
proposed  protocol  in  the  random  oracle  model.
The bit value  is selected randomly at the beginning of
this game. By definition, we have

 

Advror−ake
ExKey (A) =

∣∣∣∣Pr(Succ0)− 1

2

∣∣∣∣ (1)

G1

Execute A
Test A Test

ski,j

Game :  This  game  simulates  the  passive  attack
by  querying  the  oracle.  At  the  end,  queries
the  oracle.  has  to  decide  the  output  of  is
the  real  session  key  or  a  random one.  The  session
key is derived as

 

ski,j = h(idi||ri||T ∗
i )

h()
idi||ri||T ∗

i

ski,j ri and T ∗
i

idi
ski,j

(ti,m1,m2,m3, Bi, Ti) (tj ,m4,m5,m6)

When  is modeled as a random oracle, the adversary
needs to guess the exact input ( ) to determine
the correct value of . Since  are temporary
secrets and the adversary cannot obtain the identity ,
the  adversary  cannot  generate  session  key . There-
fore, the  chance  of  winning  by  the  adversary  is  not  in-
creased through  eavesdropping  the  communication  mes-
sages  and .  Then
we have

 

Pr(Succ0) = Pr(Succ1) (2)

G2 Send H
A

A
H

(ti,m1,m2,m3, Bi, Ti)
(tjm4,m5,m6)

Send

Game :  In  this  game,  and  oracles  are
added to simulate an active attack, in which  tries to
trick a participant into accepting his forged message. 
tries to find collisions by repeatedly querying the  ora-
cle.  As  each  value  in  authentication  request  message

 and  authentication  reply  message
 is associated to the identity of  a partici-

pant,  secret  key  values,  and  secret  random  numbers,
there is no collision when querying the  oracle. Ac-
cording to the birthday paradox, we have

 

|Pr(Succ1)− Pr(Succ2)| ≤
Q2

h

2|H|
(3)

In the last game, all queries have been simulated. If the

A
ExKey b

Test

adversary  still  cannot breach the security of  protocol
 at this point, he has to guess the bit value  to

win the game after querying . Therefore, we have
 

Pr(Succ2) =
1

2
(4)

Therefore, the overall adversarial advantage is
 

Advror−ake
ExKey (A) = |Pr(Succ0)− Pr(Succ2)| ≤

Q2
h

2|H|
(5)

 

3. Additional security properties
In  this  section,  we  demonstrate  that  the  proposed

protocol offers several important security features, includ-
ing identity anonymity, untraceability, integrity, mutual
authentication,  and  forward  secrecy.  Additionally,  we
highlight its ability to resist replay attacks, MitM attacks,
and impersonation attacks.

1) Identity anonymity

(ti, tj , Bi, Ti,m1,m2,m3,m4,m5,m6)

idi m3 =
h(idi||ri||Ai||Ti||ti) m6 = h(ski,j ||idi||B∗

i ||T ∗
i ||tj)

h()
aidi = idi ⊕msk⊕Ki

m2 = aidi ⊕Ri idi
A Ri aidi

Firstly,  it  is  important  to  note  that  the  plaintext
identity of the field device is never transmitted over the
common  channel.  Even  if  an  adversary  intercepts  the
messages exchanged during the authentication phase and
obtains  the  values ,
it is  computationally  infeasible  for  the  adversary  to  de-
rive  the  actual  identity  from  the  equations 

 and . This
is due to the fact that the hash function  is modeled as
a random oracle. Besides, equations 
and  do  not  reveal  since the  adver-
sary  is unaware of  and .

A

id′i
Si aid′i

msk Ki

h(id′i||ri||Ai||Ti||ti) ri
Ai h(ski,j ||id′i||B∗

i ||T ∗
i ||tj) ski,j

B∗
i m3 m6

id′i
(m3,m6)

Furthermore,  even  if  the  attempts  to  reveal  the
identity through a guess attack based on the intercepted
authentication  request  and  reply  messages,  their  efforts
will be futile. The adversary can guess a value  as the
identity  of ,  but  they  cannot  compute  without
knowing  and . Additionally,  the  adversary  can-
not calculate  without knowing  and

, or  without knowing  and
.  Since  the  adversary  cannot  compute  and ,

they cannot verify whether their guessed value  is cor-
rect based on the messages . Therefore, our pro-
tocol effectively  resists  guess  identity  attacks  and  pro-
vides identity anonymity for the field devices.

2) Untraceability

aidi Ri

Ri = h(ri) ri

A

B∗
i T ∗

i

Bi Ti

B∗
i T ∗

i Ri ⊕Ai aidi ⊕ ski,j

The  identity  of  the  device  is  concealed  within  the
alias , which is masked with the temporary secret .
Since  and  is randomly chosen by the field
device  for  each  key  agreement  session,  it  is  practically
impossible for the adversary  to determine the device’s
identity  or  establish  any  correlation  between  different
authentication  request  messages.  In  the  authentication
reply messages, the parameters  and  are transmit-
ted  over  the  common  channel  for  updating  the  stored
values of  and  in the field device. To prevent tracking,

 and  are masked with  and , re-
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A

(ti, tj ,m1,m2,m3,m4,m5,m6, Bi, Ti)

A

spectively.  Consequently,  the  adversary  is  unable  to
differentiate  between  the  communication  messages

 and random values.
Based on the aforementioned analysis, the proposed pro-
tocol  ensures  untraceability,  as  the  adversary  cannot
trace the  participants  through  the  communication  mes-
sages. Therefore,  the  proposed  protocol  satisfies  the  re-
quirement of untraceability.

3) Integrity

m3 Pj m3

h(idi||ri||Ai||Ti||ti)
Pj

h(idi||ri||Ai||Ti||ti) m3

msk idi
A

m6

Si m6

h(ski,j ||idi||B∗
i ||T ∗

i ||tj) Si

The authentication request message includes the val-
ue ,  and  the  PLC  server  verifies  whether  is
equal  to .  If  the  request  message  is
tampered  with  or  modified,  can detect  the  inconsis-
tency between  and . Additionally,
without knowledge of the secret values  and , the
adversary  cannot  generate  another  valid  message.
Similarly,  the  response  message  contains  the  value ,
and  the  field  device  verifies  whether  matches

. Consequently,  can also detect
any modifications made to the response message. There-
fore, the proposed protocol ensures the integrity of trans-
mitted  messages  by  enabling  both  the  PLC  server  and
the field device to detect any unauthorized modifications.

4) Forward secrecy
ski,j

ski,j = h(idi||ri||T ∗
i ) ri T ∗

i

idi
A

Si Pj

In  our  protocol,  the  session  key  is  derived  as
, where  and  are random num-

bers, and the identity  remains undisclosed to the ad-
versary  as demonstrated in Section V.3.1). The securi-
ty of previous session keys is maintained even if the ad-
versary  gains  access  to  the  current  session  key.  This  is
due  to  the  properties  of  the  one-way hash  function  and
the randomness of the numbers generated independently
by  the  field  device  and  the  PLC  server . Conse-
quently, our protocol  guarantees forward secrecy,  ensur-
ing that past session keys cannot be compromised even if
the current key is compromised.

5) Resistance to replay attack

ri T ∗
i

A

(ti,m1,m2,m3, Bi, Ti) (tj ,m4,m5,m6)

ri
T ∗
i

During  the  authentication  procedure,  the  inclusion
of random numbers  and  within the request and re-
ply messages  adds  an  extra  layer  of  security.  If  the  ad-
versary  manages to intercept a legitimate message and
attempts to  replay  it  to  the  participants,  the  partici-
pants will reject these replayed messages. The reason for
this  rejection  lies  in  the  fact  that  the  messages

 and  are generat-
ed utilizing the confidential and ever-changing secrets 
and ,  respectively.  Therefore,  any  replayed  messages
will feature an invalid nonce, which in turn triggers im-
mediate rejection by the participants.

To enhance the efficiency of detecting such repeated
messages,  we  have  incorporated  a  timestamp  into  the
messages.  This  timestamp allows  participants  to  keep  a
record  of  only  a  few  received  messages  within  a  short
timeframe. Messages  that  have  aged  beyond  this  desig-
nated timeframe can be safely discarded. In the unfortu-
nate event that the adversary attempts to replay a mes-

sage long after it has been discarded, the outdated times-
tamp renders the replayed message invalid. Consequent-
ly, our protocol can resist replay attacks.

6) Resistance to impersonation attack
Si

A
Ai aidi
A

A A′
i aid′i

Pj Pj

r′i id′i m3

h(id′i||r′i||A′
i||Ti||ti) A
msk

m′
3 h(id′i||r′i||A′

i||Ti||ti)

msk T ∗
i ski,j

A ri

To impersonate the field device  and send a valid
request,  the  adversary  needs to  know the  secret  val-
ues  and . Without this  knowledge,  it  is  impossi-
ble for  to calculate a valid authentication request mes-
sage. Even if  randomly selects values  and  and
sends  a  request  message  to  the  PLC server ,  will
compute  or  and discover that  does not match

.  Moreover,  as  cannot  obtain  the
secret  value  from  intercepted  messages  due  to  the
one-way  property  of  the  hash  function,  it  is  unable  to
compute a valid  that should equal .
To  impersonate  a  field  device  and  receive  a  response
message from  the  PLC  server,  the  adversary  must  ac-
quire the secret key  to compute valid  and .
However,  cannot  obtain  the  actual  from messages
transmitted on the common channel.

msk A
Ai Ci

A idi ri

m6 = h(ski,j ||idi||B∗
i ||T ∗

i ||tj) h()

msk Ki Ai = h(msk||Ki)
msk aidi = idi⊕msk⊕Ki

Ki

Impersonating the PLC server requires access to the
secret key . Without this key,  cannot retrieve the
correct values of  and . Consequently, it is impossi-
ble  for  to  compute  the  correct  and ,  rendering
them unable to generate a valid response message that sa-
tisfies . Since  is modeled
as a random oracle, the field device cannot obtain the se-
crets  and  from . Additionally, the
field device cannot derive  from 
without .  Therefore,  our  protocol  successfully  resists
impersonation attacks.

7) Resistance to MitM attack

A

A

During  the  authentication  phase  of  our  proposed
protocol, the adversary  has the ability to intercept the
transmitted  messages  and  attempt  to  forge  new request
or  reply  messages.  However,  as  explained  in  Section
V.3.3),  is  unable  to  generate  valid  request  or  reply
messages.  This  ensures  that  our  protocol  is  resilient
against MitM attacks.

8) Mutual authentication

Pj

idi Si Pj

msk

Based on the analysis provided earlier, our protocol
demonstrates  resistance  against  impersonation  attacks
and MitM attacks. The PLC server  is able to obtain
the  identity  of  the  field  device ,  while  cannot
generate a valid reply message without possessing the se-
cret key . As a result, both the field device and the
PLC server  are  able  to  authenticate  each other  success-
fully. Therefore, our protocol ensures mutual authentica-
tion between the field device and the PLC server. 

4. Formal verification with GNY logic
In  line  with  prior  research  [9],  [27],  we  employed

GNY logic  [28] to meticulously scrutinize  the logical  in-
tegrity of our protocol. GNY logic serves as a formal ver-
ification  language,  enabling  us  to  ascertain  that  our
lightweight  protocol  effectively  fulfills  its  security  goals.
Further  elaboration  on  GNY  and  the  comprehensive
proof can be found in Appendix A. 
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5. Formal verification with AVISPA
In this study, we conducted a comprehensive verifi-

cation of  our  lightweight  authentication  and  key  agree-
ment protocol to assess its resilience against replay attacks
and  MitM  attacks.  To  accomplish  this,  we  employed
AVISPA [29], [30], an automated verification tool widely
used  for  protocol  analysis.  AVISPA  implements  the
Dolev-Yao  (DY)  threat  model,  enabling  the  verification
of  a  protocol’s  resistance  to  both  passive  and  active
attacks.

Initially, we encoded our proposed protocol using the
high-level  protocol  specification  language  (HLPSL).  The
HLPSL code encompasses three roles: the authentication
server, the PLC server, and the field device, as illustrat-
ed in Figures 7–9. Furthermore,  the description of  com-
munication environment and the definition of the securi-
ty  goal  in  this  protocol  are  shown  in Figure  10. Subse-
quently,  AVISPA  translated  the  HLPSL  code  into  the
intermediate format (IF), which was then interpreted by
back-end  checkers,  such  as  on-the-fly  model  check
(OFMC)  and  constraint  logic-based  attack  searcher
(CL-AtSe).
 
 

ASFigure 7  Role specification of the authentication server  in HLP-
SL.     
 

To evaluate  the  security  properties  of  our  protocol,
we defined mutual authentication and session key secre-
cy as our primary security goals within the AVISPA sim-
ulation.  In  the  event  that  participants  failed  to  achieve
mutual authentication or if  the intruder successfully ob-
tained the session key, the output generated by the back-
end  tools  would  indicate  that  the  protocol  is  unsafe,
along with an explanation of how the intruder exploited
the protocol’s vulnerabilities.

The  verification  results,  as  depicted  in Figure  11,
demonstrate the successful simulation of our protocol us-
ing AVISPA under the OFMC and CL-AtSe models. The
results confirm that our protocol achieves the desired se-
curity goals of mutual authentication and session key se-
crecy,  while  effectively  countering  replay  attacks  and
MitM attacks. 

6. Security comparison
Table  2 presents a  comparison  of  the  security  fea-

tures  between  our  protocol  and  other  corresponding
lightweight protocols. As previously discussed, the proto-

 

PjFigure 8  Specification of the PLC server  in HLPSL.

 

SiFigure 9  Role specification of the field device  in HLPSL.
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col  in  [4] is  susceptible  to  guess  attacks  and  imperson-
ation  attacks.  It  also  lacks  identity  anonymity,  session
key secrecy, and mutual authentication. The protocols of
[5] and [9] do not provide untraceability, which can com-
promise the privacy of participants. The protocol in [6] is
vulnerable to impersonation attacks and does not achieve
mutual  authentication.  In  [7], the  protocol  fails  to  pro-
vide  anonymity,  untraceability,  session  key secrecy,  and
resistance  against  impersonation  attacks.  The  protocol

mentioned in [8] is susceptible to both replay attacks and
impersonation attacks, and does not provide untraceabil-
ity. In contrast,  our protocol addresses the security vul-
nerabilities present in the protocol of [4]. It not only en-
sures session  key  secrecy,  identity  anonymity,  untrace-
ability, integrity,  forward secrecy,  and mutual  authenti-
cation but  also  provides  protection  against  replay  at-
tacks, impersonation attacks, and MitM attacks. 

VI. Performance Comparison

idi, aidi,msk,
ski,j

In  this  section,  we  evaluate  the  performance  of  our
lightweight protocol in terms of storage cost, communica-
tion overhead, and computation cost. We also compared it
with the related lightweight protocols [4]–[9], and the com-
parison  results  are  illustrated  in Table  3.  Since  we  use
SHA256  as  hash  function,  the  lengths  of 

, random  numbers,  and  the  outputs  of  hash  func-
tion  are  all  equal  and  are  32  bytes.  The  length  of  a
timestamp is 8 bytes.

(idi, aidi, Ai, Bi, Ti) (msk)

96m+ 32

Each  field  device  needs  to  store  its  parameters
 and the PLC server holds the .

As the length of each one is 32 bytes, the storage cost of
a  field  device  is  160  bytes  and  the  PLC  server  is

 bytes,  where m is the number of  receive mes-
sages within a short time frame.

(idi) (aid Ai Bi Ti)
(ti,m1,m2,m3 Bi, Ti) (tj ,m4,m5,m6)

idi

(aid, Ai, Bi, Ti)

In the  proposed  lightweight  protocol,  the  partici-
pants  transmit  four  messages: , , , , ,

, ,  and . In  registra-
tion phase,  the  field  device  sends  its  identity  to au-
thentication  server  AS  and  gets  the  response

 from  the  AS.  In  authentication  phase,
the field device sends its authentication request message

 

Figure 10  The  description  of  communication  environment  and  the
definition of the security goal in the protocol.

 

Figure 11  AVISPA simulation results under OFMC (left) and CL-AtSe (right) models.
 

Table 2  Security features comparison with peer works

Ref. S1 S2 S3 S4 S5 S6 S7 S8 S9

[4] × × ✓ × ✓ × × × ×

[5] ✓ × ✓ ✓ ✓ ✓ ✓ ✓ ✓
[6] ✓ ✓ ✓ ✓ ✓ × ✓ × ✓
[7] × × ✓ ✓ ✓ × ✓ ✓ ×

[8] ✓ × ✓ ✓ × × ✓ ✓ ✓
[9] ✓ × ✓ ✓ ✓ ✓ ✓ ✓ ✓

Ours ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
S1 S2 S3 S4 S5 S6 S7

S8 S9

Note: : identity anonymity; : untraceability; : integrity; : forward secrecy; : replay attack; : impersonation attack; : MitM at-
tack; : mutual authentication; and : session key secrecy.
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(ti,m1,m2,m3, Bi, Ti)
(tj ,m4,m5,m6)

 to the PLC server and gets the re-
ply  message  from  the  PLC  server.
Therefore,  the  communication  cost  of  registration  phase
is 160 bytes and authentication phase is 272 bytes.

th tx

th
tx

AS ExKey.Register
3th + 3tx

Si ExKey.Request
ExKey.Recover Pj

ExKey.Reply
Si 4th + 6tx Pj

7th + 10tx

We conducted simulations to measure the time cost
of the hash operation and the XOR operation using the
OpenSSL library. The simulations were performed on an
Intel(R)  Core(TM)  i7-10700 2.90  GHz  machine  running
the 64-bit  Windows 10 operating system with 32 GB of
memory.  Let  and  denote  the  time  required  for  a
hash  operation  and  an  XOR  operation,  respectively.
Based on the simulation results,  was found to be 0.00045
ms,  while  was measured  at  0.0000036  ms.  Consider-
ing  the  significantly  smaller  computation  cost  of  the
XOR operation compared to the hash operation, we can
neglect it when estimating the overall computation time.
In the registration phase,  only the authentication server

 performs the  operation, which incurs a
computation cost of . During the authentication
phase,  the  field  device  executes  the 
and  operations, while the PLC server 
performs  the  operation. The  total  compu-
tation  cost  for  is ,  while  for ,  it  is

. Our protocol minimizes the computation bur-
den on the field device, which only requires four hash op-
erations. Furthermore, we conducted runtime tests using
OpenSSL,  which  demonstrated  that  the  authentication
process can be completed within 0.005 ms.

The evaluation  results  demonstrate  that  our  proto-
col  exhibits  storage  costs  and  communication  overhead
comparable to those of other lightweight protocols. As il-
lustrated  in Figure  12,  our  protocol  incurs  significantly
lower  communication  overhead  in  the  authentication
phase. Regarding  computational  costs,  the  authentica-
tion process on field devices involves only four hash oper-
ations,  surpassing  other  lightweight  protocols.  The  time
cost  in  authentication  phase  is  depicted  in Figure  13,
where our protocols outperform previous works. 

VII. Conclusions
In  this  paper,  we  have  introduced  a  comprehensive

authentication  and  key  agreement  framework  for  ICS.

Our  framework  combines  an  asymmetric  cryptographic
key  agreement  protocol  for  devices  operating  over  the
open network and a lightweight symmetric cryptograph-
ic  key  agreement  protocol  for  industrial  field  devices
within  the  internal  network.  The  general  authentication
framework enables  secure  authentication  and key  agree-
ment between devices in the ICS. For devices communi-
cating over the open network, we leverage the TLS hand-
shake protocol to establish a secure communication chan-
nel. On the other hand, for industrial field devices with-
in the internal network, we have developed a lightweight
symmetric  cryptographic  key  agreement  protocol  to
achieve mutual authentication and key establishment.

The  security  analysis  of  our  protocol  demonstrates
its effectiveness in providing essential security properties.
It ensures  session  key  secrecy,  identity  anonymity,  un-
traceability, message integrity, forward secrecy, and mu-

 

Pj SiTable 3  Comparison results in terms of storage cost, communication overhead, and computation cost of PLC server ( ) and device ( ),
in registration stage (Reg.) and authentication stage (Auth.)

Schemes
Storage cost Communication overhead Computation cost Time cost

Si  (B) Pj  (B) Reg. (B) Auth. (B) Si  (ms) Pj  (ms) Auth. (ms)

[4] 96 32 96 384 7th + 4tx≈ 7th 7th + 6tx≈ 7th 0.0063

[5] 96 96 160 384 8th + 3tx≈ 8th 8th + 3tx≈ 8th 0.0072

[6] 64 96n 232 233 6th + 4tx≈ 6th 7th + 4tx≈ 7th 0.0059

[7] 160 97n+ 32 96 240 5th + 5tx≈ 5th 7th + 10tx≈ 7th 0.0054

[8] 128 32 128 264 6th + 6tx≈ 6th 11ht + 6hx≈ 11ht 0.0077

[9] 128 64n+ 32 160 420 8th + 5tx≈ 8th 9ht + 5hx≈ 9ht 0.0077

Ours 160 96m+ 32 160 272 4th + 6tx≈ 4th 7th + 10tx≈ 7th 0.0050

n m
tx ≈ th ≈

Note:  = the number of field devices that connected to a PLC server.  = the number of received messages within a short timeframe. B = bytes,
0.0000036 ms,  0.00045 ms.
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Figure 12  The communication overhead in registration and authen-
tication phase.
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Figure 13  The time cost during authentication phase, including that
of smart device ( ), PLC server ( ), and the total.
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0.005ms

tual  authentication.  Furthermore,  it  is  resilient  against
impersonation attacks, MitM attacks, and replay attacks.
To verify  the  security  of  our  protocol,  we  have  per-
formed  formal  verification  using  the  GNY  logic  and
AVISPA tool, further validating its robustness and relia-
bility.  Additionally,  our  protocol  exhibits  efficiency  and
lightweight characteristics in terms of computation cost,
communication overhead, and storage requirements. The
field  device  only  needs  to  perform  four  hash  operations
during  each  authentication  process,  and  the  total  time
for  each  authentication  process  is  measured  to  be

 in  our  test  results.  It  is  designed  to  minimize
resource  consumption  while  maintaining  a  high  level  of
security for ICSs.

Overall,  our  proposed framework and protocol  offer
a  strong  security  foundation  for  authentication  and
secure  communication  in  ICS,  ensuring  the  protection
of  critical  infrastructure  against  potential  threats  and
attacks. 

Appendix A. Formal Verification with GNY Logic

GNY logic consists of a set of rules and postulates to reason about
what  principals  believe  about  whom.  Its  notations  are  introduced  in
Table A-1.
 
 

Table A-1  GNY logic notation

Symbol Description
P,Q Principals
X,Y Statements

(X,Y ) Conjunction

H(X) One-way function

F (X1, ..., Xn)
Xi

Many-to-one computationally feasible function for
any 

∗X X is a not-originated-here

P ◁ X P X is told 

P ∋ X P X possesses, or is capable of possessing 

P |∼ X P X once said 

P |≡ X P X believes the statement 

P |≡ ♯(X)
P X X believe  is fresh, which means  has not been
used for the same purpose before the current run of

the protocol

P |≡ ϕ(X)
P X P

X X

 would recognise  if  has certain expectations
about the content of  before actually receiving 

P |≡ P
K←→ Q P K P Q believes that  is a suitable secret for  and 

 
X
Y

X YThen we give GNY logic rules. The symbol  means if , then .
• Being-told rules:
 

(T1)
P ◁ ∗X
P ◁ X

 

(T2)
P ◁ (X,Y )

P ◁ X
 

(T3)
P ◁ F (X,Y ), P ∋ X

P ◁ Y

• Possession rules: 

(P1)
P ◁ X

P ∋ X
 

(P2)
P ∋ X,P ∋ Y

P ∋ (X,Y ), P ∋ F (X,Y )
 

(P3)
P ∋ (X,Y )

P ∋ X
 

(P4)
P ∋ X

P ∋ H(X)
 

(P5)
P ∋ F (X,Y ), P ∋ X

P ∋ Y

• Freshness rules:
 

(F1)
P |≡ ♯(X)

P |≡ ♯(X,Y ), P |≡ ♯(F (X))
 

(F2)
P |≡ ♯(X), P ∋ X

P |≡ ♯(H(X))
 

(F3)
P |≡ ♯(H(X)), P ∋ H(X)

P |≡ ♯(X)

• Recognizability rules:
 

(R1)
P |≡ ϕ(X)

P |≡ ϕ(X,Y ), P |≡ ϕ(F (X))
 

(R2)
P |≡ ϕ(X), P ∋ X

P |≡ ϕ(H(X))
 

(R3)
P ∋ H(X)

P |≡ ϕ(X)

• Message interpretation rules:
 

(I1)
P ◁ ∗H(X,< S >), P ∋ (X,S), P |≡ P

S←→ Q,P |≡ ♯(X,S)

P |≡ Q |∼ (X,< S >), P |≡ Q |∼ H(X,< S >)
 

(I2)
P |≡ Q |∼ X,P |≡ ♯(X)

P |≡ Q ∋ X
 

(I3)
P |≡ Q |∼ (X,Y )

P |≡ Q |∼ X

Si

Pj

The  security  goals  of  our  lightweight  protocol  are  as  follows. 
represents the smart device, and  is the PLC server.

G1 : Si |≡ ♯(skij)• 
G2 : Si |≡ ϕ(skij)• 
G3 : Pj |≡ ♯(skij)• 
G4 : Pj |≡ ϕ(skij)• 
G5 : Si |≡ Pj ∋ skij• 

The idealized form transmitted messages of our lightweight proto-
col are the following:

M1.Si→Pj : ∗F (∗ri, Ai), ∗F (idi,msk,K, ∗H(∗ri)) ∗H(idi, ∗r,Ai,

∗Ti), ∗F (Ki, ∗Xi), ∗Ti

• , 
 

M2.Pj→Si : ∗F (∗T ∗
i , ∗H(∗ri), Ai),∗F (∗B∗

i ,aidi, ∗skij) ∗H(∗skij ,
idi, ∗B∗

i , ∗T ∗
i )

• , 
 

The assumptions about our protocol initial state are the following:
A1 : Si ∋ (idi, aidi, ri, Ti, Ai)• 
A2 : Pj ∋ (msk, T ∗

i )• 
A3 : Si |≡ ♯(ri), Si |≡ ϕ(ri), Si |≡ ♯(Ti), Si |≡ ϕ(Ti) Si |≡ ϕ(idi),

Si |≡ ϕ(Ai)

• , 
 

A4 : Pj |≡ ♯(T ∗
i ), Pj |≡ ϕ(T ∗

i ), Pj |≡ ϕ(msk)• 
A5 : Si |≡ Si

idi←→ Pj• 

M1The proof then proceeds as follows: From  of the idealized form
of our protocol, we obtain:

Pj ◁ ∗F (∗ri, Ai), ∗F (idi,msk,K, ∗H(∗ri)) ∗H(idi, ∗r,Ai,

∗Ti), ∗F (Ki, ∗Xi), ∗Ti Pj ◁ F (ri, Ai), F (idi,msk,K,

• Step 1: , 
.  Using T1,  we  get 
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H(ri)),H(idi, r, Ai, Ti) F (Ki, Xi), Ti, .
A2 Pj ∋ Xi

A4 Pj |≡ ϕ(Xi)

• Step 2: From Step 1, using  and P1, P2, P4, we get: .
Using  and R1, R2, we get: .

Pj ∋ Ki

Pj |≡ ϕ(Ki)

• Step 3: From Step 2, using P1, P5,  we get: .  Using R1,
we get: .

A2 Pj ∋ Ai

Pj |≡ ϕ(Ai)

• Step 4: From Step 3, using  and P5, we get: . Using
R1, R2, we get: .

Pj ∋ ri

Pj |≡ ϕ(ri)

• Step  5:  From Step  4,  using P5,  we  get: .  Using R1,  we
get: .

Pj ∋ Ri

Pj |≡ ϕ(Ri)

• Step 6:  From Step 5,  using P4,  we get: .  Using R2,  we
get: .

A2 Pj ∋ idi
Pj |≡ ϕ(idi)

• Step 7: From Step 6, using  and P5, we get: . Using
R1, we get: .

Pj ∋ skij A4

Pj |≡ ϕ(skij) G4

• Step 8: Using P4,  we get: .  Using  and R2,  we get:
. (Goal )

A4 Pj |≡ ♯skij G3• Step 9: Using  and F1, F2, we get: . (Goal )
M2From , we obtain:

Si ◁ ∗F (∗T ∗
i , ∗H(∗ri), Ai), ∗F (∗B∗

i , aidi, ∗skij) ∗H(∗skij ,
idi, ∗B∗

i , ∗T ∗
i ) Pj ◁ F (T ∗

i , Ri, Ai), F (B∗
i , aidi, skij)

H(skij , idi, B∗
i , T

∗
i )

• Step 10: , 
.  Using T1,  we  get ,

.
A1 Si ∋ Ri A3 R2

Si |≡ ϕ(Ri)

• Step 11: Using  and P4, we get: . Using  and ,
we get: .

A1 Si ∋ T ∗
i

A3 Si |≡ ϕ(T ∗
i )

• Step 12: From Step 11, using  and P5, we get: . Us-
ing  and R1, we get: .

Si ∋ skij A3

Si |≡ ϕ(skij) G2

• Step  13:  From Step  12,  using P4,  we  get: .  Using 
and R2, we get: . (Goal )

A1 Si ∋ B∗
i• Step 14: From Step 13, using  and P5, we get: .

A3 Si |≡ ♯(skij) G1• Step 15: Using  and F1, F2, we get: . (Goal )
A7 Sj |≡ Pj |∼ (skij ,

idi, B∗
i , T

∗
i )

• Step 16: From Step 15, using  and I1, we get: 
.

Si |≡ Pj ∋ skij
G5

•  Step  17:  From  Step  16,  using I2, I3,  we  get: .
(Goal )

Then the five security goals are achieved. 
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