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Abstract — In practical abnormal traffic detection scenarios, traffic often appears as drift, imbalanced and rare
labeled streams, and how to effectively identify malicious traffic in such complex situations has become a challenge
for malicious traffic detection. Researchers have extensive studies on malicious traffic detection with single challenge,
but the detection of complex traffic has not been widely noticed. Queried adaptive random forests (QARF) is pro-
posed to detect traffic streams with concept drift, imbalance and lack of labeled instances. QARF is an online active
learning based approach which combines adaptive random forests method and adaptive margin sampling strategy.
QARF achieves querying a small number of instances from unlabeled traffic streams to obtain effective training. We
conduct experiments using the NSL-KDD dataset to evaluate the performance of QARF. QARF is compared with
other state-of-the-art methods. The experimental results show that QARF obtains 98.20% accuracy on the NSL-KDD
dataset. QARF performs better than other state-of-the-art methods in comparisons.
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I. Introduction

Network-based intrusion detection system (NIDS)
analyzes traffic data in network to identify malicious
behavior, which is widely used in organizations and com-
panies to detect network attack. Traditional NIDS is
mostly based on matching the fingerprint of attack or
strict identification of normal behavior. However, in
practical applications, fingerprint matching brings high
overhead on the maintenance of fingerprint database and
failure to identify unknown attacks, while strict normal
behavior identification suffers from a high false alarm
rate [1]. Compared with traditional intrusion detection
techniques, machine learning based detection techniques
perform well on detecting malicious traffic and have no
need to maintain a large database, which makes ma-
chine learning techniques widely discussed and used in
intrusion detection.

However, the performance of machine learning-based

algorithms is significantly affected by the quality of the
training data. An ideal training dataset contains a large
number of balanced and labeled samples, but in practi-
cal applications, the traffic data is usually evolutionary
streaming, imbalanced, and rare labeled. Specifically, ma-
chine learning-based network intrusion detection tech-
niques are facing the following three challenges:

1) Evolving traffic streams are unable to be pro-
cessed by offline learning based techniques. In network,
traffic data continues to generate and change, e.g., fea-
ture distribution of traffic data is changed by unknown
malware, which requires frequent updates of machine
learning-based detection models to capture the changes.
However, frequent retraining and redeployment will
bring unacceptable cost and time overhead [2], [3].

2) Labeled traffic samples are rare while the acquisi-
tion of the ground truth of unlabeled samples is expen-
sive, which leads to inadequate training of supervised
learning based model. Continuous generation of network
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traffic makes raw traffic easy to acquire, but these traf-
fic are unlabeled that cannot be used to train supervised
learning based models, while the ground truth of unla-
beled data is very expensive to obtain. One possible solu-
tion to this challenge is to employ semi-supervised learn-
ing technology, which expands labeled dataset size. How-
ever, in semi-supervised learning techniques, the scope of
pseudo-labels is limited to existing labeled instances,
causing unknown malicious traffic mislabeled [4].

3) The imbalance of traffic data leads to the degra-
dation of machine learning based detection models. In
traffic streams, benign flow is much more than malicious
ones, which causes models bias towards the benign cate-
gory, resulting in ignorance of uncommon attacks [5].

To complicate matters further, the above challenges
are not individual to each other in malicious traffic de-
tection task. In practical applications, the traffic streams
may be drift, rare labeled and imbalanced, making solu-
tions that aim to solve individual challenges no longer ef-
fective [6].

The specific objective of this study is to explore how
to effectively detect malicious streaming traffic which is
drift, rare labeled and imbalanced. In this study, a holis-
tic approach, queried advanced random forests (QARF),
is utilized, integrating adaptive random forests (ARF)
and adaptive margin sampling strategy to establish an
online active learning-based malicious traffic detection
approach. ARF is an online supervised algorithm that
works with evolving data streams, and the adaptive mar-
gin sampling strategy selects representative instances
from a large amount of unlabeled traffic streams and
queries the ground truth of the selected instances for
ARF training. QARF achieves adaptive adjustment fol-
lowing the change of traffic streams, which maintains a
good balance between the cost of querying and the per-
formance of the detection classifier.

The contribution of this paper is as follows:

1) QARF, an online active learning based malicious
traffic detection approach, is proposed, which can effec-
tively identify malicious traffic data in streaming traffic
that drift, rare labeled and imbalanced.

2) An adaptive sampling strategy is proposed, which
can adaptively adjust the threshold of margin sampling
strategy with following the change of traffic flow.
Through the strategy, QARF achieves saving the cost of
querying in representative instances selection.

3) We conducted experiments on the NSL-KDD
dataset and verified the superiority of our approach.

The rest of this paper is organized as follows: Sec-
tion II discusses the related work, Section III presents
preparatory knowledge, Section IV details the design
methodology, Section V evaluates the performance of the
proposed approach, and Section VI concludes the paper.

II. Related Work

Malicious traffic is any suspicious content or connec-
tion created or received over the network which has the

threat of causing a security incident [7]. In the field of
cyberspace security, the detection of malicious traffic is
usually implemented by intrusion detection systems [8].
Intrusion detection techniques were proposed by Denning
et al. [9] and have been widely studied. Traditional intru-
sion detection techniques are classified into anomaly
detection and misuse detection [10], [11]. Misuse-based
detection determines the attack behavior by matching
attack signatures, and anomaly-based detection records
the normal behavior pattern of the system and regards
behavior as an intrusion when the behavior is found to
be out of the normal behavior pattern characteristics.
The two traditional intrusion detection techniques have
different defects. Misuse-based detection can only detect
the attacks that can be matched by the signatures in the
attack signature database, which makes high cost on
maintaining fingerprint database and powerless in the
face of new attacks, while anomaly-based detection has
the problem of a high false alarm rate.

With the widespread application of machine learning
technology, malicious traffic detection methods based
on machine learning techniques have become the focus
of related research and been widely used [12]. Machine
learning-based malicious traffic detection models classify
network behavior to detect attack. Compared with the
traditional intrusion detection techniques, the machine
learning-based detection techniques are free from the re-
liance on fingerprints, which greatly improves the effi-
ciency. Meanwhile, the machine learning based detection
techniques are better at detecting unknown attacks.

However, the complex state of traffic is a challenge
to machine learning based detection methods. The ideal
training data for machine learning based models is off-
line, balanced and labeled, but the traffic data is usually
streaming, drift, imbalanced and rare labeled in practical
applications. Researchers have focused on how to detect
suboptimal traffic effectively. To detect evolving traffic
streams, researchers employ online learning techniques to
achieve adaptive adjustment. Murugaraj et al. [13] pro-
posed a hybrid online-offline system, in which online
model keeps learning from traffic streams and offline
model selects samples for learning. Mahmodi et al. [14]
proposed a new drift aware adaptive method for detect-
ing attack in streams by employing linear-order algo-
rithms and Gaussian-order algorithms with a slide win-
dow to capture the drift in streams. Bhatia et al. [15]
proposed MemStream which uses auto-encoder tech-
niques to extract features and memory module to save
the trend of streams to adapt to the drift of the stream-
ing traffic. Jain et al. [16] combined MapReduce technol-
ogy and K-means sliding window clustering technique to
handle concept drift in massive amounts of traffic. To
detect traffic with rare labeled samples, researchers em-
ploy active learning technology to query the ground
truth of unlabeled samples for retraining model. Consid-
ering that active learning techniques are effective tech-
niques to avoid keeping redundant training instances,
Deka et al. [17] proposed an abnormal detection method
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based on parallel active learning to detect DDoS (dis-
tributed denial of service) in traffic. Zhang et al. [4] com-
bined semi-supervised learning and active learning tech-
niques to extract unlabeled samples with rich informa-
tion to query the ground truth, and then uses the
queried samples to retrain the model. To detect imbal-
anced traffic, Al-Yaseen et al. [18] proposed a hybrid IDS
combining support vector machine, extreme learning ma-
chine and K-means clustering algorithm to improve the
detection rate of uncommon attacks. Ahmim et al. [19]
proposed HCPTC-IDS, an IDS system based on predict
probabilities of decision trees. The HCPTC-IDS system
consists of two layers, the first layer is a decision tree,
and the second layer is an end classifier that combines
the different probabilities of the first layer to make pre-
dictions. Wang et al. [20] proposed DA-Transfer based
on deep transfer learning, to improve the performance of
small-sample classification models in anomaly detection.
Lin et al. [21] proposed a multi-level feature fusion mod-
el (MFFusion) with employing deep learning techniques
and adaptive balanced training method to achieve auto-
matic feature extraction and effective training when the
training samples are imbalanced. Chapaneri et al. [22]
proposed Wasserstein GAN improved deep regret
(WGAN-IDR) to generate augmented samples to extend
the size of labeled dataset, aiming to train the detection
model with a balanced training set.

The above approaches are proposed to response to
challenges in traffic streams, but each approach can only
response one single challenge. However, in practical ap-
plications, traffic streams do not come with only one
challenge, but with multiple challenges at the same time.
Therefore, the purpose of this research is to investigate
how to detect malicious traffic effectively when the traf-
fic streams are drift, rare labeled and imbalanced.

III. Adaptive Random Forests

Adaptive random forests [23] (ARF) is a stream-
adapted version of the random forests algorithm. Origi-
nal random forests algorithm is an offline learning algo-
rithm and can only be trained on offline dataset, which
conflicts with data streams. For stream learning, ARF
uses VFDT [24] (very fast decision tree) tree as the base
classifier to build the forest model, but differs from
VEDT in feature selection, sampling method, and prun-
ing strategy of trees to avoid overfitting. In the feature
selection, basic classifier in ARF uses a subset rather
than full set of features that used in VFDT. On the sam-
pling strategy, rather than using full dataset in VFDT,
ARF wuses online Bagging approach [25] with Poisson
(A=6) to assign a unique training subset to each basic
classifier. On the pruning strategy, the trees of ARF will
not be pruned, but grown completely. Unique subsets,
different feature subsets and full growth of the trees
widen the difference between basic classifiers in ARF and
thus avoid overfitting during ARF training.

Concept drift in streaming data is a challenge that

online learning-based models need to face. To combat
concept drift, ARF employs ADWIN [26] (ADaptive
WINdowing) and makes some improvements on ADWIN
to work as the concept drift detector to monitor data
streams. Different from ADWIN, ARF does not replace
the working base classifier with a new initial based clas-
sifier once the concept drift is detected, instead, a two-
stage setup of drift warning and drift detection is per-
formed. If a drift warning occurs, ARF creates a new tree
in the background as a background tree. The new back-
ground tree is trained together with the working base
tree. When a drift detection threshold is triggered, the
working base tree which triggers the drift detection
threshold will be replaced with the background tree. In
this way, ARF ensures that the base classifiers are adap-
tively adjusted when detecting evolving data streams.

IV. The Proposed Method

1. Overview

QAREF is proposed to detect streaming traffic data,
therefore the system of QARF processes newly-arrived
instances one by one. QARF consists of ARF and a
query and filtering component (QFC) which includes the
adaptive sampling strategy, and the overall architecture
of QARF is shown in Figure 1. In QARF, ARF works as
a basic classifier to identify newly-arrived instance, and
QFC determines whether the newly-arrived instance need
to be queried for the ground truth. If an instance is
queried and labeled by experts, both the ARF and the
QFC will be updated through learning the queried in-
stance.

Queried adaptive random forests

Supervisor

Figure 1 Overview of queried adaptive random forests to malicious
traffic detection in a traffic stream.

Combined with the overall architecture of QARF in
Figure 1, the main process of QARF is as follows:

1) A newly-arrived instance is inputted into ARF.

2) ARF outputs the prediction to QFC.

3) QFC determines whether the instance is valuable
to query. If valuable, QFC sends the instance to supervi-
sor to query for the ground truth.

4) The labeled instance is sent from the supervisor
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to ARF and QFC for updating. Specifically, ARF learns
the labeled instance and updates the parameters in the
model. Meanwhile, QFC compares the ground truth of
the instance with the predicted label made by ARF, and
then updates the threshold value in QFC which is used
to determine whether instances are valuable.

2. Query and filtering component

Query and filtering component (QFC) is proposed to
select representative instances from traffic streams for
querying when labeling budget is limited. Data in traffic
streams is large but unlabeled, while labeling instances
by experts is accurate but costly, which means labeling
all raw instances is not feasible. Selecting representative
instances from traffic streams to label and train the de-
tection model rather than labeling the whole traffic
stream is acceptable on both the requirements for model
training and the spending of label querying. However,
ARF is an algorithm for classification and does not have
the ability to identify whether instances are representa-
tive or not, thus QFC is proposed in this paper by em-
ploying margin sampling method to select representative
instances out from traffic streams for querying.

Margin sampling is one of query strategies in active
learning technology [27]. Margin sampling selects in-
stances that can be easily determined to be in two cate-
gories, i.e., instances with small differences between the
maximum posteriori probability and the second most
posteriori probability. The calculation of margin(z) is
shown in (1), where §; and ¢ represent the category
with the maximum posteriori probability and the catego-
ry with the second maximum posteriori probability in
the classification, respectively. The instances selected by
margin sampling are provided to experts for labeling and
then used to train ARF to improve the performance of
the basic classifier.

margin(x) = arg;nin(P(QﬂiU) — P(2]z)) (1)

In QFC, representative instances are filtered by
comparing their margin values with the threshold of
QFC. Margin sampling provides the formula for calculat-
ing the margin value of instances, but does not provide
how to determine the appropriate threshold to select un-
certain instances, which is the focus of QFC. Because the
evolving traffic flow is always in dynamic change, fixed
threshold is not appropriate in QFC. The threshold
should change adaptively to minimize the expert query
cost in condition of effective training of ARF, e.g., if con-
cept drift occurs in traffic streams, the threshold should
be increased to let the classifier learn more queried in-
stances, otherwise the threshold should be decreased to
let only the most uncertain instances labeled which aims
to reduce the expert query cost. To achieve the ad-
vanced adjustment of the threshold, sliding window
structure is adopted in QFC to cache information about
the latest instances and update the threshold value.

Figure 2 describes the procession in QFC and the

pseudo-code of QARF is shown in Algorithm 1. First,
supposing that data A, is the data block captured in
traffic stream by QARF at moment n (step 1, Figure 2).
ARF identifies A, and outputs prediction including the
predict label and the predicted probability for each label
(step 2, Figure 2), and then margin value of A, is calcu-
lated in formula (1) (step 3, Figure 2). After calculation,
margin of A, is used to compared with threshold in QFC
(step 4, Figure 2), and if margin value of A, is lower
than the threshold in QFC, A,, will be regarded as repre-
sentative instances and sent to the expert to query for
the ground truth (steps 5 and 6, Figure 2). After labeled
by experts, A,, is used to update ARF and QFC (steps 7
and 8, Figure 2).

Algorithm 1 Queried adaptive random forests algorithm

Input: A: traffic data stream; m: number of instances; T:
margin sampling threshold in QFC; wins: window to
cache margin of incorrect predictions; wins: window to
cache margin of correct predictions; win,e.: window to
cache the performance of basic classifier in the classifica-
tion; grad: gradient of the window weight; w: weight of
sliding windows.

Output: y,,: the predict label of A, ; y,: the posteriori proba-
bility of A,,.
While HasNext(A4) do:
get the next instance A, = next(A);
get the predict label y, = ARF.predict(A,);
get posteriori probability y, =ARF.predict_proba(A,);
calculate margin k = Margin(yp);
select representative instances If (k < 7T) then:
query for the ground truth y = Label__query(Ay);
the predict label of A, is compared with the queried
ground truth If NotSame(y, y,) then:
wing. First_In_First_ Out(k);
winree.First_In_ First_ Out(1);
Else:
wing.First__In_ First_ Out(k);
Wingpee. First_In_ First_ Out(0);
evaluate the performance of ARF
cr = log(winrec.count(0) /winrec.count(1))+1;
update the weight of sliding windows
w = w + grad X cr;
update the margin sampling threshold
T =w x (wing.mean() — wing.std())
+ (1 — w) X (wins.mean() + winy.std());
End function

In QFC, every time an instance queried, threshold
will be updated according to the performance of ARF in
the classification. First, the predict label which is given
by ARF is compared with the ground truth given by ex-
pert to determine whether ARF makes a correct predic-
tion for the instance (step 8, Figure 2). Three sliding
windows, wing, wing, and win,.., are used to store the
information of the comparison. Among the sliding win-
dows, win; is used to cache margin of correct predic-
tions and winys is for incorrect predictions, meaning if
the instance is correctly classified by ARF, the margin of
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Figure 2 Schematic representation of complete query and filtering component procedure.

the instance is cached in win;, otherwise the margin is
cached in winy. Another sliding window win,.. is used
to cache the performance of ARF in the classification,
meaning if the instance is correct predicted by ARF, the
value “1” is cached into win,e., otherwise “0” is input in-
to winre. (step 9 and 10, Figure 2). To capture the re-
cent changes of traffic streams, the three sliding win-
dows work as queues with FIFO (first-in-first-out) strate-
gy to store the information of latest instances, meaning
when the windows are filled up, the imformation of the
earliest instance will be deleted and the new one is
cached.

The average and standard deviation of sliding win-
dows reflect the distribution of current traffic streams,
thus the average and standard deviation of win; and
winy are used to calculate threshold (step 11 and 12,
Figure 2). The calculation of threshold is shown in (2),
where T represents the average of elements in sliding
windows, and s represents the standard deviation of slid-
ing windows. In (2), w represents the weight of sliding
windows, and works to adjust the weight between win;
and winy according to the change of traffic streams.

threshold =w X (Twin, — Swin, )
+ (1= w) X (Tuwin, + Swin,)) (2)

The weight w updates once an instance is inputted
into QFC, and the update of w begins at calculating the
change rate of threshold. The change rate of threshold is
different at different moment, for example, when ARF
has a high error rate in the recent time, it means the dis-
tribution of traffic streams has changed, and the thresh-
old needs to be increased rapidly to let more uncertain
instances queried and used to update ARF so that ARF

can adapt to the traffic changes rapidly. On the con-
trary, when the error rate of ARF is low, it means the
streaming traffic is smooth, and the threshold needs to
be decreased gradually to reduce the number of labeled
instances so that the cost of expert querying is reduced.
Winrec is used to calculated the change rate and the cal-
culation is shown in (3), where m represents the length
of winyec, Winyrec,, represents Win,.. at the m element,
and cr represents the change rate.

n .
E _WiNrec,,

=0
n .
- i=0 WiNrec,,

cr=1In +1 (3)
m

After the calculation of c¢r, w is calculated as shown
in (4).

_ Jw+4grad x cr, t <0

w_{w—gradxcr,tZO (4)

In (4), grad represents the gradient of w, and ¢ rep-

resents the flag whether ARF predicts the queried in-

stance correctly. If ARF makes correct prediction, ¢t > 0,
otherwise ¢t < 0.

V. Experiments and Analysis

1. Data sets

NSL-KDD [28] is used to evaluate the performance
of QARF in this paper, because NSL-KDD is a bench-
mark dataset of intrusion detection research and also
widely used in online learning research. NSL-KDD is an
improved version of the well-known network intrusion
traffic dataset KDD’99 [29]. In the training set of KDD’99,
many records are redundant, which makes the classifier
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often biased towards more frequent records. At the same
time, the duplicate records in the test set make the per-
formance of machine learning-based model suffered, and
the overall detection rate is relatively high due to the
high detection rate of frequent records. NSL-KDD has a
more reasonable data distribution compared with KDD’99,
as NSL-KDD removes the redundant data of KDD’99.
NSL-KDD can be used as a benchmark dataset to evalu-
ate the performance of intrusion detection methods.

In NSL-KDD, there are 22 attacks in the training
set, which can be classified into four attack categories:
DoS, Probe, R2L and U2R. The details are shown in
Table 1. Meanwhile, there are another 16 attacks in the

Table 1 Attack types in NSL-KDD

test set, and the presence of the extra attacks allows
NSL-KDD to evaluate the performance of the machine
learning-based model in the face of new attacks.

However, even after eliminating the redundant data
from KDD’99, the data distribution in NSL-KDD still
leaves some problems because of the objective condition
that the attack samples are difficult to collect. The num-
bers of various samples are shown in Table 2. In the
training set, there are few samples of R2L and U2R,
which often makes the model undertrained for these two
attacks, resulting in a low detection rate. In practical ap-
plications, R2L. and U2R are very dangerous attacks for
the system.

Category Types in train set Additional types in test set
Normal normal -
DoS neptune, back, land, pod, smurf, teardrop Apache2, mailbomb, processtable
Probe ipsweep, nmap, portsweep, satan mscan, saint
ROL warczmastor,.warczclicn.t, ftpwrite, sendmail, snmpguess, snmpgerattack,
guesspassword, imap, multihop, phf, spy named, xlock, xsnoop, worm
U2R Rootkit, bufferoverflow, loadmodule, perl httptunnel, ps, sqlattack, xterm

Table 2 The distributions of samples in NSL-KDD

Attack category Train set (KDDTrain) Test set (KDDTest)
Normal 67343 9711
DoS 45927 7458
Probe 11656 2421
R2L 995 2754
U2R 52 200
Total 125973 22544

2. Experimental environment

This experiment was carried out in windows 10 op-
erating system on a computer configured with Intel i7-
6700@3.40 GHz and 32G RAM. The implemented algo-
rithm was written in Python 3.7, using the sklearn li-
brary, the tensorflow library and the river library [30].

3. Evaluation indicators

Pre-quential validation [31] is used to evaluate the
performance of methods in this paper. Pre-quential vali-
dation is a method to evaluate online learning tech-
niques, which is also named test-and-train validation.
Through prequential validation, the new coming in-
stances from the data stream will be used to test before
used to update model. In terms of evaluation indicators,
we evaluate the effectiveness of QARF using the Accura-
cy, Prediction, Recall and F'1-score.

4. Experiment description and results

In terms of data settings, the feature distributions of
the training set and test set of NSL-KDD are different,
thus a streaming dataset is created by splicing the test

set of NSL-KDD after the training set and the point
where concept drift occurs is the connection point of the
training set and the test set. Samples in the streaming
dataset are inputted into the evaluated model one by one
to simulate a drift traffic stream. Different numbers of
instances are labeled for pre-training in different experi-
ments, and the other instances are regarded as unla-
beled traffic data for methods to identify. The preset val-
ue of w is 0.5, grad is 0.01 in QARF. Four ARF based
algorithms are evaluated and compared:

1) ARF trained with initial labeled samples (Initial
learning). In this scenario, the model is only trained in
pre-training stage, and the other instances are used for
evaluation.

2) ARF trained with all instances (Supervised learn-
ing). In this scenario, the whole streaming dataset are la-
beled and can be learned by the model. The perfor-
mance of ARF in this scenario can be regarded as the
upper limit of performance in the comparisons.

3) QARF. In this scenario, QARF is trained in pre-
training stage and then select unlabeled instances to
query in the process of detecting the unlabeled traffic
stream.

4) ARF with random sampling strategy (Random
sampling). In this scenario, ARF is trained in pre-training
stage and the query unlabeled samples randomly in the
process of detecting the unlabeled traffic stream.

Three experiments are designed to evaluate the per-
formance of QARF.

In experiment 1, we explored the performance of
each method with different numbers of instances learned
in pre-training stage. In this experiment, we observed the
accuracy rate and the number of queried instances of
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each method, which shows the performance and query
cost overhead of each method.

In experiment 2, we observed the performance of
each method in multi-classification, especially focusing on
the accuracy on detecting R2L and U2R attacks to eval-
uate the performance of methods in the face of imbal-
anced traffic streams.

In experiment 3, we explored the performance of
QARF in the face of concept drift traffic data. In this ex-
periment, the accuracy of each method near the drift
point is recorded to observe how the performance of each
method changes when the methods process drift traffic
streams.

Further, we compared QARF with other state-of-
the-art abnormal traffic detection methods for concept
drift traffic in terms of accuracy and query cost.

1) Experiment 1: Evaluation under different num-
ber of labeled instances in pre-training

In this experiment, QARF and other methods are
evaluated to process traffic streams with different num-
ber of labeled instances used in pre-training. The num-
ber and ratio of instances for pre-training are shown in
Table 3 and the results are illustrated in Figure 3. In
addition, we record the metrics and query cost of the
methods when the labeled instances are 100, 1000, 10000
and 118813 in Table 4, where 100, 1000, and 10000 rep-
resent the cases that rare labeled instances in traffic
streams, and 118813 represents the cases that a large
number of labeled instances in traffic streams.

As shown in Figure 3, accuracy of Supervised learn-
ing is 98.46%, which can be regarded as the upper limit
of the performance of methods. When the label budget
increases from 29703 to 118813 (30%-80%), the perfor-
mance of methods is relatively stable, QARF has an ac-
curacy of around 98%, Random sampling has an accura-
cy of around 97%, and Initial learning has an accuracy of
around 95%. However, when the number of labeled in-
stances for pre-training is less than 29703 (30%), the per-

Table 3 Number and ratio of labeled instances in rounds.

Rounds Number Ratio
1 100 0.07%
2 500 0.34%
3 1000 0.67%
4 5000 3.37%
5 10000 6.73%
6 14851 10%
7 29703 20%
8 44555 30%
9 59406 40%
10 74258 50%
11 89110 60%
12 103961 70%
13 118813 80%

098 F 1
0.96
0.94 +
2092}
=
3 0.90 QARF
< 088} ,
: Random sampling
0.86 Initial learning
0.84 — —-Supervised sampling
SSSn © v S wv = © —
—Oo o0 [l al < o — [N 0
o<t [*)) < D < (=) o e}
—_— N < ) ~ 0 = =

Number of instances for pre-training

Figure 3 performance of methods under different numbers of la-
beled instances used in pre-training.

formance of both Initial learning and Random sampling
shows a significant decline, while the performance of
QAREF is still close to Supervised learning. As shown in
Table 4, when the instances for pre-training is from 100

Table 4 Results of methods under learning different numbers of instances in pre-training.

Model Instances for pre-training Accuracy Precision Recall F1-score Query cost
100 97.74% 97.75% 97.74% 97.69% 2237
QARF 1000 98.20% 98.18% 98.20% 98.15% 2365
10000 97.96% 97.94% 97.96% 97.88% 2089
118813 98.40% 98.38% 98.40% 98.37% 1285
100 82.82% 83.39% 82.82% 80.58% 0
1000 91.84% 89.64% 91.84% 90.29% 0
Initial learning
10000 93.84% 93.83% 93.84% 92.55% 0
118813 95.31% 95.32% 95.31% 94.53% 0
100 92.29% 92.12% 92.29% 91.55% 2237
1000 94.48% 94.58% 94.48% 93.88% 2365
Random sampling
10000 95.36% 95.14% 95.36% 94.74% 2089
118813 96.99% 96.84% 96.99% 96.68% 1285
Supervised learning 148517 98.46% 98.44% 98.46% 98.42% 0
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to 10000, the accuracy of Initial learning is improved
from 82.82% to 93.84%, the accuracy of Random sam-
pling is improved from 92.29% to 95.36%, while QARF is
stable at around 98%.

Further, we record the query cost of QARF in differ-
ent training scenarios to evaluate the label budget of
QARF, and the results are as follows in Figure 4.

140000 Query cost in traffic streams

120000 tmmm Labeled dataset size for pre-training,

-lllIIIIl
4 6 8 10 12 14

Round of experiments

100000
80000
60000
40000
20000

Amount of instances

0l ——
0 2

Figure 4 Instances queried and learned by QARF in different
rounds of experiments.

As shown in Figure 4, the increase or decrease of the
pre-training dataset size does not affect the query cost of
QARF. No matter how many instances learned in pre-
training, the unlabeled instances queried by QARF is
around 2200. Only when the pre-training instances ac-
count for 80%, the number of query instances is reduced
to 1285. Combining the performance and query cost of
methods, QARF obtains high accuracy and low query
cost under the condition of rare labeled instances for pre-
training, which shows that QARF is more suitable for
online malicious traffic detection when the labeled in-
stances in data streams are rare and the label budget is
limited.

2) Experiment 2: Comparison on multi-classification

When detection models identify malicious instances
in imbalanced traffic, the overall accuracy cannot specifi-
cally reflect the performance of methods on rare attacks.
Therefore, we record the multi-classification confusion
matrix of models to observe the performance of methods
on identifying specific attack types, especially the mali-
cious attack types with few instances like R2L and U2R.
We focus on the performance of the methods in the con-
dition of insufficient labeled instances for pre-training,
thus labeled instances for pre-training are 1000 in this
experiment except Supervised learning which uses the
whole traffic streams to train. The classification results
are shown in the following Figure 5.

As can be seen in Figure 5, all of the four methods
get accuracy of 99% on identifying common traffic in-
stances like Normal. However, on identification of un-
common attacks like R2L and U2R, the identifying capa-
bilities of the four methods are not as accurate as the de-
tection of Normal category. Among them, QARF and
Supervised learning can still effectively classify R2L and
some U2R instances, while Random sampling and Initial

learning are severely compromised and nearly impossible
to distinguish these two attacks. Further, we record the
instances of different categories that methods used in
pre-training and queried in identifying traffic streams,
which is shown in Table 5. As shown in Table 5, the pro-
portion of instances learned by methods in pre-training is
same, but in the identification of traffic streams, in-
stances that queried for ground truth are significantly
different. The distribution of instances in pre-training
dataset is consistent with the distribution of the whole
traffic stream, and pre-training dataset is the only data
used to update the model of Initial learning. In the pre-
training dataset, Normal and DDoS instances account for
the majority, while the number of Probe, R2L, and U2R
instances is relatively small, especially U2R instances do
not appear in the pre-training stage, which corresponds
to the low detection rate of Probe instances and the in-
ability to detect R2L and U2R attacks in Initial learning.
Unlike Initial learning, Random sampling queries in-
stances for ground truth from traffic streams randomly,
and the query cost of Random sampling keeps consistent
with the cost of QARF. The distribution of instances
queried by Random sampling conforms to the overall dis-
tribution of the whole streaming dataset, which makes
the number and proportion of R2L and U2R instances
are small, resulting in weakness of Random sampling in
identifying R2L and U2R. QARF selects instances
through QFC, which captures uncertain instances in traf-
fic streams to query. Because of the uncertainty exhibit-
ed by R2L and U2R instances in identification, more U2R
and R2L instances are captured by QARF, leading to the
distribution of training data more balanced. The bal-
anced distribution of training data helps QARF achieve
the significantly improved accuracy in the detection of
R2L and U2R and better performance compared with
Initial learning and Random sampling. Supervised learn-
ing performs best, but it uses the whole traffic streams to
train, which means all instances in traffic are queried,
leading to the query cost unacceptable.

3) Experiment 3: Evaluation on the drifting data
streams

To evaluate the performance of methods on detect-
ing malicious traffic data in drifting data streams, we ob-
serve accuracy curve of methods during processing of the
streaming dataset, as shown in Figure 6.

As shown in Figure 6 that when concept drift occurs
(red barline), the accuracy of all four methods decreases.
Among them, the decline rate of Supervised learning is
the slowest, the decline rate of QARF is relatively faster
but close to Supervised learning, while the performance
of Random sampling and Initial learning has dropped
significantly after concept drift occurs. For further analy-
sis, we record the distribution of instances queried and
learned by methods before and after the drift point,
which is shown in Table 6.

As shown in Table 6, Supervised learning has used
the whole streaming dataset as labeled instances for
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Figure 5 Normalized confusion matrix of methods under learning 1000 labeled samples in pre-training.
Table 5 Number of instances learned by methods in pre-training and label querying.
QARF Initial learning Random sampling Supervised learning
Inst
nstance Pre-training Query cost Pre-training Query cost Pre-training Query cost Pre-training Query cost
Normal 515 165 515 0 515 692 515 76539
380 253 380 0 380 487 380 53005
Probe 91 549 91 0 91 145 91 13986
13 268 13 0 13 40 13 3736
0 50 0 0 0 2 0 252
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Figure 6 Accuracy of methods under learning 1000 labeled samples

in pre-training.

training, including traffic data with concept drift, lead-
ing to the smoothest drop in performance. Compared to
Random sampling, with the same label budget, QARF
queries more samples after concept drift occurs, there-
fore QARF has lower attenuation on detecting drift traf-
fic data than Random sampling and Initial learning.
Figure 7 shows the distribution of instances learned
and queried by QARF and change curve of the thresh-
old value in QFC. The threshold shown in Figure 7 is 500
times magnified on the real threshold in order to show
the changes of thresholds and the distribution of query
instances in the same figure. The two barlines in Figure



654

Chinese Journal of Electronics, vol. 33, no. 3

Table 6 Distribution of instances learned by methods.

Method Pre-training Before drift After drift
QARF 1000 1732 544
Supervised learning 1000 124973 22544
Random sampling 1000 1935 340
Initial learning 1000 0 0

7 represent the point where pre-training ends and the
point where concept drift occurs, respectively. The two
barlines split Figure 7 into three regions, which are pre-
training region, smooth flow region, and drift flow region.
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Figure 7 Density of learned samples and curve of threshold in
QARF.

As shown in Figure 7, the distribution of the in-
stances learned by QARF and the trend of threshold
change curve overlap. From pre-training region to the
smooth flow region, the traffic stream is stable, thus the
threshold of QARF is constantly decreasing to reduce the
query cost. When the threshold tends to converge, the
query instances size also gradually converges, and it can
be seen from Figure 7 that the query instances size has
been in a low query level from the point where stream-
ing data reaches 40000 to the end of smooth flow region.
When concept drift occurs, as shown in drift flow region
of Figure 7, the threshold increases rapidly, which leads
to a rapid increase in the number of queried instances.
Meanwhile, the threshold is relatively high in drift flow
region, leading to more uncertain instances captured,
thus QARF obtains more instances from the drift flow
for training so that QARF can update faster to adapt to
the drift traffic.

4) Comparison with other methods

In addition, QARF is compared with three other
state-of-the-art methods. 1) OFE (online fusion of ex-
perts) proposed in Mahmodi et al. [14] is a drift aware
adaptive method to capture social network-attack in traf-
fic streams through employing online learning algo-
rithms to identify drift in streams. 2) OALEnsemble (on-
line active ensemble framework) proposed in Shan et al.
[32] is a paired ensemble framework consisting of a sta-
ble classifier and a dynamic classifier to react concept
drift to raw data streams with labeling small number of

instances. In the framework, random sampling strategy
and uncertainty strategy are combined to select and
label instances for updating both stable classifier and
dynamic classifier in online way. 3) IDDAL (intrusion
detection with deep active learning) proposed in Ahmed
et al. [33] is a deep active learning method to achieve in-
trusion detection in software-defined network, which
combines pooling strategy and entropy uncertainty strat-
egy to select instance for training from traffic data.
QARF is compared with the above methods on accuracy
and percentage of queried instances required for training,
and the results are as follows in Table 7.

Table 7 Comparison of QARF and other methods.

Algorithms Accuracy Percentage of queried instances
QARF 98.20% 2.26%
OFE [14] 97.02% 100%
OALEnsemble [29] 96.90% 36.19%
IDDAL [30] 94.00% 60.00%

The results in Table 7 show that QARF is an effec-
tive approach, outperforming other methods in all indica-
tors.

VI. Conclusion and Future Work

This research aims to effectively detect malicious
traffic when the traffic streams are drift, imbalanced and
rare labeled. The study contributes to our understand-
ing of malicious traffic detection in complex environ-
ment. We proposed queried adaptive random forests
(QARF), a malicious traffic detection method based on
adaptive random forests (ARF) to achieves adaptive up-
dating when detecting drift streaming traffic. In addition,
by employing adaptive sampling strategy, QARF
achieves effective training with limited label budget and
sensitive to uncommon attacks. We implement a proto-
type of QARF and evaluate the performance of the mod-
el with NSL-KDD dataset. The experimental results
show that QARF achieves an accuracy of 98.20% with
low query cost for malicious traffic classification. In addi-
tion, QARF has better performance by comparing with
other representative methods.

Although QARF still works stably after encounter-
ing traffic streams with concept drift, it has some perfor-
mance degradation. QARF is less accurate when detect-
ing traffic flows with concept drift than when detecting
the traffic flows before concept drift occurs. However, it
is important for malicious traffic detection systems to
timely recover from the influence of drift traffic streams.
For fast performance recovery, QARF needs to obtain a
sufficient amount of representative traffic data to train.
In this context, we will conduct further research on
adding cluster analysis to adaptive sampling strategy so
that more representative instances can be selected by
considering the position of instances on the clusters.
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