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Abstract — Network flow watermarking (NFW) is usually used for flow correlation. By actively modulating some
features of the carrier traffic, NFW can establish the correspondence between different network nodes. In the face of
strict demands of network traffic tracing, current watermarking methods cannot work efficiently due to the depen-
dence on specific protocols,  demand for large quantities of packets,  weakness on resisting network channel interfer-
ences and so on. To this end, we propose a robust network flow watermarking method based on IP packet sequence,
called  as  IP-Pealing.  It  is  designed to  utilize  the  packet  sequence  as  watermark  carrier  with  IP identification  field
which is insensitive to time jitter and suitable for all IP based traffic. To enhance the robustness against packet loss
and packet reordering, the detection sequence set is constructed in terms of the variation range of packet sequence,
correcting the possible errors caused by the network transmission. To improve the detection accuracy, the long water-
mark information is divided into several short sequences to embed in turn and assembled during detection. By a large
number of experiments on the Internet, the overall detection rate and accuracy of IP-Pealing reach 99.91% and 99.42%
respectively. In comparison with the classical network flow watermarking methods, such as PROFW, IBW, ICBW,
WBIPD and SBTT, the accuracy of IP-Pealing is increased by 13.70% to 54.00%.
Keywords — Network flow watermarking, IP packet sequence, Detection sequence set, Fast detection, Robust-
ness.
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 I. Introduction
With the substantial increase on the scale of network

traffic and the continuous improvement of attacker’s ca-
pabilities, network  attacks  have  shown  new  characteris-
tics such as scale, automation, intelligence, and diversifi-
cation. These new characteristics make network systems
face with  severe  security  threats.  With  anonymous  net-
works or stepping stones, the attackers try to hide their
traces,  injecting  attack  instructions  or  steal  sensitive
files.  In this circumstance, it  is  difficult for defenders to
take defensive measures and trace the attack traffic effec-
tively. As a typical means of active traffic analysis, net-
work flow watermarking (NFW) is usually used for flow
correlation, so as to help defenders establish the relation-
ship between traffic located at different network nodes [1].
By  consciously  changing  the  flow  characteristics  at  the

source through the watermark embedder, NFW can em-
bed watermarks into the traffic.  The watermark can re-
main  observable  and effective  despite  the  network noise
during  transmission  [2]. The  watermark  detector  de-
ployed in a specific network node analysis the flow char-
acteristics in  order  to  extract  watermarks  from  an  ob-
served flow and obtain the hidden information.

An application scenario of NFW in anonymous net-
works is shown in Figure 1. In order to find servers that
provide  illegal  anonymous  hidden  services,  the  tracker
can embed watermarks into the traffic sent by a hidden
service client and detect watermarks through several wa-
termark detectors deployed in different network nodes. If
the similarity between the extracted watermark and the
original watermark  exceeds  the  threshold,  it  can  be  de-
termined  that  the  server  interacting  with  the  current
client is an illegal hidden server. In comparison with pas- 
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sive  traffic  analysis  means,  NFW  has  advantages  of
smaller  demand  of  packet  quantities,  higher  accuracy,
lower detection time and so on [3]. It is of great signifi-
cance  to  carry  out  the  research  on  NFW for  improving
the defense capability of network system.
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Figure 1  Application scenario of network flow watermarking.
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According  to  the  difference  of  watermark  carriers,
the existing NFW methods can be categorized into four
types,  including  packet  payload  based,  packet  timing
based,  packet  rate  based  and  packet  sequence  based.
Packet payload based NFW methods embed watermarks
by  modifying  the  packet  payload.  Wang  .  [4] pro-
posed  sleepy  watermark  tracing  (SWT)  which  embeds
watermarks by adding special  characters  to the payload
of Telnet or Rlogin protocol. SWT has strong robustness,
but  it  can  only  be  applied  to  specific  application  layer
protocols, which  results  in  its  limited  scope  of  applica-
tion.
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Packet timing  based  NFW  methods  embed  water-
marks by modulating the feature of packet timing. Wang

 .  [5]  proposed a method called watermark based on
inter-packet  delay (WBIPD),  which embeds watermarks
by manipulating the inter-packet delays (IPDs) of sever-
al packets in the carrier traffic. Pyun  . [6] proposed
interval based  watermarking  (IBW)  to  complete  water-
mark embedding by controlling the packet count in spe-
cific time  intervals.  The  interval  centroid  based  water-
marking  (ICBW)  proposed  by  Wang  .  [7]  embeds
watermarks by modulating the IPDs in the time interval
to  make  its  interval  centroid  shift  relatively.  Using  the
operating mechanism of TCP and simulating the natural
packet loss phenomenon of the network, Iacovazzi  .
proposed  DROPWAT  [8]  and  INFLOW  [9], which  em-
bed  watermarks  by  actively  dropping  some  packets  to
make the  carrier  traffic  generate  some specific  silent  in-
tervals.  Based  on  the  work  of  INFLOW,  the  ON/OFF
flow watermarking technique proposed by Yang  . [10]
drops all packets in some specific time intervals to set up
an  IPD sequence  corresponding  to  watermark  bits.  Yao

 . [11] proposed hidden Markov state based flow water-
marking  (HMSFW)  which  divides  IPDs  into  Markov
states and modulates the mean value of  state transition
probability  in  a  specific  time  interval  by  analyzing  the
features  of  historical  traffic.  Tao  .  [12]  studied  the
watermarking scheme  of  IPv6  environment  and  pro-
posed  mixed  interval  based  watermarking  (MIBW),
which combines time interval centroid and time interval

as  the  watermark  carrier.  Packet  timing  based  NFW
methods can achieve a good balance between invisibility
and robustness. However, the existing methods often re-
quire  large quantities  of  packets  to complete  watermark
detection,  which  is  not  suitable  for  short  traffic.  The
time  jitter  interference  widely  existing  in  the  network
channel  also  has  a  great  impact  on  the  effect  of  such
methods.

et al
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Packet rate  based  NFW  methods  embed  water-
marks by controlling the packet rate. Yu  . [13] em-
bedded  watermarks  based  on  direct  sequence  spread
spectrum (DSSS) by modulating the  packet  rate  with a
certain change rule in a specific time window. The SND
based  traceback  technique  (SBTT) proposed  by  Ling 

. [14] controls the packet rate of the sender by modify-
ing  the  TCP  notification  window  field  returned  by  the
receiver  and  then  modulates  the  secret  signal  into  the
carrier traffic. Packet rate based NFW methods are easy
to  use.  Unfortunately,  the  various  interferences  in  the
network channel can easily change the packet rate, which
makes it difficult for the existing methods to recover the
watermark correctly  from the  disturbed  traffic.  The  ex-
isting methods also rely on the traffic with a long dura-
tion to complete watermark detection.

et al

In  order  to  resist  the  impact  of  time  jitter,  packet
sequence  based  NFW  methods  have  emerged,  which
embed watermarks by adjusting the sending sequence of
packet.  The  typical  method  is  packet  reordering  based
flow watermarking  (PROFW) proposed  by  Zhang  .
[15].  PROFW  uses  different  permutations  of  several
packets to represent the watermark and introduces error
correction  coding  [16]  to  correct  the  packet  reordering
error  of  the  watermark  in  network  transmission.  Since
most  of  the  packet  sequence  can  be  well  maintained  in
network  transmission  [17], the  robustness  of  packet  se-
quence  as  a  watermark  carrier  will  be  relatively  better
than  packet  timing  and  packet  rate.  Packet  sequence
based  methods  can  complete  watermark  detection  with
only  a  few  packets,  which  is  suitable  for  short  traffic.
However, PROFW does not consider the impact of pack-
et loss when designing the error correction mechanism. In
face of packet loss interference, it is often unable to effec-
tively recover the watermark information, which lacks of
robustness. Moreover,  PROFW identifies  the  packet  se-
quence based on the sequence field in TCP header, which
can only be applied to TCP traffic.

In this  paper  we  propose  IP-Pealing,  a  robust  net-
work flow watermarking method based on IP packet se-
quence. It is expected to improve the applicable protocol
range of  NFW method and can further  improve  the  ro-
bustness  of  the  watermark  while  using  fewer  packets  to
complete the watermark detection.

Our major contributions are as follows:
• We propose using IP packet sequence as watermark

carrier and  propose  an  algorithm  of  judging  packet  se-
quence based on IP identification field (IP ID). The packet
sequence is  identified  by  comparing  IP  ID  values  be-
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tween packets, which is applicable to all IP based traffic.
•  We  design  a  watermark  coding  algorithm  based

on detection sequence set  (DSS).  The DSS is  construct-
ed based on the variation range of the packet sequence to
design the watermark coding, which can correct the net-
work channel transmission error and improve the robust-
ness of  watermark  against  packet  loss  and  packet  re-
ordering.

• We propose embedding and detecting watermarks
based on short  sequences.  The long watermark informa-
tion is split into several short sequences and then embed-
ded in turn. The watermark information is reconstructed
during  detection  so  as  to  avoid  lots  of  packets  out  of
order  in  a  short  time,  which  achieves  higher  detection
accuracy for a long watermark information while enhanc-
ing the invisibility of watermarks.

The rest of this paper is organized as follows. Section
II presents related works. Section III presents the details
of IP-Pealing. Section IV performs theoretical analysis on
the robustness of  IP-Pealing.  Section V provides experi-
mental results of the performance of IP-Pealing. Section
VI concludes this paper.

 II. Related Works
In  this  section,  we  describe  the  basic  principle  of

PROFW and analyze its possible problems. PROFW en-
codes the watermark information into different permuta-
tions of several packets. To correct the transmission error
caused by packet reordering interference,  PROFW mea-
sures the  distance  between  the  codewords  by  a  Ham-
ming distance,  which corresponding to  the  displacement
of two adjacent packets. The watermark coding schemes

with  different  error  correction  capabilities  are  obtained
by setting the valid codeword and the invalid codeword,
as  shown  in Figure  2 (this  codeword  has  the  ability  to
correct the reordering error of two adjacent packets). To
keep  the  packet  reordering  within  a  certain  range,
PROFW introduces probability modulation [18], [19] and
embeds the  watermark  into  the  carrier  traffic  at  a  cer-
tain embedding ratio.
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Figure 2  Error correction coding of PROFW.
 

The basic principle of PROFW is shown in Figure 3.
In watermark embedding, the original watermark is first
encoded  into  different  permutations  of  several  packets.
Then, several  packets  are  selected from the carrier  traf-
fic according to the embedding ratio. After that, the se-
quence of these packets is adjusted according to the wa-
termark coding scheme. In watermark detection,  the ar-
rival sequence  of  packets  is  first  analyzed  in  the  ob-
served  traffic.  Then,  the  packet  sequence  representing
the watermark information is decoded into recovered wa-
termark.  Finally,  if  the  recovered  watermark  and  the
original  watermark  pass  the  similarity  judgment,  it  can
be inferred that the current observed traffic is related to
the traffic marked by watermark embedder.
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Figure 3  Basic principle of PROFW.
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(1, 2, 3, 4)

PROFW uses  the  sequence  field  in  TCP header  to
identify the packet sequence. For example, given a group
of four TCP packets  which follows a nor-
mal sequence , we have
  

Seq(P1) = Seq(P1)

Seq(P2) = Seq(P1) + Len(P1)

Seq(P3) = Seq(P2) + Len(P2)

Seq(P4) = Seq(P3) + Len(P3)

(1)

where  Seq(·)  indicates  the  value  of  sequence  field  of  a
TCP  packet.  Len(·)  indicates  the  payload  length  of  a

⟨P ′
1, P

′
2, P

′
3, P

′
4⟩

(2, 4, 1, 3)

TCP packet.  Given another  group of  four  TCP packets
 which  follows  a  reordering  sequence

, we have
  

Seq(P ′
1) = Seq(P ′

3) + Len(P ′
3)

Seq(P ′
2) = Seq(P ′

4) + Len(P ′
4)

Seq(P ′
3) = Seq(P ′

3)

Seq(P ′
4) = Seq(P ′

1) + Len(P ′
1)

(2)

By analyzing the relationship between the values of
sequence field of several TCP packets, PROFW can de-
tect  whether  there  is  a  packet  sequence  representing  a
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watermark in TCP traffic.
PROFW shows  strong  robustness  against  delay  jit-

ter and  packet  reordering  in  the  experimental  environ-
ment set by the author. However, PROFW still has the
following two shortcomings:

1)  Dependent  on  specific  protocols.  Since  PROFW
uses the sequence field of TCP to identify the packet se-
quence, it is only valid for TCP traffic and cannot be ap-
plied  to  traffic  based  on  other  protocols,  such  as  UDP
traffic,  because  UDP does  not  have  the  field  which  can
identify the packet sequence.

2) Insufficient  robustness  against  packet  loss  inter-
ference.  Packet  loss  may  result  in  the  disappearance  of
packet  sequence  information.  When  designing  the  error
correction mechanism, PROFW only considers the error
caused  by  packet  reordering  and  does  not  consider  the
error caused by packet loss.

 III. The Proposed Watermarking
Method

In view of the shortcomings of PROFW, we propose
IP-Pealing. The framework of IP-Pealing is illustrated in

M

m m

p

Figure 4. In the process of watermark embedding, firstly,
the  watermark  information  with  length  is  split  into
several  short  sequences  as  the  information  bit  with
length  (  is  determined  by  watermark  coding
scheme). To distinguish the different watermark informa-
tion, a flag bit is added at the front. Then, according to
the watermark coding scheme, the flag bit and informa-
tion bit  are  encoded into the watermark represented by
the  corresponding  packet  sequence  one  by  one.  Finally,
the watermark is embedded into the carrier traffic at the
embedding ratio  in the order from flag bit to informa-
tion bit.  When detecting  the  watermark,  the  packet  se-
quence in the traffic is first identified according to IP ID
and  the  detection  sequence  (DS)  (referring  to  Section
III.2) will be constructed. Then, the packet sequence rep-
resenting the watermark will  be decoded into the corre-
sponding  flag  bit  or  information  bit  if  it  is  detected  in
the current traffic according to the relation between DS
and DSS.  The existence of  watermark can be confirmed
after detecting any flag bit or information bit. The water-
mark information is  reconstructed when flag  bit  and all
information bits are detected.
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Figure 4  Framework of IP-Pealing.
 

In IP-Pealing, packet sequence identification, detec-
tion  sequence  set  construction  and  watermark  coding
scheme design are the key parts. Next, we first elaborate
the above three key parts and then introduce the specif-
ic process  of  watermark  embedding  and  watermark  de-
tection.
 1. Packet sequence identification

The IP header contains an identification field with a
length of 16 bits. To avoid packet confusion, the sending
host usually maintains a counter. Each time a packet is

generated, the counter will add 1 and assign this value to
the identification field. From the unidirectional traffic of
a  session,  if  there  is  no  packet  reordering  occurs  in  the
transmission, the IP IDs of the entire traffic in this direc-
tion  will  show  an  increasing  order  (when  IP  IDs  are
equal,  it  indicates  that  IP  fragmentation  has  occurred,
which is not within the scope of this paper). But if pack-
et  reordering  occurs  during  transmission,  the  IP  IDs  of
some packets in this direction will show a non-increasing
order.  Based  on  this  phenomenon,  the  packet  sequence
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n ⟨P1, P2,
. . . , Pn⟩
fps(⟨P1, P2, . . . , Pn⟩)

can be identified by comparing the IP ID value relation
between  packets.  Given  a  queue  of  packets 

,  the  packet  sequence  identification  function
 is

 

DEC(b1,2b1,3 . . . b1,nb2,3b2,4 . . . b2,n . . . bn−1,n) (3)

b1,2b1,3 . . . b1,nb2,3b2,4 . . . b2,n . . . bn−1,n

bi,j

where  is  a  binary
sequence. The value of each bit  is computed as
 

bi,j =

{
0, IPID(Pi) < IPID(Pj)

1, IPID(Pi) > IPID(Pj)
(4)

1 ≤ i ≤ n− 1 i+ 1 ≤ j ≤ n Pi

Pi bi,j
Pi

where , .  IPID( )  represents
the IP ID value of .  is obtained by comparing the
IP ID value of  and the IP ID values of its subsequent

(·)
seqn

⟨P1, P2, . . . , Pn⟩ seqn
n fps(⟨P1, P2, . . . , Pn⟩)

seqn
n = 4 seq4 = (1, 2, 3, 4)

bi,j
fps(⟨P1, P2, . . . , Pn⟩) = 0 seq4 = (2, 4, 1, 3)

b1,3, b2,3 b2,4
fps(⟨P1, P2,

. . . , Pn⟩) = 22 seq4
(1, 2, 3, 4) (2, 4, 1, 3) fps(⟨P1, P2, . . . , Pn⟩)

packets.  DEC  is  the  function  to  transfer  binary  into
decimal  values.  Let  be  the  sequence  formed  by

. Since  is a permutation with length
,  each  actually  corresponds  to  an

unique . Figure 5 shows an example of a packet se-
quence  with .  When , which  indi-
cates the normal packet sequence,  we can see that each

 obtained  from  step  1  to  step  6  is  0  and  we  have
.  But  when ,

which  indicates  the  reordering  packet  sequence,  we  can
see  that  and  obtained  in  step  2,  step  4
and  step  5  is  1  respectively  and  we  have 

.  Therefore,  we  can  identify  that  is
 and  according to 

is 0 and 22, respectively.
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Figure 5  Using IP ID to identify the packet sequence.
 

 2. Detection sequence set construction

fps

In order to correct the transmission errors, it is nec-
essary to analyze the variation range of packet sequence
caused by  channel  interferences.  We  propose  to  con-
struct  a  DSS  for  watermark  coding  scheme  design.  As
shown in Figure 6, the DS is composed of a set of  re-

sults  of  a  packet  queue.  The change  of  packet  sequence
will cause  the  corresponding  change  of  DS.  The  varia-
tion  range  of  DS  will  be  expressed  as  DSS.  Therefore,
DSS  can  reflect  the  variation  range  of  packet  sequence
under certain  errors.  Next,  we  introduce  the  construc-
tion methods of DS and DSS respectively.

 

fps

Packet

sequence

Packet

sequence

Reflect

The variation range of

packet sequenceChannel interference

Detection

sequence
Detection

sequence

Form

Expressed as Detection

sequence set

The variation range of
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Figure 6  Relation between packet sequence, DS and DSS.
 

n

(3n− 2)

n seqn (2n− 2)

n

Ws L1 L2n−1

Given the length of a packet sequence ,  a total of
 packets are required to construct DS, including

 packets  with  the  sequence  and  packets
with normal sequence before and after the above  pack-
ets. DS is constructed through detection sequence gener-
ation  (DSG)  algorithm  which  is  shown  in Algorithm  1.
When the sliding window  moving from  to ,
the  result  of  DSG  algorithm  is  obtained  by  calculating

fps n Ws

⟨P1, P2, . . . , P3n−2⟩
⟨Pn, Pn+1, . . . , P2n−1⟩

seqn n

(1, 2, . . . , n)

the  result of  packets in  one by one and form-
ing  these  results  into  an  ordered  array.  According  to
DSG  algorithm,  in  the  case  of  no  packet  reordering  in

, all elements in DS will be set as zero.
But when these packets  are out of
order,  that  is,  the  of  these  packets  is  not

, then  some  non-zero  elements  will  be  ob-
tained  in  DS.  It  can  be  inferred  that  there  is  a  unique
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seqncorrespondence between  and DS.

Algorithm 1  Detection sequence generation
n ⟨P1, P2, . . . , P3n−2⟩Input: :  packet  sequence  length; : pack-

et queue.
DSOutput: detection sequence .

Ws n
⟨P1, P2, . . . , Pn⟩

1: set a sliding window  with length  and its initial po-
sition coincides with ;

Ws

Ws Ws

L1

2: let the position of the first packet inside  be the posi-
tion of , then the initial position of  can be record-
ed as ;
⟨Pw

1 , Pw
2 , . . . , Pw

n ⟩Li Ws

Li

3: let  represents the packet queue in 
at ;
DS ← [ ] DS4: 　//  is an ordered array;

1 ≤ i ≤ 2n− 15: for  do
DS fps(⟨Pw

1 , Pw
2 , . . . , Pw

n ⟩Li)6:　 .append( );
7: end for

DS8: return .

(2, 4, 1, 3) ⟨P4, P5, P6, P7⟩ (2, 4, 1, 3)

Ws L1 L7

(2, 4, 1, 3) [0, 0, 3, 22, 48, 0, 0]

(2, 4, 1, 3) ⟨P1, P2, . . . , P10⟩
⟨P1, P2, . . . , P10⟩ [0, 0, 3, 22, 48, 0, 0]

Figure 7 illustrates an example of generating the DS
of . The sequence of  is .
When  moving from  to ,  we can obtained that
the  DS  of  is  according  to
DSG algorithm. Conversely, we can identify that there is
a  packet  sequence  in  accord-
ing to the DS of  is .
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Figure 7  Construction method of DS.
 

seqn
seqn

n

To  design  the  error  correction  coding  scheme,  it  is
necessary  to  analyze  the  possible  changes  of  the  packet
sequence after the network transmission. The DSS is con-
structed based on the variation range of packet sequence,
which reflects the possible DS changes of  under cer-
tain errors.  Each  can correspond to a DSS. In this
paper, we consider  watermark deviation when errors  re-
sult from a single packet loss or a single packet reorder-
ing occurs. Since the number of packets used by a single
watermark  is  very  small  (usually  just  a  few  packets)
comparing  to  the  whole  traffic,  the  probability  of  more
than one  packet  loss  and more  complex  packet  reorder-
ing  appeared  within  the  watermark  is  relatively  small.
We make a statistic in the data set of April 2022 provid-
ed  by  WIDE MAWI  [20]  archive.  For  each  flow  in  the
data set,  we randomly select  consecutive packets as a
single  simulated  watermark  which  is  already  embedded

ninto the flow. The results show that when  is taken as 4,
5 and 6, the single packet loss error accounts for 72.10%,
76.45% and 78.56% respectively among all packet loss er-
rors  occurred  inside  watermark,  while  the  single  packet
reordering error accounts for 62.66%, 65.56% and 67.83%
respectively among all  packet reordering errors  occurred
inside  watermark.  Therefore,  the  single  packet  loss  and
single  packet  reordering  we  considered  are  sufficient  to
deal with most scenarios.

seqn
n

n

seq4 = (2,
4, 1, 3)

(n− 1) n
seqn

(n− 1)

seq4 = (2, 4, 1, 3)

Firstly,  we consider  the case  of  packet  loss  error  of
the watermark. For the watermark representing by ,
when it loses the 1st to th packet inside the watermark,
respectively,  kinds of DSs will be generated, which rep-
resents  all  possible  DSs  of  a  watermark  with  a  single
packet  loss  error.  As  illustrated  in Figure  8, 

 is put  forward as  an example.  Secondly,  we con-
sider the case of packet reordering error in two adjacent
packets. When the 1st and 2nd to the th and th
packets  inside  the  watermark  representing  by  are
reordering, respectively,  kinds of DSs will be gen-
erated, which  represents  all  possible  DSs  of  the  water-
mark under a single packet reordering error. Figure 9 il-
lustrate an example of . And finally, the
DSS is composed of all the above DSs as elements, which
represents  the  possible  variation  range  of  DS  resulting
from a single packet loss or a single packet reordering.
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Figure 8  Variation range of DS in case of packet loss. (a) No pack-
et loss; (b) Lost ; (c) Lost ; (d) Lost ; (e) Lost .
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Figure 9  Variation range of DS in case of packet reordering. (a) No
packet reordering; (b)  and  are reordered; (c)  and  are
reordered; (d)  and  are reordered.
 

 3. Watermark coding scheme design

n! n

Watermark  coding  is  the  core  part  of  IP-Pealing.
The original watermark information will be mapped into
the  watermark  represented  by  the  corresponding  packet
sequence after watermark coding. For the convenience of
description, we regard the packet sequence as codeword.
There  are  types  of  codewords  with  length ,  but  to
achieve error correction, only some of them can be used
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for watermark coding. We know that each codeword can
correspond  to  a  DSS,  which  reflects  the  error  range  of
the codeword. In a group of codewords, if the error range
between any two codewords  does  not  overlap,  then this
group of  codewords  has  error  correction  ability  accord-
ing to error correction coding theory.

cwul cwfp cwlr

Table  1 lists the  relevant  concepts  used  in  water-
mark  coding. ,  and  will  not  be  used  for

cwul

cwfp cwul

cwfp

cwlr

watermark coding for the following three reasons respec-
tively:  i)  indicates  the  normal  packet  sequence.  ii)
Since the distance between  and  is only 1 (the
displacement  of  two  adjacent  packets  corresponds  to  a
Hamming  distance  [15]),  it  is  easy  to  cause  false  alarm
when  is used for  watermark coding.  iii)  When los-
ing a certain bit,  may lose reordering characteristic,
resulting in the invalidation of watermarks.

 
 

Table 1  Relevant concepts used in watermark coding

Concept Symbol Description

Codeword cw Packet sequence

Hamming distance (cw1, cw2)HD cw1 cw2The distance between  and 

Detection sequence set DSScw cwDSS corresponding to 

Useless codeword cwul Codeword representing the normal packet sequence

False positive codeword cwfp (cwfp, cwul) = 1HD

Low robustness codeword cwlr Codeword that may lose reordering characteristic when losing a certain bit
 
 

n

n!

CW n!

Given the codeword length ,  we propose the valid
codeword groups generation (VCGG) algorithm to select
all  valid  codewords  to  form  codeword  groups  from 
types of codewords, as shown in Algorithm 2. In VCGG
algorithm, the initial set  contains  types of code-
words. The selection process of valid codeword groups is
as follows:

cwul cwfp cwlr CW1) Remove ,  and  in .
cw CW

(cw, cwfp) < 2

cwfp

2) Remove  in  that conforms to the follow-
ing constraints: HD . Since IP-Pealing con-
siders  codewords  with  a  distance  of  1  from  the  original
codeword when correcting the packet reordering error, it
is  easy  to  cause  false  alarm if  the  distance  between  the
original codeword and  is less than 2, so these code-
words need to be removed.

CW
cwi

cwj

DSScwi
∩DSScwj

= ∅

3) The  valid  codewords  are  selected  from  the  re-
maining  codewords  of  according  to  the  following
principles:  the  currently  selected  codeword  to  be
added  to  the  valid  codeword  group  and  any  codeword

 in  current  valid  codeword  group  must  conform  to
. In the valid codeword group se-

lected according to this  principle,  the DSS between any
two codewords has no intersection, which means the er-
ror range of any two codewords does not overlap. There-
fore,  the  transmission  errors  of  these  codewords  can  be
accurately  corrected  when  detecting  the  watermark,  as
shown in Figure 10.

Algorithm 2  Valid codeword groups generation
nInput: : codeword length.

V CGSOutput: valid codeword group set .
CW n! 1:　the set  is composed of  types of codewords;
cwul cwfp cwlr CW 2:　remove ,  and  in ;

cw CW 3:　for  in  do
(cw, cwfp) < 2 4:　　if HD  then

cw 5:　　　remove ;

 6:　　end if
 7:　end for

V CGS ← { } 8:　 ;
cwi CW 9:　for  in  do

V CGtemp ← { }10:　　 ;
V CGtemp cwi11:　　 .append( );

cwj cwj ̸= cwi CW12:　　for ,  in  do
available← True13:　　　 ;　//Boolean variable

cwt V CGtemp14:　　　for  in  do

DSScwj ∩DSScwt ̸= ∅15:　　　　if  then
available← False16:　　　　　 ;

17:　　　　　break;
18:　　　　end if
19:　　　end for

available20:　　　if  then
V CGtemp cwj21:　　　　 .append( );

22:　　　end if
23:　　end for

V CGS cwj24:　　 .append( );
25:　end for

V CGS26:　return .

V CGmax

m

2m + 1 ≤ card(V CGmax) m

2m + 1 card(V CGmax)

n ≥ 5

The  VCGG  algorithm  gives  all  valid  codeword
groups  that  meet  the  requirements  of  error  correction
coding under the condition of current watermark length.
Let  be the valid codeword group with the maxi-
mum number of codewords in all valid codeword groups,
calculate  the  maximum  integer  satisfying  with

,  then  is the  maximum num-
ber of bits that can be encoded with a single watermark
under  the  condition  of  current  watermark  length.  The
watermark  coding  scheme  can  be  selected  as  the  valid
codeword  group  containing  ( )  to 
codewords.  According  to  VCGG  algorithm,  the  valid
codeword  groups  can  be  obtained  only  when .
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n m

n = 6

When  is taken as 5, 6, and 7,  can be calculated as 2,
4 and 6 bits, respectively. Table 2 shows an example of a
watermark coding scheme when .
  

n = 6Table 2  Watermark coding scheme ( )

Original information Codeword Original information Codeword

flag (1,2,6,5,4,3) 1000 (3,4,5,1,6,2)

0000 (1,3,6,4,5,2) 1001 (3,4,6,2,1,5)

0001 (1,3,5,2,6,4) 1010 (4,2,5,3,6,1)

0010 (1,5,4,6,2,3) 1011 (4,3,6,5,2,1)

0011 (2,1,6,3,5,4) 1100 (4,5,1,2,3,6)

0100 (2,5,4,1,3,6) 1101 (5,3,2,4,1,6)

0101 (2,6,3,1,4,5) 1110 (5,6,3,4,1,2)

0110 (3,1,5,6,4,2) 1111 (6,1,4,2,3,5)

0111 (3,2,1,5,4,6)
 
 

 4. Watermark embedding
IP-Pealing’s watermark  embedding  aims  at  adjust-

ing the packet sequence in the carrier traffic according to
the codeword, which can be summarized as the following
three main steps:

M M/m

1) Watermark information splitting. To enhance the
invisibility of watermark and avoid lots of packets out of
order in  a  short  time,  IP-Pealing  splits  the  long  water-
mark information into several short information bits and
embeds  each  information  bit  as  a  single  watermark.  A
flag bit  will  be  added in  front  of  each watermark infor-
mation to distinguish them. The watermark information
with  length  will  be  split  into  information  bits
and a flag bit.

2) Watermark  encoding.  The  flag  bit  and  all  infor-
mation bits will be mapped into the corresponding code-
words  respectively  according  to  the  watermark  coding
scheme.

n

3) Packet  sequence  modulating.  IP-Pealing  modu-
lates the packet sequence of the carrier traffic through a
packet buffer, as shown in Figure 11. When embedding a
single watermark, the watermark embedder selects  con-

p

cw
n

secutive packets from the carrier traffic according to the
embedding  ratio  and  puts  them  into  the  buffer,  then
adjusts the sequence of packets in the buffer according to
the  codeword  and  sends  them  back  into  the  traffic
immediately. In this process, except the above  packets,
the rest of packets in the traffic maintain the original se-
quence.
 

Packet buffer

Carrier traffic

Codeword cw

Embedding ratio p

Packet reordering

Watermarked traffic
 

Figure 11  Packet sequence modulating.
 

 5. Watermark detection

M

To determine  the  existence  of  watermarks  and  ex-
tract the  watermark  information,  the  watermark  detec-
tor  analyzes  the  arrival  order  of  packets  in  the  carrier
traffic  according  to  the  watermark  coding  scheme.  The
watermark coding  scheme  and  the  watermark  informa-
tion length  need to be shared as a secret key between
the  watermark  embedder  and  the  watermark  detector.
The watermark detection can be summarized as the fol-
lowing three main steps:

Qr

We

(3n− 2)
We

(3n− 2) Qr

We

1) Traffic sniffing. The traffic is divided into differ-
ent sessions at the watermark detector. For each session,
the  watermark  detector  identifies  the  packet  sequence
based on IP ID from the unidirectional packet queue ,
as shown in Figure 12. An extraction window  with a
length of  packets is used to identify the packet
sequence.  The  initial  position  of  coincides  with  the
first  packets  in  and  moves  backwards  from
the head of the packet queue. At each position, the DS is
obtained in  through DSG algorithm.
 

Detection sequence

DSG

We

Watermark: (2,4,1,3)

Moving direction of We

Packet queue Qr

 

Figure 12  Traffic sniffing.
 

2)  Watermark  decoding.  For  each  DS  obtained  in
the previous step, in order to determine whether the cur-
rent DS represents a certain original information, the wa-
termark detector judges whether the current DS belongs
to a DSS corresponding to a certain codeword according
to watermark coding scheme and the correspondence be-
tween codeword and DSS,  as  shown in Figure 13.  If  so,
decode it into the original information (flag bits or infor-
mation bits)  corresponding  to  DSS.  Otherwise,  the  wa-
termark is considered not detected in current DS.

3) Watermark  information  reconstructing.  As  illus-

 

Error range corresponding 

to the codeword

Codeword A

Codeword C

Codeword B

Codeword A

Codeword B

Codeword C

(a) (b)

Figure 10  Intersection  between  the  error  range  of  codeword.  (a)
Since the error range between any two codewords overlaps, the er-
ror cannot  be  corrected  accurately.  (b)  Since  the  error  range  be-
tween any two codewords  does  not  overlap,  the  error  can be  cor-
rected accurately.
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M/mtrated in Figure 14, when the flag bit is found, the 
information bits  behind  it  are  combined  and the  water-
mark information  is  recovered.  When  multiple  water-
mark  information  are  embedded  into  the  carrier  traffic,
the flag bit can distinguish the different watermark infor-
mation.
 

Watermark information 1 Watermark information 2 ···

······ ···Flag m bits m bits m bits m bits

M bits

Flag m bits m bits m bits m bits

M bits
 

Figure 14  Watermark information reconstructing.
 

 IV. Robustness Analysis
IP-Pealing improves the robustness of watermark by

using DSS to correct the transmission errors. In order to
verify the  effectiveness  of  DSS in  improving the robust-
ness of watermark, we analyze the impact of packet loss
and  packer  reordering  on  the  detection  rate  of  a  single
watermark under  the  condition  of  using  DSS  and  with-
out DSS, respectively.

fw

p n
k

fw k p
fw

(k + n)

Since the embedding of each watermark is indepen-
dent, let us consider a watermarked traffic  embedded
with a single watermark according to the embedding ra-
tio . Suppose that there are  consecutive packets repre-
senting  the  watermark  and  packets with  normal  se-
quence  in  (  increases  with  the  decrease  of ),  then
the  total  number  of  packets  in  can  be  expressed  as

.
 1. Robustness against packet loss

fw l
pl

l/(k + n)

First, we consider the influence of packet loss on the
detection rate. To facilitate analysis, we assume that the
packet loss follows the independent identically distribut-
ed  (iid).  Suppose  that  loses  packets  after  network
transmission,  then  the  packet  loss  rate  can be  ex-
pressed  as .  Under  the  condition  of  using  DSS,
the  watermark  can  be  correctly  detected  when  packet

P1

loss  does  not  occur  inside  the  watermark or  1  packet  is
lost  inside  the  watermark,  then  the  detection  rate  is
given by
 

P1 =

(
k
l

)
+

(
k

l − 1

)(
n
1

)
(
k + n

l

) (5)

P ′
1

When DSS is not used for detection, the watermark
can be detected only when packet loss does not occur inside
the watermark, then the detection rate  is given by
 

P ′
1 =

(
k
l

)
(
k + n

l

) (6)

P1 P ′
1

n = 7
k P ′

1

pl
P1

Figure 15 shows the trend of  and  according to
formulas (5) and (6) where we consider  and three
values of  (100, 50 and 25). As shown in Figure 15, 
decreases  rapidly  with  the  increase  of , but  the  de-
crease of  is relatively slower due to the use of DSS.
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Figure 15  Watermark detection rate under varying packet loss rate.

 2. Robustness against packet reordering

r

Then, we  consider  the  influence  of  packet  reorder-
ing on the detection rate.  To facilitate analysis,  we also
assume that the packet reordering follows iid. Suppose 

 

Watermark coding scheme

Original information A Codeword A

Codeword B

Codeword C

DSS A

DSS B

DSS C

Original information B

Original information C

Original information A

Original information B

Original information C

Detection sequence set

corresponding to the codeword

Detection

sequence(DS)

Judge whether DS belongs to a DSS corresponding to a certain codeword.

No watermark

Figure 13  Watermark decoding.
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fw

pr r/(k + n)

packets  in  are out  of  order  after  network  transmis-
sion  (according  to  RD [21] standard,  the  reordering  de-
gree of  two  adjacent  packets  is  1),  then  the  packet  re-
ordering rate  can be expressed as .

We

P2

Under  the  condition  of  using  DSS,  the  watermark
can  be  correctly  detected  when  packet  reordering  does
not occur inside  or occurs inside the watermark, then
the detection rate  is given by
 

P2 =

(
k − 2n+ 1

r

)
+
(
k − 2n+ 1

r − 1

)(
n− 1
1

)
(
k + n− 1

r

) (7)

We P ′
2

When DSS is not used for detection, the watermark
can be detected only when packet reordering does not oc-
cur inside , then the detection rate  is given by
 

P ′
2 =

(
k − 2n+ 1

r

)
(
k + n− 1

r

) (8)

P2 P ′
2

n = 7
k

In Figure 16 we show the trend of  and  accord-
ing to formulas (7) and (8) where we consider  and
three values of  (100, 50 and 25). As depicted in Figure
16,  the  use  of  DSS  significantly  improves  the  detection
rate  of  watermarks  as  well.  The  results  show  that  the
watermark coding scheme based on DSS can significant-
ly improve the robustness of watermarks.

 V. Experimental Results and Analysis
In order to verify the performance of IP-Pealing, an

experimental  environment  is  built  on  the  Internet,  as

shown in Figure 17. The six nodes are deployed on virtu-
al instances on elastic cloud service (ECS) and all traffic
going  from one  instance  to  another  is  pass  through  the
Internet. All instances are equipped with Ubuntu 18.04.5
LTS. The four instances are distributed in four countries.
The sender and watermark embedder are deployed on an
instance running in the first country. The sender uses the
secure copy (SCP) command or Socket to generate traf-
fic for  testing.  The  watermark  embedder  uses  the  ipta-
bles of Linux Netfilter to intercept the traffic and modu-
late  the  packet  sequence.  The  two  stepping  stones  are
deployed  on  two  instances  running  in  the  second  and
third countries,  which  are  used  to  forward  traffic  with-
out storage. The watermark detector and receiver are de-
ployed  on  an  instance  running  in  the  fourth  country,
which  are  used  to  detect  watermarks  and  receive  the
traffic  respectively.  The  watermark  parameters  used  for
experiment are listed in Table 3.

 
Instance-B

Instance-A Instance-D

Instance-C

Internet

Stepping stone Stepping stone

Sender

Watermark

embedder

Receiver

Watermark

detector
 

Figure 17  Experimental environment.
 
 

Table 3  Watermark parameters used for experiment

Parameter Description Value

M Length of watermark information 12, 24, 36 bits

n Length of codeword 5, 6, 7
p Embedding ratio 0.01–0.05

 
 

The  experiment  is  divided  into  the  following  four
parts:

RD RA

RD

1)  The  detection  rate  ( )  and  accuracy  ( )  of
the  watermark  are  evaluated  through 2250 tests. 

RA

refers to the probability that the watermarked traffic can
be correctly identified.  refers to the ratio of the cor-
rect  bits  to  all  bits  on  the  basis  of  correctly  identifying
the watermarked traffic.

ND

NE ND

2) The number of packets required in watermark de-
tection is evaluated through 900 tests. We use the follow-
ing two indicators: the number of packets required to de-
tect the watermark ( ) and the number of packets re-
quired  to  extract  all  watermark  information  completely
( ).  refers to the number of packets required from
the first packet of the traffic to the completion of water-
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Figure 16  Watermark detection rate under varying packet reorder-
ing rate.
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NEmark  existence  judgement.  refers  to  the  number  of
packets  required  from  the  first  packet  of  the  traffic  to
the completion of all watermark information extraction.

Rs
D Rs

A

3) The robustness of watermark under varying chan-
nel interferences is evaluated through 240 tests. The de-
tection  rate  ( )  and  accuracy  ( ) of  a  single  water-
mark  are  tested  under  the  interferences  of  packet  loss
and packet reordering.

NE RA

4) We compare IP-Pealing with IBW [6], ICBW [7],
WBIPD [5],  SBTT [12]  and PROFW [13]  through 1200
tests.  and  are selected as experimental indicators.
The experiments are tested 600 times in the domestic In-

ternet environment  and the  transnational  Internet  envi-
ronment, respectively.
 1. Detection rare and accuracy

RD RA M = 36
RD RA

RD RA

RD

RA

In this part of the experiment, we use Socket to gen-
erate three rates of traffic ([25,50], [50,100] and [100,200]
pkts/s)  to  test  and  while  bit. Table  4
lists the test results of  and . Each result in the ta-
ble is taken as the average of 50 tests. The results show
that both  and  of IP-Pealing can maintain a high
level  in  the  traffic  with  different  rates.  The  overall 
and  is 99.91% and  99.42% respectively,  which  indi-
cates the strong robustness of IP-Pealing on the Internet.

 
 

Table 4  Detection rate and accuracy (pkts/s: packets/s)

Rate (pkts/s) Indicator n
p

0.01 0.02 0.03 0.04 0.05

[25,50]

RD

5 100% 100% 100% 100% 100%
6 100% 100% 100% 100% 98%

7 100% 100% 100% 100% 100%

RA

5 100% 100% 100% 100% 100%
6 98% 100% 96% 100% 100%

7 100% 100% 100% 100% 100%

[50,100]

RD

5 100% 100% 100% 100% 100%
6 100% 98% 100% 100% 100%

7 100% 100% 100% 100% 100%

RA

5 100% 100% 98% 100% 100%
6 100% 100% 100% 100% 100%

7 100% 100% 98% 98% 100%

[100,200]

RD

5 100% 100% 100% 100% 100%
6 100% 100% 100% 100% 100%

7 100% 100% 100% 100% 100%

RA

5 100% 98% 100% 100% 98%
6 100% 100% 100% 98% 100%

7 98% 98% 100% 98% 98%
 
 

 2. Number of packets

ND NE

ND NE

M = 12 n = 7 p = 0.05 M = 36

In  this  part,  we  use  SCP to  generate  SSH flows  to
test the variation of  and  under different parame-
ters. Figure 18 shows  and  obtained in our experi-
ment. Each point  in the figure corresponds to the aver-
age of 20 tests. As shown in Figure 18(a), IP-Pealing on-
ly needs an average of 45 packets to complete the water-
mark existence detection and an average of  134 packets
to  completely  extract  all  watermark  information  while

 bits,  and .  Even  when 
bits, as shown in Figure 18(c), IP-Pealing only needs 306
packets on average to extract all watermark information.
The above results show that IP-Pealing only needs fewer
packets  to  complete  watermark  detection,  which  can  be
applied to short traffic.
 3. Robustness

On  the  basis  of  Internet  channel  interferences,  we
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test  the  robustness  of  watermark  under  strong  channel
interferences by adding different intensity of packet loss
and  packet  reordering  at  the  stepping  stone.  We  use
Socket to generate traffic with a rate of [25, 50] pkts/s to
test  and  under  different  packet  loss  and  packet
reordering rate. The experiment is carried out under the
condition  of  using  DSS  and  without  DSS  while 
bits, ,  are  selected. Figure  19 shows  the
test result of  and . Each point in the figure is tak-
en as the average of 10 tests. Each test uses a traffic em-
bedded  with  50  kinds  of  watermarks.  The  results  show
that the use of DSS can significantly improve , which
conforms  to  the  analysis  results  of  formulas  (5)–(8).  As
illustrated  in Figure  19(a),  we  can  see  that  packet  loss
affects  both  and ,  especially  without  using
DSS,  but  the  use  of  DSS  reduces  this  impact. Figure
19(b) illustrates that packet reordering mainly affects ,
but the use of DSS also reduces this impact. The experi-
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ment results  of  this  part  verify  the effectiveness  of  DSS
in improving the robustness of watermark.
 4. Comparative experiment

To  validate  the  improvements  of  IP-Pealing,  we
compare it  with some existing NFW methods.  Our pur-
pose  is  to  select  methods  based  on  different  watermark
carriers as many as possible. Packet payload based meth-
ods are  not  selected due to  its  limited scope of  applica-
tion.  Since  we  will  carry  out  experiments  in  network
channel  with  relatively  strong  packet  loss  interference,
DROPWAT  and  INFLOW  that  construct  watermarks
by actively dropping some packets cannot work properly
in  that  scenario.  HMSFW  that  needs  to  use  historical
traffic characteristics  is  not  consistent  with  our  experi-
mental  scenario.  Thus,  we  finally  select  the  three  most
typical packet timing based methods: WBIPD, IBW and

RA NE

ICBW. For packet rate based methods, we select SBTT,
which is the state-of-the-art method. Since IP-Pealing is
improved  on  the  basis  of  PROFW,  we  naturally  select
PROFW to compare with IP-Pealing, both of which are
packet  sequence  based  methods.  The  key  parameters  of
each selected method are shown in Table 5. The traffic is
generated by Socket.  The  length of  watermark informa-
tion is uniformly selected as 12 bits. We choose  and 
as  indicators  to  compare  the  performance  of  IP-Pealing
and other five methods. The experiments are carried out
in domestic  and  transnational  Internet  environment  re-
spectively.  The  domestic  Internet  environment  is  built
using  four  instances  located  in  the  same  country,  while
the four instances used in transnational Internet environ-
ment  are  distributed  in  four  countries.  The  results  of
each group are taken as the average of 10 tests.

 
 

Table 5  Key parameters of each method

NFW method Watermark carrier Key parameters Supported protocol

IP-Pealing Packet sequence n = 7 p = 0.02Codeword length: ; Embedding ratio: TCP, UDP

PROFW [15] Packet sequence n = 7 p = 0.02Codeword length: ; Embedding ratio: TCP

IBW [6] Packet timing T = 0.5 s d = 0.5 s
r = 3 o = 2 s

Interval length: ; Maximum delay: ;
Redundancy: ; Offset: TCP, UDP

ICBW [7] Packet timing T = 0.5 s a = 0.35 s
r = 3 o = 2 s

Interval length: ; Timing adjustment: ;
Redundancy: ; Offset: TCP, UDP

WBIPD [5] Packet timing s = 0.4 sQuantization step size: TCP, UDP

SBTT [14] Packet rate T = 1 s 3/4 r = 3

o = 2 s Wi = 0.01 s Wi q = 1

Time interval: ; TCP window size ratio: ; Redundancy: ;
Offset: ; Sliding window: ; Step of : 

TCP
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Figure 18  Number of packets required in watermark detection with different watermark parameter.
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Figure 19  Detection rate and accuracy under varying channel interference rate.
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As shown in Figure 20(a) and Figure 21(a), the 
of IP-Pealing is higher than that of other methods. It can
be seen that the  of PROFW is also relatively higher
than other  methods  based  on packet  timing  and packet
rate. But in comparation with the domestic Internet en-
vironment,  the  of  PROFW decrease  significantly  in
transnational Internet  environment  with  stronger  chan-

RA

RA

nel  interferences,  while  the  of IP-Pealing  still  re-
mains  at  a  high  level.  This  is  due  to  the  fact  that
PROFW cannot handle packet loss errors, while IP-Peal-
ing can  correct  packet  loss  errors  by  using  DSS.  Com-
pared with IBW, ICBW, WBIPD, SBTT and PROFW,
the  overall  of  IP-Pealing  has  increased  by  46.54%,
52.00%, 54.00%, 48.46% and 13.70% respectively.
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Figure 20  In comparison with other methods (domestic Internet environment).

 

0
31 2 4 6

Experimental label

(b) Number of packets (NE)

5 7 1098

N
u
m

b
er

 o
f 

p
ac

k
et

s

3000

1000

2000

4000

5000

IP-Pealing IBW[6]PROFW[15] ICBW[7] SBTT[14]WBIPD[5]

0.2

31 2 4 6

Experimental label

(a) Accuracy (RA)

5 7 1098

A
cc

u
ra

cy

0.8

0.4

0.6

1.0

IP-Pealing IBW[6]PROFW[15] ICBW[7] SBTT[14]WBIPD[5]

 

Figure 21  In comparison with other methods (transnational Internet environment).
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Figure 20(b) and Figure 21(b) show that under the
condition  of  embedding  watermark  information  of  the
same length, the  of IP-Pealing and PROFW are less
than  that  of  other  methods.  In  comparation  with  IBW,
ICBW, WBIPD and SBTT, the overall  of IP-Pealing
has decreased by 87.66%, 74.02%, 47.86% and 90.98% re-
spectively.  The  above  results  indicate  that  IP-Pealing
can achieve higher accuracy with fewer packets.

 VI. Conclusion
To  overcome  the  shortcomings  of  dependence  with

specific protocols, demand for large quantities of packets
and weakness  on resisting network channel  interferences
in existing NFW methods, we proposed IP-Pealing. First,
IP-Pealing  uses  IP  ID  to  identify  the  packet  sequence,
which  is  suitable  for  all  IP  traffic.  Second,  IP-Pealing
constructs DSS based on the variation range of the pack-
et  sequence.  The  watermark  coding  scheme  based  on
DSS  achieves  the  error  correction  of  watermark  against
network  channel  interferences,  such  as  packet  loss  and
packet reordering.  Third,  by  splitting  the  long  water-
mark information into several short sequences and recon-
structing  it  during  detection,  IP-Pealing  achieves  high
detection  accuracy  while  enhancing  the  invisibility  of

watermarks. The experimental results based on the Inter-
net  show  that  the  detection  rate  and  accuracy  of  IP-
Pealing have reached a high level. Even in face of strong
channel  interferences,  IP-Pealing  can  still  maintain
strong robustness.

However, the performance of IP-Pealing may be af-
fected in  some  special  scenarios.  For  instance,  if  step-
ping stones use a store and forward method rather than
forward without  storage,  which  means  the  packet  re-
ordering is recovered at stepping stones, IP-Pealing can-
not  work  properly  in  this  case.  In  addition,  some  NAT
(network address translation) mechanisms rewrite the IP
ID or  replace  the  entire  IP  header,  the  packets  are  not
guaranteed to be forwarded in the original order at net-
work layer,  IP-Pealing may fall  into invalidation due to
the disappearance of  packet reordering in this  situation.
In the  future,  the  performance  of  IP-Pealing  in  anony-
mous networks will be put into the next researches.
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