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ABSTRACT With the growing adoption of vehicular networks, ensuring the security of these networks is
becoming increasingly crucial. However, the broadcast nature of communication in these networks creates
numerous privacy and security concerns. In particular, the Sybil attack, where attackers can use multiple
identities to disseminate false messages, cause service delays, or gain control of the network, poses a
significant threat. To combat this attack, we propose a novel approach utilizing the channel state information
(CSI) of vehicles. Our approach leverages the distinct spatio-temporal variations of CSI samples obtained
in vehicular communication signals to detect these attacks. We conduct extensive real-world experiments
using vehicle-to-everything (V2X) data, gathered from dedicated short-range communications (DSRC) in
vehicular networks. Our results demonstrate a high detection rate of over 98% in the real-world experiments,
showcasing the practicality and effectiveness of our method in realistic vehicular scenarios. Furthermore,
we rigorously test our approach through advanced ray-tracing simulations in urban environments, which
demonstrates high efficacy even in complex scenarios involving various vehicles. This makes our approach
a valuable, hardware-independent solution for the V2X technologies at major intersections.

INDEX TERMS Cybersecurity, Sybil attack, vehicular ad hoc networks, VANET, physical layer security.

I. INTRODUCTION

N A vehicular network, vehicles use the information from

the other vehicles or infrastructure as a part of an intelli-
gent transportation system (ITS) to increase their situational
awareness and improve their automated/assisted decision
making. However, these networks face numerous security
challenges due to the broadcast nature of communication and
the potential for malicious attacks. Ensuring the authenticity
of vehicles before vehicles access any services or information
is critical for many applications related to driving safety,
as false information can lead to accidents [1], [2].

Among the various types of attacks in vehicular networks,
the Sybil attack is considered one of the most threatening
attacks. In the Sybil attack model, a single node (vehicle)
declares itself with multiple identities to other nodes in the
network. Therefore, the other nodes can’t determine if the
information comes from a single node or multiple nodes [3].
In [4], the authors show that Sybil attack can affect control
algorithms in cooperative driving scenarios, and may result in
accidents at high speeds. A Sybil attacker can also damage the
network by consuming network resources more than benign

nodes or spreading false safety messages. For example, it can
send incorrect information about road conditions, and enforce
other vehicles to change their routes and clear the road. Fur-
thermore, the attacker can also take advantage of applications
relying on the assumption of honest majority as in [5].

In this paper, we introduce a unique approach for detect-
ing Sybil attacks in vehicle ad hoc networks (VANETS),
a critical challenge in the field of vehicular communica-
tion security. Due to the nature of wireless propagation,
the channel state information (CSI), specifically the chan-
nel frequency response (CFR), shows major spatio-temporal
variations. As a result, signals collected from different vehi-
cles tend to be clustered in isolated groups in the signal space,
as shown in Fig. 1. Our proposed detection system exploits
the spatial characteristics of the channel state information,
and differentiates the attacker from the legitimate nodes based
on the clustering of CSI samples in the signal space. A notable
feature of our approach is its independence from specific
wireless channel models, where the test statistic is derived
according to the channel model assumption. In addition to
this, we introduce certain preprocessing stages that enhance
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FIGURE 1. The CSI profiles of vehicles differ in the signal space.

the efficacy of our approach. Specifically, we demonstrate
that preprocessed CSI samples from different vehicles are
clustered around distinct points in the signal space, and the
distance between the centroids of the clusters derived by the
k-means algorithm is a good test statistic for effective attack
detection. Our approach also allows each node to indepen-
dently perform detection without the need for cooperation
from neighboring nodes. This eliminates the need for estab-
lishing the credibility of these nodes, a common limitation of
trust-based approaches.

We verify the efficacy of our approach, particularly
for scenarios involving low-speed or stationary vehi-
cles, by conducting dedicated short-range communications
(DSRC)-based vehicle-to-vehicle (V2V) and vehicle-to-
infrastructure (V2I) experiments in a real vehicular network
that includes many roadside units (RSUs) and vehicles
equipped with DSRC radios as a part of Smart Columbus
program [6]. Our experiments include unique configurations,
such as launching a real Sybil attack using DSRC radios
and a congestion generation tool in a V2V communication
setting. We collect SPaT (Signal Phase and Timing) mes-
sages broadcast from real RSUs that mimics an attack in
V2I communication setting. In addition to real-world experi-
ments, we have analyzed large-scale and broader situations
using the data obtained from a ray-tracing simulator in an
urban environment with many vehicles. By using a ray-
tracing simulator, a more sophisticated simulator tool than
typical channel models in the literature, we obtain realistic
signal level data under different scenarios in a complex envi-
ronment. In the simulations, we evaluate the impact of the
distance between an attacker and legitimate nodes, and the
impact of the transmitter power on our performance. These
simulations complementing our real-world experiments pro-
vide a robust evaluation of our approach across a wide range
of scenarios. Our findings demonstrate over 98% detection
rate in real-world experiments that emphasize the efficacy
and practicality of our approach in detecting Sybil attacks in
vehicular networks.

Given most major intersections will be deployed with
a vehicle-to-everything (V2X) technology (either DSRC or
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cellular) in the near future, our approach has the potential
to provide value to existing infrastructure, without a need
for additional hardware to detect Sybil attacks. The main
contribution of this paper can be summarized as follows:

« We introduce a unique approach for detecting misbehav-
ior in vehicular networks. Our approach encompasses
multi-layered preprocessing stages, each meticulously
designed to address specific challenges encountered in
vehicular communication signals, and a test statistic not
derived under wireless channel model assumptions.

« We demonstrate the feasibility of our approach by col-
lecting substantial V21 and V2V data in a real vehicular
network, including a launch of a real Sybil attack with
DSRC radios and Congestion Generation Tool, and data
collection from real RSUs.

o In addition to real-world experiments, we evaluate
the performance of our approach in complex propa-
gation environments via extensive simulations using a
ray-tracing simulator and discuss the impact of different
parameters on performance.

o The proposed algorithm, which does not require addi-
tional hardware, efficiently uses wireless radio data
samples, achieving an impressive 98% detection rate in
real-world experiments.

The rest of this paper is organized as follows. The related
work is discussed in Section II. Section III presents the details
of our approach. Section IV demonstrates the experimental
and simulation results. Finally, Section V summarizes our
work.

Il. RELATED WORK

After the introduction of Sybil Attacks by Doucer [7],
researchers have comprehensively studied Sybil attack detec-
tion in the networks, and different approaches have been
proposed to ensure the uniqueness of identities of the nodes
in the network. We can classify different approaches for
VANET: as 1) Resource testing based approaches, 2) Certifi-
cation and cryptography based approaches, 3) Reputation or
Trust based approaches 4) Physical-layer based approaches.

A. RESOURCE TESTING BASED APPROACHES

These approaches depend on the observation of different
resources of vehicles, such as radio resources, computational,
and memory resources. The main assumption of resource
testing is that each node in the network has limited resources.
In [8], the authors suggest several approaches including radio
resource testing, identity registration, and position verifica-
tion. In the context of radio resource testing, they assume that
an attacker can have multiple identities but it is incapable of
simultaneous transmission or reception on a single radio. Sev-
eral studies [9], [10], [11] have proposed an approach where
each node is required to periodically solve computational
puzzles using a proof-of-work algorithm, similar to those
employed in cryptocurrencies. The solutions are later verified
by other nodes or RSUs before initiating communication.
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The nodes failing the computational work are revoked from
the network. Since an attacker needs to dedicate its limited
resources to these computations, this limits the attacker’s
capability of launching the attack. However, the constant
computation of proof-of-work for authentication of nodes
restricts the network’s scalability.

B. CERTIFICATION AND CRYPTOGRAPHY BASED
APPROACHES

These approaches request vehicles to provide their certifi-
cates issued by a trusted authority in order to communicate
with other vehicles and RSUs. The authentication is per-
formed with encryption/decryption of the messages between
vehicles, and digital certificates [12]. There are currently
two standards used at the application layer for security
in ITS, namely the IEEE 1609.2 standard [13] and the
European Telecommunication Standard Institute (ETSI)-ITS
standard [14], [15]. Both standards adopt the public key
infrastructure (PKI), e.g., the policy governing the issuance of
digital certificates and asymmetric cryptography techniques.
IEEE 1609.2 standard classifies entities into two categories,
Certificate authority entities and End entities. It defines a
secure message format and methods for them to secure appli-
cation messages. ETSITS 102940 [14] and ETSI TS 102 941
[15] standards specify the security services and architectures
along with ETSI TSI 103 097 standard defines V2X mes-
sage security header and certificate formats. Since PKI-based
approaches rely on an infrastructure for the administration
and revocation of certificates, they incur high cost and face
scalability challenges in large ad-hoc networks [16]. Fur-
thermore, the overhead associated with the signature and
certificate is typically larger than the main message content.
For example, each 69-byte message should be attached by a
125-byte certificate and a 56-byte signature [17]. This creates
a significant latency for transmission.

C. REPUTATION OR TRUST BASED APPROACHES
Although cryptography-based approaches have been widely
proposed in the literature, they are vulnerable to insider
attackers who are already authenticated in the system. There-
fore, reputation or trust based approaches have been proposed
to address this problem wherein vehicles assess the other
vehicles based on their reputation scores. The reputation
score of a vehicle is used as an indicator of its likelihood to
engage in misbehavior, such as launching a Sybil attack. The
vehicles can then use this information to decide whether to
trust or distrust the other vehicles in the network [18]. In [19],
the authors propose a machine learning and reputation-based
scheme for detecting misbehavior in vehicular communi-
cation networks. The proposed scheme utilizes reputation
scores computed based on the trustworthiness of vehicles and
features extracted from vehicular network communication
to train a machine learning model for misbehavior detec-
tion. ETSI 102 941 standard [15] also defines trust-related
functions and procedures based on the security architecture
defined in [14].
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D. PHYSICAL-LAYER BASED APPROACHES

This class of approaches utilizes physical layer informa-
tion like received signal strength indicator (RSSI), CSI, and
angle of arrival (AoA). RSSI has been extensively proposed
to detect Sybil Attacks. Most of the previous RSSI-based
approaches compute the absolute position [20], [21] or rel-
ative distance [22], [23] from RSSI values. The position
information is then used to discern and detect Sybil attacker
posing with multiple identities. In [23], a receiving node
records RSSI values of nearby nodes and calculates the
distance between the RSSI vectors of two nodes to find a
similarity between them. If the similarity exceeds a certain
threshold, the corresponding nodes are considered to belong
to the same vehicle (i.e., a Sybil attacker). Parallel to this
approach, the authors in [24] proposed an approach that uses
RSSI time series. This approach is based on the observation
in real-world experiments that the RSSI time series of Sybil
nodes have very similar patterns, and compares the similarity
among all received series to detect Sybil attacks. The authors
in [25] proposed an RSSI-based localization technique that
uses mobile nodes for localizing another mobile node and
adjusts itself based on the heterogeneous interference levels
in the environment. In [26], the authors proposed a scheme
that uses a set of sensor nodes to record RSSI values of a wire-
less node and the nodes that have similar RSSI distributions
are declared as Sybil nodes.

Although widely used, the accuracy of RSSI-based
approaches hinges on the employed propagation models
employed, predominantly the free space path loss model
in [22] which is most effective in environments with strong
line-of-sight (LOS) conditions. The performance can be sub-
stantially degraded in non-LOS scenarios, typically in urban
or obstructed areas. Furthermore, the approaches are suscep-
tible to an attacker that purposely changes its transmission
power, potentially skewing the RSSI readings and thereby
evading detection, and the slight changes in propagation envi-
ronment. Due to these limitations, researchers have proposed
utilizing other types of information such as AoA. The authors
in [27] propose to use AoA information for detecting a Sybil
attacker that falsifies GPS locations of different identities.
In this approach, vehicles calculate the AoA of the received
signals and compare it with the angle calculated from the
GPS location of the transmitter where a mismatch indicates
a Sybil attack. The proposed approach in [28] utilizes both
RSSI and AoA information where an RSU calculates the
location of vehicles from RSSI and AoA of received signals.
It deduces a Sybil attack if identical values are obtained from
different identities. Similarly, the authors in [29] proposed an
algorithm that combines AoA and CSI amplitude for static
attacks in an indoor setting. Although AoA is proposed to be
used for enhancing the reliability of Sybil attack detection, the
performance of subspace-based or super-resolution estima-
tors (e.g., MUSIC, ESPRIT) degrades in multipath environ-
ments because of strong reflectors [30]. So, the performance
of the proposed approach can be significantly reduced due to
the multipaths from the surrounding environment.
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Given the limitations of RSSI and AoA, the channel fre-
quency response as a type of CSI is proposed to be used
for Sybil attack detection. CFR can better capture the mul-
tipath characteristics and convey richer information about
the propagation environment [31]. In [32], the authors use
CFRs and build a hypothesis test based on a test statistic
derived according to Rayleigh fading to detect Sybil attacks.
Therefore, the test statistic is chosen on the prior assumption
about the attacker’s power and the channel model. Given that
Rayleigh fading is a reasonable assumption in a rich scat-
tering environment without a line-of-sight path, it becomes
less appropriate for LOS communication scenarios. In [33],
the authors proposed an approach that utilizes the Pearson
correlation coefficient between CFR of different vehicles for
detecting Sybil attacks. If the correlation coefficient is above
a certain threshold, it indicates that these nodes are indeed a
single node, a Sybil attacker.

In this study, we diverge from conventional RSSI
and AoA-based methods, introducing a novel CFR-based
approach for Sybil attack detection in VANETs. This
approach uniquely exploits the spatial characteristics of CFR,
and offers a robust solution that is independent of traditional
wireless channel models. Another significant merit of our
approach is its compatibility with the existing infrastruc-
ture which eliminates the requirement for any additional
equipment. To validate the feasibility and robustness of our
approach, we have conducted real-world experiments, includ-
ing DSRC-based V2V and V2I experiments. Complementing
these experiments, we employed a ray-tracing simulator to
evaluate the system’s performance in large-scale and diverse
urban environments, taking into account variables such as
the distance between the attacker and transmitter, and the
power of the transmitted signals. These evaluations allow
us to verify the efficacy of our approach in a broad spec-
trum of scenarios that sets our study apart from previous
studies that primarily relied on only simulated data based
on certain channel models. Moreover, our system’s capabil-
ity for independent detection by individual nodes, without
requiring cooperation or credibility establishment of neigh-
boring nodes, further distinguishes our work from existing
trust-based or cooperative detection methods.

lll. ATTACK AND CHANNEL MODEL

The communication between vehicles and other ITS nodes
is referred to as V2X communication which comprises V2V
that enables vehicles to exchange data, and V2I commu-
nication that enables the exchange of information between
vehicles and road infrastructure. V2X applications heavily
rely on the periodic broadcast of basic safety message (BSM)
specified by SAE J2945/1 standard [34], or cooperative
awareness messages (CAM) which is equivalent to BSM
specified by ETSI [35]. In a Sybil attack model, an attacker
illegitimately uses multiple identities, and it broadcasts each
message with different identities, while legitimate nodes use
a single identity at a time. We refer to the vehicle claiming
multiple identities as a Sybil attacker, and the corresponding
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identities as Sybil nodes. It is important to note that our
model does not make specific assumptions about how these
identities are obtained by the attacker - they could be either
self-fabricated or stolen from legitimate vehicles. As long
as the attacker has valid identities, identity-based authenti-
cation schemes will fail in this attack model. In this paper,
we study an attack scenario including legitimate nodes and
an attacker node in V2V communication and V2I communi-
cation, as shown in Fig. 2. For simplicity, we assume that all
nodes in the network are equipped with a single antenna.

A. WIRELESS CHANNEL MODEL
The complex baseband representation of a wireless channel
response can be described as:

h(t, 1) = D ai)e P g(r — 7i(1)

where a;(t), ti(t), f. are the path attenuation, the delay of path
i at time ¢ and the carrier frequency, respectively. Here, g(7)
is the impulse response of the transmit and receive filters. The
corresponding CFR can be calculated as the Fourier transform
of h(z, t) with respect to 7:

o]

H(t,f) = / h(t, T)e 2T de

—00

=G(N) D ai(t)e PPrIHITO a0

where G(f) is the frequency response of the transmit and
receive filters and it can be assumed to be constant in
the presence of guard subcarriers on both sides of the
spectrum [36]. We use the orthogonal frequency division
multiplexing (OFDM) in this work since New Radio (NR)
C-V2X as a part of 3GPP Rel. 16 and DSRC adopt OFDM
modulation [37].

In an OFDM system, the channel frequency response at the
k™ subcarrier of the n OFDM frame will be

Hoy = HnT, kAs)
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where T denotes the frame duration and Ay is subcarrier
spacing. We can form the CFR vector using K subcarriers
as:

Hn = [Hn,l’ Hn,27 ey Hn,K]T

The CFR is estimated using the preamble symbols at the
beginning of each OFDM frame, and it can be assumed
constant over the frame. Note that H, j is a complex number
represented by its magnitude |H, | and its phase ZH, ; as
H, i = |Hpx lef ZH"-". Our authentication algorithm depends
on the magnitude of CFR values, |H, |, instead of complex
H,, i values. This makes it robust against the phase estimation
errors and the phase noise, also eases the implementation of
our approach.

IV. APPROACH
Our proposed algorithm is summarized in the flowchart given
in Fig. 3. Given the prevalent high vehicle density and fre-
quent traffic congestion in urban environments, our approach
primarily targets scenarios involving low-speed or stationary
vehicles where the clustering effect remains relatively stable
and more accurate CFR estimation is ensured. The nodes in a
vehicular network are broadcasting 10 messages per second
in accordance with the standard protocol. The algorithm initi-
ates when the receiver obtains 10 CFRs from different nodes.
The receiver determines if the frames are received from
a stationary vehicle. This determination can be made based
on the speed information contained within the frame’s con-
tent, as specified in the basic safety messages. Alternatively,
if the packet content is modified by an attacker, the receiver
can determine it using the CFRs, following the approach
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proposed in [38]. Once the frames are received from station-
ary vehicles at the receiver, the algorithm proceeds with CFR
estimation and preprocessing steps.

A. DIMENSION REDUCTION

In OFDM systems, the channel gains of subcarriers can be
substantially correlated due to the channel coherence band-
width. In particular, the adjacent subcarriers can be highly
correlated. We can define the Pearson correlation coefficient
between the subcarrier k and m using N received frames as:

N
0 _ l z |Hn,k| — Mk |Hn,m| — Mm
km N O Om

n=1

where u; and oy are the mean and standard deviation of
the k" subcarrier, respectively. Given a 10 MHz vehicular
communication channel, the lowest and highest subcarriers
are separated by about 8 MHz. We calculate the correlation
between the subcarriers over 5000 frames using the real-
world V2I experiment data in Sec. V-A. Fig. 4 shows the
Pearson correlation between the subcarriers with different
frequency separations. We observe that the correlation is sig-
nificant up to 1 MHz of frequency separation that corresponds
to the bandwidth of 7 subcarriers.

Principal component analysis (PCA) is a mathematical
algorithm that reduces the dimensionality of the data while
retaining most of the variation in the data set [39]. We utilize
principal component analysis to reduce the dimensionality
of the CFR vector by transforming the correlated CFRs into
a new, uncorrelated set of variables called principal compo-
nents (PCs). The PCs were derived from the eigenvectors of
the sample covariance matrix (X) computed from the CFRs.
Specifically, it turns out that for k = 1,2, ..., p, the k™" pPC
is given by c; = ajx where ' denotes transpose, and e is an
eigenvector of X corresponding to its k™ largest eigenvalue,
A . Furthermore, if o is chosen to have unit length (oc,fotk =
1), the variance of ¢y is equal to A [39]. Then, the PCs were
ordered according to the percentage of variance explained
by each component. We can calculate the explained variance
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with the ratio of eigenvalue of related principal component i
to the sum of all eigenvalues (A1 +A1+- - -+ Ak ). We observe
that the first few PCs retain most of the variation present in
the CFR vectors. Therefore, we use the first three principal
components whose total explained variance reaches above
90% in our experiments. Thus, we reduce the K -dimensional
CFR vectors to three-dimensional vectors while retaining
most of the information. This helps us to reduce the running
time of the clustering algorithm, considering that the running
time increases linearly with the size of the dimension [40].
Subsequently, a clustering algorithm is utilized to cluster
the CFR vectors of different nodes in the three-dimensional
space.

B. OUTLIER REMOVAL
Internal state transitions (e.g. transmission strength changes,
rate changes) in communication systems, constructive and
destructive interference can cause outliers in CFR values. The
k-means clustering algorithm is sensitive to such outliers [41].
Fig. 5a shows the clustering results on the first two principal
components of 10 OFDM frames collected from two Sybil
nodes. We observe that a single outlier by itself can be
identified as a cluster, and this degrades the performance of
our approach. Because of this, the outliers should be removed
before clustering. For this purpose, we detect and remove out-
liers by applying a Hampel filter to the principal components.
In detail, given a sequence xp, X2, X3, ..., X, and a sliding
window of length w, we can define the local median and the
median absolute deviation (MAD) as:

o m; = median(x;—y, Xi—w+1, - - + » Xitw+1, Xitw)

e MAD; = median(|xj—,, — m|, . .., |Xiyw — m;|)
where m; and o; are local median and the median absolute
deviation. If a sample x; is such that

| x; — m; |> 3MAD;

The Hampel filter declares x; an outlier and replaces it with
m;. Fig. 5b shows the clustering results after applying the
Hampel filter with the effective window size of 5 (w =
2). The window size is chosen heuristically to identify and
remove outliers in each second of data (10 samples) from
each node while preserving the true signal characteristics.
We observe that the clustering result is significantly improved
after the outlier removal.

C. CLUSTERING
In this work, we use the k-means++ algorithm [42] that
differs from the k-means algorithm by choosing random start-
ing centers with very specific probabilities. In the k-means
algorithm, given a number of clusters k and a set of data
points, the goal is to choose k centers (centroids) to minimize
the sum of the squared distances between each point and its
closest centroid. The algorithm details are as follows:

1. Arbitrary choose k initial center C = {cy, ..., ck}.

2. Foreachi € {1,...,k}, set cluster C; to be the set of

points in & that are closer to ¢; than they are to ¢; for

all j # i.
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3. Foreachi € {l,...,k}, set ¢; to be center of mass of
all points in C;, ¢; = \C]_,\ D vec; X-

4. Repeat Step 2 and 3 until C no longer changes.

The authors in [42] propose a specific way of choosing
these centers in Step 1 and they show that their algorithm
(k-means++) improves both the speed and the accuracy of
the k-means. In this work, we use the k-means++- algorithm
and calculate the distance between the centroids of each pair
of nodes with K = 2. Later, the distance information is used
as a test statistic for the attack detection.

D. HYPOTHESIS TESTING

We formulate the Sybil attack detection problem as a hypoth-
esis testing problem. To this end, we build a hypothesis test
for each node where the node is a legitimate node in the null
hypothesis, Hy, and the alternative hypothesis 7 represents
the presence of Sybil attacks. So, we have

Ho : The node p is legitimate node.
‘H1 : The node p is Sybil node.

After estimating the centroid distances for each pair of nodes,
where ¢, and ¢; represent the centroids of signals from these
nodes, we calculate the standard score (a.k.a z-score) of the
centroid distances as a measure of relative standing and per-
form thresholding on the standard scores. The standard score
describes the location of an observation relative to the mean
in units of the standard deviation and it can be calculated as:

dpr — 1
Zpl:pT (2)

where dp; & [lcp — cil| is the centroid distance between node
p and [, u is the sample mean of the centroid distances and
o is the sample standard deviation of them. Our decision rule
can be written as:

I, p#lstzy =<t

5 = )
0, otherwise

We here claim that the distance between centroids of different
nodes should be larger than a threshold distance if they are not
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at the same location. If the distance is below a certain thresh-
old, T, we declare the presence of a Sybil Attack and deduce
that these nodes are indeed a single node, a Sybil attacker.
The detection rate, i.e., the percentage of detected attacks
under the alternative hypothesis, and the false alarm rate, i.e.,
the percentage of incorrectly identified nodes under the null
hypothesis, vary under different thresholds. The threshold
choice is critical to decrease the false alarm rate while obtain-
ing a decent detection performance. A negative standard score
means that the relative distance between a pair of nodes is
closer than the average pair-wise centroid distance. Thus, it is
apossible indication of the Sybil nodes. We choose a negative
threshold from our experiments empirically.

V. PERFORMANCE EVALUATION

There are currently two V2X radio access technologies;
DSRC [43] and Cellular-V2X (C-V2X) which is defined
by the 3GPP as part of its LTE and ongoing 5G stan-
dards families. These communications can either depend
on 802.11p-based technologies or C-V2V Sidelink inter-
face [44]. We first conduct DSRC-based real-world exper-
iments to evaluate the performance of our approach. Our
experiments include two types of scenarios:

1) Vehicle-to-infrastructure experiments.
2) Vehicle-to-vehicle experiments.

Next, we evaluate the performance of the approach for
large-scale situations by using a ray-tracing simulator in an
urban environment.

A. VEHICLE-TO-INFRASTRUCTURE EXPERIMENTS

As a part of the Smart Columbus program, approximately
86 intersections have been equipped with RSUs as shown
in Fig. 6a, and over 1500 participating private, transit, and
emergency vehicles have been equipped with an onboard
unit (OBU) in Ohio [6]. The RSUs broadcast signal phase
and timing messages 10 times per second on DSRC channel
180 at 5.90 GHz [43], and the SPaT messages are used to
provide the current signal/phase timing data for one or more
signalized intersections, as well as other time of day status
details.

We have collected SPaT messages broadcast from the RSU
at three different locations shown in Fig. 6b. In this exper-
iment, we aim to mimic an attack scenario where an RSU
collects messages from two legitimate nodes and an attacker
node. Since we don’t have a chance to obtain signal level
data from the RSU, we assume the reciprocity of the wireless
channel that holds under sub-6 GHz [45]. We have used X300
of Ettus research with a CBX daughterboard that supports
a 10 Mhz bandwidth of DSRC channel 180. We changed
the IEEE 802.11p-compliant OFDM receiver implementation
of [46] to obtain CFR values of subcarriers and the correct
time of each frame reception. Table 1 shows the physical layer
parameters of the OFDM receiver. The least-squares channel
estimation algorithm is used to estimate the CFR vector using
the long training sequence of the received frames.
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FIGURE 6. (a) Intersection with a roadside unit. (b) Messages
were collected from three different locations as indicated.

TABLE 1. Physical layer parameters of OFDM receiver.

Parameter
Bandwidth 10 MHz
OFDM subcarrier 64
Subcarrier spacing 156 kHz
OFDM symbol time 8 us
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FIGURE 7. Variance explained by each principal component.

The locations are chosen 40 meters away from the RSU.
Fig. 8a shows the first and second principal components
for three different locations after PCA is performed on the
estimated CFRs. We observe the scores are clustered around
a point in the PCA space for different locations. This enables
us to differentiate different vehicles at different locations and
detect Sybil attacks. Fig. 7 shows the variance explained by
each principal component and we observe that the first 3 PCs
explain 94% of variance as our algorithm uses the first 3 PCs
for clustering.

To mimic a Sybil attack, we choose a location as the loca-
tion of a Sybil attacker, and the Sybil attacker broadcasts its
messages with multiple identities from this location. We split
the estimated CFR from this location between the multiple
identities. The other two locations are treated as legitimate
nodes’ locations. We run our detection algorithm through all
three possible attack locations. Table 2 shows the average
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FIGURE 8. (a) First two principal components of the CFRs estimated at different locations. (b) RSS values of the
frames received from different locations.

TABLE 2. Detection and false positive rates under different
thresholds for V2I experiments.

Threshold | Detection Rate | False Positive Rate
T=-0.9 94.44% 0 %
7=-0.8 96.95% 0.10%
T=-0.7 98.20% 0.21%
T=-0.6 98.75% 0.55%
7=-0.5 99.08% 1.10%

detection rate and false positive rate of our approach with
different thresholds. We achieve a detection rate of 99.08%,
and a false positive rate of 1.10% with the threshold of -0.5.

1) COMPARISON WITH RSSI

Besides CFRs, we also log the received signal strength (RSS)
values of the received frames. The received signal strength is
the strength of a received signal measured at the receiver’s
antenna and quantized to form the received signal strength
indicator (RSSI). We can write the received signal as:

o) = R{[/oo h(t, )x(t — r)dr]eizﬂfcl}
=&{ / D (G O v P

where x(¢) is the transmitted signal, and R denotes the real
part. Therefore, RSS at a location is the superposition of
multiple path signals through different paths. As seen from
the equation above, the fundamental drawback of RSST is that
it cannot capture the multipath effects. Thus, the probability
of RSSI coincidences at different locations is relatively large,
which makes it difficult for RSSI to distinguish different
vehicles. Whereas, in the frequency domain, CFR contains
the CSI of multiple subcarriers that are shaped by the con-
structive and destructive effects of different paths. Therefore,
it provides diversity compared to RSSI. Fig.8b shows the
RSSI values of the first 1000 frames collected from three
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different locations. It is observed that the RSSI values of
the vehicles are close to each other and RSSI itself is not a
good metric to distinguish different vehicles compared to the
principal components of the CFRs.

B. VEHICLE-TO-VEHICLE EXPERIMENTS

The V2V experiments have been conducted in the Trans-
portation Research Center (TRC), the largest multi-user
automotive test ground in the US. In the experiment, we have
equipped a vehicle with our software-defined radio and col-
lected BSMs broadcasted from two vehicles, the legitimate
node and the Sybil attacker as shown in Fig. 9a. The legit-
imate node is equipped with a Denso 5900 series DSRC
transceiver. We evaluate a scenario in that three vehicles
approach an intersection. The Sybil attacker and the legiti-
mate node approaching from two different directions wait at
the locations indicated by the circles in Fig. 9b.

1) SYBIL ATTACKER WITH CONGESTION

GENERATION TOOL

The basic safety message conveys critical vehicle state infor-
mation for supporting V2V safety applications. In a benign
network, vehicles are supposed to send BSMs at the rate
of 10 messages per second to their neighbors [43]. In our
experiment, the Sybil attacker is equipped with the Denso
Congestion Generation Tool (CGT) to launch a Sybil attack
by sending multiple BSMs in one message period with dif-
ferent identities. The CGT comprises multiple GNSS/DSRC
radios that can transmit messages synchronously on channel
172, and it emulates multiple vehicles. It is essentially used to
verify the operation of the congestion control mechanisms of
radios under repeatable congestion scenarios. The configura-
tion file of CGT set parameters like the number of vehicles
to emulate, target channel busy percentage, etc. We only use
one of the available DSRC radios to have the vehicle transmit
its messages from a single radio in our experiment.
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(@)

Time Source Destination
13 8.213953 Ge:b3:b4:65:64:0a Broadcast
14 8.225624 11:22:33:44:55:66 Broadcast
15 8.258681 11:22:33:44:55:66 Broadcast
16 8.275448 11:22:33:44:55:66 Broadcast
17 @.380264 11:22:33:44:55:66 Broadcast
18 ©.314597 Ge:b8:b4:65:64:0a Broadcast
19 8.325516 11:22:33:44:55:66 Broadcast
28 8.350284 11:22:33:44:55:66 Broadcast
21 8.375818 11:22:33:44:55:66 Breoadcast
22 9.480340 11:22:33:44:55:66 Broadcast
23 ©.417947 Ge:b8:ba:65:64:0a Broadcast
24 8.425674 11:22:33:44:55:66 Broadcast
25 @.450424 11:22:33:44:55:66 Broadcast
26 ©.476852 11:22:33:44:55:66 Broadcast
27 8.510661 11:22:33:44:55:66 Broadcast
28 @.52167@ Ge:b8:ba:65:64:0a Breoadcast
29 8.539164 11:22:33:44:55:66 Broadcast
38 8.558587 11:22:33:44:55:66 Broadcast
31 8.575726 11:22:33:44:55:66 Broadcast
32 0.6080472 11:22:33:44:55:66 Broadcast

©)

FIGURE 9. (a) Vehicles used in the experiments. (b) Locations of the vehicles. (c) The attacker sends 4 BSMs in one BSM period

while the legitimate node sends one BSM.
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FIGURE 10. Magnitude response of three subcarriers for unique
node identities.

The receivers collect the BSMs during the wait time.
Each BSM includes a unique identity that helps us iden-
tify the source of the messages. To launch a Sybil attack,
we set the number of vehicles as 4 in CGT, thus the attacker
sends 4 BSMs with different identities in one BSM period
(100 msec) while the legitimate node sends one BSM in a
period as shown in Fig. 9c. We also record and analyze the
MAC ID of each successfully decoded frame using Wire-
shark software [47]. During the wait time, we have collected
5090 BSMs from the Sybil attacker and 1300 BSMs from
the legitimate node. Later, the unique identities of the nodes
are parsed using a parser tool. Fig. 10 shows the magnitude
response of 3 subcarriers out of 52 subcarriers for each unique
identity.

We observe that the CFRs of Sybil nodes are clustered
around the same point in the signal space although the CFRs
of the legitimate node are separated from it. Our detection
algorithm is run using the estimated CFRs, and we achieve a
detection rate of 98.43%, and a false positive rate of 0.80%
with the threshold of —0.5.
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C. URBAN SIMULATIONS

In wireless communication, the wireless signals propagate
from transmitter to receiver via multiple paths. The whole
details of the wireless propagation can be obtained by solving
Maxwell’s equations with boundary conditions. However,
we need to have the physical characteristics of the sur-
faces to solve these equations. Since it is not possible in
most situations, probabilistic channel models are widely
used to characterize propagation environments for math-
ematical convenience while designing the communication
systems. However, channel modeling in a complex prop-
agation environment is one of the main challenges for
communication system design as highlighted in [48]. The
well-known channel models struggle in complex scenarios
with many imperfections, although they may capture some
features in conventional channels. In this paper, we uti-
lize the ray-tracing approach rather than stochastic channel
models. The ray-tracing techniques represent the electromag-
netic waves sent from a transmitter as a simple particle that
obeys the laws of reflection and refraction, and estimates
the multipaths between a receiver and the transmitter. The
ray-tracing provides more accurate and spatially consistent
results compared to the stochastic models. More details about
the principles of ray-tracing can be found in [49]. We use
Remcom’s Wireless Insite [50] as a ray-tracing simulator to
simulate the wireless propagation. With the help of simula-
tions, we evaluate our approach in a complex propagation
environment, and also assess the impact of the transmitter
power and the distance between attacker and legitimate nodes
on our performance.

1) SIMULATION SETUP AND PARAMETER SELECTION

We simulate a V2I scenario in an urban environment with
an RSU (receiver) at an intersection communicating with
multiple vehicles (transmitters) as shown in Fig. 11. Each red
square represents a possible vehicle location equipped with
a quarter-wave monopole antenna and the green square rep-
resents the RSU equipped with an omnidirectional antenna.
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FIGURE 11. Simulation setup of an intersection in an urban
environment.

TABLE 3. The ray-tracing simulator parameters.

Wireless Insite parameters

Propagation Model X3D
Total Number of Rays 25
Building Material ITU Layered drywall SGHz
Terrain Material Asphalt
Antenna Omnidirectional
Transmit Power -6,-3,0,3 dBm
Receiver Antenna Height 20 meters
Carrier Frequency 5.89 GHz
Bandwidth 10 MHz

In the simulations, we employ the XY Grid feature of Rem-
com’s Wireless Insite [51] to guarantee consistent spacing
between transmitters (2.5 meters) on a predefined grid. These
transmitters served as vehicles in the simulations. This func-
tionality was particularly instrumental in assessing the impact
of the distance between the attacker and legitimate nodes.
The selection of materials for buildings, landscapes is crucial
for creating realistic simulations. Wireless Insite offers a
database of materials that includes typical structures, land-
scapes, and some basic material types. The materials are
selected based on the guidelines provided by the International
Telecommunication Union (ITU) [52]. Table 3 shows the
parameters of the ray-tracing simulator. The ray-tracing sim-
ulator provides the rays, each corresponding to a propagation
path, between a receiver and a transmitter. The simulator
also provides the power, delay, and phase information of
each ray. The received frequency domain signal of the n’”
OFDM frame, after removing the cyclic-prefix and applying
the inverse discrete Fourier transform, can be written in the
vector form as:

Yn = Han + Wn (3)
where Yo = [Yu1,Ye2.....Yuk]’ and W, =
Whi1, Wy, ..., Wy, x1r represent the received signal vector

and the noise vector for K number of subcarriers of n™ frame,
respectively. Xy is a K x K diagonal matrix with (k, k)th
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element given as X, where X, is a frequency domain
transmitted signal. W, x is assumed to be an additive Gaussian
noise per subcarrier, with zero mean and variance 6v2v~ In the
case of least-square (LS) estimation, the channel estimate can
be calculated as:

H, = argmin |[Ys — XnHnl|?

Hn
= (XnHXn)_IXnHYn = Xn_lYn
:[Yn,O,Yn,l,”"Yn,K} (4)
Xn,O Xn,l Xn,K

Substituting Eq. 3 into Eq. 4, the LS channel estimate can be
expressed as:

H,=H,+ X,'W,
—_———
E=Estimation Error

Xn'lwn denotes the estimation error. Since E [ﬁn] =
E[H,] + Xn'lE[Wn] = E[H,] forms an unbiased estimator
of Hy, the covariance matrix of the estimation error can be
calculated as:

E[EEM] = E[Xn "W Wyl (X ™D ]
= Xp 'E[WaWa 1(Xy )

2 i Hy -1
= oy (Xn" Xn)

2

o
LIy = olly 5)
Pr

where Pr is equal to the transmitter power per subcarrier (i.e.,
(XnH Xn) = Prlxk, where 1 is an identity matrix of size K)
and ag is the error variance per subcarrier. Note that the error
variance per subcarrier depends on the noise variance, 0‘%,,
and the transmitter power per subcarrier. It can be calculated
as:

, o@ KINpB
O — — —
€7 pr Pr

(6)

where k = 1.38 x 107237 /K 1is the Boltzmann’s constant,
T is the temperature in Kelvin (K), N is the receiver noise
figure, and B is the bandwidth of a subcarrier.

In the simulations, each location is separated by 3 meters
on a grid of 105m x 18m and there is a total of 252 vehicle
locations. From the ray-tracing simulator, we obtain a total
of 25 propagation paths between the RSU and each vehicle
location. Using the power, delay, and phase information of
each path provided by the ray-tracing simulator, we calculate
the CFR values using Eq. 1 for 64 subcarriers, and we model
the estimation error per subcarrier distributed as CA/ (0, aé%)
where ag is calculated according to Eq. 6 with T = 330,
Nr = 2, B = 156.25 kHz and Py = 0 dBm. We generate
1000 CFR values for each vehicle location.

We evaluate the performance of our approach by treating
one location as a source of the Sybil attack and another
location as a legitimate node. To this end, we choose a vehicle
location as the location of the Sybil attacker, and divide its
frames between multiple identities (nodes) while the other
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FIGURE 12. Cumulative distribution function of average cluster
distances.

location is considered as a legitimate node with a single
identity. We run our algorithm through all the possible combi-
nations of location pairs in the network while multiple nodes
are presented at the chosen location of the Sybil attacker.
The procedure is repeated by treating each location as the
location of the Sybil attacker. We calculate the average cluster
distance between the Sybil nodes and the legitimate nodes by
averaging over location pairs. Fig. 12 shows the cumulative
distribution function of the average cluster distances for the
Sybil attack scenario where the frames come from the same
location, and the normal scenario where the frames come
from two different locations. We observe that the curves are
well separated from each other, and the average distance in
the Sybil attack scenario is much lower than in the normal
scenario. Thus, the cluster distance of the nodes is an effective
metric for detecting Sybil attacks.

2) IMPACT OF THE DISTANCE BETWEEN THE
ATTACKER AND LEGITIMATE NODES
We investigate the impact of the physical distance between
the two vehicles on the detection and the false positive rate.
We observe that the CFR structure of a certain location is
different from the CFRs of the other locations with a high
probability. However, the CFR structures become similar to
each other when the two vehicles physically get closer to
each other. Therefore, the resulting cluster distance between
two vehicles gets smaller. When it is less than the threshold
value, we declare a Sybil attack even though two vehicles are
legitimate nodes. Thus, it increases the false positive rate.
We measure the performance of our approach for a certain
minimum distance between the vehicles. We calculate the
detection rate and false positive rates for the locations that
are separated by more than the defined minimum distance in
the physical space. We evaluate with the minimum distances
of 5 meters, 25 meters, and 50 meters. Fig. 13 shows the
receiver operating characteristic curves for three distances
by plotting the detection rate against the false positive rate
under various thresholds. We observe that the curve shifts
to the right when decreasing the minimum distance. This
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FIGURE 13. Receiver operating characteristic curves for different
minimum distances.

confirms our observation that the spatial similarity of the
CFRs is increasing as the distance between the attacker and
legitimate nodes is decreasing, and therefore, the false posi-
tive rate increases when the two vehicles get closer to each
other. Specifically, the false positive rate almost doubled,
from 2.79% to 5.11%, with the detection rate of 99% from
the minimum distance of 5 meters to 50 meters.

3) IMPACT OF THE TRANSMITTER POWER

We investigate how the transmitter power per subcarrier
affects the CFR values, and therefore the performance of our
system. The transmitter power affects the resulting CFR in
two ways. First, an attacker can try to deceive our attack
detection system by changing the power of subcarriers instead
of keeping the power level fixed for adjacent packet trans-
missions. This will result in different CFRs of Sybil nodes.
To address this problem, we normalize the CFRs with their
power, and the normalized CFRs are invariant to any power
level changes. Second, the channel estimation error per sub-
carrier is inversely proportional to the transmitter power as
shown in Eq. 6. Hence, the channel estimation improves with
an increase in transmitter power. We analyze the effect of
this by varying the transmitter power per subcarrier between
—6 dBm to 3 dBm. Again, we calculate the detection rate and
false positive rate for different threshold values. Fig. 14 shows
the receiver operating characteristic curves for 4 different
power levels (—6 dBm, —3 dBm, 0 dBm, 3 dBm). We observe
that we achieve an almost perfect detection with 3 dBm
transmitter power and the performance degrades when we
decrease the transmitter power. Table 4 shows the detection
rate and the false positive rate with a threshold of —0.5.

We observe that there is a significant increase in the false
alarm rate while the transmit power decreases. Most notably,
the false alarm rate jumps to 10.96% with —6 dBm transmit
power. It is expected because the increase in the estimation
error variance leads to a bigger variation around the centroids
of the clusters in the signal space. Therefore, the separation
between the centroids of legitimate nodes decreases and this
results in a higher false alarm rate. Also, we observe that the
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TABLE 4. Detection and false positive rates with a threshold of
—0.5 for different transmit power levels.

Transmit Power | Detection Rate | False Positive Rate
Pr =3 dBm 99.86% 0.01%

Pr =0 dBm 98.36% 0.91%

Pr =-3 dBm 95.50% 3.28%

Pr = -6 dBm 87.54% 10.96%

detection rate decreases with the transmit power since the
higher variation increases the probability of having two Sybil
nodes separated from each other in the signal space.

VI. CONCLUSION

This paper presents a novel approach for detecting Sybil
attacks in vehicular ad hoc networks, relying on the
CFR of vehicles obtained at a receiver. Through exten-
sive DSRC-based experiments and simulations, our approach
achieves a remarkable detection rate of 99.08% (with a false
positive rate of 1.1%) in the V2I setting, and 98.43% (with a
false positive rate of 0.8%) in the V2V setting.

Moreover, we conducted in-depth investigations into the
impact of various factors, such as the distance between the
attacker and legitimate nodes, as well as the transmitter
power, within a complex urban environment using ray-tracing
simulations. Our comprehensive analysis shows that our
approach exhibits superior performance with increasing node
distance and higher transmitter power.

Additionally, its seamless integration into existing network
architectures, without requiring additional hardware, makes it
a highly cost-effective solution for enhancing the security of
vehicular networks against Sybil attacks. As a valuable area
for further investigation, future research could explore the
impact of even more dynamic scenarios, such as high-speed
mobility patterns or rapidly changing network topologies.
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