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ABSTRACT Federated Learning is a decentralized machine learning technique that creates a global model
by aggregating local models from multiple edge devices without a need to access the local data. However,
due to the distributed nature of federated learning, there is a larger attack surface, making cyber-attack
detection and defense challenging. Although prior works developed various defense strategies to address
security issues in federated learning settings, most approaches fail to mitigate cyber-attacks due to the
diverse characteristics of the attack, edge devices, and data distribution. To address this issue, this paper
develops a hybrid privacy-preserving algorithm to safeguard federated learning methods against malicious
attacks in Intelligent Transportation Systems, considering object detection as a downstream machine
learning task. This algorithm involves the edge devices (e.g., autonomous vehicles) and road side units to
collaboratively train their model while maintaining the privacy of their respective data. Furthermore, this
hybrid algorithm provides robust security against data poisoning-based model replacement and inference
attacks throughout the training phase. We evaluated our model using the CIFAR10 and LISA traffic light
dataset, demonstrating its ability to mitigate malicious attacks with minimal impact on the performance
of main tasks.

INDEX TERMS Object detection, cyber-attacks, privacy, intelligent transportation systems, data poisoning-
based model replacement attack, inference attack.

I. INTRODUCTION authentication concerns, service disruptions, and vulnerabil-

NTELLIGENT transportation systems (ITS) rely on

emerging artificial intelligence (AI) and machine learning
(ML) methods. Further, car manufacturers and technology
companies have developed commercial applications for
ITS [1]. Object detection is a major task for interpreting
visual capabilities of ITS to reduce manual operation and
communication overhead. Due to technological advance-
ments, different types of adversarial attacks can occur
during the training or inference phases in ITS application
development. Hence, security and privacy considerations
are essential. Privacy breaches could lead to severe con-
sequences, such as public safety risks and accidents,
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ities in communication [2]. Security threats in autonomous
vehicles (AVs) reveal vulnerabilities with potential safety
issues [3]. Such incidents highlight the risk of remote
attacks and malware in automotive systems [4]. Key consid-
erations include distributed AVs security, compliance with
data protection regulations, and standardized communication
protocols to prevent vulnerabilities.

In the era of artificial intelligence, numerous ITS appli-
cations are developed using ML techniques. Therefore,
deploying real-time applications necessitates privacy-
preserving ML or deep learning (DL) techniques to avoid
vulnerability issues. Numerous research endeavors have
focused on safeguarding privacy and security of ITS through
ML and DL methods. These include convolutional neural
network (CNN) for encrypted image classification [5], deep
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neural networks (DNNs) for error detection in traffic sign
recognition [6], and defense mechanisms for deep reinforce-
ment learning-based traffic signal controllers [7]. The DL
model requires large-scale datasets that are collected from
multiple edge client devices and decentralized in a data cen-
ter. However, this approach is vulnerable to malicious clients
because traditional data collection procedures may trigger
different security concerns for the users. With technological
advancements, privacy and security have become significant
considerations in real-world applications. To solve these
privacy issues, the researcher developed a paradigm referred
to as federated learning (FL) that allows several clients to
collaborate in the training process without sharing their local
data [8], [9]. The application of this paradigm is increasing
to a greater extent such as virtual keyboard prediction [10],
health care data analysis [11], traffic image processing [12],
autonomous driving [13], industrial IoT [14].

In FL settings, The central server does not have access to
the local data residing on the edge client’s side. However,
the FL systems still might be susceptible to cyber-attacks
in the presence of adversaries or malicious clients. Cyber-
attacks can be classified into two main types depending
on the objective of the attacker: targeted and untargeted
attacks [15]. In a targeted attack, the goal of the attacker
is to compromise or manipulate the model, enabling it to
behave differently for specific sub-tasks while maintaining
the overall performance of the primary task. On the contrary,
malicious clients degrade the overall model performance
of the primary tasks in untargeted attacks. Both attacks
can happen in the form of data poisoning [16], [17], [18]
or model poisoning [19], [20] attack. Our focus is on
backdoor or targeted attacks (data poisoning-based model
replacement attacks) and inference attacks at the same time
during the training phase. A backdoor attack, as classified
in targeted attacks [21], [22], becomes susceptible to FL
when a malicious client introduces a backdoor trigger into
the training dataset [23]. Besides, an attacker can also easily
alter the global model with the attacker’s local malicious
model during the training phase [9]. In inference attacks, an
attacker can deduce confidential information by analyzing the
global model or from the communication channel [24], [25].
As potential attacks on the FL systems can have detrimental
impacts on the model’s performance, secure FL techniques
are required in ITS applications.

To overcome these challenges, a hybrid privacy-preserving
FL algorithm has been developed in this study to
defend against cyber-attacks in object detection applica-
tions for ITS. This approach builds on Pre-aggregation
Similarity Measurement (PA-SM) [26] and differential pri-
vacy (DP) [27] to address security and privacy concerns
simultaneously. The PA-SM adaptation involves thorough
analysis to ensure its applicability and effectiveness for
ITS. While existing studies help identify backdoor updates
in FL settings, we extend our experimentation to include
the integration of DP. This addition enhances resilience
against inference attacks. Moreover, existing studies used
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Local Differential Privacy (LDP) in FL, which may have
a slightly higher negative impact on performance [28]. In
response, we propose the use of Central Differential Privacy
(CDP), where the aggregator or server adds noise to the
global model. The proposed technique provides a privacy-
preserving empirical solution and enhances precision in
detecting malicious attacks. Our contributions include offer-
ing a comprehensive defense against data poisoning based
model replacement and inference attacks and introducing a
hybrid algorithm to enhance security in ITS applications.
The primary contributions of this research are outlined as
follows.

1) We have developed and implemented a hybrid privacy-
preserving algorithm that includes an integrated
anomaly detection technique, PA-SM [26], and DP [27]
to defend against data poisoning-based model replace-
ment attacks and inference attacks without significant
impact on the performance during training phase.

2) The proposed algorithm will provide a security against
data leakage.

3) Furthermore, we have analyzed the influential factors
and characteristics of backdoor attacks at several
rounds of communication in FL settings, which will
create a strong foundation for future research in ITS.

The rest of this paper is organized as follows. Section II

discusses the related works. Section III presents the prelimi-
naries of FL and the attack model. Section IV describes the
proposed hybrid approach. Section V provides experiments
and result analysis, followed by Section VI which presents
the discussion with an in-depth assessment. Section VII
concludes the paper.

Il. LITERATURE REVIEW

FL receives more research attention in ITS due to its
distributed nature and data availability. However, the expo-
nential growth of data and heterogeneous devices, along with
various categories of cyber attacks poses new challenges.
Numerous algorithms have been proposed for formulating
adversarial attacks in AVs or transportation systems, includ-
ing backdoor attacks in lane detection [29], manipulation of
benign models in traffic control systems [30], and Targeted
Universal Adversarial Perturbation (TUAP) [31]. In the
literature, limited studies specifically highlight privacy and
security against cyber attacks in ITS.

The most frequently initiated backdoor attack in FL is the
model replacement attack, where the attacker needs control
over a benign client device [9]. An attacker can easily design
a successful attack by inferring information due to the inse-
cure aggregation of local models. The well-known FedAvg
aggregation algorithm proposed by McMahan et al. [8] is
used to mitigate adversarial attacks. Additional aggrega-
tion techniques, including FLTrust [32], Krum [33], Trim
mean [34], Trim median [34], FLAME [35], ShieldFL [36],
FLOD [37], DnC [38], FoolsGold [39], CONTRA [40],
SignGuard [41], FLARE [42], and Romoa [43], have been
introduced to address security issues. Outlier or anomaly
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TABLE 1. Comparative analysis with existing study in ITS.

Reference Technique Data Privacy | Model Privacy | Poisoning Resiliency | Inference Resiliency
OQFL [1] HyperParameter optimization v v X X
SemBroc [44] HE, SMC v X X v
GeFL [45] Gradient encryption v X X v
BDFL [46] PVSS Scheme v X X v
Olowononi et al. [47] DP v X X v
Batool et al. [48] Local DP v X X v
This paper Hybrid (PA-SM [26] and DP [27]) v v v v

detection can be a strategy to differentiate malicious updates
from benign updates using similarity measurement met-
rics. Lu et al. [26] present a prominent framework to
defend against model replacement and adaptive backdoor
attacks. They conduct pre-aggregation of models with
similarity assessment to eliminate backdoor updates during
convergence time, and employ backdoor neuron activation to
decrease backdoor updates in the initial rounds. One notable
research study conducted by Yamany et al. [1] focuses
on defending against malicious attacks, considering object
detection as a main task in AVs. The proposed defense
mechanism adjusts hyperparameters (e.g., learning rate) in
the FL environment to provide privacy.

Multi-Party computation (MPC) [49] is a concept of
cryptography that can be used in FL to make client
data indistinguishable. SAFEFL [50] is an MPC-based
approach used to address poisoning and inference attacks
simultaneously in general. It includes secure FL aggregation
techniques to address poisoning attacks and MPC to tackle
inference attacks. However, this approach incurs a higher
computational cost, which is its main drawback. SemBroc-
RF is an enhanced FL model proposed by Zhu et al. [44]
to improve data security in ITS, developed based on end-
to-end homomorphic encryption (HE) and secure MPC.
To enhance gradient security and model performance, they
propose another approach called GreFLa with reinforcement
learning. The proposed model is evaluated using MNIST [51]
and CIFARI10 [52] datasets, demonstrating efficient defense
against gradient leakage. GeFL [45] is a novel approach
integrating gradient encryption into FL for AVs. It leverages
the edge device’s computational power to fine-tune local
models and encrypt input data, ensuring user privacy without
added computational overhead. Further, BDFL [46] is a Peer-
to-Peer FL technique that utilizes a Publicly Verifiable Secret
Sharing (PVSS) scheme to defend against privacy leakage.
As there is very few privacy-preserving FL techniques
implemented in ITS, we have investigated all the relevant
works in general.

Furthermore, DP is another procedure to make adversarial
attacks impracticable, providing additional heterogeneity
among all edge client devices by adding random noise.
DP, proposed by Abadi et al. [27], comes in two cate-
gories: LDP and CDP [53]. Geyer et al. [54] introduce
client-sided DP-preserving FL techniques to secure client
information during the training process while maintaining
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model accuracy concerning privacy loss. Sun et al. [55]
design a procedure involving norm clipping and edge-client
level DP to mitigate backdoor attacks, claiming that attack
performance relies on the fraction of malicious clients.
Olowononi et al. [47] leverage FL. with DP to strengthen
the robustness of Vehicular Cyber-Physical Systems (VCPS)
against inference attacks. Batool et al. [48] introduce a
Vehicular Ad-hoc network (VANETSs) data-sharing frame-
work employing FL. with LDP. Vehicles apply local privacy
techniques before sharing data with Road Side Units(RSUs),
which then train models and update weights with a central
server. Evaluation reveals superior performance over tradi-
tional FL methods, with enhanced security against inference
and gradient leakage attacks.

We have conducted a comprehensive review of the existing
FL methods in the literature to analyze the research gaps
considering the ITS applications. Table 1 presents a com-
parative analysis of methods in ITS, where existing systems
often rely on cryptography and blockchain concepts. The
BDFL system employs the PVSS Scheme, SemBroc utilizes
homomorphic encryption and secure multiparty computation,
GeFL uses gradient encryption techniques for securing FL
environment. Olowononi et al. [47] and Batool et al. [48]
utilize DP for security in FL. While these methods focus on
defending against inference attacks, none address poisoning
attacks. However, OQFL uses hyperparameter optimization
to safeguard against model poisoning attacks; it remains
susceptible to data poisoning attacks and inference attacks. In
contrast, our proposed solution aims to simultaneously secure
against data poisoning-based model replacement attacks and
inference attacks, ensuring resilience for both internal and
external clients in FL. Moreover, in this study, we aim to
enhance traditional ML and DL approaches, addressing data
privacy and security concerns in FL settings. We introduce
a novel hybrid algorithm that includes PA-SM [26] and
DP [27] to defend against data poisoning based model
replacement and inference attack at the same time during
training phase.

lll. PRELIMINARIES

In this section, we will explore the general concepts of FL
and the associated threat model. As there is no specific
implemented algorithm in ITS, we focus on object detection
as a ML task in general.
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FIGURE 1. General FL framework with learning process.

A. FEDERATED LEARNING

The FL system comprises two principal components: the
central server and edge clients. Suppose, we have the m
number of clients who are communicating in an FL setting
with (Dtmin)?:1 datasets. Edge client devices conduct local
training on their datasets without sharing their data with
central servers or other clients. Local clients communicate
with the central server via sharing model weights AW‘Z only.
In every round of communications, the central server selects
a m client from C number of clients and shares global model
w;. The local clients train their model using their private
data (Dyrain)j. - Furthermore, The central server collects all
the local model updates Awi and aggregates them to build
an updated global model w;. The framework of general
FL is presented in Figure 1.

The aggregation method is an important part of FL to
aggregate local client’s updates. FedAvg is one of the most
commonly-used algorithm proposed by McMahan et al. [8].
The aggregation rule can be represented in Equation (1).

Zke{ck};"zl YN

Zke{ck}z;l "k

ey

Werl = Wi+ 1

where n is a learning rate, p is the total number of
participants in FL. Cy is selected clients when k = 1---m,
ny represents the number of samples, and Awi is a local
update. FedAvg algorithm is presented in Algorithm 1.

B. THREAT MODEL
Our threat model is based on the study conducted by
Lu et al. [26], incorporating data poisoning-based model
replacement attacks during convergence time. We are going
to evaluate it in the context of ITS. Additionally, we consider
the threat model for inference attacks in the same context.
In data poisoning based model replacement attacks, back-
door attackers create backdoor sample data by applying the
backdoor pattern to the training dataset. The backdoor trigger
inside the right bottom corner of the image can influence the
model parameter to mislead the model during the training
process [56], [57]. Several research studies have introduced
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Algorithm 1: FedAvg [8] Algorithm for Aggregation of
Local Model Updates

1 Server executes
2 initialize wy

3 for each round t =1,2,... do

4 m <« max(C-f,1) // fraction of
selected users

5 S; = (random set of m clients)

6 for each client k € S; in parallel do

7 Awi = Update_Client(e, B, N, L, O, w;)

8 Wit = Wi + n—z"fi’e Ztk,fsz

9 Function Update_Client (e, B,N,L, O, w;):

// Where e is the number of local
epochs, B is the batch size, N
is the neural network model, L

is the training loss, and O is
the optimizer
10 for each local epoch i from 1 to e do
11 for each batch b € B do
12 L AW, =W, — w;
13 return Aw} to server
&
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FIGURE 2. Cyber attack in FL settings during training phase.

backdoor attacks through the generation of various types
of backdoor triggers [21], [23], [58], [59]. Visualization of
a backdoor attack is shown in Figure 2.

An attacker changes some pixels of the training sample
with a specific label and then embeds them with the
clean sample to train the model [60]. Suppose xpo; is a
poisoned sample with the label yireer Where x is the original
clean sample. ® indicates element-wise products, and o
represents the trade-off hyper-parameter. Poison data xpo; is
created using Equation (2).

(@)

This equation altered the original data sample x with
the trigger data sample Xyjgger using the hyper-parameter .
The element-wise product operation ensures that the data

Xpoi (X; xtrigger) =l-0)@x+a® Xtrigger
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FIGURE 3. Overview of the proposed hybrid privacy-preserving algorithm to protect FL against adversarial attack in ITS.

poisoning is performed separately for each element in the
data samples. The hyper-parameter « determines the balance
between preserving the original data and incorporating the
trigger data.

Let j" be the index of a malicious client who is controlling
a device. In the meantime, the malicious client is combining
the benign train data Dyepjgn and poisoned train data Dpojisoned
to train their model that will be considered as a backdoor
model. The backdoor model can be presented as shown in
Equation (3).

Wiackdoor = mvin E(x,y) 6(DpuisonedUDbenign)ldf((x’ y)’ W) (3)

where E represents the goal of finding the set of weights
w that minimizes the expected loss over both poisoned and
benign datasets. Ly indicates the loss function to calculate
the training loss.

In a model replacement attack, the attacker wants to
replace the updated global model w;; with the backdoor
model wf,ackdoor. The replacement can happen using the
following Equation (4).

Zke{ck}g;l ”kAWII:

Zke{ck};';, M

The attacker creates a backdoor update using Equation (4)
and represented as Equation (5).

wh

backdoor

“)

=W+

D ke(ciyr, M

P _ k=1

ij - - (Wgackdoor - wt)
nn;

3 Zke{ck};g: (kA ”kAWZ

nj

®)

Zke{ck}”L oy nkAw‘Z is negligible due to convergence of
global mo el. Thus, the backdoor update can be represented
using the following Equation (6).

AnP ~ _Zke{ck}lrfnzl g (Wp
J nnj

backdoor (6)

—w)
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Zke{Ck}k”;. ng/nn; is considered as boosting factor for
the backdoor model [26]. To make a successful attack, the
attacker needs to assign this value.

In an inference attack, an honest-but-curious or a dishonest
client can infer sensitive information by analyzing the
aggregated model or local model from the communication
channel [24], [25]. In these situations, these participants
might be able to reconstruct sensitive information of local
clients by looking at the shared global models. This can
lead to security concerns and is considered as a crucial
vulnerability for the FL system.

IV. METHODOLOGY

Our proposed hybrid privacy-preserving algorithm simulta-
neously integrates two modules namely the PA-SM [26] and
DP [27]. An overview of this algorithm is represented in
Figure 3. Our algorithm uses FedAvg [8] to aggregate local
model weights. A description of the deployed algorithms,
i.e., PA-SM [26] and DP [27], is given below.

A. PRE-AGGREGATION SIMILARITY MEASUREMENT
Algorithm 2 is mainly deployed based on the idea and PA-
SM method proposed by Lu et al. [26]. The PA-SM is
presented in algorithmic format. This algorithm helps to
identify backdoor updates in FL settings.

In line 1, it receives the local model parameter as wi , the
poisoned model index as piq, and the boosting factor as y.
The algorithm iterates a FOR loop to get the local model
updates (lines 5-13). In line 6, an IF statement compares
the local client index i with the poisoned client index piq. If
the condition is satisfied, it returns the local updated model
parameters (W, — wh.) multiplied by y; otherwise, it only
returns (W, — Wpre).

In line 14, the function named PASM () is called, which
receives three parameters: the current global model as wy,
the pre-aggregated model as w[;re, and the local model
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Algorithm 2: Module 1 (Similarity Measurement-
Based Backdoor Update Detection in FL [26]) for a
Total of P; Training Rounds, Choose a Set of m Clients
Denoted as S;. The Local Dataset is Represented as
(Duain)jy: {(x, M}, Dpoisoned is a Poisoned Dataset,
Dypenign € (Dtrain)le is a Benign Dataset, n is the

Learning Rate, the Current Global Model is Denoted by
w;, and wﬁ,e are Pre-Aggregated Model Updates

1 Function Attack—Detection(wpk, Did» V) *

2 AWE < [I;

3 Wi <—wp — 1] // Last element of the

parameter list

4 wgre <—w§[0] // First element of the
parameter list

5 for i in mnge(len(wi)) do

6 if i == p;y then

7 for key, var in wZ[i + 1] do

8 update < y - (wjlz — wgre);

9 Awllz <« update;

10 else
11 for key, var in “:’g[l + 1] do

12 update < (
Awi <« update

re),

14| big < PASM(Wr, Wi, AW);

15 Function PASM (w;, Whye, AW]) :

16 Gupdate < {} // Initial global weight
17 Run Algorithm 1 // Using

(Dpoisoned U Dpenign) dataset to update
the client model

18 w’f)re <« Store pre-aggregated model weights;

19 w; < model // Current global model
weights w;

20 Gupdate < Wr — Wgre;

2| AWy < [

2 for i in AWP do

23 L Awﬁew <~ i
24 for i in range(len(Awh,,,)) do

25 vecA <« Gupdate;

26 vecB « Awpnew[i];

27 scores <— Cos(vecA,vecB) // Cosine is a
function for similarity
measurement

28 bijg < [1 // Benign index

29 T <095 // Threshold

30 for i in range(len(scores)) do

31 if scores < T then

32 L L bid < i;

33 return b;q;

updates as Awﬁ. Then, values are initialized for the listed
parameters (lines 16-20). Firstly, the pre-aggregated model
weights are stored in wf,re, and the initial global model
weights are assigned to w;. Furthermore, Gupdate is calculated
by subtracting W’l;re from w;.
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In line 21, an empty list is created to store the processed
local model updates. A FOR loop iterates to store the updated
local model weights in Awhe,, (lines 22-23). In lines 24-27,
another FOR loop iterates over the length of local model
updates Awi to calculate the similarity score between Gypgate
and AwWhey,.

Finally, a FOR loop checks the backdoor model updates
by comparing them with a threshold T (lines 30-33). If the
client model gradient score is greater than T, it is considered
a backdoor update; otherwise, the index is stored in a benign
index list biq.

B. DIFFERENTIAL PRIVACY

The detailed description of DP [27] is presented in
Algorithm 3. This technique ensures that aggregation results
cannot be distinguished. However, local clients are required
to trust the server by sharing their model updates. For each
round of communication, the function DP(AW, €, 8) will
receive the model updates AW/, the privacy budget €, and
the privacy parameter § as input.

The function Purturb_Weights(tensor,e€,s) is
defined from lines 1 to 7. This function takes the following
parameters as input: a tensor to be perturbed (tensor), the
privacy budget (¢), and the privacy parameter (8). In line 2,
sensitivity § is calculated as ——— ofeleme STiheensor - 1he
noise scale ns is computed in line 3 as §1 In line 4, N is
determined as S x log(é). Laplace noise [, is generated and
clipped to the range [—N, N]. The noised tensor is obtained
by adding the Laplace noise to the original tensor. Finally,
the noised tensor is returned.

The function Update_Client(e,B,N,L,O,w,) is
defined from lines 8 to 12. This function takes the following
parameters as input: the number of local epochs (e),
the batch size (B), the neural network model (), the
training loss (L), the optimizer (0), and the global model
parameters (W;).

Specifically, in line 9, a FOR loop iterates over the local
epochs e, and within this, another FOR loop iterates over the
batch size b € B to train the local model using the assigned
dataset. The function returns the updated model weight AWZ
to the server in line 12.

The function DP(AW., €, 8) is defined from lines 13 to
18. This function takes the following parameters as input:
the model updates (Awﬁ), the privacy budget (¢), and the
privacy parameter (8). In line 14, a FOR loop iterates over
each client k in Awi. In line 15, the server aggregates all
the benign model outputs to update w;; . In line 16, a FOR
loop iterates over each layer in w;41. In line 17, each layer
is perturbed using the Purturb_Weights () function to
ensure layer-wise perturbation. Finally, line 18 returns the
updated and perturbed global model w4 .

This approach ensures privacy by perturbing the aggre-
gated model updates, providing an additional layer of
security without significantly impacting the performance
of FL.
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Algorithm 3: Module 2 (DP [27] in FL) a Total of P,
Training Rounds, Choose a Set of m Clients Denoted
as S;. The Local Dataset is Represented as (Dtrain)kmzl:
{(x, )}, Dpoisoned is a Poisoned Dataset, Dpenign <
(Dyain)j; is a Benign Dataset, n is the Learning Rate,
w; is the Current Global Model, and AW‘Z are the Model
Updates. € is the Privacy Budget, § is the Privacy
Parameter, S is the Sensitivity, and ns is the Noise Scale

1 Function Purturb_Weights (tensor, €,6) :

2.0 Ce s

2 S number of elements in the tensor // Sensitivity
calculation

3 ns <— S.

€ 9

4 N < S x log(%);

5 I, < Laplace noise clipped to the range [—N, NJ;
6 noised_tensor < tensor + l,;;

7 return noised_tensor;

8 Function Update_Client (e,B,N,L, O, w;):

// Where e is the number of local
epochs, B is the batch size, N
is the neural network model, L
is the training loss, and O is
the optimizer

9 for each local epoch i from 1 to e do
10 for each batch b € B do

T | AW, =w, —w;

12 return Awi to the server;

13 Function DP(AW}, €, §):
14 for each client k in AW, do

2 kes ”kAWZ
15 Wipl =W +=——
B t+1 rT 1 Y res, ik
16 for each layer in w, 1 do
17 Wit1llayer] =

Purturb_Weights(w:ti[layer], €, §)
// Layer-wise weight
perturbation

18 return wy;

C. HYBRID PRIVACY PRESERVING ALGORITHM
Algorithm 4 shows the detailed implementation of the
hybrid privacy-preserving algorithm for object detection in
FL settings. Algorithm 2 [26] and Algorithm 3 [27] are
simultaneously deployed to build this hybrid algorithm. For
each round of communication, this algorithm ensures security
and resiliency against backdoor attacks and inference attacks
simultaneously.

Firstly, Algorithm 2 is run to identify the backdoor updates
and discard them from the FL settings (line 1). In line 2,
all the benign client indexes are stored in bjq. In line 3, we
create an empty list bpiq to store all the benign parameters.
A FOR loop is iterated over the benign indexes to extract
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Algorithm 4: Hybrid Algorithm (Hybrid Privacy-
Preserving Algorithm Against Backdoor Attack and
Inference Attack) for a Total of P, Training Rounds,
Choose a Set of m Clients Denoted as S;. The Local
Dataset is Represented as (Dyain)j-;: {(x, ¥)}, Dpoisoned
is a Poisoned Dataset, Dpenign S (Dirain)j; 15 a Benign
Dataset, n is the Learning Rate, the Current Global
Model is Denoted by w;, and wll;re are Pre-Aggregated
Model Updates, € is the Privacy Budget, § is the Privacy
Parameter, S is the Sensitivity, and ns is the Noise Scale

Run Algorithm 2
bijq < Store all the benign client indices
bpia <[] // Benign parameter list
for i in b;y do
p<1i // |l is a local parameter set
including backdoor model
6 bpia < p // bpig is a list of benign
model updates
7 Run Algorithm 3
8 w1 < Updated global model
9 Test Wiy on Diegt
o Calculate Accuracy

O T O R

—_

the benign parameters from the local client parameter set
(lines 4-6). All the parameters are appended to bpjq.
Furthermore, Algorithm 3 is run to implement DP on
the central server (line 7). In line 8, after the successful
implementation of DP, the global model parameter is stored
in w;;1. Finally, the global model is used to evaluate the
performance using the Dieg dataset (lines 9-10).

D. TIME COMPLEXITY

Our hybrid privacy-preserving algorithm consists of two
modules namely PA-SM [26] and DP [27]. These modules
are simultaneously integrated in the hybrid approach. The
run time of the hybrid privacy-preserving algorithm mainly
depends on the communication round (z), local epoch (e),
batch size (B), and selected number of clients (m). The first
part of this algorithm will take O(feBm) time to execute.
The second part will take O(eBm?) time. Considering the
worst-case scenario, the time complexity of our approach is
O(teBm) which is similar to the FedAvg algorithm. However,
the run time can be changed based on the input parameters
during training. Keeping the local epoch and batch size at a
constant value contributes to a decrease in run time.

V. EXPERIMENTS AND RESULT ANALYSIS

A. EXPERIMENTAL SETUP

FL, as a distributed ML technique, consists of two main
components: a central server and edge client devices. In this
paper, we consider AVs as edge clients that are capable of
performing training on local data. Further, the central server
can be an RSU or a traffic management system. We have used
a benchmark dataset CIFAR10, and LISA traffic light dataset
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(b) Circle (c) Point

(a) Triangle

FIGURE 4. Backdoor Samples.

for our experiments. CIFAR10 dataset includes 10 classes
while LISA traffic light dataset includes 3 classes (green, red,
and yellow light) [61]. Firstly, datasets are distributed to the
selected number of AVs in terms of IID and Non-IID settings.
In both settings, a subset of the training data has been shared
with the edge client devices to locally train their model.
We have employed ResNet18 model for object detection in
ITS. In this setting, 100 clients (e.g., AVs) are considered in
each round of communication. 20 clients (AVs) out of 100
clients are selected randomly to collaborate in the training
process. Local epoch and batch size are set to 50 and 10,
respectively, for every edge client AVs. In the experimental
setup, we have used 10%, 20%, and 30% percent of local
training data as a backdoor sample to evaluate the result. We
have calculated and visualized the performance of backdoor
attacker after every 5 local epochs during implementation.
The learning rate is set to n = 0.2. Furthermore, we have
used privacy parameters € = 1.0, ¢ = 2.0, ¢ = 3.0, ¢ = 4.0,
€ = 10.0 and § = le-5 during the implementation of DP.

B. BACKDOOR SAMPLE

An attacker requires a compromised AVs to initiate a
backdoor attack in FL settings. For experiment purpose, we
have initiated backdoor attacks using five types of triggers:
point, triangle, star, square, and circle. Among them, three
have already been introduced in existing studies. In this
study, we introduced two more triggers, circle and square,
to assess the robustness of our proposed solution. In this
attack scenario, the attacker changes the pixel color of other
than targeted class. Furthermore, set the poisoned class label
to targeted class concatenated it to benign train data. This
mixed dataset trains the backdoor model (e.g., compromised
AVs local model) and sends back the learned knowledge
or parameter to the central server for aggregation. Example
backdoor samples for the LISA traffic light dataset [61] are
visualized in Figure 4.

C. RESULT ANALYSIS
1) PERFORMANCE WITHOUT BACKDOOR ATTACK

Figure 5 shows the performance of the general FL in
Non-IID setting. Firstly, we implemented a general FL
using CIFAR10 and LISA traffic light datasets for 500
and 100 rounds of communication, respectively, using the
FedAvg algorithm. We saved the model to a directory for
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further use. In this section, we calculated the accuracy of
the model without initiating any backdoor attack. For the
CIFARI10 dataset, the accuracy of the general FL at the
1%t round of communication was 15.24%. By the 100%™
round, the performance showed rapid growth over the epochs
and reached 71.00%. Moreover, performance exhibited a
steady increase for the remaining rounds of communication.
Finally, the accuracy reached 78.97% at the 500" round of
communication. In the LISA dataset, the accuracy generally
increased over the communication rounds, reaching a high
level of accuracy towards the later rounds, with the last
reported accuracy being 99.95%. Overall, the performance
of the general FL experienced an upward trend throughout
the communication rounds for both datasets.

2) PERFORMANCE WITH BACKDOOR ATTACK

We have simulated a backdoor attack from the compromised
AVs in an FL environment, where we consider the 2nd (lient
(e.g., malicious/compromised AVs) as a potential attacker
and the rest as benign clients (e.g., benign AVs). In the
depicted FL scenario shown in Figure 6, (a) illustrates the
situation where the AV2 is compromised, with the remaining
being benign AVs, employing 10% of poisoned samples to
initiate a data poisoning-based model replacement attack.
Additionally, (b) of Figure 6 demonstrates the scenario
wherein the AV2 is compromised, alongside benign AVs, and
utilizes 20% of poisoned samples for the attack. Lastly, (c) of
Figure 6 depicts the scenario where the AV2 is compromised,
with benign AVs, employing 30% of poisoned samples
for the attack. The objective of the attacker is to insert
specific backdoor samples into the dataset and alter the local
model with the global model. For a successful attack, the
attacker needs to assign a boosting factor that increases
the similarity score of the attacker model, ensuring high
equivalence between the similarity scores of the backdoor
models. We observed a significantly higher similarity score
for the attacker compared to the benign model. We initiated
the backdoor attack at specific rounds (99", 199t 299th,
399t 499ty of communication for CIFAR10 dataset. Due
to space limitation, we only provide the result for 500%
of communication in CIFAR10 dataset. We evaluated the
backdoor attack performance in terms of accuracy by
measuring the backdoor attacker’s performance at round
500", as depicted in (a) of Figure 7.

We observed that the backdoor performance is highly
dependent on the percentage of poisoned samples, increasing
proportionally as the percentage increases. In our inves-
tigation, we evaluated backdoor performance with 10%,
20%, and 30% poisoned samples. The experimental results
showcase the impact of backdoor attacks on model accuracy
across different percentages of injected poisoned samples.
Starting with a 10% backdoor sample, accuracy demonstrated
a decreasing trend from 28.3% in local epoch 0 to 22.6%
in local epoch 45. The influence intensified with a 20%
poisoned sample, stabilizing around 48.2% across epochs.
The most pronounced effect was observed with a 30%
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(b)Accuracy of backdoor attacker (2" AV) on targeted task
at the 100" round of communication considering 10%, 20%,
and 30% poisoned sample for LISA dataset.

(a) Accuracy of backdoor attacker (2"¢ AV) on targeted task
at the 500" round of communication considering 10%, 20%,
and 30% poisoned sample for CIFAR10 dataset.

FIGURE 7. Perfori of the L (e.g., compromised AVs) on targeted task at the selected round of communication in FL environment.

accuracy across local epochs. The 20% poisoned samples
exhibit more variability, with accuracy showing fluctuations
and occasional improvement. On the other hand, the model
with 30% poisoned samples achieves perfect accuracy
initially but experiences a subsequent decline. This analysis
underscores the effectiveness of the backdoor attack strategy,
highlighting its capability to manipulate model predictions

poisoned sample, leading to an accuracy surge from 56.9%
to approximately 58.7% by local epoch 45. Moreover,
We initiated the backdoor attack at specific rounds (19%,
39th 59th - 79th 99thy of communication for LISA traffic
light dataset. We only depict the result at 100" round of
communication in (b) of Figure 7. The model with 10%
poisoned samples demonstrates moderate and fluctuating
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(a) Similarity score at 500" round of communication consid-
ering 20 clients and among them the second one is a backdoor
attacker for CIFAR10 dataset.
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(b) Similarity score at 100" round of communication consid-
ering 20 clients and among them the second one is a backdoor
attacker for LISA dataset.

FIGURE 8. Similarity score of the edge client devices (e.g., AVs) at the selected round of communication in FL environment.
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(a) Impact of DP on the performance of proposed hybrid
algorithm at the selected round (100", 200", 300%, 400%,
500") of communication [different privacy budget ¢ of DP,
30% of backdoor samples, Dataset: CIFAR-10].

FIGURE 9. Impact of DP on the proposed hybrid algorithm.

by strategically injecting poisoned samples. The impact
of these attacks becomes more significant, particularly at
higher backdoor percentages. The similarity scores of all
edge client’s AVs actively involved in the training session
are shown in Figure 8. The attacker aimed to enhance the
performance of targeted tasks. We obtained a similarity score
ranging from 0.98 to 0.99 for the backdoor model, while the
benign model had a comparatively lower score. It’s crucial
to note that similarity scores can vary across datasets.

3) PERFORMANCE OF THE PROPOSED ALGORITHM

The backdoor attack has a detrimental impact on the global
model as well as other local models. We employed a
hybrid defense algorithm to overcome these issues, selecting
specific rounds of communication as mentioned earlier to
complete the assessment by initiating a backdoor attack.
The in-depth analysis demonstrates that, regardless of the
selected rounds, a backdoor attack can detrimentally affect
the performance of the model. The PA-SM module provides
a robust solution to isolate the backdoor update entirely. In
the previous sub-subsection, we observed that the similarity
score of the backdoor model is too high compared to the
benign model. Based on the assessment, a threshold value
of 0.95 has been assigned. If we received any similarity
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Accuracy

£
Communication Rounds

(b) Impact of DP on the performance of proposed hybrid
algorithm at the selected round (20, 40, 60, 80%, 100™)
of communication [different privacy budget ¢ of DP, 30% of
backdoor samples, Dataset: LISA].

score greater than the threshold, we considered it a backdoor
model update. The PA-SM module helps discard the outlier
or backdoor update from the FL settings. Furthermore, the
updates from the rest of the benign model are aggregated
to build the global model. We implemented DP on the
global model update. In this case, we added a small
amount of Laplace noise to the global model to make it
indistinguishable from other backdoor attackers.

Figure 9 illustrates the impact of different privacy budgets,
denoted by €, on the performance of our hybrid algorithm
over multiple communication rounds. The bar chart (a) in
Figure 9 compares model accuracy under DP (¢ = 1.0to € =
4.0, and € = 10.0) at the selected round of communication
for the CIFARI1OQ dataset. For ¢ = 1.0, it starts with the
lowest accuracy but shows steady improvement over time,
achieving 71.86% by the 500" round. In contrast, € =
10.0 begins with higher initial accuracy and reaches the
highest final accuracy of 77.13%. Other € values, such as
2.0, 3.0, and 4.0, start with similar accuracies and also show
significant improvement, ending above 73.00%. Specifically,
€ = 4.0 starts at an accuracy of 59.75% and rises to
73.78%, indicating substantial gains as privacy constraints
are relaxed. The bar chart (b) in Figure 9 compares model
accuracy under DP (¢ = 1.0 to ¢ = 4.0, and ¢ = 10.0) at
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FIGURE 10. Performance of our proposed hybrid algorithm.

the selected round of communication for the LISA traffic
light dataset. All € values from ¢ = 1.0 to ¢ = 4.0,
and € = 10.0 display remarkably high performance, with
accuracies starting above 99.00% and maintaining this level
across all rounds. The € = 1.0 setting begins at 99.50%
accuracy and modestly improves to 99.82% by the 100"
round, demonstrating that even the strictest privacy settings
can yield exceptional performance. As the privacy settings
relax, with ¢ = 2.0, ¢ = 3.0, ¢ = 4.0, and ¢ = 10.0,
there is little variation in performance, indicating that the
model is robust to changes in privacy levels. Particularly,
€ = 3.0 starts at an accuracy of 99.77% and slightly adjusts
to 99.10%, showcasing minor fluctuations that suggest
stable performance irrespective of privacy relaxation. The
consistency across different privacy levels demonstrates how
effectively our algorithm manages privacy without losing
accuracy, making it ideal for applications that require both
high precision and strict privacy.

Figure 10 analyzes the performance of our hybrid algo-
rithm across three scenarios: no attack, attack without
defense, and attack with defense, over several communica-
tion rounds. The bar chart (a) in Figure 10 demonstrates
the comparative performance of the hybrid algorithm with
different scenarios for the CIFARIO dataset. Without any
attacks, the model consistently improves from 71.06% to
78.97% accuracy, showing stable learning in a secure setting.
However, when attacked without defenses, the model’s
accuracy drops to 57.75% before recovering to 72.81%,
highlighting its vulnerability and the difficulty of fully
recovering without protective measures. With defenses, the
model starts at 62.81% and climbs to 77.13%, demonstrating
the effectiveness of defensive strategies in combating attacks
and allowing the model to nearly reach the performance seen
in the no-attack scenario. The bar chart (b) in Figure 10
demonstrates the comparative performance of the hybrid
algorithm under different scenarios for the LISA traffic light
dataset. In the no-attack scenario, the model maintains nearly
perfect accuracy, consistently around 99.95%, indicating
optimal performance in a secure environment. However,
when attacked without defense, the model’s accuracy initially
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(b) Performance of our proposed hybrid algorithm at the
selected round (20™, 40", 60, 80™, 100™) of communication
[privacy budget € = 10, 30% of backdoor samples, Dataset:
LISA].

drops to 83.27%, then fluctuates, peaking at 99.03% and
finally settling at 95.58%, highlighting the vulnerability and
recovery challenges without defenses. Conversely, the model
under attack but with defense shows robust resilience, with
accuracy initially at 99.47%, slightly decreasing and then
peaking at 99.78%, before ending at 99.42%.

Overall, our proposed hybrid algorithm provides robust
security and resilience against adversarial attackers in a FL
environment.

4) COMPARATIVE ANALYSIS

We conducted a comparative analysis of our approach with
existing systems covering a similar threat model in the FL
environment. However, we did not find any algorithms or
systems developed for ITS applications that focus on both
poisoning attacks and inference attacks simultaneously. We
found one method, SAFEFL [50], developed generally to
address backdoor attacks and inference attacks. To perform
a comparative analysis, we used the LISA traffic light
dataset and considered similar hyperparameters. As part
of the experiments in SAFEFL, we used the FedAvg and
FLTrust aggregation method. Twenty AVs with computing
capabilities are required to participate in the FL process.
Each AV holds a dataset (e.g., LISA traffic light) with non-
ii.d. data, indicating diverse data distributions across AVs.
The server holds 100 data points in SAFEFL to perform the
simulation. Additionally, we used a CNN model consisting of
two convolutional layers and two fully connected layers. The
model employs Batch Normalization after each convolutional
layer, enhancing training stability and convergence. With a
batch size of 64 and a learning rate of 0.10, hyperparameters
are set to facilitate efficient model optimization. As part of
the MPC implementation, we have utilized the replicated2k
protocol.

SAFEFL used different secure aggregation techniques to
safeguard FL models against various poisoning attacks and
used MPC to make it resilient against inference attacks. In this
paper, however, our focus is beyond one attack, and we consider
both backdoor attacks and inference attacks simultaneously.
SAFEFL covers scaling attacks as part of backdoor attacks, and
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we are focusing on data poisoning-based model replacement
attacks. In scaling attacks, the attacker first injects backdoor
patterns into the training data of targeted malicious clients and
adjusts labels, followed by boosting the gradients from these
compromised clients to disrupt the integrity of FL models.
Both of these attacks fall into the same category. Further, we are
focusing on inference attacks. The SAFEFL model achieves
98.18% accuracy on the main task using FLTrust techniques,
while FedAvg achieved 51.30% accuracy in the presence
of backdoor attacks (e.g., scaling attacks) without utilizing
MPC. When we used aggregation techniques with MPC in
the presence of backdoor attacks, we got 46.00% accuracy for
FedAvg after 100 rounds of communication, while FLTrust got
87.61% accuracy at 338 rounds of communication. To defend
against backdoor attacks, our proposed methods achieve
99.42% accuracy after 100 rounds of communications. After
100 rounds of communication, SAFEFL using FedAvg takes
8.67 hours, while FLTrust at 338 rounds takes 29.744 hours to
converge. Considering the best performance of SAFEL using
FLTrust, our method is approximately 11.80 times faster than
SAFEFL, achieving 99.42% accuracy in just 2.52 hours.

Although after extended period of time the performance
of SAFEFL can convergence close to our proposed model’s
performance. Due to the computational complexity of MPC,
SAFEFL takes a longer period of time to converge, which is
the main drawback of this method. The high computational
complexity results in a loss of some accuracy on the main
tasks for the mentioned dataset. Hence, we can conclude
that our proposed model is more efficient and accurate than
existing methods in the presence of mentioned simultaneous
backdoor and inference attacks.

VI. DISCUSSION

In this study, we have reviewed various types of attacks
and defense schemes. After a comprehensive assessment,
our observation indicates that the effectiveness of the
backdoor attack is contingent on both the fraction of users
and the percentage of backdoor samples. Our proposed
approach demonstrates a significant ability to mitigate both
malicious attacks (data poisoning-based model replacement
and inference attacks) simultaneously in the FL settings.
We conducted model assessments for specific types of
backdoor triggers introduced in previous research studies.
Furthermore, we used two more backdoor triggers in this
study to assess the resilience of our approach. Existing
methods aimed to minimize the negative impact of backdoor
attacks, but none of them discarded the malicious edge client
device. object detection in ITS is a sensitive task because
misclassification of traffic lights by AVs or traffic monitoring
systems could lead to severe consequences, such as accidents
on the road. Therefore, ensuring a higher precision of
adversarial attack detection is crucial to minimize the
detrimental impact. According to Lu et al. [26], the PA-
SM outperforms traditional anomaly detection techniques
in FL. As a result, we integrated PA-SM into our hybrid
algorithm to mitigate the adversarial impact in FL settings.
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The results of our model evaluation demonstrate that the PA-
SM module effectively reduces backdoor updates from the
system, and DP provides security to the FL-based aggregated
model against malicious clients for object detection tasks
in ITS. Our emphasis has been on completely eliminating
adversaries from the FL settings, and the global model shows
robust performance even after frequent backdoor attacks
initiated by the attacker. However, we noted that DP has some
negative impact on the performance of our global model.
Nevertheless, our defense scheme can effectively reduce
the negative impact of the backdoor attack while providing
consistent performance, including preserving the privacy of
data. It’s important to acknowledge that there might be some
limitations in backdoor update detection based on novel
triggers created by attackers.

VIl. CONCLUSION AND FUTURE REMARKS

Our study introduces a novel hybrid privacy-preserving FL
algorithm designed to defend against data poisoning-based
model replacement attacks and inference attacks in object
detection for ITS. The proposed approach demonstrated
significant backdoor update detection accuracy during train-
ing, achieving a balance between robust security and low
time complexity. Through a comprehensive evaluation with
CIFAR10 and LISA traffic light datasets, our algorithm
effectively isolated backdoor updates without significantly
compromising the performance of benign and global models.
Although the introduction of DP impacted the global model’s
performance, our defense scheme successfully mitigated the
negative effects of backdoor attacks, ensuring consistent
performance while safeguarding data privacy. The result
analysis highlighted the efficacy of our approach against
both types of attacks and compared it with existing systems
in ITS. Acknowledging potential limitations in backdoor
update detection, future work will focus on refining the
defense scheme, extending its capabilities to counter diverse
cyber-threats, and strengthening ITS security in the dynamic
landscape of FL.
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