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ABSTRACT The integration of information technology (IT) and operational technology (OT) is deepening,
amplifying the interconnectedness of operational, safety, and security demands within industrial automation
systems. Lacking comprehensive guidance, risk managers often resort to manual solutions based on best
practices or rely on domain experts, who usually offer insights limited to their specific areas of expertise.
Given the intricate interplay among these domains, employing ontologies for knowledge representation could
hold the key to capturing all necessary relationships and constraints for effective risk management processes.
This study conducts a systematic mapping analysis of ontologies published over the past five years, focusing
on at least one domain relevant to OT system risk management. Its objective is to categorize papers, offer
a panoramic view of research themes and contributors, discern potential publication patterns, and identify
research avenues based on a comprehensive review of these ontologies. Findings indicate a relatively stable
research interest, with most publications presenting proof of concepts or initial experimental results for their
ontological applications. This study establishes a foundation for classifying comprehensive OT ontologies
and pinpoints unresolved issues that can steer future research efforts. It offers insights into the current state-
of-the-art within this research area.

INDEX TERMS Information technology/operational technology (IT/OT) convergence, OT security, risk
management, safety, threat modeling.

I. INTRODUCTION
The increasing integration of information technology (IT) and
operational technology (OT) in industrial automation presents
a significant challenge, as it requires meeting diverse opera-
tional, quality, safety, and security requirements. Historically,
IT and OT operated independently. IT encompasses office net-
works, enterprise systems, and software managing data from
OT systems, while OT includes industrial communication
systems, hardware, and software controlling and monitoring
machine processes. The term OT encompasses a spectrum of
industrial application domains, including manufacturing, avi-
ation, automotive, building automation, process automation,
public transport, and Internet of Things (IoT), within the scope
of this research. Combining these OT elements forms an OT

system composed of various OT components, owned by asset
owners of such systems [1].

The security aspect, derived from the IT domain, priori-
tizes protecting data confidentiality, integrity, and availability
(known as the CIA triad) against cyber threats [2]. Conversely,
safety, derived from the OT domain, focuses on preventing
harm to people and the environment caused by undesirable
operations. Neglecting security jeopardizes safety, as cyber
attacks can exploit the interdependence of safety and security,
resulting in safety impacts.

In the OT domain, the CIA triad’s prioritization differs due
to the emphasis on availability and integrity during operation.
Consequently, OT prioritizes availability, integrity, and con-
fidentiality (AIC) in descending order, contrasting with IT’s
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prioritization of CIA [3]. Therefore, security measures from
IT cannot be directly applied to OT, requiring risk managers
to select and implement security controls tailored to their OT
system’s operational needs [4], [5].

Ontologies offer a solution to this challenge by provid-
ing explicit and formal specifications of real-world concepts,
interpretable by both humans and machines [6]. Semantic
web languages, such as the web ontology language (OWL),
facilitate knowledge representation and automated reasoning.
Description Logicss (DLss), the foundation of OWL, enable
the modeling of domain terminology, concepts, and roles,
aiding in logical inference and decision-making. A concept
is a set of individuals sharing common properties, and a role
defines the relation between two individuals. For instance,
in the domain OT domain-specific model relations, several
DLs concepts may be defined, including hardware, and soft-
ware, where multiple software individuals may be installed
on one hardware individual [7]. To identify suitable ontolo-
gies considering safety, security, and operation aspects in
OT, a literature review was conducted, analyzing scientific
publications to classify relevant contributions addressing on-
tologies concerning security, safety, operational requirements,
and their interdependencies in OT. This study aims to generate
new knowledge, identify ontology characteristics, and guide
ontology development to meet the interdisciplinary needs of
risk managers in industry.

The study’s goal is to present an overview of state-of-
the-art ontologies concerning safety, security, and operational
requirements in OT over the past five years. It also identi-
fies open issues and discusses future research directions. The
results and derived research directions are relevant to both
research and industry stakeholders, serving as a reference for
further studies and facilitating knowledge transfer between the
academia and the industry [8], [9].

The rest of this article is organized as follows.
Section II discusses background information and related
work. Section III presents the chosen research method, the
defined research questions, and the process of executing this
study. Section IV describes and analyses the obtained results
while visualizing them in several figures. Section V discusses
potential threats to the validity of this work and undertaken
mitigation strategies against them. Finally, Section VI
concludes this article and points out research directions. The
list of all publications analyzed in this mapping study is
appended.

II. BACKGROUND
The systematic literature reviews (SLRs) stands as a well-
established and extensively utilized methodology for impar-
tially and replicably identifying, analyzing, and interpreting
evidence [10]. This study employs a broader variant of SLRs,
known as systematic mapping studies (SMSes) [8], [9], [11].

Achieving security by design proves particularly challeng-
ing, notably within the OT domain. A recent investigation [12]
underscores the necessity of an information model encom-
passing security and automation engineering workflows as a

stride toward security by design in OT. This study’s resultant
model facilitates security assessments for delineating secu-
rity risks, requisites, and remedies. It can be leveraged for
modeling data transmission between security-centric planning
tools, change management, automated conflict resolution, and
operational consistency checks. While promising for address-
ing production and security concerns in OT systems, this
approach overlooks safety and its potential intersections with
security.

The OT domain entails various standards worthy of con-
sideration. A review of pertinent technological standards [13]
was conducted, delineating diverse areas essential for OT sys-
tem operation. Table I, adapted from [13], enumerates these
standards organized by their respective application domains.
The review also encompasses relevant security standards (e.g.,
IEC 62243 [14]), safety standards (e.g., IEC 61508 [15]),
and production standards (e.g., IEC 61512 [16]), as integral
components of the entire OT system. In addition, recent tech-
nologies such as Asset Administration Shell (AAS) published
in IEC 63278 [17], and Reference Architectural Model In-
dustrie 4.0 (RAMI4.0) published in DIN SPEC 91345 [18]
alongside its substandards such as DIN SPEC 16593-1 [19],
are included. Relevant NIST standards [20], [21] and the NA-
MUR open architecture concept [22] are also incorporated in
Table I.

Ehrlich et al. [23] delved into exploring the alignment and
potential automation of safety and security risk assessment
processes in OT. The authors argue that the current method-
ology for risk assessment lacks the flexibility to adequately
address emerging developments. Presently, there is a signif-
icant manual involvement from domain experts, leading to
high costs, especially given the need for flexibility in Industry
4.0 (I4.0) applications such as Plug and Produce. To ad-
dress this issue, the authors propose an information modeling
scheme that incorporates safety and security aspects to facil-
itate risk assessments. However, it is worth noting that this
scheme does not consider the technical processes or products
generated by the OT system.

Formalizing security knowledge may be achieved through
various ontologies, encompassing general security [6], enter-
prise IT-related aspects [24], and OT-related aspects [25]. The
use of existing query languages, such as SPARQL Protocol
And RDF Query Language (SPARQL) enables the process-
ing of queries within these ontologies, effectively addressing
security concerns in both OT and enterprise IT domains
[24], [25].

Safety knowledge may be articulated through multiple haz-
ard identification methodologies, including failure modes,
effects, and criticality analysis (FMECA) as outlined in the
standard IEC 60812 [26]. This approach not only identi-
fies potential system failures but also pinpoints their causes,
effects, severity, and recommended preventive or mitigative
measures.

A comprehensive understanding of safety, security, and
operational domains is essential for making informed deci-
sions [4]. The holistic perspective depicted in Fig. 1 enables
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TABLE 1. Overview of Applicable Standards Based on [13]

FIGURE 1. Domains needed for a holistic view [5].

asset owners of OT systems to navigate interdependencies
between domains systematically, enhancing decision-making
processes beyond isolated viewpoints.

An OT domain-specific model is essential for delineating
the fundamental attributes and interconnections within an OT
system [5]. The operational aspects and quality outcomes
are integral facets, representing the technical processes and
resultant products stemming from the OT system’s operations.
Depending on how the OT system is instantiated in operations
and quality, distinct hazards and threats may manifest within
it. Identifying these threats through threat identification mech-
anisms is crucial, with subsequent implementation of specific
security controls mandated to fulfill security requisites, such
as those outlined in IEC 62443 [14]. These threats may target
elements intrinsic to the OT system or potentially impact the
operational quality of manufactured products [1].

Furthermore, the process of threat identification may ne-
cessitate the implementation of additional security controls
to mitigate the identified threats. Hazards may also emerge
based on the OT system’s configuration. For instance, if the

OT system utilizes explosive gases in its technical processes,
malfunctions may lead to injuries [1].

Similarly, akin to the security domain, safety functions
must be integrated based on hazard identification to meet
safety standards, such as those specified in IEC 61508 [15].
For example, at the component level, safety functions, such as
light barriers can halt OT components when activated, ensur-
ing safety. Different standards, such as IEC 61511 [27] for the
process industry sector, dictate safety considerations based on
the implemented technical processes [4].

The integration of safety functions and security controls,
as dictated by the OT domain-specific model, may lead to
conflicts in requirements. For instance, while ISO 13850 [28]
mandates the constant availability of the emergency stop func-
tion, implementing authentication mechanisms, as required
by IEC 62443-3-3 [29], might introduce delays in accessing
critical functions [1]. Resolving such conflicts necessitates
prioritizing safety over security or vice versa, or sometimes
neglecting certain requirements altogether, potentially result-
ing in countermeasures that violate other requisites [4].

Moreover, the assessment and prioritization of risks, cou-
pled with risk treatment strategies, play pivotal roles in
addressing conflicts and ensuring cost-effective decision-
making for asset owners [1]. Understanding the interplay
between safety and security—ranging from antagonism to
mutual reinforcement, conditional dependencies, or even
independencies—is crucial for a comprehensive risk evalua-
tion [23].

Ultimately, risk treatment strategies must align with the
nature of risks and the stipulated safety and security require-
ments, precluding asset owners from accepting risks deemed
likely to occur with severe consequences [30].

By integrating OT and IT, a system is created that must
simultaneously meet safety and security standards. Changes
in physical behavior can lead to changes in the system’s state,
and conversely, changes in the system can alter physical be-
havior. Therefore, safety and security are intrinsically linked
within OT systems. In addition, the incorporation of more
OT components increases the number of systems requiring
updates. This contradicts the fundamental principle of easy
and rapid integration into a reliable OT system, as these inde-
pendently deployed updates can introduce uncertainties. The
convergence of OT and IT blurs the line between the two,
making both safety and security crucial in implementation.
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FIGURE 2. Systematic mapping process [33].

This new scenario could potentially introduce new risks that
must be mitigated. Importantly, a safe system does not inher-
ently ensure the safety of the entire application. Given the
intertwined nature of safety and security, security must be
considered from the outset, as their interaction can create new
hazards in the face of cyber attacks [31].

The use of ontologies for knowledge representation ad-
dresses this problem effectively. Ontologies provide an ex-
plicit and formal specification of a conceptualization of a
real-world domain, interpretable by both humans and ma-
chines [6]. Semantic web languages, designed to imbue web
resources with machine-understandable meaning, leverage
tools from artificial intelligence, such as rules and ontologies.
These languages have been successfully applied across var-
ious fields, including industrial engineering [32]. A notable
semantic web language is OWL, based on DLss, which offers
machine-interpretable semantics grounded in classical first-
order logic [7], [32]. Consequently, the reasoning mechanisms
employed by DLss models are deterministic, ensuring consis-
tent results with each execution.

III. METHODOLOGY
An SMSes was used as the research method to identify
suitable ontologies that may provide or help to achieve a com-
prehensive operations, security, and safety view. This SMSes
allows to cover and classify publications in a specific research
area. This study focuses on the publications addressing on-
tologies considering at least one domain introduced in Fig. 1
and that were published between January 2019 and December
2023 to include only the most recent developments. This SM-
Ses was performed from January 2024 until May 2024. The
process for executing this SMSes is illustrated at Fig. 2.

The SMSes process [33] started with the definition of
research questions. The result of this process phase were suit-
able research questions that define the scope of the review.
Afterward, a literature search was conducted which results
in providing all publications related to the defined review
scope in the former process phase. Next, the obtained publi-
cations were screened to sort out irrelevant publications. The
remaining publications passing the screening were analyzed
and suitable keywords were derived from the abstracts that
reflect the contribution of the corresponding publication, as
Fig. 3 illustrates.

Keywording occurred in two stages as outlined in [33].
Initially, the authors examined abstracts to identify keywords

FIGURE 3. Building the classification scheme [33].

and concepts that represent the paper’s contribution, simul-
taneously discerning the research context. Subsequently, the
amalgamated keywords from various papers facilitated the
development of a comprehension of the research’s essence and
contribution. This step aided in devising a set of categories re-
flective of the underlying population. If the abstracts were not
suitable for deriving meaningful keywords, the introduction
and conclusion were also used as a source for keyword gen-
eration. Once the definitive set of keywords was determined,
they were clustered and employed to establish categories for
the systematic map.

The output of this process phase was classified publications
that are mapped systematically according to the research ques-
tions defined initially in this process.

A. DEFINITION OF RESEARCH QUESTIONS
The following research questions were defined to specify the
scope of this mapping study.

1) RQ1: Which publications addressing ontologies consid-
ering safety, security, and operation requirements in OT
exist, and what are their bibliometric key facts?

a) Answering this research question should provide
the number of relevant publications in the publi-
cation period from 2019 to 2023, their types (e.g.,
conference paper, journal paper, book chapter),
and the used venues for publication.

2) RQ2: Which scientific communities and main contrib-
utors research ontologies considering safety, security,
and operation requirements?

a) This research question aims to identify and exam-
ine scientific communities working on ontologies
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TABLE 2. Research Type Facets Based on [9], [33], [35]

considering safety, security, and operation re-
quirements. This includes, for instance, ontologies
defining OT-specific characteristics and relations,
terms or means for threat or hazard identification
or mitigation, or risk management in OT. Fur-
thermore, this question identifies which authors or
research groups are working on topics relevant to
this study. The amount of citations of each pub-
lication is considered and serves as an indicator,
if the corresponding community may be relevant.
Moreover, this analysis may show if there is a net-
work working on ontologies considering safety,
security, and operation requirements.

3) RQ3: In which category of research type facets are the
resulting publications assigned?

a) The aim of this research question is to categorize
the resulting publications according to a state-of-
the-art schema [9], [34], [35]. To achieve this goal,
the research type facets [33] listed in Table II are
used. The alignment of the publications to the
type facets provides insight into which research
contexts ontologies considering safety, security,

and operation requirements are used, for instance,
evaluation, or (semi)automatization.

4) RQ4: Which ontology domains are typically considered
together?

a) In order to obtain a comprehensive ontology con-
sidering safety, security, and option requirements
in OT, all relevant domains (cf. Fig. 1) have to
be considered. This research question aims to
identify which domains are typically considered
together and which ones are typically viewed as
isolated. Furthermore, the consideration of the
standards mentioned in Table I is addressed by this
research question.

B. CONDUCT SEARCH AND SCREENING OF PAPERS
The initial step of the SMSes process, following the establish-
ment of research questions, involves pinpointing appropriate
keywords to identify all relevant publications within the de-
fined scope [9]. This search was conducted across three digital
libraries chosen for their relevance to computer science and
software engineering since they are referred to as key elec-
tronic databases [36].
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TABLE 3. Conducting Search and Screening of Papers Based on [9], [33]

Initially, the search yielded over 4000 papers, prompt-
ing a need for refinement to focus on recent comprehensive
ontologies in ontology engineering in OT. Thus, to obtain
more precise results reflecting the current state-of-the-art, the
search parameters were constrained. Specifically, the search
was limited to publications from January 2019 onward to cap-
ture the latest five years of research activity. In addition, the
query was restricted to titles only, excluding publications that
merely mentioned comprehensive ontologies in OT without
substantial relevance. Consequently, only publications explic-
itly addressing comprehensive ontologies in OT were included
in the analysis.

The refinement process was iterative, involving multiple
updates to ensure a comprehensive collection of relevant
publications that addressed the research questions. The final
review of the result set was conducted on 13 May 2024.

Table III lists each step and its execution of the performed
search and screening of publications.

C. SCREENING OF PUBLICATIONS
The exclusion criteria employed for screening publications
based on [9] are outlined in Table IV. These criteria were
applied to analyze all extracted publications. Following this
screening process, a total of 207 publications were identified.
The citation count for each publication, sourced from Google
Scholar,4 was taken into account. The comprehensive list of
screened publications can be found in the appendix titled
SYSTEMATIC MAPPING STUDY REFERENCES.

D. CLASSIFICATION
The papers were classified by applying adaptive reading
depth [33], which analyzes the abstracts of a paper first. If the
information provided in the abstract is sufficient for classifica-
tion, the classification is done accordingly. If the abstract lacks
important information for classification, other parts of the pa-
per, e.g., conclusion and methodology, were also analyzed. If
all parts of the papers were examined and still no classification
was clearly possible, the authors discussed about the paper
and the most experienced author in the corresponding area

4[Online]. Available: https://scholar.google.com/

TABLE 4. Screening of Publications Via Exclusion Criteria Based on [9], [33]

TABLE 5. Tools Used to Perform This SMSes

decided the classification ultimately. If the ontology described
in the corresponding paper was available, we analyzed this
ontology as well, regardless of the results of applying adaptive
reading depth. Research type facets, detailed in Table II, were
assigned based on the corresponding evaluation criteria [35]
to each publication to gain a deeper understanding of their
research context.

Using these research type facets as a classification schema
during the SMSes phase to categorize the selected publi-
cations deviates from the original mapping process. Con-
sequently, the process of keywording using abstracts (cf.
Fig. 2) was adjusted since an established classification schema
is already in use. This adaptation of the original SMSes
methodology [8] has also been observed in other literature
reviews [9].

In addition to mapping abstracts to research type facets,
another crucial task is identifying the domains typically ad-
dressed by comprehensive ontologies in ontology engineering
to ensure a holistic view (cf. Fig. 1). This helps to reveal trends
in how domains are typically considered together or viewed
in isolation. Table V sums up all tools used to perform these
SMSes.
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IV. MAPPING OF PAPERS
This section discusses a use case derived from a stakeholder
analysis [4] as a basis for conducting these SMSes. Further-
more, this section describes the answer to each of the defined
research questions in Section III-A. The listed answers show
the last output of the conducted SMSes.

A. USE CASE
Vendors supplying OT components, system integrators, and
industrial asset owners collaborated on a stakeholder analysis
to derive the chosen use case [4]. This analysis illuminates
shared characteristics and application practices within OT en-
vironments from each stakeholder’s perspective in the supply
chain. Safety, security, and process operation experts from
each of the participated stakeholders provided their views
and experienced challenges to enable a holistic perception
of an OT system. Furthermore, the provided insights from
each stakeholder based on their discipline enabled the iden-
tification of interdependencies between safety, security, and
operation requirements and characteristics. For instance, one
stakeholder drew attention to the fact that an incident was
introduced through a software update. The participant postu-
lated that a significant proportion of safety-related issues are
attributable to human error, e.g., individuals tend to under-
estimate the potential risks due to the presence of a backup
system. After an incident, the backup was restored, resulting
in an alert for missing data due to the age of the backup.
Another stakeholder recognized the inherent risks associated
with the interdependence between security and safety, citing
an experience where a security incident could have potentially
impacted safety. Nevertheless, the domains of safety, security,
and operations are often regarded as distinct, largely due to
the absence of dedicated organizational roles and responsibil-
ities that encompass both the protection objectives and their
interdependence [4].

Fig. 4 presents a derived use case from this collabora-
tive effort that includes, besides its typical structure of an
OT system, the existence of the discussed interdependencies
between safety, security, and operation requirements. Safety-
relevant OT components are highlighted with a red square,
while security-relevant OT components are marked with a
blue square, and operations-relevant OT components have a
green square assigned to indicate the interdependencies of
the corresponding requirements. The structure of this use
case aligns with the Purdue Enterprise Reference Architecture
(PERA) [14]. Since traditional office IT falls outside the scope
of IEC 62443, the management level associated with it was not
considered during the risk assessment of this particular use
case. This use case contains commonly used OT components
and their network connections of an OT system. Due to the
IT/OT convergence, an OT system may consist also of IT
elements, e.g., a domain controller at the supervisory level
to implement central identity management, or a supervisory
control and data acquisition (SCADA) server running on a
Microsoft Windows-based operating system.

B. RQ1: BIBLIOMETRICS OF RELEVANT PUBLICATIONS
Initially, the distribution of publications in the period of Jan-
uary 2019 to December 2023 was analyzed. Second, the
obtained result was mapped to the type of publications. Third,
a list of venues and journals of the submitted publications was
created. Fig. 5 illustrates the number of publications per year.
The figure shows a slight fluctuation in publications through-
out the years. The peak in 2022 demonstrates that most papers
were published in 2022.

Fig. 6 analyses the results further and shows the number
of publications per year from January 2019 until December
2023 w.r.t. the publication types article, illustrated as a blue
line, proceedings, illustrated as a green line, and book chapter,
illustrated as a red line. In total, 56.52% of the accepted pub-
lications were conference papers, whereas 36.23% and 7.27%
were articles and book chapters, respectively.

In addition, RQ1 aims to answer, if the papers are spread
around various venues and journals, or if there are a few
selected venues to indicate if many different or just a small
amount of research communities are researching about com-
prehensive ontologies in OT. The obtained results list 85
different conference venues and 63 journals that were used
to submit the publications. Based on the derived results, con-
ferences, and journals where at least two publications were
submitted are considered as prominent. Tables VI and VII
list the most prominent conferences and journals, respec-
tively, used for publishing papers regarding comprehensive
ontologies in OT. The column category lists the main research
community of the corresponding conference venue or journal.
Since the amount of two publications per venue can already
seen also prominent, this results listed in Table VI and VII
indicate that research about comprehensive ontologies in OT
is scattered around various research communities.

The main conference venue is the International Confer-
ence Cyber Security on Information Systems Security and
Privacy (ICISSP), which received four publications in the
last five years. A reason for the prominence of ICISSP may
be the focus on cyber security, modeling, management, and
IoT. Therefore, the domains OT domain-specific model, threat
identification, security controls and requirements, risk eval-
uation and prioritization, and risk treatment are covered by
the topics of interest of this venue. The conference ACM
International Conference on Availability, Reliability, and Se-
curity (ARES) is the second prominent venue. Its subject areas
include network security, distributed systems security, and
domain-specific security and privacy architectures. Therefore,
the domains OT domain-specific model, threat identification,
and security controls and requirements match with the topics
of interest of this conference. The third prominent confer-
ence is ACM/IEEE International Conference on Model Driven
Engineering Languages and Systems (MODELS). The focus
of this venue is on modeling, knowledge representation, em-
bedded systems, security, and sustainability. Therefore, the
domains OT domain-specific model, operations and quality,
threat identification, and security controls and requirements
are addressed. The remaining conferences shown in Table VI
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FIGURE 4. Generic use case derived from a stakeholder analysis adapted from [4] highlighting OT components as safety-relevant in red, security-relevant
in blue, and operation-relevant in green.

cover at least one of the domains required for developing
a comprehensive ontology in OT. The majority of the listed
journals in Table VII are multidisciplinary, which makes them
suitable to address all required ontology domains illustrated
in Fig. 1.

Due to the information provided in the abstract of each pub-
lication, the corresponding publication was classified accord-
ing to the addressed domains for comprehensive ontologies.
This classification was done in a double-checking process,
where two authors performed the classification process in-
dependently. After both authors had finished the isolated
classification, the results were compared, and derivations were
discussed to see if they had occurred. The papers that did
not address any of the required domains (cf. Fig. 1) were
not classified. During the classification process, 192 publica-
tions were identified as not classified. In summary, according

to Tables VI and VII comprehensive ontologies in OT are
experiencing interest mainly in the cyber security, software
engineering, and automation sector.

C. RQ2: RESEARCH COMMUNITIES AND MAIN
CONTRIBUTORS
Following [9], the analysis began by examining the num-
ber of authors and their publications. A total of 459 authors
with relevant submissions were identified. In Fig. 7, the dis-
tribution of publications per author may be observed. This
visual representation highlights that the majority of authors
(408) have contributed only one publication addressing at
least one domain essential for the development of a compre-
hensive ontology in OT. However, some authors who have
delved deeper into this subject. Specifically, 40 authors have
two publications to their credit, while eight authors have
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TABLE 6. Most Prominent Conferences

TABLE 7. Most Prominent Journals

FIGURE 5. Number of publications per year in the period from 2019 to
2023 (included number of publications: 207).

three publications, and three authors have four publications
each.

Examining the distribution of authors worldwide in terms
of their affiliation, the study delved into both related and
unrelated authors across different continents. As illustrated
in Fig. 8, the majority of authors (45.29%) are affiliated in
Europe, closely trailed by Asia (39.06%). A deeper analysis
reveals that China boasts the highest number of affiliated
authors, followed by the United Kingdom and France, as de-
picted in Fig. 9.

FIGURE 6. Number of publications per year w.r.t. publication type
(included number of publications: 207).

Furthermore, the influence of the screened publications on
the scientific community was analyzed. To count the corre-
sponding citation counts, Google Scholar was used since some
digital libraries did not provide this information at all, or only
the subset of citations of research papers indexed by the same
database. Fig. 10 illustrates the distribution of citations. The
top publication [37] was cited 40 times and addresses the
domains OT domain-specific model, operations and quality,
safety functions, security controls, risk evaluation, and risk
treatment.
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FIGURE 7. Number of publications per author in the period from January
2019 to December 2023 (included number of publications: 207).

FIGURE 8. Percentage of authors per continent (included number of
publications: 207).

D. RQ3: CLASSIFICATION OF RELEVANT PUBLICATIONS
In the classification process, the matching category of pub-
lication based on [33] described in Table II was assigned
to each publication. This classification scheme enables to
identify whether the corresponding ontology is evaluated and
used, has obtained the first experiment results, a prototype or
proof of concept is proposed, or a theoretical consideration.
The results of this classification are provided in Fig. 11. In
total, 28 evaluation papers, 67 validation papers, 71 solution
proposals, 26 philosophical papers, six opinion papers, and
nine experience papers were identified. This indicates that the
majority of analyzed ontology papers provide at least a proof
of concept.

E. RQ4: CONSIDERED ONTOLOGY DOMAINS
In addition to the categorization with the research type facets,
the considered ontology domains are analyzed. Fig. 12 illus-
trates a tag cloud5 based on the keywords of the screened

5Created with http://tagcrowd.com/

TABLE 8. Conclusion Validity Threats Based on [33]

TABLE 9. Internal Validity Threats Based on [33]

publications created to visualize the most important terms
to consider when searching for comprehensive ontologies.
Conjunctions with keywords already used for conducting the
search (cf. Section III-B) were excluded. The most frequent
used keywords are systems, data, knowledge, information, and
modeling.

Fig. 13 illustrates which ontology domains are typically
considered together. Ontologies addressing an OT domain-
specific model typically also consider operations and quality,
security controls, safety functions, or risk treatment. Ontolo-
gies addressing operations and quality often consider OT
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FIGURE 9. Number authors per country (included number of publications: 207).

FIGURE 10. Distribution of citations of publications per year (included
number of publications: 207).

domain-specific model aspects but typically neglect the other
domains needed for a comprehensive ontology in OT. Haz-
ard identification ontologies tend to also take safety functions
and risk treatment into account. Threat identification ontolo-
gies often also address security controls. Ontologies focusing
on security controls typically also consider aspects of OT
domain-specific model, risk evaluation, and risk treatment.
Ontologies mainly dealing with safety functions often also
consider OT domain-specific model and risk treatment as-
pects. Risk evaluation is often viewed together with risk
treatment, security controls, and OT domain-specific model
characteristics. Risk treatment tends to be combined with se-
curity controls, OT domain-specific model aspects, and risk
evaluation.

In addition, it was analyzed which standards are addressed
by the screened publications, as Fig. 14 illustrates. The major-
ity of addressed standards were the ISO 27000 family [38]
considering general information security requirements, IEC
61499 [39] defining a generic architecture of distributed

TABLE 10. Construct Validity Threats Based on [33]

systems, IEC 61508 [15] a general functional safety stan-
dard, NIST 800-53 [20] focusing on OT security, ISO/IEC
20005 [40] considering collaborative information processing
in intelligent sensor networks, and IEC 61512 [16] defining
a reference model for batch production records. Furthermore,
Fig. 14 shows that recent trends in digitization, for instance
RAMI4.0 (published in standard DIN SPEC 91345 [18]), the
usage and application of AAS (published in standard IEC
63278 [17]), or the NAMUR Open architecture concept (pub-
lished in standard [22]) are only considered by a minority of
the screened publications.
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FIGURE 11. Amount of publications per year according to the type facet classification (included number of publications: 207).

TABLE 11. External Validity Threats Based on [33], [41]

F. RESULT SET
Table 12 in Appendix A lists the results of the screened papers
w.r.t. the matching type facet and its domains according to
Fig. 1 addressed as requirements to be included in this study,
namely,

1) R1: OT domain-specific model;
2) R2: Operations and quality;
3) R3: Hazard identification;

FIGURE 12. Tag cloud of most important terms (included number of
publications: 207).

4) R4: Threat identification;
5) R5: Safety functions and requirements;
6) R6: Security controls and requirements;
7) R7: Risk evaluations and prioritization;
8) R8: Risk treatment.
The full dataset used in these SMSes is publicly available

online.

V. EVALUATION
Ontologies in the category of evaluation research (see
Table II) were conceptually analyzed. Some ontologies cover
multiple relevant domains of this study in a generic, system-
agnostic manner. Others tend to focus either on security or
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FIGURE 13. Distribution of addressing ontology domains (included number of publications: 207).

FIGURE 14. Distribution of addressing ontologies addressing applicable standards based on [13] (included number of publications: 207).

safety aspects within the OT systems, but not both. When
these requirements are addressed in isolation, risk evaluation
and treatment are constrained to either safety or security, due
to the narrow scope of the corresponding ontology.

Each requirement addressed by the ontologies may be con-
sidered in varying depths of detail. For instance, virtualization

layers used by hypervisors or containerized environments are
often not represented in some ontologies, despite this infor-
mation being crucial for identifying potential threats based
on such technologies. This omission is significant as attackers
might exploit techniques to compromise other virtualized sys-
tems running on the same hypervisor or the hypervisor itself.
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In addition, some ontologies do not support application
software [e.g., file transfer protocol (FTP) servers], includ-
ing their versions, which means that vulnerabilities may not
be modeled with the provided software classes. Ontologies
that focus on security threat identification tend to overlook
industrial communication systems such as control networks
or machine to machine (M2M) communication not based on
Internet Protocol (IP), as well as firmware used by embedded
OT devices. Therefore, these ontologies cannot include these
aspects in the proposed threat identification.

This study revealed that while ontologies addressing pro-
cess hazards are available, those specifically considering
safety for machinery are not yet accessible. Security attacks
that lead to violations of quality requirements, resulting in sig-
nificant financial losses due to valid but inefficient production,
may remain undetected by the analyzed ontologies.

The following four types of threats to validity [41] were
considered to evaluate the quality of the results:

1) Conclusion validity;
2) Internal validity;
3) Construct validity;
4) External validity.

A. CONCLUSION VALIDITY
Conclusion validity [41] as outlined in Table VIII, pertains to
the potential challenges in drawing accurate conclusions or
ensuring the replicability of a study. It emphasizes the impor-
tance of deriving correct conclusions based on the alignment
between the study’s design and the outcomes of the analysis.

To address subjective measures, the publications were cate-
gorized from the result set based on the classification detailed
in Table II based on [33]. Each categorization was thoroughly
discussed beforehand, with careful consideration given to
edge cases. All authors were engaged in detailed examina-
tion and deliberation to arrive at well-reasoned classifications.
Tie-breakers were unnecessary for this study, but had they
arisen, the perspective of the most experienced author in the
corresponding domain would have been deferred to.

To mitigate the threat to conclusion validity arising from
low statistical power, the search was broadened across various
digital libraries referred to as key electronic databases [36]
to compile a comprehensive selection of publications. This
approach aimed to reduce the risk of obtaining insufficient
data. While comparing with a sampling method such as that
discussed in [42] could have been pertinent, it fell beyond the
scope of our study, which focused on different aspects.

In order to counter publication bias, multiple databases
were utilized with diverse scopes. This strategy ensures that
even if a publication might be missed by one database associ-
ated with a particular venue, it could still be found in another
venue indexed by a different database.

B. INTERNAL VALIDITY
Threats outlined in this category [41] propose a causal con-
nection, such as concealed variables or incidental correlations,
respectively. Consequently, the objective of mitigating these

threats is to guarantee that the methodologies employed in the
study genuinely influence its outcomes. Table IX lists internal
validity threats in the context of this SMSes.

This SMSes addresses threats within this category by ex-
ploring alternatives to prevent overly rigid constraints. For
instance, diverse keywords reflecting the scope of mapping
were utilized in the search procedure, a defined publication
time frame was taken into account, and three prominent digital
libraries were selected.

C. CONSTRUCT VALIDITY
Construct validity [33] considers the relation between obser-
vation and theory. Threats of this category deal with issues
potentially arising during research design. Therefore, the used
concept has to be verified. Table X lists construct validity
threats and how those were mitigated in this study.

D. EXTERNAL VALIDITY
This threat categorization [33], [41] concerns possible gen-
eralization, thus if results of this study may also be applied
outside of the scope of this SMSes. Table XI lists possible
external validity threats.

The goals of this SMSes do not include generalization.
Considering the scope of this study (e.g., keywords, pub-
lication period) this SMSes’s goal is to get as close to
completeness as possible since no thorough literature survey
can ever be fully complete.

VI. CONCLUSION
This systematic mapping study analyzes comprehensive on-
tologies considering safety, security, and operation require-
ments in OT. Fig. 1 illustrates the domains that need to be
considered to gain the necessary holistic view of OT systems
that risk managers need to make accurate decisions. The re-
sults of this review show that each ontology analyzed focused
on specific domains, but none modeled the holistic scope and
the relationships between these domains. Thus, the full scope
of a risk or site manager to be responsible or accountable for
the operation of a dedicated OT system is not yet addressed
by the state-of-the-art ontologies in the literature.

Research direction 1: Integrated view of security, safety,
and product/process requirements.

The results of this study demonstrate, that there are numer-
ous interdisciplinary ontologies existing already, that provide
a combined view of some domains needed for a holistic view
(cf. Fig. 13). However, while some domains are often viewed
together such as OT domain-specific models with operations
and quality requirements, there are also sets of domains tend
to be viewed isolated frequently, for instance, risk evaluation
with hazard identification and threat identification. Therefore,
further investigation should be executed to provide risk man-
agers of OT systems a holistic view of safety, security, and
operation and quality requirements.

Research direction 2: Identifying and addressing interde-
pendencies between requirements.
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Ontologies that offer an integrated view of security, safety,
and product or process requirements may be able to iden-
tify interdependencies between these requirements [4], [5]. In
contrast, when isolated viewed, a safety-relevant emergency
stop function has to be accessible at all times to fulfill the
standard ISO 13850 [28]. In terms of security, the very same
function would have to be only accessible by authenticated
and authorized users to fulfill the least-privilege principle re-
quired by numerous security standards, e.g., IEC 62443 [29].

Such identified conflicts between different requirements [5]
have to be addressed by providing compensating controls or
measures considering the remaining domains, their properties,
and their relations. For example, instead of encryption ad-
ditional physical security layers, network segmentation, and
whitelisting of hosts (e.g., based on their MAC or IP address)
could address this issue without neglecting operations and
safety requirements but still improve the security level of the
overall OT system.

Fig. 13 illustrated that only a small subset of the analyzed
publications provide the combined view of security controls
and hazard identification or safety functions to be able to iden-
tify such conflicts between safety and security requirements.
This indicates that potential conflicting requirements tend to
be not addressed accordingly.

Research direction 3: Integrated risk management based on
an integrated view.

In the industry, stakeholders are forced to make inter-
disciplinary decisions [4]. Without proper knowledge or
information about the domains required for a holistic view
(cf. Fig. 13), these decisions may be not optimal leading to
impacts on product quality or increased severity of threats,
or increased probability of hazards, respectively, to occur.
Therefore, risk evaluation and risk treatment methodologies
or schemes are needed that prioritize identified derivations of
security, safety, or operation and quality requirements based
on a holistic view.

Research direction 4: Deeper analysis of the publications
for further research questions.

The results of this systematic mapping study also pro-
vided preliminary insights into the depth ontologies that
address the domains according to Fig. 13. For, example, [43]
considers threat identification and security controls, it does
not support the modeling of application software such as
FTP, domain name system (DNS), simple mail transfer pro-
tocol (SMTP), or remote desktop protocol (RDP) servers,
respectively. Thus, attacks exploiting application software
may not be addressed when using this ontology. On the
other hand, [43] uses standardized security taxonomies, such
as structured threat information expression (STIX), com-
mon weakness enumeration (CWE), common vulnerabilities
and exposures (CVE), common vulnerability scoring system
(CVSS), and common attack pattern enumeration and clas-
sification (CAPEC) to represent security controls in a wide
accepted and applicable manner, increasing its compatibility
with other security-related models. This result indicates that
the communication technologies of different OT components

that comprise the OT system, their vulnerabilities against
cyber-attacks, and possible safety consequences should also
be considered when developing a comprehensive ontology.
This includes wireless and wired industry 4.0-compliant
communication technologies, for instance, OPC unified ar-
chitecture (OPC UA), message queuing telemetry transport
(MQTT), and hypertext transfer protocol (HTTP).

APPENDIX A
RESULTS

TABLE 12. Result Set of This SMSes (Included Number of Publications:
207)
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