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ABSTRACT Radio Frequency Identification (RFID) promotes the fundamental tracking procedure of the
Internet of Things (IoT) network due to its autonomous data collection as well as transfer incurring low costs.
To overcome the insecure exchange of tracking data and to prevent unauthorized access, parallel dependency
RFID grouping-proof protocol is applied by the reader to authenticate tags simultaneously. However, con-
ventional grouping-proof authentication schemes are not sufficient for the memory constraint RFID tags due
to the recurrent utilization of a 128-bit PRNG (Pseudo Random Number Generator) function. Alternatively,
the existing parallel-dependency grouping-proof schemes are not able to overcome numerous limitations
regarding session establishment, efficient key management, and multicast message communication within
the specified group. In this research, a lightweight, secure, and efficient communication protocol is proposed
to overcome the aforementioned limitations using Elliptic Curve Cryptography (ECC) and Zero-Knowledge
property to establish a session key among the participated tags, reader, and remote server. The proposed
scheme can work in offline mode. The proposed ECC-based parallel dependency grouping-proof scheme is
referred to as ECC-PDGPP which abides by the rules of the EPC class-1 gen-2 (C1 G2) standard of RFID
tags. Finally, the proposed protocol is analyzed using a formal random oracle model and simulated using a
well-known AVISPA simulation tool that shows the proposed scheme is well protected against all potential
security threats.

INDEX TERMS Elliptic curve discrete logarithm problem (ECDLP), Internet of Things (IoT), pseudo
random number generator (PRNG), radio frequency identification (RFID).

I. INTRODUCTION
IoT, Grouping-proof and Zero-Knowledge Protocol: IoT net-
work is considered as an infrastructure where small nodes
with limited communication capabilities are connected via
communicating network [1], [2] to execute common goals

[2], [3], [4] that contain connected a range of smart ob-
jects or things like –actuators, tiny microprocessors, RFID
tags, sensors, power sources, communication devices, etc.
Moreover, using various communication protocols, IoT has
self–configuring ability and dynamic infrastructure [1], [2],
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[3], [4]. Generally, its infrastructure utilizes five layers of pro-
tocol - i) at the physical level- IEEE 802.15.4 protocol is used,
ii) at the adaptation level - IPv6 over Low power Wireless
Personal Area Networks (6LoWPAN) protocol is used [2],
[5], [6], [7], iii) at the network level- ROLL and RPL are uti-
lized and iv) at the application level –MQTT, XMPP, AMQP,
and CoAP are exercised [8]. An IoT object communicates
with each other through wired or wireless connection (Wi-Fi,
Low Energy Network like Bluetooth, connectivity using In-
tranet or Internet, communication using mobile phones, IEEE
802.15.4, etc.) [1], [2], [5], [6], [7], [8]. In IoT, RFID is used
to identify the object [3], [8] as a unique addressing scheme
that contains three key components: (i) tag, (ii) reader as well
as (iii) backend applications [4], [8]. Tags are usually affixed
with client-side (generally with things/objects) to accumu-
late different information about identification, manufacturing
location, etc. The Reader is responsible for broadcasting mes-
sages between the backend application and the tag. Backend
applications also can compute several events to afford a vari-
ety of services for both readers and tags [3], [4], [8]. Security
and privacy of RFID tags can be segregated into two different
groups: i) software solution and ii) hardware solution [9], [10],
[12]. A Software solution is derived from mutual authentica-
tion substituting communication messages among entities and
devoid of using the hash function. A Hardware solution is de-
rived from some process or control used in integrated circuits
like - blocking or killing of tags. But most software solution
generally utilizes several hash functions (such as SHA-1 and
MD4) to carry out their message integrity and access control
mechanism. However, due to limited computational resources
and wireless medium, authentication, as well as security limi-
tations between reader and tag still exist for low-cost tags [3],
[9], [12]. Hence, authorization of identity is required using a
dynamic authentication process for each object/tag to track the
object since they move between readers [10], [13]. So existing
protocols, did not address non-repudiation, un-cloneability
issues and injection of fake objects [10], [14], [15], [16], [17],
[18], [19], [20].

In the initialization phase of the grouping-proof schemes,
the verifier or server inserts the secret information into the
reader and participating tags. In the later phases, the server
does not remain connected to either the reader or the partici-
pating tags in the grouping-proof protocol; that means in the
construction phase, only offline communication is executed
among the reader and participating tags within the group and
the reader decides which tag or the group of tags will partici-
pate in the group within specific time range or session. Next,
the reader contracts the group with the group-related secret
information in the presence of the group of tags. Further,
the reader sends the proof to the server for verification. The
server constructs the proof with the stored secret parameters
and validates the grouping-proof information received from
the reader for further communication. In parallel dependency
grouping-proof protocol, the reader transmits the messages
to all the participating tags in the group at the construc-
tion phase. In the present situation, either Zero-Knowledge

Protocol (ZKP) or Tiny ZKP is used to protect the privacy of
the grouping-proof property. ZKP is a procedure by which a
tag or group of tags participate in the group and convince the
verifier or server regarding their presence without revealing
their identities or tracking information to the reader or the
attacker. Generally, the server sends a secret value to the tag
during the initialization phase and based on the secret value,
the challenge value is calculated by the tag. The tag generates
a random value (rt) and depending on the challenge value, the
tag either transmits the square (rt

2mod p) or pseudo square{w.
(rt

2mod p)} to the reader where w is a secret value shared by
the server to the tag along with the secret value. The veri-
fier/server separates the square from the pseudo square using
the prime factor modulus p from the proof sent by the reader.

II. RELATED WORKS
This section discusses some existing and related schemes for a
group of tags using yoking-proofs, Zero Knowledge Protocol
(ZKP) schemes, general grouping-proof schemes, and encryp-
tion mechanisms, and grouping proof schemes with proper
tracking with anonymous identities.

Discussion regarding the Yoking-proofs scheme: The
Yoking-proofs scheme, introduced by Juels [1], is the fore-
most protocol for demonstrating group membership. It entails
only two tags. The protocol proves that any pair of tags
can be scrutinized concurrently. However, any adversary can
intercept the credentials/identifiers, at least by simply eaves-
dropping on the channel between the reader and tags, and can
hamper the privacy of the RFID system. Hence, the protocol
failed to defend against privacy leakage. Saito and Sakurai
[2] and Burmester et al. [6] cryptanalyzed the Yoking-proof
protocol and found that it is prone to replay attacks, tag imper-
sonation attacks, and unable to resist joining any unauthorized
tags to the network. Additionally, the protocol is vulnerable to
interleaving attacks [2].

Discussion regarding the ZKP scheme: In 2013, Ma et al.
[11] introduced a tiny ZKP that is used for the wireless net-
work using different actuators and sensors. The tiny ZKP
is used for authentication purposes and to authenticate the
identity of the sensor node by the verifier. This proposal is
segregated into two different processes – a) the registration
phase and b) the authentication phase.

Discussion regarding the grouping proof schemes: In 2015,
Sundaresan et al. [12], [13] considered several typical require-
ments for any grouping-proof protocol to propose a secure
grouping-proof protocol for the EPC C1 G2 tags. It utilizes
serial signature mode to collect the grouping proof evidence
from each tag, which degrades its efficiency. However, the
protocol is unable to withstand a DoS attack. Additionally,
a reader is authorized to complete the grouping proof only
after it is authenticated. When there are only some un-trusted
readers near the verifier, then they cannot be authorized to
complete a grouping-proof [15]. Furthermore, Rostampour
et al. [14] proposed a novel scalable grouping-proof scheme
using a 64-bit PRNG function, which is specially used for
low-powered systems. This scheme contains three steps -a)
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registration phase, b) authentication phase, and c) server val-
idation phase. However, this scheme fails to provide proper
threat resistance during communication and is susceptible to
server forgery attacks [14], [15].

In 2016, Huang and Mu [18] introduced a grouping-proof
protocol using a new methodology of key allocation. The
protocol only utilizes lightweight functions to reduce the
computing overheads of the low-resourced tags. However,
the protocol renewed the secret key of tags twice for each
grouping-proof period and the tag is unable to authenticate
the reader since their secret keys are different. Hence, the
de-synchronization attack persists and it fails to resist the DoS
attack. Moreover, the protocol suffers from reader imperson-
ation attacks and tracing attacks and becomes unsuccessful in
preserving the privacy of the tags [15], [18].

Shen et al. [19] adopted simple bitwise operations in their
practical grouping-proof protocol. However, the protocol also
used serial signature which requires increased time for col-
lecting grouping-proof evidence. Otherwise, an adversary can
deduce the group’s key and the tag’s sequence number by
eavesdropping the sessions. Hence, the protocol does not pre-
serve both the privacy of the system and forward security.

Hong-yan [20] analyzed the ECC-based grouping-proof
protocol proposed by Batina et al. [21] and discovered that it
does not preserve forward security and suffers from scalabil-
ity issues for grouping-proof applications between two tags.
Hence, it is not appropriate for multiple tags.

Sun and Mu [22] analyzed the protocol proposed by Liu
et al. [23] and found that it is vulnerable to replay attacks,
forgery attacks, tracking attacks, and denial of service attacks.
Additionally, in the protocol, the adversary can successfully
compromise all secrets of tags and readers and further imper-
sonate an authorized reader or a legal tag.

Zhang et al. [24] proposed a scalable grouping-proof proto-
col using a pruning query tree to reduce the collision between
tags considering that the reader is trusted. The protocol suffers
from de-synchronization attacks as the secret key updating
problem among the tags and the reader. It is also unable to
resist DoS attacks [15], [24].

Discussion regarding the grouping proof schemes with au-
thentication and encryption mechanisms: In 2019 and later
in 2020, Cherneva and Trahan, projected a Serial Depen-
dency Grouping-proof Protocol (SDGPP) based on earlier
SDZ protocol [25], [26] controlling the period of communi-
cating messages between reader and tag. Further, it expands
the privacy policies and security limitations of the SDZ pro-
tocol. Alternatively, SDGPP diminishes protection breaches,
gets rid of third-party servers, and segregates the proof from
the compromised tag. It also minimizes destructive attacks of
the relevant tag. It preserves a special time interval called
“settling” of tags to direct the time extent of the protocol.
However, the protocol suffers from a de-synchronization at-
tack.

Another scheme “Parallel Dependency Grouping-proof
Protocol,” was proposed by Cherneva and Trahan [27] in
2020, an effort to parallel broadcast the nature where the

reader transmits and initiates the communication sending
messages to group tags. All tags simultaneously receive
messages, validate and compute the same then transmit the
messages consecutively derived from the time slot window
generated using the SDGPP scheme to reduce the overlapping
[16], [27].

In 2021, Sahu and Pattniak [28], proposed an n-party
grouping-proof scheme for secure communication and au-
thentication between tags and readers to mitigate com-
promised tag attacks. However, this scheme faces issues
regarding high computation costs and improper encryp-
tion/decryption mechanisms.

In June 2022, Safkhani et al. [29] proposed a general-
ized, secure, and lightweight mutual authentication protocol
using a message authentication code (MAC) for RFID tags
to mitigate the reply and de-synchronization attacks for the
tags that participated in a group. However, this scheme can-
not be applicable in real-time schemes for tracking of RFID
tags participated in a group due to high communication
overhead.

In 2022, Li et al. [30] proposed a scheme for tracking RFID
tags within or across groups while ensuring secure communi-
cation with readers. This method improved the functionality
and reduced storage demands of traditional grouping-proof
mechanisms. However, the scheme is limited by its high
communication and computational demands, making it less
suitable for lightweight applications, and has concerns regard-
ing anonymity.

Discussion regarding the grouping proof scheme with
anonymous identity: In 2023, Gong et al. [31] proposed a
cross-domain mutual authentication and tracking scheme us-
ing anonymous identity and key negotiation mechanisms for
RFID tags used in IoT networks. This scheme considers vari-
ous security limitations, and security performance is analyzed
using a random oracle model. However, the proper encryption/
decryption scheme is still lagging for messages communi-
cated in different steps.

Recently, in 2024, Cao et al. [64] introduced a novel
lightweight RFID authentication protocol based on an im-
proved hash function, addressing vulnerabilities to replay and
asynchronous attacks. It focuses on enhancing security and
computational efficiency for RFID tags in decentralized envi-
ronments. However, this scheme narrowly focused on RFID
tags, potentially limiting broader applicability.

A motivation and contribution of the research work: From
the above discussion, it is summarized that many grouping-
proof schemes are mostly connecting a group of tags rather
than multiple tag groups. Sometimes, it contains only two
tags. Often, it is observed that the grouping-proof scheme fails
to be initialized when some untrusted readers are present near
a server. Some of the grouping-proof schemes adopt serial sig-
nature mode to collect grouping-proof evidence, which limits
the effectiveness of those schemes. Some grouping-proof
schemes cannot provide forward security and are vulnerable
to privacy leakage attacks [24], [32], [44], [49], [50], [56],
[57], [58], [59], [60], [61], [62], [63]. The aforementioned
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limitations motivate us to design an ECC-based grouping-
proof scheme for secure IoT communication with anonymous
identities and the ZKP scheme.

The major contributions of the proposed scheme are sum-
marized below:

1) This scheme introduces a lightweight grouping-proof
application based on Elliptic Curve Cryptography
(ECC). This scheme involves a reader and multiple
groups of tags, taking into account the possibility that
the reader may be trusted or untrusted. The preliminary
objective is to establish mutual authentication among
various network participants, including the server, the
reader, and the group of tags. This novel ECC-based
grouping-proof scheme, projected for parallel depen-
dency, is denoted as ECC-PDGPP.

2) In this scheme, the reliability and privacy of the
sent message are ensured by employing unidirectional,
efficient hash functions and establishing secure ses-
sion keys based on the Elliptic Curve Diffie-Hellman
(ECDH) among the reader and the group of tags.

3) Both the Zero-Knowledge protocol and ECC-based dis-
crete logarithmic problem are utilized to provide the
required security for establishing offline communica-
tion.

4) ECC-PDGPP has been devised to withstand both active
and passive security threats, as well as various types
of attacks like man-in-the-middle and impersonation at-
tacks, etc.

5) The scheme preserves the property of forward secrecy
and is resilient to de-synchronization attacks.

6) A novel activate-sleep mechanism is proposed in this
scheme for managing tag activity during the grouping-
proof period to decrease the likelihood of collisions and
reduce the computational burden on tags. This method
involves activating tags relevant to the current opera-
tion while keeping all other tags in a sleeping state.
Consequently, when the reader interacts with the tags,
only the activated ones respond, leading to a significant
reduction in both computational workload and collision
probability for the tags.

Organization of the Article: The remaining part of this
article is organized as: Section II describes the background
studies of the previously established literature in this domain.
In Section III, a detailed discussion of the preliminaries is
given. Section IV explains the functional working procedures
of ECC-PDGPP. Section V demonstrates security analysis
using the Random Oracle Model and Section VI presents
the simulation results using AVISPA whereas Section VII
represents the performance analysis of the proposed scheme.
Finally, Section VIII, concludes the article.

III. PRELIMINARIES
In this section, the fundamental concepts of the functional
model, essential communication model, and threat model are
illustrated.

FIGURE 1. Functional model of RFID system.

FIGURE 2. Communication Model of ECC-PDGPP.

A. FUNCTIONAL MODEL OF RFID SYSTEM
This model is used to execute secure communication among
the reader, participating tags, and validating server [17], [60],
[61]. A secure group-oriented message communication is per-
formed with the help of a session key. This model includes the
following participated entities as represented in Fig. 1.

1) Participating Tags: They are registered and valid tags.
2) Reader: This is a registered and valid reader.
3) Validating Server: This server initializes various pa-

rameters to the tags and reader and validates the proof
before execution.

B. COMMUNICATION MODEL
Based on the functionality of the server during the grouping-

proof period, the schemes are classified into two diverse
modes: online and offline. The communication model is
shown in Fig. 2.

1) For online mode, the server is implicated to complete
the grouping-proof process. In offline mode, the server
can only send challenges to the reader and it does not
need to be present during the entire grouping-proof pe-
riod. The effectiveness of the offline mode is superior
to online mode. Consequently, grouping-proof schemes
might use offline mode.
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2) Based on the tag sequence for their signature, the
grouping-proof schemes are classified into two types:
serial mode and parallel mode. For serial mode, one
tag can commence its signature only after another tag
finishes its sign to generate its grouping-proof evidence.
For the other mode, all tags can finish their signatures si-
multaneously. Hence, the second mode is more efficient
than the first one.

C. THREAT MODEL
This model is generally considered in a situation where
message-based communication must be performed through
the insecure channel which is controlled by the adversary A
and the whole communication of the participating entities can
be compromised. To design this scheme, a standard threat
model - Dolav-Yao (DY) [42] is considered for this scheme.
On the other hand, Canetti and Krawczyk’s secure adversary
model [43], [59] is also used to mitigate the security issues of
the contributory session key.

It is presumed that the adversary has the following abilities
1) It can fully control the communication channel among

the reader, server, and tags. That means, the adversary
can eavesdrop, alter, delete, replay, delay, and change
any of the communicating messages during transmis-
sion.

2) It can transfer its messages to the reader (impersonating
a tag) and to tags (impersonating a reader).

3) It can endeavor to destroy grouping-proof evidence in
diverse ways, including generating proofs of any absent
tag or vice versa.

4) It can acquire secret data to track any specific tag of the
groups.

IV. THE PROPOSED SCHEME
There are mainly four main phases of the ECC-PDGPP
scheme- i) Set-Up Phase, ii) Node Initialization Phase, iii)
Grouping- proof Collection Phase, and iv) Verification Phase.
In the Node Initialization Phase, entities involved are the data
nodes that contain readers tags and server nodes in addition to
based on some common secret values, a secure session key is
generated based on the principle that each data node is within
the range of at least one server node for secure communication
within the group and maintain a greater aspect of scalability.
In the Grouping-proof collection phase, two protocols (Reader
and Tag Round I -Parallel and Reader and Tag Round II-
Parallel) are working independently and the server does not
connect to either reader or tags and an announcement is done
amid group tags and the reader in offline mode. The following
notations used in the ECC-PDGPP scheme are exhibited in
Table 1. The different phases are demonstrated below where U
→ V : M signifies that the sender U forwards M (message for
communication) to the receiver V and Step n is the respective
number of step (s) of the protocol.

The scheme considers that the reader is un-trusted and
required to collect grouping-proof evidence. When the
grouping-proof process is started, the reader and the tags

TABLE 1. Descriptions of Individual Notations

first initialize the process sending the initialization request
to the server/verifier [15], [19], [60], [63]. After receiving it,
the server sends a response to both the reader and the tags.
Then, the reader accumulates the coexistence evidence of the
group of those tags and transfers those evidence to the server
respectively. Finally, the server evaluates the authenticity of
the given evidence.

The protocol involves four individual steps: (i) a reader
initiates the grouping-proof process after sending the initial-
ization request, (ii) the server sets up a timestamp and sends
the blinded identifier of the group (for those tags) to the
reader, (iii) the reader accumulates grouping-proof evidence
and sends those evidence to the server and(iv) if it is not
timeout, the server completes the authentication procedure of
the tags and verifies the grouping-proof evidence.

A. SETUP PHASE
This phase involves the primary arrangement of the scheme
and the setup of necessary parameters essential for the next
phases by the participants. The procedure followed in this
phase is given below.
� The server considers an elliptic curve E/Fp over a prime

finite field Fp that satisfies the equation y2 = x3+ax+b
where (a, b, x, y) ∈ Fp and 4a3+27b2 �= 0 mod p. A point
P over E/Fp(a,b) is also selected as the generator along
with a sub-group Zp that is generated of large prime
order p.

� Next, the server chooses a one-direction hash function
h(.): {0,1}∗ → Zp

∗.
� The server selects its private key qs and generates its

public key using elliptic curve point multiplications as
QS =qs.P.
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FIGURE 3. Node initialization phase.

� Finally, the server affirms the {a, b, p, q, E/Fp, P, h(.),
QS} as public parameters.

� The tag selects its private key qt and generates its public
key using elliptic curve point multiplications as Qt=qt.P.

� The reader selects its private key qr and generates its
public key using elliptic curve point multiplications as
Qr=qr.P.

B. NODE INITIALIZATION PHASE
In the node initialization phase (shown in Fig. 3.), the entities
involved are the data nodes (which contain readers and tags)
and server node. It establishes a secure session key between
readers and tags.

In this regard, a registered tag performs the following oper-
ations in Step1.

Step1: T → S: Qt, EKts (TIDi||Rt||Ht)

� Selects a random number rt ∈ . Zp
∗and computes ran-

dom point Rt = rt..qt.QS = rt. qt.qs.P using ECPM.
� Computes symmetric key Kts between the tag and the

server Kts=qt.QS = qt..qs .P using ECPM.
� Computes Ht=h(Rt||Kts) for additional communication

among the server and reader using hash operations.
� Sends initialization request that contains {Qt, EKts

(TIDi|| Rt|| Ht)} to the server.
Following a similar procedure, a reader performs the oper-

ations as mentioned below in Step2.

Step2: R →S:Qr, EKrs ( RIDi||Rr||Hr)

� Selects a random number rr ∈ . Zp
∗and computes ran-

dom point Rr = rr.qr.QS = rr.qr.qs.P using ECPM.
� Computes symmetric key Krs between the reader and the

server Krs=qr.QS = qr. .qs..P
� Computes Hr=h(Rr||Krs) for additional communication

among the server and reader using hash operations.
� Sends initialization request that contains Qr, EKrs (RIDi||

Rr||Hr) to the server.

Step 3 & 4: S →T: EKts (GHi|| w.|| p|| rk||THi||Rt||Rr||IDg||
�T ) S →R: EKrs (GHi||RHi||Rt|| Rr|| Ji || rg || Kg|| Si||IDg||
�T )

The server/verifier pre-computes the information for the
protocol run for each group and stores the information in the
reader and also in each participating tag in the group.

Reader: As the reader broadcasts information to group tags,
the server stacks those values that are not specific to every tag
and initializes those values as per requirement:

Group specific: {GHi, rg, Kg, Si, IDg}
Independent of the group: {RHi, �T }
Group and run specific: {Rt ,Rr, Ji}
Tags: The server initializes each Tagi with the following val-

ues.
Group specific: {GHi, rk, IDg, w ,p }
Independent of the group: {THi �T }
Group and run specific: {Rt , Rr}

C. GROUPING-PROOF COLLECTION PHASE
During this phase, the server is not connected with either
tags or the reader, rather all tags are placed in a group in
an open state by the reader and the time for secure com-
munication of each frame is controlled by a time limit �T
that is initialized by the server in the initialization phase. For
secure communication, the reader needs to select a group of
valid RFID tags to generate the proof, where the reader can
automatically identify, track and monitor the objects attached
with tags globally in real-time. Since RFID is often seen as
a prerequisite for IoT communication, a standard is required
to be maintained. For this purpose, the recent standard EPC
C1G2 (Electronic Product Code Class 1 Generation 2) is
considered since this standard contains different layers that
define the communication between the reader as well as tags
and involves the Identification phase (anti-collision scheme)
and the Sense phase (sensor read scheme) related to secure
communication for memory limited tags. This phase is further
divided into two phases – Round I (Shown in Fig. 4.) and
Round II (Shown in Fig. 5.) as described below.

Round I Reader:

Step 1: R →T: ESK (Jir || IDgr || Sir || T1 )

In this step,
� A fresh pseudo-random number rgr is produced by the

reader and it is derived from the random number rg.
� Further, perform the XOR operation between rgr with the

initialized values to produce Jir, IDgr and Sir.
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FIGURE 4. Round I, grouping-proof collection phase.

FIGURE 5. Round II, Grouping-proof Collection Phase.

� Further, the reader records the current time T1. The
reader sends the content to all group tags after encrypting
with the session key - ESK (Jir || IDgr || Sir || T1).

Round I Tagi:

Step 2: T →R:ESK (KTi|| tai|| T2)

� In this round, Tagi first validates the reader, and checks
and confirms the integrity of all the messages sent by the
reader in addition to using the Zero-Knowledge protocol,
the tag computes its response.

� Tag records current time T2 and checks whether|T2-T1|≤
�T , if the validation becomes successful, then tag ex-
tracts Ji ,rg and GHi .

� Then tag validates the extracted GHi with the received
one and if the validation becomes successful, then Tagi
authenticates that the reader is authorized by the server
and confirms the integrity of the received messages.

� Later on, using XOR function among the GHi, rg and
THi, Tagi calculates the message Mi and using PRNG on
the tag secret rk, it calculates rT..

� After that, Tagi calculates the index using the modu-
lus operation on Mi using Zero-Knowledge proof p and

based on the index value, Tagi further concatenates ran-
dom squares and random pseudo squares to generate KTi

and using this value, calculates tai to enable the reader
to authenticate the Tagi and verify the integrity of the
messages and Tagi sends ESK (KTi|| tai|| T2) to reader.

Round II Reader:

Step3: R →T: ESK (Ri || rr2.|| T3)

� Reader decrypts the encrypted message and gets the val-
ues KTi, tai and T2, records current time T3 and validates
whether|T3-T2|≤ �T.

� Based on successful validation, a list valid1 will be ini-
tialized by the reader to store the valid messages of the
tag for Round I.

� Further using XOR operation between the tai and PRNG
(Ji || KTi ||IDg), the reader extracts GHi and validates the
extracted GHi with the previously stored one.

� If the validation is successful then the reader authen-
ticates the Tagi and confirms the integrity of all the
received messages and appends those values KTi and tai

to valid1andrepeats this process for all the group tags.
� Later, reader selects the random value rr2 and calculates

Ri using the XOR operation between the GHi and PRNG
(Ji || rr2. || rg||IDg). Finally, sends the encrypted message
ESK (Ri || rr2.|| T3) to tags.

Round II Tagi:

Step 4: T → R:ESK (Ti || rt2|| T4)

� Tag decrypts the encrypted message and gets the values
Ri, rr2, and T3, records current time T4 and validates
whether|T4-T3|≤ �T .

� Upon successful process validation, tag further extracts
the information of GHi using the XOR operation be-
tween the Ri and PRNG (Ji || rr2. || rg||IDg) and validates
the extracted GHi with the previously stored one.

� Later, the tag selects the random value rt2. and calculates
Ti using the XOR operation between the GHi and PRNG
(Si || rt2. || rg||IDg). Finally, sends the encrypted message
ESK (Ti || rt2|| T4) to the reader.

D. VERIFICATION PHASE
This phase is demonstrated in this subsection and in Fig. 6
using the following steps.

Step 1: R → S: EKrs ( PF|| Kg)

� The values Ti, rt2and T4 are decrypted by reader. Later
on, records current time T5 and validates whether|T5-
T4|≤ �T after decrypting the incoming messages.

� Later, the tag extracts the information of GHi using the
XOR operation between the Ti and PRNG (Si || rt2. ||
rg||IDg) and validates the extracted GHi with the previ-
ously stored one.

� If the validation becomes successful, then the reader
constructs the proof PF = {GHi, RHi, Kg, Ri ,Ti, Ji ,
Si.}, encrypts PF using Krs, and sends the proof using the
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FIGURE 6. Verification Phase.

encrypted message EKrs (PF|| Kg) to the server for further
validation.

Step 2: S → R: EKrs (GHi||RHi||CNF)

� Server decrypts the encrypted message and gets the proof
- GHi, RHi, Kg, valid1, Ri, Ti, Ji, and Si.

� Later, validate stored Ji with the received Ji as well
as stored Si with the received Si, and derived from the
validation, the server further identifies the reader using
GHi and RHi with the stored values.

� For all the GHi and RHi, the server further computes
alias identities tai of all the tags and compares all with
tai stored in valid1by the reader, confirms whether the
tag TIDi has participated under the group GHi, and
sends a confirmation message (CNF) to reader otherwise
discards the communication. The functionalities of this
phase are shown in Fig. 6 below.

V. SECURITY ANALYSIS
All the related security features as well as security attacks
are analyzed in this section to establish the robustness of
ECC-PDGPP. The subsequent paragraphs illustrate both for-
mal security analysis using Random Oracle Model as well as
informal security analysis using practical assumptions.

A. FORMAL SECURITY ANALYSIS USING RANDOM ORACLE
MODEL (ROM)
ROM was proposed by Phillip Rogaway, Bellare, and Mihir
in 1993 as a turning machine that works as a probabilistic
polynomial time (PPTTM) [33], [43] and is utilized to test the
security-related limitations of various authentication protocols
where a game is played between the adversary A and the
challenger C. A detailed description of the ROR model is
given in Appendix 1.

1) SECURITY PROOF
The verification of semantic security for the ECC-PDGPP
scheme is described in Theorem 1 using Real-or-Random
mode and described below:

Theorem 1: It is presumed that the adversary A runs an
e-Voting transaction against the ECC-PDGPP scheme at poly-
nomial time t to rupture the semantic security and acquire the
benefit in the ROM model. So, the advantage function of A is

illustrated below: AdvECC−PDGPP
ASKE (t ) ≤ q2

h
|Hash| + qsend

2l−1. |D|
+ 2AdvECC−PDGPP

ECDLP(t ).
Where qh ,qsend ,l , |Hash|, |D|, AdvECC−PDGPP

ECDLP(t )
represent the number of queries related to hash operations,
a number of queries related to sending operations, numbers
of bits required Zero-Knowledge proofs, range related in-
formation of one-way hash function h(.), size of uniformly
distributed directory for the password, in polynomial time t,
the advantage for breaking the ECDLP transaction by A.

Theorem 1 states that the advantage of breaking the seman-
tic security of ECC-PDGPP in polynomial time is negligible.
The adversary cannot guess the final round secret key from the
current secret key. So, s/he cannot reveal the previous sessions
and the grouping-proof scheme is forward-secure.

B. INFORMAL SECURITY ANALYSIS
In this segment, we exhibit the analysis of diverse features for
informal security of ECC-PDGPP using arithmetical practices
with the considerations of realistic hypotheses.

1) MAN-IN-THE-MIDDLE ATTACK:
Suppose a challenger Ã is surreptitiously listening to commu-
nication among the reader, tag and server,, intercepts initiation
messages containing Qt, EKts ( TIDi|| Rt || Ht)and Qr, EKrs

( RIDi|| Rr|| Hr)and intends to modify those messages such
a way that such messages look as if approaching from le-
gitimate participants but with the substituted values of Ht

or Hr of the adversary. Though, each participating entities
computes the contributory symmetric Kts=qs.Qt=qt.qs.P, and
Krs=qs.Qp=qp.qs.P using ECDH. Further, using the symmet-
ric keys, the server computes Ht= h(Rt|| Kts) and Hr= h(Rr||
Krs) and validates the retrieved Ht and Hr with the received
messages. Any unsuccessful validation leads to communica-
tion termination. Furthermore, if Ã attempts to extract the
random variable from Rt or Rr, it is impossible due to the
hardness of cracking ECDLP in polynomial time. Hence, the
ECC-PDGPP is strong against such Attacks.

2) DENIAL OF SERVICES ATTACK (DOS):
In the grouping-proof collection phase, both the reader and tag
sends their message within a specific time limit �T seconds
and three diverse attempts otherwise both the tag and readers
will be disabled for a specific time duration. A variable cnt
is initialized with an initial value of 0 and increased to 1
for every unsuccessful communication otherwise the commu-
nication is terminated. Every entity obtains no more than 3
endeavors to send their communication messages. Hence, an
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adversary Ã will not be able to make the services unavailable.
Thus ECC-PDGPP manages the DoS attack.

3) REPLAY ATTACK:
In grouping-proof collection phase of the ECC-PDGPP
scheme, the message ESK (Jir || IDgr || Sir || T1) is corre-
sponded by the registered reader to the legitimate tag. If Ã
obtains the message and tries to reply it in such a manner just
replacing the value of IDgr to IDgr

x as ESK (Jir || IDgr
x || Sir ||

T1). After obtaining such message, tag computes Ji =Jir�rgr

using XOR operation and further validates it with the received
one to validate any disparity that occurred with the obtained
Ji. In that case, the session will be terminated by the tag.
Alternatively, if the adversary Ã acquires the communicating
message and tries to reply to the tag just change the value of
current time T1 to T1

’ and forward the message ESK (Jir || IDgr

|| Sir || T1
’) to current tag. However, the device fingerprinting

DF=|T2-T1| ≤ �T will not be identical. Therefore, the tag
concludes the session. As the current timestamp is not only
communicated rather it is integrated as a part of the message.
Hence, this scheme withstands this attack.

4) USERS IMPERSONATION ATTACK:
Let us assume, a contender Ã to be a certified consumer of an
organization. Further, Ã imitates the broadcasted communica-
tion, re-conveys it, and operates as if a relevant customer. On
client side, the proposed scheme resists user impersonation
attacks in the following grounds:

1) During initialization, tag and reader send their hello
messages Qt, EKts (TIDi|| Rt || Ht) and Qr, EKrs (RIDi||
Rr|| Hr) respectively to the server. The messages contain
two different random nonce generated using random
variables. It is infeasible to generate the random val-
ues from the random nonce due to rigidity of ECDLP.
Alternatively, if the challenger Ã wants to substitute the
random information amid his own information but it can
be simply traced by the server during the verification
of message integrity using hash function (Ht and Hr).
Moreover, to extract any secret information (random
or hash random information), the Ã must rupture the
ECDH-based symmetric key EKts or EKrs since; all the
communicated messages are encrypted using the same.
However, as it is previously stated compromising sym-
metric keys is hard due to the strength of ECC. Hence,
message decryption is impossible.

2) Similarly, in the other case, tag sends the message
ESK (KTi|| tai|| T2) to the reader where tai= GHi�
PRNG (Ji || KTi ||IDg). If the challenger Ã wants to
amend any of the information such as IDg, Ji or KTi,
it is impossible as it is generated as concatenated values
using PNRG function, and each value are formed us-
ing ECC-based point multiplication or Zero-Knowledge
protocol. On the other hand, GHi is produced GHi=
h(IDg|| SV1) based on group ID and secret random value
SV1 selected by the server.. Hence, cracking the values
is impossible by the attacker. However, the overall mes-
sage is encrypted by session key SK which is not feasi-

ble to decrypt by the attacker as SK is calculated as SK=
qt..rt..Rr= qt..rt..rr..qr..qs.P containing private keys and
random values of the tag and reader respectively. Hence,
ECC-PDGPP proposal is competent to resist this attack.

5) SERVER-SIDE IMPERSONATION ATTACK:
In this attack, a challenger Ã impersonates like a server rec-
ognizing two messages EKts (GHi|| w. || p || rk ||THi|| Rt ||
Rr || IDg|| �T ) and EKrs (GHi|| RHi|| Si || Rt || Rr || Ji|| rg

|| Kg ||IDg|| �T )are transmitted by the server the tag and
reader correspondingly as like a response of the beginning de-
mand. In this regard, Ã has to decrypt the communication first
to obtain the information regarding secret keys and hashed
information using symmetric keys EKts and EKrs , random in-
formation and legitimate identities. But due to robustness of
ECC, it is very rigid to rapture such keys. So, it is impossible
to Ã to ascertain such confidential information. Alternatively,
in verification phase, the message EKrs (GHi||RHi||CNF) is
also forwarded by the server to reader where GHi= h(IDg

|| SV1) and RHi= h(RIDi || SV3). Thus, the messages are
encrypted with SK and worked out using ECDH scheme as
SK= qt.rt..rr.qr.qs.P where rt, an drp are the top secret random
information and qt, qr and qs are private keys. So, due to the
rigidity of ECC scheme, it is too much hard to compromise by
Ã. Therefore, ECC-PDGPP is very much resilient in opposi-
tion to server impersonation attack.

6) KNOWN SESSION SPECIFIC TEMPORARY ATTACK:
The session-generated key of ECC-PDGPP is worked out as
SK= qt.rt..rr.qr.qs.P where rt, and rp are the top secret random
information and qt, qr and qs are private keys. Although any
of the secret information such as rt, or rr are inadvertently dis-
closed to the challenger, due to the inadequacy of the private
keys, the session key cannot be successfully computed. So,
ECC-PDGPP is not vulnerable to this attack.

7) SESSION KEY COMPUTATION ATTACK:
To accomplish the information securely and swap over
the same amid reader server and tag. ECC-PDGPP is de-
signed in such a way that it preserves the secrecy of SK=
qt.rt..rr.qr.qs.P. This scheme utilizes ECDH-based session
keys and due to the rigidity of ECDLP the session key cannot
be compromised. Additionally, two random numbers (from
both the reader and tag) and three private keys (from reader,
tag and server), session key SK is computed. So, the chal-
lenger Ã may not able to compromise the rigid key in poly-
nomial time although any one of the secret parameters is un-
masked to Ã. Hence, ECC-PDGPP prevents this type of attack.

8) PERFECT FORWARD SECRECY
In ECC-PDGPP, if the keys EKts and EKrs are conciliated by the
adversary Ã, still cannot be able to compromise the session
key where SK=qt.rt..rr.qr.qs.P. Although the contestant Ã can
somehow become successful for decrypting such messages by
means of negotiated symmetric keys EKts as well as EKrs ,the
attacker still not be able to compute the session key due to the
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use of random numbers (rt. and rr) or secret private keys (qt,
qr and qs).

9) INFORMATION LEAKAGE:
Ã can deduce the messages as discussed earlier in initiation
protocol those are substituted in vulnerable channel. However,
all such messages are encrypted using symmetric keys EKts

and EKrs generated using ECDH. Moreover, the major marts
of used messages are generated using random values (Rt, Rr)
and ECDH scheme, hash random information (Ht, Hr), and
one-way hash function. So, an attacker cannot be able to
consume such diplomatic information from such messages.
Moreover, in the grouping-proof collection and validation
phase, all the messages are also encrypted using session key
SK= qt.rt..rr.qr.qs.P, generated using private keys (qt, qr, and
qs) and random information (rt,and rr). So, unfeasible to eval-
uate due to the robustness of ECDH.

10) UNTRACEABILITY:
Suppose, a condition is considered where an antagonist Ã
can infer the messages that enclose Qt, EKts (TIDi|| Rt ||
Ht)and Qr, EKrs ( RIDi|| Rr|| Hr)in a vulnerable channel.
As those communications are encrypted by the contributory
symmetric keysEKts and EKrs that generated using ECDH, so
the Ã can’t become successful in decrypting such commu-
nications. Alternatively, if the adversary somehow estimates
the random information (Rt or Rr), s/he cannot get the anony-
mous identities of the user as those values are computed using
ECDH-based point multiplication which is solid to counterfeit
in polynomial time. Moreover, from the messages ESK (KTi||
tai|| T2) where tai= GHi� PRNG (Ji || KTi ||IDg)ifÃ desires to
deduce the identity of the group IDg still the adversary has to
compute tai but it is a produced using random information and
the concatenated values of tai created using the pseudorandom
function PRNG (Ji || KTi ||IDg). Hence, ECC-PDGPP restricts
such property of un-traceability.

VI. SIMULATION
In this section, well-known AVISPA (Automated Verifications
for Internet Security Protocol as well as Application) is imple-
mented to simulate ECC-PDGPP to ensure that ECC-PDGPP
is protected against all relevant active and passive security at-
tacks. AVISPA is a role-based simulator tool and denotes that
every participant plays a specific role [44], [45], [48], [54],
[57], [58], [59] and supports a language called HLPSL (High-
Level Protocol for Specification Language). AVISPA mainly
executes on a specification called HLPSL that is decoded
into HLPSL2IF, a translator that uses a lower-level language
and an intermediate Format (IF) that is contrasted to HLPSL.
Using the AVISPA simulator, it is investigated for diverse
security goals are satisfied or violated based on the output
produced by different AVISPA backends either in SAFE or
UNSAFE mode. There are four back ends [44], [45], [48],
[54], [57], [58], [59] such as – (i) Attack Searcher founded on
Constraint Logic (CL-At Se), (ii) Model Checker using On the
Fly phrase (OFMC), (iii) Protocol for the Security Analysis

FIGURE 7. Result of AVISPA Simulation for Cl-At Se Backend.

FIGURE 8. Result of AVISPA Simulation for OFMC Backend.

methodology using Tree Automata (TA4SP) and (iv) Model
Checker using State of the Art methodology (SATMC). The
simulation result of the proposed scheme is depicted in Fig. 7
(Cl-AtSe backend) and Fig. 8 (OFMC backend) which show
that the proposed scheme is ‘SAFE’.

VII. PERFORMANCE ANALYSIS
Based on several metrics like communication overhead, com-
putation overhead, number of communication messages, and
storage overhead, the overall performance of ECC-PDGPP
in terms of the aforementioned metrics is considered in this
segment. The background system is accomplished using a
platform that contains Intel Pentium Dual CPU E2200, 2048
MB of RAM, 2.20 GHz processor, and Ubuntu 17.04.1 LTS
32-bit operating system. We have compared ECC-PDGPP to
evaluate the overall performance of this scheme with the zero-
knowledge grouping-proof scheme proposed by Sunderaresan
et al. [13], parallel dependency grouping-proof scheme by
Cherneva and Trahan [16], serial dependency grouping-proof
scheme proposed by Cherneva and Trahan [26] and recently
proposed schemes by Li et al. [30] and Gong et al. [31].

The computations of different cryptographic operations are
TECPM = 2.226 ms, TE/D(S) = 3.85 ms, Th= 0.0046 ms,
TECPA= 0.0288 ms, TEMod = 3.85 ms and TRan = 0.539 ms
where TECPM is execution time for multiplication of points
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TABLE 2. Comparison of Security Robustness

on elliptic curve, TE/D(S) is execution time for decryp-
tion/encryption using symmetric key, Th is the execution time
of hash operation, TECPA is the execution time of the point
addition of different points on elliptic curve, TEMod is the
execution time of the modular exponential/XOR operations,
TRan is the execution time of the selection of random numbers
[33], [44], [59].On the other hand, it can also be computed
based on the quantities of exchanged messages among the
communicating parties. ECC-PDGPP is more proficient about
computation, communication overhead and security robust-
ness than other accessible schemes. In ECC-PDGPP, different
entities are taken as number of bits for communication such
as time stamps (T1, T2, T3, T4, T5) are extracted as 32 bits,
identities of the communicating parties (TIDi, IDgand RIDi)
are considered as 64 bits, action performed for encryption
using contributory session or symmetric keys (SK ,Kts or Krs)
are regarded like 160 bits, random values (Rt, Rr and Ri) are
extracted as 128 bits [33], [34], [35], [36], [37], [38], [39] and
Pseudo Random Number Generators (PRNG) are regarded as
128 bits [40], [44], [59].

Based on the message communication, the overall bits
transmitted in ECC-PDGPP is 704 bits which is not more than
Sunderasan et al. scheme [13], parallel dependency grouping-
proof scheme by Cherneva and Trahan [16], serial dependency
grouping-proof scheme proposed by Cherneva and Trahan
[26] and recently proposed schemes by Li et al. [30] and Gong
et al. [31]. The comparison of security features, computation
overheads and communication overheads with other related
schemes are demonstrated in Tables 2–4 respectively. Table 2
shows that, unlike other schemes, the proposed scheme is
unsusceptible to all possible active security threats; Table 3
demonstrates the proposed scheme incurs the lowest com-
putation overhead (91.168 ms) compared to other schemes
and Table 4 shows that the communication overheads of our

TABLE 3. Comparison of Computation Overheads

TABLE 4. Comparison of Communication Overheads

scheme are 704 bits and 4 message which is under most con-
sidering the related schemes. Therefore, it can be concluded
that the scheme is anonymous, robust, and efficient.

VIII. CONCLUSION
A flexible ECC-based secure grouping-proof scheme among
the tag, reader, and cloud server is proposed for session
management in IoT nodes. ECC-PDGPP provides secure
data sharing among the tags, readers, and servers. On the
other hand, ECC-PDGPP also resists security breaches and
preserves a secure session for the participants of the IoT
network under the grouping-proof activities and key manage-
ment issues for resource-limited IoT devices. ECC-PDGPP
also provides resistance against relevant cryptographic attacks
since it utilizes a computationally hard ECDH algorithm.
Moreover, ECC-PDGPP is formally verified using a widely
recognized AVISPA simulator, Random Oracle Model, and
BAN logic, and found well secure against existing security
attacks. The performance analysis demonstrates the proposed
ECC-PDGPP is efficient for resource-constrained IoT devices
since it incurs low computation and communication over-
heads. Furthermore, our scheme also provides better solutions
for ubiquitous ECC-based grouping-proof applications of IoT
in compared to other relevant existing protocols.
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