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ABSTRACT The Smart Power Grid (SPG) is pivotal in orchestrating and managing demand response
in contemporary smart cities, leveraging the prowess of Information and Communication Technologies
(ICTs). Within the immersive SPG environment, the ubiquitous deployment of smart meters stands as a
testament to their paramount importance in the realm of vigilant monitoring and oversight. These smart
meters are installed on high-tension electricity lines and transmit information about electricity outages and
other issues to the utility center. To access services from utility centers, smart meters need to communicate
securely over a public channel, even though the network itself is insecure. However, potential attacks from
adversaries (Ad) can exploit this communication. Therefore, protecting this communication is of utmost
importance. Several privacy-preserving authentication protocols designed for SPG have been introduced
in the literature. Nevertheless, a significant number of these protocols exhibit vulnerabilities to diverse
security attacks. This article introduces a lightweight and anonymous authentication protocol specifically
designed to address these concerns in the SPG environment. Our protocol ensures both security and
efficiency, surpassing other comparable protocols in terms of its lightweight nature. By employing both
formal and informal analysis, we showcase the robustness of our protocol against significant attacks while
remaining lightweight. The proposed protocol provides added security features and incurs 23.8879% lower
computation cost than related protocols. Consequently, our protocol is highly suitable for implementation
in the SPG system.

INDEX TERMS Authentication, IoT, information security, smart power grids, physically unclonable
function (PUF).

I. INTRODUCTION

THIS recent advancements in Information and
Communication Technology (ICT) have propelled

SPGs to become a fundamental component of the Internet
of Things (IoT) [1]. SPG systems primarily encompass
intelligent appliances, smart homes, advanced metering
infrastructure, renewable energy-based vehicle-to-grid

systems, and intelligent buildings [2]. The traditional elec-
trical grid infrastructure is inadequate to accommodate the
evolving and increasing power requirements characteristic
of the 21st century. Efficient utilization of electrical grids
is crucial in the present times [3]. SPG introduces a
modern digitalized infrastructure that supersedes the outdated
framework of the conventional electrical grid [4]. While the
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traditional grid framework only allows for unidirectional
electricity flow from the grid to end users, SPG establishes a
bidirectional connection between smart meters (SMa) and
utility centers (UCb) [5]. Despite the benefits, its extensive
dependence on networking systems and communication
renders the SPG framework vulnerable to various attacks.
Numerous authentication protocols have recently been
proposed to tackle the privacy of SPG communications.
Mahmood et al. [6] introduced an authentication protocol for
SPG communication in 2018. However, their protocol fails to
ensure resistance against various security threats, including
insider, password guessing, and impersonation threats. In
2019, Li et al. [7] presented an efficient authentication
protocol by applying the Public Key Infrastructure (PKI).
Furthermore, Kumar et al. [8] presented a Demand Response
(DR) management authentication protocol for SPG in
2019. Nonetheless, the protocol of [8] does not resist
SPG device stolen attacks, Skey disclosure attacks, and
impersonation attacks. Furthermore, the protocol of [8]
cannot provide secure mutual authentication characteristics.
In 2020, Yu et al. [9] proposed a lightweight privacy-
preserving authenticated protocol for DR management in
the SPG environment. Yu et al. claimed that their protocol
protects against various security attacks. However, after
detailed observation, it is analyzed that the protocol of [9]
lacks mutual authentication and is prone to denial of
service (DOS) and replay threats. In 2020, Khan et al. [10]
presented a password-based anonymous key agreement
protocol using the hash method and ECC. In addition,
Khan et al. simulated their protocol using the AVISPA tool
to prove it is safe against side-channel and MITM threats.
In 2021, Srinivas et al. [11] presented a signature-based
authentication protocol for SPG systems. Moreover, it is
observed that the protocol of [11] fails to prevent various
attacks, including SMa, and SP impersonation attacks.
In 2021, Irshad et al. [12] introduced a DR management
mutual authentication protocol for SPG. They claimed that
the protocol of [9] is prone to replay and DOS threats.
In 2022, Taqi and Jalili [13] presented an authentication
protocol for SPG that ensures anonymity, yet it exhibits
susceptibility to de-synchronization attacks and involves
substantial communication overhead. This arises from the
necessity to update transmitted parameters during the
authentication stage. In 2023, Badar et al. [14] presented
a robust authentication protocol designed for secure home
domain networks. The paper leverages the non-destructive
physical systems of ECC and SMa to uphold identity
privacy and security. Later on, Lee et al. [15] introduced a
conserved data aggregation protocol for SPG. This protocol
encompasses a unique key pair and signature mechanism,
thereby enhancing the privacy safeguards for blockchain
applications within SPG, and Tomar et al. [16] introduced an
aggregate signature protocol devoid of certificates, leveraging
blockchain technology to ensure authentication and integrity
within the envisioned SPG framework. However, after
detailed observation, it is analyzed that the protocol

of [16] lacks mutual authentication. Table 1 depicts a short
description of different existing protocols along with their
cryptographic primitives, advantages, and disadvantages.
Consequently, our motivations and contributions to this
paper are explained in the subsections below.

A. MOTIVATION
The above literature review analysis revealed that various
designed protocols are not effectively preventing mutual
authentication and different security attacks, such as secu-
rity against MITM attacks and security against physical
and cloning attacks. Furthermore, many protocols incur a
significant computational cost, rendering them impractical
for entities with constrained resources. Moreover, studies
require consideration of the physical privacy and security
of SMa. Nevertheless, some related papers emphasize the
significance of the Physically Unclonable Function (PUF) in
SPG infrastructure.
This led us to the motivation of developing a new

lightweight authentication protocol that not only provides
mutual authentication but also addresses existing flaws.
Consequently, our contribution of this paper is defined in
the next subsection.

B. MAIN CONTRIBUTIONS
The primary contributions of our paper are outlined below:
• We proposed a lightweight anonymous authenticated
key agreement protocol for SPG environments using
lightweight cryptographic operations such as XOR,
concatenation operations, and hash functions.

• We implemented the PUF function in our proposed
protocol to enhance its robustness against physical
tampering and cloning attacks. The PUF function’s
inherent uniqueness, similar to the individuality of a
human fingerprint, prevents duplication.

• The informal analysis validates that our protocol encom-
passes robust security measures to withstand diverse
attacks.

• The comparison of security attributes shows that our
protocol is enhanced with more security attributes.

• The formal security analysis and validation are observed
using the Real or Random (ROR) model to evaluate the
security and privacy of our protocol.

• Additionally, a performance comparison reveals that
our protocol outperforms other comparative proto-
cols regarding communication and computation costs,
achieving efficiency improvements of 29.16% and
30.43%, respectively.

• The testbed experimentation and performance evalu-
ation results conclusively demonstrate our protocol’s
superior performance compared to several competing
protocols.

C. PAPER ORGANIZATION
The subsequent sections of this article are organized in
the following manner: Section II presents the cryptographic
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TABLE 1. Comparison summary of relevant authentication protocols.

preliminaries of this article. Section III provides the proposed
protocol. Sections IV and V presented our protocol’s security
analysis and performance comparison with comparative
protocols. Section VI provides the conclusion of this article.

II. PRELIMINARIES
In this section, we introduce the primitive notations, system
model, threat model, and design goals, respectively.

A. PRIMITIVE NOTATIONS
Within this section, all pertinent notations for the protocol
are detailed as presented in Table 2.

B. SYSTEM MODEL
In SPG system, communication occurs among three key
entities: SMa, UCb, and T RA. Fig. 1 illustrates the overall
communication architecture of SPG. At the lower level,
the architecture includes three distinct distribution networks:
Building Area Network (BAN), Home Area Network (HAN),
and Neighborhood Area Network (NAN).
Each DS is responsible for a single neighborhood, a

single NAN has numerous BANs, a single BAN has multiple
HANs, and n DSs are responsible for n neighborhoods.
Consequently, each DS possesses a single NAN, wherein
every NAN comprises K BANs, and each BAN consists
of m HANs. SMa authorizes the bidirectional connec-
tion between end users and electricity providers. SMa

possesses two interfaces: one serves as a gateway (GW)
for transmission purposes, while the other is designated
for electricity reading. SMa positioned at various points
in the classification are labeled as BANGW, HANGW,
and NANGW, respectively. Through these SMa or GW,

TABLE 2. Notations and their explanation.

consumers can verify their ongoing power consumption level
of electricity. They also can adjust their power consumption
level by running or shutting some devices [19]. This
distributed intelligence, and increased automation in SPG
gives its process better performance, stability, and security.

C. THREAT MODEL
We employed the Dolev-Yao (DY) threat model [20] to assess
our protocol’s security. According to this model, Ad can
execute the following:
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FIGURE 1. Smart Power Grid System.

• The communication network between SMa and UCb is
considered public, granting Ad complete access to the
messages transmitted through the open channel.

• Ad can inject, delete, edit, or eavesdrop on the original
messages via a public network.

• Ad can capture SMa and steal all stored content
through power analysis [21].

• Ad can perform various attacks like modification,
impersonation, MITM, replay attacks, etc.

We also adopt the Honest-But-Curious (HBC) threat
model as outlined in [22], viewing Cent UCb serving as
an honest but curious participant of the system. Under this
model, UCb is permitted to perform passive attacks, enabling
them to gather information about the locations of SMa

without interfering with their communications.

D. DESIGN GOALS
Within this subsection, we delve into the design objectives
that necessitate careful consideration throughout the devel-
opment of authentication protocols:

1) Smart Meter Impersonation Attack (1A): The protocol
must prevent unauthorized entities from impersonating
a legitimate SMa to ensure that only authenticated
devices can access the network and communicate with
UCb.

2) Utility Center Impersonation Attack (2A) The protocol
should ensure thatSMa can reliably authenticate UCb,
preventing attackers from impersonating UCb to gain
unauthorized access or disrupt services.

3) Man-in-the-Middle Attack (3A): The protocol must
safeguard against man-in-the-middle attacks, where
an adversary intercepts and potentially alters the
communication between SMa and UCb, ensuring data
integrity and confidentiality.

4) Mutual Authentication (4A): The designed protocol
should guarantee the key agreement process is success-
fully completed only by authorized SMa’s and UCb’s,
confirming their authentic identities. Upon mutual
authentication, authorized entities must establish a
shared Skey to facilitate subsequent communication
between them.

5) Smart Meter Anonymity and Untraceability (5A): The
protocol should protect the privacy of SMa by
ensuring that its identity remains anonymous and its
activities untraceable to prevent tracking and profiling
by unauthorized parties.

6) Physical and Cloning Attacks (6A): The protocol
must be resilient against physical attacks and cloning
attempts, ensuring that even if SMa is physically
tampered with or duplicated, the security and integrity
of the system remain uncompromised.

7) Forward Secrecy (7A): Our Protocol ensure that even if
a long-term key used in the protocol is compromised,
past communications remain secure and undecipher-
able. Implement forward secrecy to protect against
future compromises of keys.

8) Efficient Resource Utilization: Optimize the protocol to
minimize computational and communication overhead
for both SMa and UCb, ensuring efficient use of
resources such as bandwidth and processing power
without compromising security.

E. PHYSICAL UNCLONABLE FUNCTION
A Physical Unclonable Function (PUF) is a physical system
or structure that produces a unique and repeatable output
response to a given input challenge. PUFs leverage inherent
variations in physical properties, such as manufacturing
variations or environmental factors, to generate responses
that are difficult to predict or replicate. The response gen-
erated by a PUF is typically used for device authentication
and security applications, as each PUF instance exhibits
unique characteristics that can be exploited for cryptographic
purposes without the need for stored secrets.
The characteristics of a PUF are as follows:
• It provides a single response for each challenge.
• It quickly generates responses known as CRPs.
• It requires a large number of CRPs to defend against
modeling attacks.

• Changing each bit of the challenge results in at least a
50% change in the response.

• There is a limited range of methods to attack it.
In addition to these features, the PUF’s suitability for device
authentication is further enhanced by its unique properties,
including:
• Uniqueness: When different devices are given the same
challenge, the Hamming Distance of their responses
should be 50%.

• Reliability: Despite varying environmental conditions,
the same challenge produces the same response.

• Randomness: The response exhibits an equal probability
of 0s and 1s.

• Correctness: Each response is trustworthy.
• Bit aliasing: The response’s bit error rate is 50%.
• Uniformity: The distribution of 0s and 1s in the response
is random.

• Steadiness: The response’s bit error rate remains con-
sistent and stable over time.
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III. PROPOSED PROTOCOL
This section solicits our protocol for SPG systems. Through
our protocol, SMa can establish a symmetry key with UCb
to securely exchange real-time information about energy
usage while ensuring the privacy of users. The following are
the phases of our protocol:

1) System setup phase,
2) Smart meter registration phase,
3) Utility center registration phase,
4) Authentication and key agreement phase, and
5) Dynamic node update phase.

A. SYSTEM SETUP PHASE
In this process, T RA performs the subsequent steps to pick
the system variables:

Step 1: Initially, T RA selects a non-singular elliptic curve
Es(m, n) of the form y2 ← x3 +mx+ n (mod s)
over a prime (finite) field Zs← {0, 1, 2, . . . , s−
1} and base point (P).

Step 2: Next, T RA selects random secret t ∈ Z∗s as the
private key of the system and computes the public
key of the system as Tpub = t . P .

Step 3: Further, T RA chooses a cryptographic hash
method represented as h : {0, 1}∗ → {0, 1}l capa-
ble of accepting any arbitrary-length input string
and producing a predetermined range output as a
hash value.

B. UTILITY CENTER REGISTRATION PHASE
This subsection describes the registration process for each
UCb. In this phase, T RA uses Schnorr’s signature proto-
col [23] to generate the private keys. The subsequent process
are executed between UCb and T RA:

Step 1: At first, UCb selects a unique identity (IDUCb).
UCb then transmits its IDUCb to T RA through
a private network.

Step 2: On the arrival of IDUCb , T RA selects a shared
secret key (KUCb) for UCb and generates random
number tUCb ∈ Z∗s . Thereafter, T RA computes
TUCb ← tUCb .P . Moreover, T RA generates times-
tamp Tb and computes PIDUCb ← (IDUCb‖Tb),
MUCb ← tUCb + h(TUCb‖PIDUCb . t (mod s).
Finally, it keeps {PIDUCb ,MUCb , TUCb ,KUCb}
in T RA’s memory and transmits the
information {PIDUCb ,MUCb , TUCb ,KUCb}
to UCb via private channel. UCb receives
{PIDUCb,MUCb , TUCb,KUCb} and stores it in
its own memory.

C. SMART METER REGISTRATION PHASE
This subsection describes the registration process for every
SMa. T RA uses Schnorr’s signature protocol [23] to generate
the private keys. The subsequent process are executed between
SMa and T RA, which are given below:

Step 1: At first, SMa selects an identity (IDSMa). SMa

then transmits its IDSMa to T RA via private
channel.

Step 2: T RA receives IDSMa and computes tSMa ←
h(IDSMa‖KUCb), TSMa ← tSMa .P and
MSMa ← tSMa + h(TSMa‖IDSMa).t(mod
s). Next, T RA generates timestamp Ta
and further calculates PIDSMa ←
EKUCb (IDSMa‖Ta). Moreover, T RA pro-
duces Ch and then transmits the information
{PIDSMa ,MSMa , TSMa, Ch, tSMa , {PIDucb |(b =
1, 2, . . . , nUCb)}} to SMa via private channel.

Step 3: Upon receiving Ch, SMa calculates Rs ←
PUF(Ch) and keeps the receive information, i.e.,
{PIDSMa ,MSMa , TSMa, tSMa , {PIDUCb |(b =
1, 2,, . . . , nUCb)}} in its own memory. Next,
SMa sends {Rs} to T RA via private channel.

Step 4: On getting {Rs}, T RA keeps the receive
information, i.e., {PIDSMa ,MSMa , TSMa ,{PIDUCb |(b = 1, 2, . . . , nUCb)}} and (Ch,Rs)

against IDSMa in memory and encrypts it with
KUCb .

D. AUTHENTICATION AND KEY AGREEMENT PHASE
In Figure 2, we outline a secure authentication process
between SMa and UCb. It can be seen that SMa, possessing
its secret parameters, firstly constructs a login message
M1 containing M1 ← {PIDSMa ,Ga,Ha} and sends
it to UCb. Using its secret parameters, UCb verifies the
authenticity of Ha. If Ha is not authenticated, the pro-
cess aborts. Upon successful authentication, UCb constructs
Skey and a challenge message M2 containing M2 ←
{Rb,Wb,Yb,Zb, t2}, and sends it back to SMa. SMa then
verifies Wb. The process aborts if Wb is not authenticated.
Upon successful authentication of Wb, SMa constructs
Skey. Since the communication happens through a public
channel, this mutual authentication process ensures that both
parties, SMa and UCb, can securely communicate using
Skey. A detailed authentication procedure of our protocol is
illustrated in Fig. 3 while discussed below:

Step 1: Initially, SMa produces a random num-
ber rSMa ∈ Z∗s and generate timestamp
t1, and calculates Ga ← h(rSMa‖t1). P ,
Ha ← h(TUCb‖IDSMa‖TSMa‖Ga‖tSMa‖t1).
Next, SMa sends the request message M1 ←
{PIDSMa ,Ga,Ha, t1} to UCb via a public
channel.

Step 2: UCb receives the request messages and
verifies the validity of t1 verifying the
condition |t1 − tc| < �T ?. Then, UCb
computes (IDSMa‖Ta) ← DKUCb (PIDSMa),
tSMa ← h(IDSMa‖KUCb) and checks whether

Ha
?← h(TUCb‖IDSMa‖TSMa‖Ga‖tSMa‖t1) or

not. If it fails, UCb aborts the whole connection.
Otherwise, it reads (Ch,Rs) from memory against
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FIGURE 2. Data Flow of Authentication phase.

IDSMa , generates random number rUCb ∈
Z∗s and current timestamp t2. Thereafter, UCb
computes Rb← h(rUCb‖t2).P , Db←MUCb .Ga,
Wb ← h(Ga‖TUCb‖Db‖Rb‖t1‖t2), Fb ←
h(rUCb‖t2).(TSMa + h(TSMa‖IDSMa).Tpub).
Furthermore, UCb generates timestamp tnew3
and calculates Yb← h(IDSMa‖KUCb)⊕ tnew3 ,
PIDnew

SMa
← EKUCb (IDSMa‖tnew3 ),

Zb ← h(h(IDSMa‖KUCb)‖ tnew3 ) ⊕
(PIDnew

SMa
‖Ch). Finally, UCb establishes

Skey ← h(Fb‖Db‖IDSMa‖PIDUCb‖Rs‖tnew3 )

and transmits the response message M2 ←
{Rb,Wb,Yb,Zb, t2} to SMa via open channel.

Step 3: SMa receives the response message from
UCb and verifies the validity of timestamp
t2 through |t2 − tc| < �T ?. If authen-
tic, SMa proceeds to compute Da ←
h(rSMa‖t1).(TUCb+h(TUCb‖PIDUCb).Tpub) and
check whether Wb

?← h(Ga‖TUCb‖Db‖Rb‖t1‖t2)
or not. If it fails, SMa then aborts the
whole connection. Otherwise, SMa consid-
ers the response message to be non-tampered
and acknowledged from the genuine UCb.

Moreover, SMa calculates Fa ← MSMa .

Rb, tnew3 ← tSMa ⊕ Yb, (PIDnew
SMa
‖Ch) ←

h(tSMa‖tnew3 ) ⊕ Zb, Rs ← PUF(Ch) and
Skey ← h(Fa‖Da‖IDSMa‖PIDUCb‖Rs‖tnew3 ).
Lastly, UCb replaces PIDSMa with PIDnew

SMa
,

and establishes session key Skey. After successful
authentication, both SMa and UCb use the
established Skey for their secure connections in
the future.

E. DYNAMIC NODE UPDATE PHASE
Assume a new SMnew

a needs to be installed in the existing
system. The subsequent steps are executed between SMnew

a
and T RA:

Step 1: SMnew
a firstly generates its identity (IDnew

SMa
)

and then sent it to T RA via a private network.
Step 2: When the registration request is received,

T RA computes tnewSMa
← h(IDnew

SMa
‖KUCb),

T new
SMa

← tnewSMa
. P and Mnew

SMa
← tnewSMa

+
h(T new

SMa
‖IDnew

SMa
).t (mod s).

Step 3: T RA selects T new
a and further calcu-

lates PIDnew
SMa

← EKUCb (ID
new
SMa
‖T new

a ).
Next, T RA produce Cnewh and sends all
the information, i.e., {PIDnew

SMa
,Mnew

SMa
,

T new
SMa

, Cnewh , tnewSMa
, {PIDUCb | (b =

1, 2, . . . , nUCb)}} to SMnew
a through private

channel.
Step 4: After receiving the information, SMnew

a com-
putes Rnew

s ← PUF(Cnewh ) and stores all data
in memory for mutual authentication with UCb
when it is needed. Next, SMnew

a sends Rnew
s to

T RA via a private channel.
Step 5: Finally, T RA stores {PIDnew

SMa
,Mnew

SMa
,

T new
SMa

, {PIDUCb |(b = 1, 2, . . . , nUCb)}} and
(Cnewh ,Rnew

s ) against IDnew
SMa

in memory and
encrypts it with KUCb .

F. OBSERVING CONDITIONAL-PRIVACY
Our proposed protocol ensures conditional privacy by incor-
porating several key mechanisms that protect user identities
and usage data under specific conditions. First, we utilize
pseudo identities (PIDSMa and PIDUCb) and temporary
identities (PIDnew

SMa
) during the authentication process,

ensuring that real identities are never exposed during com-
munication. This approach prevents unauthorized tracking
and profiling of smart meter activities. Second, integrating
the Physical Unclonable Function (PUF) provides unique,
unclonable challenge-response pairs for each smart meter,
enhancing security against physical tampering and cloning
attacks. Additionally, all sensitive information, including
identities and session keys, is encrypted using symmetric
encryption (EKUCb ) and hashed (h(.)) before transmission.
This guarantees that the data remains confidential and secure
even if communications are intercepted. These measures
collectively ensure that our protocol maintains user privacy
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FIGURE 3. Authentication and Key Agreement Phase of Proposed Protocol.

and aligns with the necessary privacy requirements, thereby
enhancing the overall security and robustness of the SPG
system.

IV. SECURITY ANALYSIS
In this section, both formal and informal analysis are
discussed to showcase how our protocol effectively mitigates
various well-known attacks, as elaborated below:

A. FORMAL ANALYSIS
In this subsection, we describe the formal analysis of our
protocol by using the most extensively used mathematical
ROR model [24]. This model is used to evaluate the proposed
protocol’s security. The formal analysis based on [24] has
achieved prominence in examining for evaluating the privacy
and security of numerous key agreement protocols discussed
in the literature [25]. Under this model, the Ad associates
with the t-th instance �t of an executing participant, such as
(SMa or UCb). Ad has access to different queries required
for simulating a threat, which is illustrated in Table 3. In
the subsequent section, the elements of the ROR model are
discussed below

1) Entities: The associated entities in our protocol are
SMa or UCb. The instances of SMa and UCb,
such as t1 and t2, are denoted as �

t1
SMa

and �
t2
UCb ,

respectively. These instances are also referred to as
oracles

2) Accepted State: Consider the scenario where �t enters
an approved state after receiving the last legitimate
message. The session identification (Sid) of �t for the
going session is created after reorganizing the received
and sent messages by �t in a sequential way.

3) Partnering: �t1 and �t2 are partners among each other
when the subsequent conditions are fulfilled:
• Both instances �t1 and �t2 are in accepted states.
• Both instances �t1 and �t2 are mutual partners
among each other.

• Both instances share an identical Sid, and they
mutually authenticate.

4) Freshness: �
t1
SMa

or �
t2
UCb is known as fresh when

Skey among SMa and UCb is not revealed to Ad by
applying the Reveal(�t) query illustrated in Table 3.
The semantic security of our protocol (P) is explained
in Definition 1.
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TABLE 3. Different queries with their significance.

Definition 1: If ADVP
Ad

(polt) is the benefit of an Ad

operating within polynomial time (polt) in compromising
the secure semantic privacy and security of P to derive
Skey between SMa and UCb, ADVP

Ad
(polt) = |2.Pr[b′ =

b]−1|, where b represents the original bits and b′ represents
the guessed bits. Furthermore, the Elliptic Curve Decisional
Diffie-Hellman Problem (ECDDHP) and the one-way hash
method are explained in Definitions 2 and 3, respectively,
to examine the proposed protocol’s security.
Definition 2: A collision-resistant one-way hash method

is a deterministic function, such as h : {0, 1}∗ −→ {0, 1}l.
It operates by taking an input string x ∈ {0, 1}∗ of arbitrary
length and producing a fixed-size output, typically l bits, as
its hash value, denoted as h(x) ∈ {0, 1}l. Let Ad want to
identify a hash method. Then, the benefit of Ad in finding
the one-way hash collision is defined by ADVHashAd

(tr) =
Pr[(y1, y2) ←r Ad: y1 
= y2, h(y1) = h(y2)]. Here, Pr
denotes the chance of occurrence the random event RE , and
(y1, y2) ←r Ad indicates that pair is chosen at random by
Ad. Suppose an (η, tr) Ad attempts to breach the one-way
hash method h(.). This signifies that “Ad’s runtime is at
most tr with ADVHashAd

(tr) ≤ η′′.
Definition 3: Let P ∈ Es(m, n) be an elliptic curve

base/public point on the elliptic curve Es(m, n). Our protocol
defines a quadruple (P , u.P , v.P , w′.P), deciding whether
w′ = u.v or a uniform value. We demonstrate the semantic
strength of the proposed protocol in Theorem 1.
Theorem 1: Suppose an Ad is running in polt against P .

If qhash, |Hash| and ADVECDDHPAd
(polt) indicate the counts

of one-way hash queries, the hash method’s range space,
and Ad’s benefit in compromising ECDDHP in polt (refer

to Definition 3), respectively, then ADVP
Ad

(polt) ≤ q2
hash|Hash| +

2ADVECDDHPAd
(polt).

Proof: We have presented the analogous proof of this
theorem as done in other authentication protocols [25]. This
proof explains the four games Gamei where (i = 0, 1, 2, 3).
We define SUCGameiAd

as the scenario wherein Ad accurately
guesses all the random bits cm in Gamei, and also advantage
of Ad in successfully winning Gamei as ADVP

Ad,Gamei
=

Pr[SUCGameiAd
]. Further elaboration on these games is given

in the subsequent discussion:
• Game0: Typically, the initial game (Game0) is the same
as the protocol’s execution in the ROR model. Hence,
according to the semantic privacy of SPG explained in
Definition 1, we can conclude that

ADVP
Ad

(polt) = |2.ADVP
Ad,Game0

− 1| (1)

• Game1: The eavesdropping attack (EA) is established
in this Game1, enabling Ad to effortlessly capture all
transmitted messages M1 ← {PIDSMa ,Ga,Ha, t1}
and M2 ← {Rb,Wb,Yb,Zb, t2} during the exe-
cution of the authentication procedure by using
Execute query as discussed in Table 3. At last, Ad

can perform the queries Test and Reveal to verify
that the computed Skey between SMa and UCb is
authentic or a randomly generated secret. The authen-
ticated Skey is h(Fa‖Da‖IDSMa‖PIDUCb‖Rs‖tnew3 ),
h(Fb‖Db‖IDSMa‖PIDUCb‖Rs‖tnew3 ). It’s crucial to
emphasize that the security of Skey depends on both
temporal secrets, such as rSMa and rUCb as well as
long-term shared secrets MSMa and MUCb . It cannot
be recognized through eavesdropping on all messages
M1 and M2. It is not possible for Ad to determine
Skey without this information. In conclusion, EA does
not increase the probability of winning Game1. Hence,
both Game0 and Game1 become indistinguishable.
Therefore, we arrive at the following conclusion:

ADVP
Ad,Game1

= ADVP
Ad,Game0

(2)

• Game2: This game contains the simulation of one-way
hash queries. t1 and Ga are random in the com-
munication message M1 ← {PIDSMa ,Ga,Ha, t1}.
Similarly, in another communication message M2 ←
{Rb,Wb,Yb,Zb, t2} the components Rb, Wb, and t2,
are random because these contain current timestamps
and random numbers. So, no collision occurs when Ad

implements one-way hash queries. Both Game1 and
Game2 are practically identical, differing only in the
simulation of one-way hash queries within Game2, as
inferred from the implications of the birthday paradox.
So, we get

|ADVP
Ad,Game2

−ADVP
Ad,Game1

| ≤ q2
hash

2|Hash| (3)

• Game3: In this particular game, the Corrupt(SMa)

query has been performed. Consequently, owing
to the execution of this query, Ad gains
access to all the fetched information such as
PIDSMa,MSMa , TSMa , tSMa , {PIDUCb |(b =
1, 2, . . . , nUCb)} from the compromised SMa.
Moreover, Ad will have all the cap-
tured messages M1 and M2. To derive
Skey ← h(Fa‖Da‖IDSMa‖PIDUCb‖Rs‖tnew3 ) ←
h(Fb‖Db‖IDSMa‖PIDUCb‖Rs‖tnew3 ) ← Skey shared
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TABLE 4. Specifications of implementation devices.

between SMa and UCb. Ad needs to compute Fa(=
Fb) and Da(= Db). This situation results in the
computation of h(rSMa‖t1) and h(rUCb‖t2), which
is computationally costly owing to the complexity
of ECDDHP within a polt. As Game2 and Game3
are identical, except for the incorporation of the
Corrupt(SMa) query and ECDDHP, it consequently
follows that

|ADVP
Ad,Game3

−ADVP
Ad,Game2

| ≤ ADVP
Ad

(polt) (4)

Next, all of the related queries to the games mentioned
above are performed. Estimating the random bit cm only
remains after the Test and Reveal queries are executed.
So, we have

ADVP
Ad,Game3

= 1

2
(5)

Using equations (1), (2), and (5), we have the subse-
quent derivation:

1

2
.ADVP

Ad
(polt) = |ADVP

Ad,Game0
− 1

2
|

= |ADVP
Ad,Game1

−ADVP
Ad,Game3

|
≤ |ADVP

Ad,Game1
−ADVP

Ad,Game2
|

+|ADVP
Ad,Game2

−ADVP
Ad,Game3

| (6)

Furthermore, equations (3), (4), and (6) give the
subsequent conclusion:

1

2
.ADVP

Ad
(polt) ≤ q2

hash

2|Hash| +ADVP
Ad

(polt) (7)

Lastly, multiply both sides of the equation (7) by 2.
Then, we get:

ADVP
Ad

(polt) ≤ q2
hash

|Hash| + 2ADVP
Ad

(polt) (8)

B. INFORMAL ANALYSIS
This subsection presents an informal analysis to demonstrate
our protocol’s stability and security against all well-known
threats. The explanation of the informal analysis is elaborated
in the below subsections:

1) SMART METER IMPERSONATION ATTACK (1A)

Suppose, Ad tries to generate the login mes-
sage M1. However, to generate Ha ←
h(TUCb‖IDSMa‖TSMa‖Ga‖tSMa‖t1), Ad needs to know
the real identity IDSMa of SMa. It is worth noticing that
Ad is unable to find IDSMa of an SMa because IDSMa

is not sent in plain text across the channel. Even if Ad

physically captures the SMa’s memory, he cannot obtain
IDSMa . As IDSMa is not stored in SMa’s memory.
Therefore, the proposed protocol provides resistance against
smart meter impersonation attacks.

2) UTILITY CENTER IMPERSONATION ATTACK (2A)

Suppose that Ad attempts to generate the message M2 using
valid credentials. Neverthless, Ad needs to know the UCb’s
shared key (KUCb) to decrypt PIDSMa . Therefore, Ad is
unaware of the UCb’s shared key and cannot identify the
real identity IDSMa . Moreover, Ad also needs to know all
the secret parameters like Db, tUCb , rUCb , and t. As a result,
Ad is unaware of all these secret parameters and cannot
generate this response message. Hence, our protocol offers
robustness against UCb impersonation attacks

3) MAN-IN-THE-MIDDLE ATTACK (3A)

Suppose an Ad intercepts all communication messages (i.e.,
M1 and M2) among the entities during the authentication
phase. In order to alter the message M1, Ad has to
modify Ga, which requires knowledge of the random number
rSMa ∈ Z∗s . On the other hand, to alter M2, Ad needs
to change Wb, which requires the knowledge of Db, TUCb ,
rUCb , and MUCb . As a result, it is clear that Ad cannot
change the message without knowing the shared secret key,
random secrets, and current timestamps, respectively. Hence,
our protocol provides resistance against MITM attacks.

4) MUTUAL AUTHENTICATION AND SESSION KEY
ESTABLISHMENT (4A)

In our protocol, UCb verifies Ha
?←−

h(TUCb‖IDSMa‖TSMa‖Ga‖tSMa‖t1) to authenticate

SMa. In contrast, SMa validates UCb on Wb
?←

h(Ga‖TUCb‖Db‖Rb‖t1‖t2). Since both SMa and UCb
authenticate each other before rendering Skey. Therefore,
mutual authentication is achieved in our protocol. It is to
be noted that both participants establish Skey only after
successful authentication. Hence, the designed protocol
offers mutual authentication and key agreement.

5) SMART METER ANONYMITY AND UNTRACEABILITY
(5A)

In the proposed protocol,Ad cannot render the actual identity
IDSMa of SMa Moreover, UCb does not directly exchange
the updated temporary identity PIDnew

SMa
to SMa via public

channel. Since the actual identity is not leaked to any Ad

and no Ad can identify any particular SMa analyzing two
distinct sessions. Consequently, our protocol ensures the
untraceability and anonymity of the smart meters.
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6) PHYSICAL AND CLONING ATTACKS (6A)

An Ad can physically access SMa to compromise/tamper it.
However, in the proposed protocol, if Ad tries to make such
an attempt with the memory of SMa, then it will change
the behavior of PUF. As a result, the compromised/tampered
SMa will become a meaningless device for Ad as the
embedded PUF fails to generate accurate results during
the execution of the protocol. Moreover, UCb can easily
trace such attempts verifying the output of PUF. Hence, our
protocol is secure from physical and cloning attacks.

7) OFFERS PERFECT FORWARD SECRECY (7A)

In the proposed protocol, the session key Skey ←−
h(Fa‖Da‖IDSMa‖PIDUCb‖Rs‖tnew3 ) incorporates Da and
PIDUCb , which are refreshed and unique for each session.
As a result, once a session ends, the previous session
key cannot be retrieved, even if the current session key
is compromised. This prevents Ad from recovering any
past session keys using the compromised values of Da and
PIDUCb , ensuring perfect forward secrecy.

V. PERFORMANCE COMPARISON
This section evaluates the performance of the proposed
protocol and conducts a comparative analysis against several
other protocols, including those by Irshad et al. [12],
Safkhani et al. [26], Park et al. [27], Kumari and Singh [17],
and Rostampour et al. [18].

A. EXPERIMENTAL SETUP
The proposed protocol, as well as the related ones, comprise
two fundamental entities, namely

1) SMa and
2) UCb.

The registration phase of an authentication protocol is a sin-
gular process, and the dynamic node update process occurs
upon request of SMa. Hence, we have eliminated these two
phases when calculating communication and computation
costs. However, all the essential cryptographic primitives that
are used at SMa and UCb sides are implemented on an
Arduino device and desktop machine, respectively. Table 4
showcases the specifications of both a desktop machine
and an Arduino device. Furthermore, Table 5 presents the
computational time necessary for various cryptographic
operations, such as encryption/decryption, hash method,
point multiplication, and point addition, based on their
respective implementation environments.

B. COMPUTATION COST
For evaluating the computational overheads of both the
proposed and comparable protocols, we have taken into
account the cryptographic primitives outlined in Table 5.
The computation cost is calculated for each entity, includ-
ing SMa and UCb. In the proposed protocol, the point
multiplication is performed once, while the hash method

TABLE 5. Execution time cryptographic operations.

FIGURE 4. Comparison on Computation Costs.

is performed seven times at SMa side. Likewise, the
symmetric encryption/decryption, hash function, and point
multiplication are executed two, ten, and one time, respec-
tively, at UCb side. While considering the running time
of cryptographic primitives presented in Table 5, the com-
putation cost of SMa is 8.712 ms, and the computation
cost of UCb is 0.0193 ms. Consequently, the accumulative
computation overhead of our protocol is 8.7313 ms. The
computation cost of comparable protocols such as [12],
[17], [18], [26], [27], [28] is computed using a similar
methodology and detailed in Fig. 4 and Table 6. It is obvious
from the results that the proposed protocol incurs 23.8879%
less computation cost as compared to related protocols,
which indicates its efficiency.

C. COMMUNICATION COST
The communication cost denotes the number of bits needed
to transmit messages between the entities involved in
an authentication protocol to complete the authentication
procedure. To compute the communication cost of our
and related protocols, we consider the following assump-
tions: XOR operation, password, random number, identity,
time stamp, and concatenation take 160 bits. However,
point multiplication takes 320 bits. Furthermore, symmetric
encryption/decryption, hash function, and private/public keys
take 128,256 and 256 bits, respectively. In proposed protocol,
SMa and UCb, transmit two communication messages (i.e.,
M1 and M2) with each other. The overall number of bits
needed to sent the message M1 ← {PIDSMa ,Ga,Ha, t1}
are (160 + 320 + 320 + 160) = 960 bits. Likewise,
the transmission of M2 ← {Rb,Wb,Yb,Zb, t2} requires
(320 + 320 + 256 + 256 + 160) = 1312 bits. Thus,
the overall communication costs of our protocol are (960
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TABLE 6. Computation costs and energy consumption comparison.

TABLE 7. Communication costs comparison.

FIGURE 5. Comparison on Communication Costs.

+ 1312) = 2272 bits. The communication overhead of
comparable protocols such as [12], [17], [18], [26], [27],
[28] is computed using a similar methodology and detailed
in Table 7. The graphical representation in Fig. 5 illustrates
the communication costs of our protocol alongside other
protocols [12], [17], [18], [26], [27], [28].

D. ENERGY CONSUMPTION
Throughout the implementation phase, the system utilizes a
certain amount of battery power to process and transmit data
among its participants. This energy consumption is quantified
as EC = CE × CP within the wireless communication
channel. Here, CE denotes the necessary execution time, and
CP represents the maximum CPU power utilized, fixed at
10.88 W for wireless data transmission. It’s worth noting that
the energy consumed is directly proportional to the execution
time. Thus, if the data transmission protocol requires less
computational time, it will consequently consume less
battery power. As indicated in Table 6, the proposed protocol
necessitates only 8.7313 ms for execution, resulting in an
energy consumption of 94.9965 mJ. Table 6 provides a
comparison of energy consumption among the proposed and
related protocols.

TABLE 8. Comparison on security features.

E. SECURITY FEATURES
Table 8 depicts a comparative analysis of the security
attributes between our and relevant protocols [12], [17],
[18], [26], [27], [28]. Our protocol ensures all the important
security attributes. On the other hand, the relevant protocols
of [12], [17], [18], [26], [27], [28] exhibit vulnerabilities
against multiple security threats, including MITM attacks,
impersonation attacks, PI attacks, ephemeral secret leakage
(ESL) attack, and physical attacks.
Upon reviewing Section V, it becomes evident that the

proposed protocol outperforms the related protocols of [12],
[17], [18], [26], [27], [28] regarding computational overheads
and security attributes. Despite the higher communication
cost of our protocol compared to some related ones, it
presents a trade-off between lightweightness and the security
aspects of an authentication protocol.

VI. CONCLUSION
Our paper unveils an anonymous and lightweight authen-
tication protocol devised to secure communication in the
SPG system. Our protocol ingeniously resists both cyber
and physical threats by leveraging PUF. The proposed
protocol establishes a session key after completing the
secure authentication of legitimate entities. We employ the
ROR model to formally analyze our protocol, substantiating
its robustness regarding privacy and security. Additionally,
the informal analysis provides compelling evidence of the
protocol’s efficacy in thwarting potential security attacks.
Our protocol offers superior functionality and exhibits
advanced security features that are indispensable to the SPG
system. Moreover, the performance comparison demonstrates
that the proposed protocol corroborates efficiency, surpassing
competing protocols in terms of communication, computa-
tion cost, and security features. Despite these advantageous
features, it is crucial to acknowledge the proposed protocol’s
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limitations, particularly its insufficient security against post-
quantum attacks. We are committed to addressing this issue
and ensuring long-term security. In future, we plan to
focus on developing a robust lattice-based authentication
protocol capable of withstanding post-quantum attacks,
thereby enhancing the security of the SPG system.
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