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Guest Editorial: Special Section on Resilient
Control of Cyber-Physical Power

and Energy Systems
I. INTRODUCTION

OUR power and energy systems are becoming more
and more integrated and interconnected. The increasing

integration of edge devices and dependence on cyber infras-
tructure provides both the potential for benefits and risks.
The integration enables more dynamic and flexible control
paradigms while at the same time increasing the cyberattack
surface and uncertainty of behavior. Control methodology in
this new world must be designed for resilience and must have
the ability to withstand, react, and respond to both physical
faults and cyber-induced threats [1]. Understanding system
resilience under adverse conditions requires studying control
performance and how cyber infrastructure can integrate with
and support the overall resilience of the system.

As the distributed energy resources and demand-side control
increase in the power grid, the industrial Internet of Things and
their security will become increasingly important. As the push
to enhance power distribution operations intensify and end-
customers play a more integral role in distribution systems,
their inverters and a multitude of IoT devices—including home
energy management systems, thermostat controls, water heater
controls, battery-based smart chargers, and solar panels—
will proliferate as controllable assets. These deployments will
continue to push controls to the edge of the system, which pro-
vides opportunities to use new control paradigms for increased
flexibility and resilience of the distribution system [2]. How-
ever, these benefits can only be realized if the increased attack
surface of the devices and their communication pathways are
secure [3].

To ensure a net positive resilience in the face of the
increasing dependence on IoT infrastructure, research must
prioritize architectural and operational security. Concurrently,
maintaining resilience within the cyber-physical power and
energy system (CPPES) hinges on reliable sensor data for
real-time monitoring, control, and decision-making. Any dis-
ruption or compromise of sensor functionality can lead to
suboptimal operation and reduced efficiency, and potentially
result in operation failure or safety hazards. Building resilient
sensing or state estimation systems will enhance system-wide
resiliency [4]. Another aspect is the computation resources
for monitoring or control within the CPPES. The CPPES will
benefit from hardware and algorithmic designs that allow com-
puting resources to self-adapt and continue critical operations
when its functionality or computation capacity is compromised
by cyberattacks or degraded under faults. Resilient design
considerations also suggest an evolution to more distributed,
agent-based designs that minimize dependencies and inter-
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dependencies, reduce the potential for brittle failures from
unrecognized degradation, and provide the framework for self-
adaptation [5].

II. SECTION AT A GLANCE

We received 26 paper submissions, and following a thor-
ough peer review process, only six manuscripts were chosen
to be featured in this Special Section of the IEEE TRANS-
ACTIONS ON CONTROL SYSTEMS TECHNOLOGY. These
selected papers cover a range of cyber-physical resiliency top-
ics: distributed controls utilizing IoT technologies, distributed
methods for fault diagnosis and resilient state estimation, and
resilient planning and investment decisions utilizing game
theoretic approaches. The application domains explored in the
featured papers include microgrids, power system substations,
and marine engines.

The first two papers focus on grid resilience through the IoT.
In [A1], a distributed microgrid control approach is developed
to utilize IoT technologies. A distributed state machine algo-
rithm is defined to utilize the IoT communication infrastructure
for consensus algorithms to coordinate grid-forming dispatch
and transition functions. The performance of the approach
is demonstrated on a modified Banshee distribution network
model implemented in a hardware-in-the-loop to integrate an
implementation of their algorithms running on Beaglebone
Black development boards.

While the first paper explores the use of IoT to improve
system resiliency, the second paper focuses on improving
the resiliency of the IoT foundations to limit the risks for
applications to the grid. As the number of IoT devices
increases and is needed to coordinate decisions, it will become
increasingly important to ensure the devices to efficiently and
securely communicate. In [A2], a new approach for securely
establishing a group key for distributed communication is pre-
sented to optimize the efficiency for lower bandwidth wireless
communication commonly used in IoT applications. Dynamic
key generation with Shamir’s secret sharing algorithm is used
to reduce the number of transmitted packets necessary for
group key initialization and renewal. The speed efficiency
is evaluated from the context of smart grid applications and
demonstrated to require fewer communication frames than the
existing approaches.

To enable resilient sensing, Kougiatsos and Reppa [A3]
presented a model-based distributed architecture for sensors
fault detection and isolation in a marine internal combustion
engine. Modeling the engine with a nonlinear differential-
algebraic equations (DAE) of interconnected subsystems, a
local sensor fault detection agent was developed for each
subsystem. The agent utilized state and algebraic residuals
that are compared with adaptive thresholds. The sensor fault
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isolation is achieved through a bilevel approach consisting of
local and global decision logic layers. The effectiveness of the
approach was demonstrated using key performance metrics,
including minimum detectable sensor fault magnitude, and
missed detection rate.

The second paper on resilient sensing focuses on the co-
design of hardware and state estimation algorithm for a
sensor estimation system. If computational nodes are lost
or processing capacity is diminished due to cyberattacks,
Croteau et al. [A4] present an approach to self-adapt a bank of
Kalman filters and reprogram the new structure on surviving
field-programmable gate arrays (FPGAs) during run time. The
method was demonstrated on a prototype system to estimate
the kinematics of a maneuvering unmanned surface vehicle.

While the other papers focus more on operational resilience
concerns, the final two papers focus on planning and mak-
ing investment decisions to enable a more resilient system
response. In [A5], a new metric is defined to enable the risk
analysis and assessment of the resilience of transmission sys-
tem substations. The new metrics incorporate vulnerability and
amount of defender knowledge to evaluate optimal investment
strategies to achieve resilience. The new metric is validated
through simulations on research transmission models.

In [A6], resilience strategies are studied to improve the
grid defensive posture. Game theory techniques are used
to study attacker-defender models where mean-field degree-
based epidemic models are used to define the behavior of
malware propagation across IoT-enabled power grids. Resilient
strategies are found by searching for Nash equilibriums of the
game that stymie the effect of the botnet. Case studies are
presented using the IEEE 39 bus transmission model.

III. CONCLUSION

The Special Section on Resilient Control of CPPESs sheds
light on the critical importance of developing resilient control
methodologies in the face of increasing integration and inter-
connectivity in power and energy systems. The research pre-
sented in this Special Section showcases innovative approaches
to enhancing system resilience under adverse conditions,
including cyber-induced threats and physical faults.

By exploring distributed controls utilizing IoT technologies,
fault diagnosis methods, resilient state estimation techniques,
and game theoretic approaches for planning and investment
decisions, the selected papers offer valuable insights into
addressing the complex challenges of ensuring the resilience of
cyber-physical systems in the power and energy domain. These
contributions not only advance the theoretical understanding
of system resilience but also provide practical implications for
improving the operational efficiency and security of power and
energy systems.

Moving forward, future research endeavors should focus
on further exploring the synergies between cyber infrastruc-
ture and control methodologies to improve the resilience of
power and energy systems. In the near term, this entails
the emergence of new control tools and theoretic paradigms
tailored to tackle emerging challenges. Efforts would aim to
create resilience planning tools and cyber-layer middleware,
along with agnostic tools, to strengthen the resilience of next-
generation power and energy systems against evolving cyber

threats. Long-term efforts would consider the framework for
applying distributed control that recognizes and adapts to
threats, minimizing the complexity of the operation through
agent-based architectures that provide a solid foundation for
greater autonomy [6].
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