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Online romance frauds originating from Africa are typically done by syndicates of 150-200 scammers.
We identified three levels: operational level scammers overseen by “chairmen,” who report to the
“chairman of chairmen.” Additionally, sympathizers may unintentionally encourage online fraud by

their actions or inactions.

nline romance fraud (ORF) is

a huge crime business world-
wide.">3* ORF involves deceitful
online romances to swindle individu-
als out of their money.! The Internet,
particularly dating sites, creates a mass
opportunity in cyberspace to target
victims of cybercrime.” In the United
States alone, for instance, ORF
resulted in a loss of about US$1.14
billion for victims in one year.’ In
addition to financial losses, ORF vic-
tims experience various psychological
effects (loss of employment, suicidal
ideation, and relationship break-
down).®” In the past, ORF offend-
ers approached victims through
sending generic messages to several
thousands of people, for example,
by e-mail or social media. In recent
years, more customized approaches
are used in dating apps such as Tin-
der or Momo or online games.

Digital Object Identifier 10.1109/MSEC.2024.3401288
Date of current version: 17 July 2024

July/August 2024

©SHUTTERSTOCK.COM/TANYA ANTUSENOK

What Is ORF?

In OREF, after the “dating” between
the offender and the victim has
started on dating sites, the offender
may move the victim to other plat-
forms such as WhatsApp, build
trust with the victim, and then ask
the victim to send money. Further-
more, ORF offenders have been
using information technology (IT)
and artificial intelligence (AI) to
fake their identities online even
before Al became hyped. For exam-
ple, with the aid of IT, the offender
can pose with a gender that satisfies
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the victim but is different from the
offender’s real-life gender. For exam-
ple, a victim sees an attractive female
in a WhatsApp video call, while the
person is a male in real life.

Structure of the ORF Gang
Several different ORF gangs operate
inasinglejurisdiction. In sub-Saharan
Africa, an ORF gangis led by a “chair-
man of chairmen.” Below this posi-
tion are 10 to 15 chairmen, who
report to the “chairman of chairmen.”
Typically, one chairman manages 10
to 15 offenders at a time (Figure 1).
The “chairmen” are responsible for
recruiting and supervising begin-
ner offenders. The offenders form
the operational level of the ORF
gang and mostly deal directly with
the victims.

The literature acknowledges mul-
tiple parties’ involvement in ORF
operations.®*!% An important group
of people that enable ORF is money
mules. Most of the transactions that
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happen in the vicinity of the vic-
tims are facilitated by money mules.
These individuals allow their bank-
ing accounts to be used for money
exchange between the victims
and the fraudsters. These groups,
together with the chairmen, form
the middle level of the
ORF structure. Money
mules are common in
crimes involving money.
Money mules can col-
lect the money from
the banks, or the money
is transferred from the
victim to the offenders
through money mules.

Some fraudsters give money to
needy persons in society to court
acceptance of the society or con-
tribute to community projects (e.g.,
schools, clinics, and toilet facili-
ties). The offenders also provide
community watchdog committee

They learn about the use of voice
recording and voice editing software
to make sure their voices and
their accents are maintained to

continuously deceive their clients.

also helps in recruitment as these acts
attract others, especially those look-
ing for quick ways to be rich or have
no employment. In ORF gangs, the
chairman is responsible for the
recruitment, training, and supervi-
sion of new recruits.

During training, the
recruits are emboldened
and equipped with tools
and skills to create mul-
tiple accounts on different
dating sites with attractive
varied profiles (mostly
fake) to lure prospec-
tive victims to start chat-

Money mules operate in

different countries.®’

Sympathizers: Clergy,
Musicians, Bank Officials,
and Law Enforcement

Some popular persons such as musi-
cians, clergy, and actors could inad-
vertently embolden online romance
fraudsters by their actions or inac-
tions. We call this group sympa-
thizers because by law they are not
criminals and may not benefit from
the crime, but they wield great power
in solving the ORF menace because
of the respect accorded to them by
society. Some musicians in the Afri-
can subregion have composed songs
that glamorize ORF. Furthermore,
sermons of some clergy and fail-
ures of some banking officials have
motivated offenders to continue to

allowances to curb petty stealing
within some communities where
they live. ORF criminals do these
acts to demonstrate good neighbor-
liness and avoid criticisms.

Member Recruitment

Traditionally, ORF offenders use pub-
lic Internet cafés to recruit victims.!®
In recent years, due to improved digi-
talization, offenders have been using
sophisticated technologies to perform
ORE.!' New members are recruited
for ORF usually at an Internet café'!
or, more recently, online. The begin-
ner offenders work in groups often
between ten and twenty under the
supervision of a group leader, the
chairman. Offenders openly display
their wealth by buying expensive cars

ting online in the name of
love. The chairmen teach
the recruits to familiarize
themselves with used templates, key
words, and love expressions and how
to use these words and phrases to
keep an online romance conversation
going. The recruits also learn about
the use of Al-enabled image editing
tools to change images that reflect
their line of conversation to sustain
the interest of the victims over a long
period of time. They learn about the
use of voice recording and voice edit-
ing software to make sure their voices
and their accents are maintained to
continuously deceive their clients.
Under the chairmen, the recruits grad-
ually learn about tactics and tricks to
master over time.

The Rules of the ORF Gang

There are individual offenders who

engage in ORF. and driving in large convoys, which do ORF solo. However, loyalty is
Chairman of
Upper Level Chairmen
(Bosu)
|
|
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|
[ [ [ ]
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Figure 1. The ORF syndicate structure.
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required from those who are mem-
bers of the syndicate. Each offender
can deal with as many clients as
they can manage. When a begin-
ner fraudster is not careful and
allows the gang to lose a valuable
client, that offender is reprimanded
by the chairman. The punishment
can start from a stern warning and
escalate to expulsion from the gang
and losing all privi-
leges such as protection
from law enforcement,
teeding, friendship, and
accommodation. When
the beginner offender
is not bringing money
as expected, they are
encouraged to do more

victim and brings his (the individu-
als are mostly males) experience to
bear on the victim. In such cases, the
proceeds of such exploits are shared
in an agreed ratio among the offend-
ers and the “chairman.” In turn,
when the chairmen hit a sledge, they
grant access to their chats with their
clients to the “chairman of chair-
men,” who will continue with the

This has resulted in ORF scammers
in Africa shifting to online payment
systems, where it is easy for offenders
to receive money from victims without

being questioned about the money.

Preventing Cybercrime
Requires a Deeper
Understanding of the
Crime Settings

New thinking is needed to prevent
cybercrimes. For example, arrest-
ing local money mules in West-
ern countries, while needed, is not
effective in preventing the occur-
rence of crime. Similarly, banks and
money transferring orga-
nizations have increased
security checks. This has
resulted in ORF scam-
mers in Africa shifting
to online payment sys-
tems, where it is easy
for offenders to receive
money from victims with-

or be shown the exit. For
some offenders, ORF is
their full-time job.g'12

Cooperation Within the Gang
Figure 2 depicts the coordinated
operational process of the ORF
syndicates and the tools involved.
The thinking that cybercrimes is a
process or occurs in stages is essen-
tial in understanding the opera-
tionalization and the development
of mitigating strategies.'>'* When
a beginner or operational-level
offender faces challenges in per-
suading a potential victim to send
money, they may ask help from
the “chairman.” The chairman then
continues the conversation with the

romantic conversation with their
in-depth experience to convince the
victim to send more money.

Sharing of Proceeds and
Money Laundering

The proportion of the proceeds
that an offender receives from a
successful operation with a victim
is determined by the “chairman of
chairmen” and the amount of peo-
ple involved. The highest propor-
tion goes to the most senior person.
Offshore accounts are sometimes
opened for offenders by bank man-
agers who may or may not be privy
to the source of the funds.

out being questioned

about the money.
Although most citizens in ORF-
prevalent regions oppose the crime,
their influence is weaker than that
of those promoting ORF as a career
during economic downturns. Pre-
venting ORF requires fundamen-
tal understanding of the crime and
local settings and requires inter-
national cooperation among all
stakeholders including law enforce-
ment agencies, educational institu-
tions, and people in governmental
and nongovernmental institutions.
Those in authority or with societal
influence must speak against the
OREF crime and publicly state the
role that each player in the syndicate

* Participants: Offender

(may be a beginner)

* Tools: Deception

language (format),
image editing
software, voice

Client
Recruitment

Client
Grooming

« Participants: Offender and
Chairman (when there are
challenges)

* Tools: Facebook, twitter,

Instagram virtual private

network (VPN) etc.

* Participants: Offender
(amounts between
US$100-US$1,000)

* Tools: taptap send, world
remit

challenges)

Initial
Extortion

Escalated
Extortion

* Participants: Offender and
Chairman (to resolve

* Tools: VPNs, mannycam,
scam girls, realtyme,
telegram, signal etc.

* Participants: Offender,
Chairman, Chairman of
chairman (Bosu), Money
mule

* Tools: wire transfer

Breaking the
Threshold

Figure 2. The ORF process.
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and other sympathizers are contrib-
uting to the crime to persuade the
youth to eschew ORF. Govern-
ments and for-profit and nonprofit
organizations, while aiming to pro-
vide jobs for the youth to minimize
the enticement that ORF presents
to the youth, should emphasize
how OREF is not a long-term job
solution. Educational institutions
should develop programs and mar-
ket the potential of gainful employ-
ment for individuals with IT skills
where people with tendencies to
be indulged in ORF will be trained.
The local universities’ IT skills
training effort should be in col-
laboration with industry to create
internships and job offers for these
students to minimize ORF crimi-
nals. Banks need to implement mea-
sures to close loopholes that enable
money laundering from ORF
operations in affected economies.
Furthermore, online service provid-
ers including dating platforms are
encouraged to protect their users,'®
and this may include increased
efforts to detect syndicates on these
platforms that should be reported
to international law enforcement
agencies such as INTERPOL. The
societies in the sub-Saharan Africa
region must refuse to celebrate the
grandiosity of wealth gained from
ORF crimes with public institu-
tions refusing permits for philan-
thropic acts known to be the results
of ORF crimes. Law enforcement
agents should be empowered and
equipped with technical knowl-
edge and physical tools and skills to
prosecute people involved in ORF
crimes. It is the duty of the legal
authorities to find ways to develop
mechanisms by which first offend-
ers are given the opportunity to
reintegrate with society but repeat
offenders are punished to deter
other potential criminals.

Since developed nations suffer
the damages of ORF the most, it
is incumbent on these nations to

www.computer.org/security

provide incentives to developing
nations who use foreign aid from
developed nations to support
programs that prepare the youth
and develop programs to reduce
unemployment among the youth.
Nonprofit organizations should
also be motivated to support
programs that provide economic
benefits for unprivileged and eco-
nomically challenged youth to
receive financial support in their
educational pursuits. m
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