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Sensor System: LiDAR Perception System

Abstract—LiDAR is the foundation of many autonomous vehicle perception
systems, so it is essential to study and ensure the integrity and robustness =3
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of the data collected by LiDAR. To facilitate future research into robust and =
. 4

resilient LIDAR processing, we present a dataset containing a collection of MW -
ot S . — R

uncontaminated and realistically contaminated LiDAR samples. We have _
also studied the effect of contaminants on the object detection task. The ) é er———
Ego-vehicle facing object
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state-of-the-art object detection algorithms produce catastrophic errors in
detection, such as failure to identify objects, detection of ghost objects, _

and wrong detection with high confidence. Based on the number of such o
catastrophic errors, we introduce a novel measure for the LIDAR data’s contamination level. The results of the empirical
evaluation of the effect of the contaminants on object detection motivate the necessity of further research into contaminant
detection and contaminant-resilient data processing, which are all enabled by the dataset collected by this work.

Performance Degradation:
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Index Terms—Sensor phenomena, anomaly, autonomous vehicle, contamination, dataset, LIiDAR corruption, object detection bench-

mark, perception robustness testing, sensor.

[. INTRODUCTION

To ensure the safety of all traffic participants, autonomous driving
systems must be robust and resilient against various types of data
corruption and environmental contamination [1], [2]. A critical task
reliant on LiDAR data is 3-D object detection, which encounters
limitations in scenarios with unforeseen abnormalities [3].

Utilizing real-world data is essential, as is considering additional
corruption types, particularly those that may occur in an autonomous
vehicle’s sensors. For example, sensor cover contamination is a poten-
tial external factor, yet datasets with real contaminated LiDAR data to
test sensor performance using state-of-the-art object detection methods
are currently unavailable.

Existing realistic contamination datasets primarily focus on environ-
mental factors such as weather and are limited to specific scenarios,
making accurate contamination characterization challenging [4]. Our
letter introduces a dataset containing multiple real physical contam-
inants, such as water, dust, uniform mud, drop mud, lubricant/oil,
saltwater, and foam, applied in three severity levels: 1) low; 2) mid; and
3) high. This dataset is instrumental in analyzing the geometric and
reflectance properties of LiDAR sensors under real-world conditions
and aids in developing appropriate contamination detection methods
to trigger effective cleaning procedures.
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The dataset and supplement materials are available at https://gitlab.com/ecs-lab/
lidaroc.
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[I. RELATED WORK: EXISTING
CORRUPTED DATA

In focusing on corruption datasets, the KITTI, nuScenes, and
Waymo datasets are initially produced in pristine conditions. Dong
et al. [3] then introduced synthetic corruption to create variants like
KITTI-C, nuScenes-C, and Waymo-C. However, these adaptations do
not fully represent real-world corruption scenarios. Another dataset,
the LIBRE dataset, compares multiple 3-D LiDAR datasets using 12
different LiIDAR sensors [5]. It captures data under adverse weather
conditions like fog, rain, and strong light, but does not address sensor
cover contamination.

Rivero et al. [6] characterized and simulated the impact of road
dirt on the transmission and reflection properties of the LIDAR sensor
covers. Trierweiler et al. [7] further explored how dust accumulation
on sensor covers can reduce a LIDAR’s maximum range by up to 75%.
However, these studies focused on isolated contamination events and
did not explore dynamic contamination scenarios. James et al. [8]
delved into the effects of dirt, salt, and frost on LiDAR sensors,
but it was limited to a single sensor position without placing target
objects in front of the sensor to simulate complete cover contamination.
Besides, the previous study do not present dataset, it also does not
discuss about contamination affecting the detection of target object
shapes.

Schlager et al. [9] experimentally measured the impact of physical
damage, such as scratches, cracks, and holes on sensor covers. The
findings showed a reduction in the LIDAR’s range, but did not assess
how much damage alters the point cloud at the object level. The most
recent study involving sensor cover contamination was conducted by
Schlageretal. [10], which used one static position, simple single target,
and one level contamination. While still leaveing gaps in understanding
how more complex and dynamic environments affect LiDAR data
integrity under contamination.
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Fig. 1.

Ego-vehicle with sensors.

Compared to existing datasets, our work presents the first dataset
in which different sensor cover contaminants are studied in a real-
istic and dynamic environment and where the effect of the contam-
inants on critical automotive applications (autonomous driving) is
quantified.

[ll. LIDAR COVER CONTAMINATION SETUP

a) Multisensor and Ego-vehicle: The data is collected using auto-
motive grade RS-Ruby as the main LiDAR sensor with specification:
128-channel, minimum 0.1° Vertical Angular Resolution, Horizontal
resolution 0.2°, 250 m range, Horizontal FoV 360°, Vertical FoV 40°,
and frame rate 10 Hz. The LiDAR generates at least 2.3 million
points/second and supports L4+ autonomous driving. The use of
high-resolution LiDAR in this test represents a new analysis, as the
most recent trials under varying weather conditions by Lambert et
al. [11] use commercial 64-channel LiIDAR. The system also has two
RS-pearl LiDAR installed as a blind spot LiDAR and six cameras
ARO0233-5200-GMSL?2 with resolution 1920 x 1080, which are in-
stalled in front right, front left, right, left, back right, and back left. The
sensor acquisition system also has RTK, Millimeter Wave Radar, CAN,
IPC, and mounting brackets. This sensor acquisition system mounted
on our real ego-vehicle with a Robosense Reference System to generate
calibrated data sensor and editable Ground Truth for 2-D/3-D object
detection is shown in Fig. 1.

b) Multi and Various Object Target: The relevant targets are placed in
front of the ego-vehicle at various distances and include various shapes
and materials: car, motorcycle, pedestrian, and whiteboards with three
different covers (original white, black sheet, and aluminum sheet). We
introduce fake pedestrians made of cardboard to stress object detection,
inspired by [12]. This case is also inspired by Elhafsi et al. [13], which
introduced an anomalous event or edge case in terms of semantic
anomalies. Imagine that a car detects an advertising board with a
pedestrian figure pretending to be a real pedestrian; this causes the
car to make the wrong decision. Furthermore, in this letter, we present
a novel challenge for distinguishing human-shaped fake pedestrians
from real pedestrians. Regarding using a cardboard pedestrian model,
the material does not impact sensing performance; instead, the flat
human shape poses a detection challenge. Existing object detection
algorithms trained on real human forms find it more difficult to identify
these models. The setting environment and target from the perspective
of the ego-vehicle car and acquired LiDAR and camera data can be
seen in Fig. 2.

¢) Multienvironment: The experiment was carried out in two envi-
ronments: A subterranean narrow hallway with the target about 5 m
away, called the 5 m data, simulating a complex city driving scenario.
The second environment was a spacious outdoor area with two distance
variations. We consider car stopping distance range from 12 m (for
20 mph) to 23 m (for 30 mph) [14]. Considering a 20 mph city speed
limit [15], targets were placed at 10 and 20 m, referred to as the 10 m
and 20 m datasets. Fig. 2 shows the ego-vehicle with the sensor facing
the target objects in these environments.

d) Multicontamination: We contaminated the main RS-Ruby Li-
DAR cover with various fluid and nonfluid contaminants, including
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Fig. 2. Top-row: setting environment, Middle-row: Clean LiDAR point
cloud from top view, and Bottom-row: Clean LiDAR point from bird’s-
eye view. Target object has various point intensity value depend on
material and distance. The Red in RGB (255, 0, 0) indicates the lowest
intensity. (a) 5 m. (b) 10 m. (c) 20 m.

water, dust, uniform mud, drop mud, engine lubricant/oil, salt water,
and foam. Each contaminant is categorized into three levels: 1) low; 2)
medium; and 3) high. For water, salt, and lubricant, we use one spray
for low, three for medium, and five for high levels. Mud has two types:
1) uniform, where the sensor is evenly covered and 2) drop, where wet
mud is dripped onto the sensor. For salt and mud, we create a cover
on the sensor and let it dry, simulating dried mud and salt on a car.
Water, dust, and lubricant are applied just before data collection. Each
measurement is taken for 60s and repeated three times.

Fig. 3 top-row shows the contamination applied to the LiDAR sen-
sor. Then, Fig. 3 middle-row depicts the effect of each contamination in
the LiDAR point cloud, indicating a reduction in intensity at each point
even in some cases, the points disappeared. Fig. 4 shows the intensity of
a target board. The intensity of contaminant is lower than the baseline
(clean and cover), where mud is the most significant corruption. We
observe that the low-level contamination has a higher intensity than the
mid and high levels. Cover contamination creates an environment- and
object-level corruption. Fig. 3 middle-row shows that contamination
becomes an environment-level corruption, reducing the intensity of
the whole point. We find new insight that contamination also creates
object-level corruption. Fig. 3 bottom-row shows corruption change
the 3-D shape of the car.

IV. BENCHMARK DETECTION ROBUSTNESS
ON CONTAMINATED LIDAR

The main sensing task is object detection [2]. So, we empirically
evaluate the state-of-the-art object detection on real contaminated
LiDAR and find catastrophic mistakes indicated by misdetection with
high confidence. We use the PointRCNN object detector [16] since it is
the best performance in terms of the lowest RCE (relative corruption er-
ror) by measuring the performance drop over synthetic corruption [3].
We used PointRCNN trained using KITTI taken from [17]. We choose
car detection as one of the relevant objects in the autonomous driving
environment. Since this letter focuses on evaluating the significance of
contamination effects on detection, we measure the distance between
the center point (X, Y) of the detected bounding box (BB) and the
ground truth (GT). In Tables 1 and 2, some measurements were not
performed due to technical constraints, indicated as no_exp.

a) Detection accuracy: Contamination creates instability in detec-
tion, indicated by the number of frames in which nothing is detected.
Therefore, detection accuracy is calculated as the total number of
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Fig. 3. Top row: Procedure contaminating LiDAR in 5m dataset: 1. clean (baseline), 2. cover-clean (baseline) 3. water, 4. mud, 5. dust, 6. salt, 7.
lubricant/engine oil, and 8. foam. Middle row: 3-D environment-level corruption. Bottom row: 3-D object-level corruption.
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Fig. 4. Box plot of intensity value on reflective board over all contami-
nation in 5m data.

Table 1. Detection and Localization Accuracy of PointRCNN
No  Contaminant - 5m - 10m — 20m —
Detection  Localization  Detection L 1 Detection L ]

1 Clean (Baseline) 100% 100% 100% 100% 100% 100%
2 Cover_clean (Baseline) 100% 100% 100% 100% 100% 100%
3 Water_low 100% 100% 100% 100% 100% 100%
4 Water_mid 100% 100% 100% 100% 100% 100%
5 Water_high 100% 100% 100% 100% 100% 100%
6 Mud_drop_low no exp no exp 100% 100% 100% 100%
7 Mud_drop_mid no exp no exp 100% 100% 100% 100%
8 Mud_drop_high no exp no exp 100% 100% 100% 100%
9 Mud_uniform_low 100% 91% 100% 100% 100% 98%

10 Mud_uniform_mid 61% 7% 0% 0% 0% 0%

11 Mud_uniform_high 33% 33% no exp no exp no exp no exp
12 Dust_low 100% 100% 100% 100% 100% 100%
13 Dust_mid 100% 100% 100% 100% 100% 100%
14 Dust_high 100% 100% 100% 100% 100% 100%
15 Salt_low 100% 100% 100% 100% 100% 100%
16 Salt_mid 100% 100% 100% 100% 100% 100%
17 Salt_high 100% 100% 100% 100% 100% 100%
18 Lubricant_low 100% 100% 100% 100% 100% 100%
19 Lubricant_mid 100% 100% no exp no exp 100% 100%
20 Lubricant_high 100% 100% no exp no exp 100% 100%
21 Foam_low 0% 0% no exp no exp no exp no exp

frames minus the instability. The lower accuracy indicates the contam-
ination severity on object detection. Based on Table 1, we observed
that mud_uniform significantly reduces the detection accuracy. The
mud_uniform_highin 5 mdata, only get 33%. The most severe contam-
ination is foam, resulting in the accuracy of 0%. The foam reduces the
number and shape of the point cloud, making the object detector unable
to detect objects. Fig. 3 bottom-row, foam remove car’s point cloud.
Concerning the object’s distance, it is shown that mud_uniform_mid
exacerbates detection accuracy issues at 10m and 20m with 0%

Table 2. Catastrophic: Inaccurate Localization and Ghost Object

No C 5m 10m 20m

Tnnacurate Loc__Ghost Detect _Innacurate Loc__Ghost Detect Loc__ Ghost Detect
T Clean (Baseline) 0567 0.00 0.00 0.00 867 1.00
2 Cover_clean (Baseline) 033 0.00 0.00 0.00 18.00 1.33
3 Water_low 0.00 0.00 0.00 0.00 23.00 6.00
4 Water_mid 233 033 067 0.00 38.33 6.67
5  Water_high 1.00 0.00 0.67 0.00 40.33 7.33
6  Mud_drop_low no exp no exp 0.00 0.00 29.50 5.00
7 Mud_drop_mid no exp no exp 033 0.00 15.00 1.00
8  Mud_drop_high no exp no exp 067 0.00 10.00 0.00
9 Mud_uniform_low 55.00 42.67 5.67 1.33 97.33 2433
10 Mud_uniform_mid 333 0.00 0.00 0.00 0.00 0.00
11 Mud_uniform_high 0.00 0.00 no exp no exp no exp no exp
12 Dust_low 0.00 0.00 0.00 0.00 20.00 3.00
13 Dust_mid 067 033 1.00 0.00 25,00 6.00
14 Dust_high 2.00 0.00 0.00 0.00 43.00 4.00
15 Salt_low 033 0.00 0.00 0.00 49.00 7.00
16 Salt_mid 367 0.00 0.00 0.00 36.00 6.00
17 Salthigh 1.67 0.00 033 0.00 29.00 5.00
18 Lubricant_low 033 0.00 0.00 0.00 38.00 5.00
19 Lubricant_mid 0.00 0.00 no exp no exp 15.00 1.00
20 Lubricant_high 0.00 0.00 no exp no exp 86.00 17.00
21 Foam_low 0.00 0.00 no exp no exp no exp no exp

The value indicates average number of case, the lower the better.

detection. Such occurrences seriously threaten the autonomous vehicle
as the inability to detect objects can lead to catastrophic consequences
for passenger and environmental safety.

b) Localization accuracy: However, the emphasis shifts towards
achieving precise localization identification beyond mere detection.
The priority shifts from merely detecting the object to accurately
pinpointing its location within the environment. Therefore, while
detection serves as an initial step, achieving accurate localization adds
a layer of reliability to autonomous vehicle perception. When the
detected BB and GT are less than or equal to 1.0 and 0.5 m for the X and
Y axes, respectively, the detected label is car with model confidence at
least 0.7 of 1.0, considered correctly localized. Localization accuracy
is then calculated as the number of frames localized correctly over all
tested frames. Based on Table 1, localization accuracy decreases in
mud_uniform for the 5m, 10 m, and 20 m data.

Inaccurate localization occurs when the detector detects an object
with a confidence level at least 0.7, but the center location of the
detected bounding box is far from the GT, which is more than 1.0 m and
0.5 m for the X and Y axes, respectively. Based on Table 2, comparing
the 10 m and 20 m datasets, there is an increase in inaccurate detection
in the 20 m dataset, where all contaminants lead to an increase in
inaccurate detection, with mud_uniform and lubricant being the most
influential contaminants.

¢) Ghost Object: Contaminants reduce detection capabilities, cause
inaccurate localization, and can pose adversarial attacks on object
detectors. Table 2 shows instances of ghost/anomaly detection, where
the detector makes inaccurate detection with high confidence at least
0.9. This indicates high confidence in results despite errors. For ex-
ample, mud_uniform_low results in 42.67 ghost detections of all
tested frames. Ghost detection is more severe in the 20 m dataset,
with mud_uni form_low accounting for 24 cases and [ubricant _high
for 17 cases. Although lubricant_high achieves 100% detection and
localization (Table 1), it leads to ghost detection where no objects exist.
Examples of catastrophic mistakes can be seen in Fig. 5. Fig. 5(a)



1502404

|IEEE
VOL. 8, NO. 9, SEPTEMBER 2024 [T Letters]

Ghost Car Car

Fake-Pedestrian _ Real-Pedestrian __ Car

(d)

Fig. 5. Catastrophic mistake: Detect Ghost Object with high confi-
dence. Green box as car, blue box as pedestrian. (a) Data 5 m: Clean
cover (baseline). (b) Data 5 m: Catastrophic mistake: Detecting ghost
car in mud_uniform_low. (c) Data 10 m: Undetected car while detecting
ghost car in mud_uniform_low. (d) Data 20 m: Detecting ghost car, un-
detected pedestrian, detect motorcycle as pedestrian in lubricant_high.

shows the detection results on clean 5 m data as a baseline example,
where the detection results for cars are indicated by green bounding
boxes. In subfigure (a), the object detector can accurately identify the
car. In Fig. 5(b), ghost detection occurs where the car is detected twice
when only one car exists. In Fig. 5(c), the real car is missed, and a
false detection occurs elsewhere. Fig. 5(d) also displays ghost objects.
These examples highlight the issue of ghost detection under certain
conditions.

We introduce novel cases of fake pedestrians, where the detector
makes mistakes by detecting fake pedestrians as real. In Fig. 5(a),
there are two blue bounding boxes where there should only be one.
Then, in Fig. 5(d), there is a wrong detection in which the motorcycle
is detected as a pedestrian. The analysis of pedestrian detection is
not further elaborated in this letter and can be a future work of this
cover-contaminated dataset.

V. CONCLUSION

Through detailed empirical research, we have uncovered signifi-
cant negative impacts of contaminants on current object detection
methodologies, underscoring the need for specialized solutions. As
demonstrated in the empirical evaluation, models trained solely on
clean data falter under contaminated conditions, making incorporating
contaminated data during the training phase imperative. Furthermore,
our dataset establishes a standard for evaluating perception degradation
in adverse conditions, supports the development of generative Al
simulations that realistically model these scenarios, and facilitates
testing in sensor fusion with adaptive weighting [18], [19], and [20].

The dataset we have developed will be instrumental in assessing
and crafting a sensor fusion model inspired by recent advancements
in the field. In our dataset, while the main LiDAR sensor experiences
corruption, the auxiliary LiDAR sensors and all cameras remain unaf-
fected. This setup mirrors real-world challenges where the reliability
of individual sensors is compromised. Consequently, our dataset is
invaluable for training models to be resilient against sensor corrup-
tion. This letter code and dataset will be available upon request at
https://gitlab.com/ecs-lab/lidaroc.
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