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 Dear Editor,

In  this  letter,  an  output  tracking  control  problem  of  uncertain
cyber-physical  systems  (CPSs)  is  considered  in  the  perspective  of
high-order  fully  actuated  (HOFA)  system  theory,  where  a  lumped
disturbance  is  used  to  denote  the  total  uncertainties  containing
parameters  perturbations  and  external  disturbances.  A  disturbance
observer-based  HOFA  predictive  control  (DOB-HOFAPC)  is
adopted  to  achieve  the  desired  tracking  control  performance  and
compensate  for  the  communication delays  in  the  forward and back-
ward channels. The further discussion gives a criterion to analyze the
tracking performance and stability of closed-loop CPSs. An example
of long distance power transmission line is shown to verify the feasi-
bility of the proposed DOB-HOFAPC.

The study on CPSs has become an important research hotspot with
the progress of industrial Internet of Things. Because of complicated
and varied working site, the uncertainties are always here to damage
the control  performances  of  CPSs.  In  the  past, [1] gave an adaptive
fuzzy control to cope with the unmodeled dynamics of CPSs. Refer-
ence [2] also  designed  a  novel  adaptive  fuzzy  control  to  implement
the  finite-time  secure  control  for  uncertain  nonlinear  CPSs  under
deception attacks. Reference [3] proposed a fractional-order sliding-
mode control  to  overcome the model  uncertainties  and external  dis-
turbances of tele-operated CPSs. Meanwhile, [4]–[6] also focused on
this research area.

HOFA system theory is firstly presented in [7], which involves the
modeling, analysis, design and application of control systems and has
obtained many theoretical and practical progresses. It focuses on the
control  design instead of the analysis  of  state responses,  such that  a
simple way is given to simplify the complexities of design processes.
Among them, HOFAPC plays an important role in the control design
based on HOFA system theory and has obtained some results in the
analysis and control of CPSs (see [8], [9]).  Following this idea, this
letter  continues  to  develop  a  DOB-HOFAPC to  implement  the  out-
put  tracking  of  uncertain  CPSs,  where  a  technical  difficulty  is  to
design  the  disturbance  observer  and  predictive  control  in  HOFA
forms  and  another  is  to  maintain  the  tracking  control  performance
and  stability  by  using  this  DOB-HOFAPC.  Concretely,  an  HOFA
system  model  is  applied  to  describe  the  CPSs,  which  is  called  the
HOFACPSs. Meanwhile, a lumped disturbance is used to indicate the
total  uncertainties,  and  then  an  HOFA  disturbance  observer  is
designed to estimate this lumped disturbance. Furthermore, an incre-
mental prediction model (IPM) is constructed in an HOFA form with
the help of Diophantine equation, so that multi-step output ahead pre-

dictions  can  be  developed  to  optimize  the  tracking  control  perfor-
mance and compensate for the communication delays in the forward
and  backward  channels.  Finally,  a  simple  criterion  is  proposed  to
ensure  the  tracking  performance  and  stability  of  closed-loop
HOFACPSs. Comparing to the existing work, a highlight is that both
disturbance  observer  and  predictive  control  are  directly  designed  in
HOFA forms  without  model  reduction.  However,  the  existing  work
should convert the high-order system into a first-order one, and then
completes the related control design, so that the computational loads
and complexities can be obviously increased.

ℵy > ℵv
ϖ(k+ i) = qiϖ(k) i ∈ Z ∆ = 1−q−1

ϖ̂(k+ i|k− j) ϖ(k)
k− j

Notations:  are the output and control prediction horizons. q
is  a  time  operator  satisfied , .  is  a
difference operator.  is the i-th ahead prediction of 
based on time .

Problem statement: Consider a class of uncertain HOFACPSs as
 

x(k+n) = −
n−1∑
l=0

(Al +δAl)x(k+ l)+ (B+δB)u(k)+d(k) (1a)

 

y(k) =Cx(k) (1b)
x(k) ∈ Rñ u(k) ∈ Rñ y(k) ∈ Rm d(k) ∈ Rñ

Al ∈ Rñ×ñ B ∈ Rñ×ñ

C ∈ Rm×ñ δAl δB
Al

det(B) , 0 d(k)

where , , ,  are  the  state,  input,
output  and  external  disturbance  vectors, , ,

 are the related known coefficient matrices,  and  are
the perturbations of  and B. For HOFACPS (1), it is assumed that:
1) ; 2) The state vector is available; 3)  is unknown but
is bounded in relation to time k.

w(k)
w(k) = −∑n−1

l=0 δAlx(k+ l)+
δBu(k)+d(k)

Following [10], a lumped disturbance  is applied to denote the
total  uncertainties  and  is  represented  as 

, such that HOFACPS (1a) can be rewritten as:
 

x(k+n) = −
n−1∑
l=0

Alx(k+ l)+Bu(k)+w(k). (2)

w(k)
∆w(k+1) ≈ 0

Based  on  Remark  4  in [10],  it  is  assumed that  is  slowly  time-
varying, that is, .

τa τs
τa

τs
τ = τa +τs

The control structure of uncertain HOFACPSs is shown in Fig. 1,
where  and  indicate  the  upper  bounds  of  random  communica-
tion delays in the forward and backward channels. From [9],  and

 are  the  positive  integral  multiples  of  sampling  period,  and
.
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Fig. 1. Tracking control of uncertain HOFACPSs via DOB-HOFAPC.
 

For HOFACPS (2), a DOB-HOFAPC is proposed as
 

u(k) = B−1(us(k)+ v(k)), us(k) =
n−1∑
l=0

Kc,lx(k+ l)− ŵ(k|k−1) (3)

us(k) ∈ Rñ

Kc,l ∈ Rñ×ñ ŵ(k|k−1)
w(k)

v(k) ∈ Rñ

where  is  a  local  feedback with disturbance compensation
and  indicates  the  related feedback gain,  is  the
estimation  of  generated  by  HOFA  disturbance  observer,

 is  a  tracking  control  part  designed  by  HOFA  predictive
control. By applying (3), a closed-loop HOFACPS is achieved as
 

x(k+n) = −
n−1∑
l=0

Al,cx(k+ l)+ v(k)+ ew(k) (4)

Al,c = Al −Kc,l ew(k) = w(k)− ŵ(k|k−1)with  and .  For  tracking  con-
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J(k)trol performance, a cost function  is given as
 

J(k) =∥Ŷ(k+τa +ℵy|k−τs)−R(k+τa +ℵy)∥2W1

+ ∥∆V̂(k+τa +ℵv|k−τs)∥2W2
(5)

with
 

Ŷ(k+τa +ℵy|k−τs) =


ŷ(k+τa +ℵy|k−τs)

...

ŷ(k+τa +1|k−τs)


∆V̂(k+τa +ℵv|k−τs) =


∆v̂(k+τa +ℵv|k−τs)

...

∆v̂(k+τa|k−τs)


R(k+τa +ℵy) =


r(k+τa +ℵy)

...

r(k+τa +1)


ŷ(k+µ|k−τs) ∆v̂(k+µ|k−τs)

y(k) ∆v(k)
k−τs r(k) W1 W2

where  and  denote  the μ-th  ahead  pre-
dictions  of  and tracking control  increment  based on time

,  represents the reference input,  and ,  are two posi-
tive  definite  weighting matrices.  In  (5),  the  first  part  focuses  on the
tracking control  performance and the  second part  is  concerned with
the changing rate and amplitude of tracking control increment.

Problem 1: For HOFACPS (2), this research is to present a predic-
tive  tracking  control  (3)  by  minimizing  (5),  such  that  the  tracking
performance  and  stability  of  closed-loop  HOFACPS  (4)  can  be
achieved, that is, the following conditions are held.
∥r(k)∥ <∞ ∥y(k)∥ <∞ r(k)1) , , where  is a known reference;
limk→∞∥y(k)− r(k)∥ = 02) .

Main results: 1) Design of HOFA disturbance observer: By apply-
ing the time operator q, system (2) is equivalently transformed as
 

x(k+1) = −Ao(q−1)x(k)+Bo(q−1)u(k)+Do(q−1)w(k) (6)
Ao(q−1) =

∑n−1
l=0 Alql+1−n Bo(q−1) = Bq1−n Do(q−1) = q1−n

w(k)
with , , . To
estimate the , a disturbance observer is presented as
 

ẑ(k+1|k) = ŵ(k|k−1)+Kdo(q)(Ao(q−1)x(k)−Bo(q−1)u(k))

−Kdo(q)Do(q−1)(ẑ(k|k−1)+Kdo(q)x(k))

ŵ(k|k−1) = ẑ(k|k−1)+Kdo(q)x(k) (7)
Kdo(q) =

∑n−1
l=0 Kdo,lql Kdo,l ∈ Rñ×ñwhere ,  is an observer gain. Then,

Theorem 1 is provided to obtain the disturbance observer (7).
Awo(q−1)

Awo(q−1) = I−Kdo(q)Do(q−1)
Theorem 1: HOFA disturbance observer (7) is held if  is

a Schur polynomial matrix, where .
ew(k) = w(k)− ŵ(k|k−1) ew(k+1) = w(k+

1)− ŵ(k+1|k)
Proof:  From (4),  so  that 

, then the error system is derived that
 

ew(k+1) = w(k)− ẑ(k+1|k)−Kdox(k+1)

= w(k)− ŵ(k|k−1)−Kdo(Aox(k)−Bou(k))

+KdoDo(ẑ(k|k−1)+Kdox(k))

−Kdo(−Aox(k)+Bou(k)+Dow(k))

= (I−KdoDo)ew(k) =Awoew(k).
Awo(q−1) ew(k)→ 0

k→∞
Because  is  a  Schur  polynomial  matrix,  with

. Hence, disturbance observer (7) is held. ■
2) Design of HOFA predictive control:  With the help of q operator,
closed-loop system (4) is rewritten as
 

Al,c(q−1)x(k) =Do(q−1)v(k−1)+D(q−1)ew(k) (8)
Al,c(q−1) = I+

∑n−1
l=0 Al,cql−n D(q−1) = q−1Do(q−1)

I = EµAl,c∆+q−µFµ
Eµ(q−1) Fµ(q−1)

Al,c(q−1)
Eµ(q−1) = eµ,0 + eµ,1q−1 + · · ·+ eµ,µ−1q−(µ−1)

Fµ(q−1) = fµ,0 + fµ,1q−1 + · · ·+ fµ,nq−n Eµ∆qµ

with  and .  From
[11], a Diophantine equation is given as , where

 and  represent two polynomial matrices in relation to
the prediction horizon μ and polynomial coefficient matrix ,
and they are expressed as ,

.  Then,  multiplying  at

(8) obtains that
 

EµAl,c∆x(k+µ) = EµDo∆v(k+µ−1)+qµEµD∆ew(k).
Based on the idea in [11], taking the above into Diophantine equa-

tion establishes an IPM in an HOFA form as
 

x(k+µ) = Fux(k)+Lu∆ew(k)+Gµ∆v(k+µ−1) (9)
Lu(q−1) = qµEµ(q−1)D(q−1) Gµ = Eµ(q−1)Do(q−1)where  and .  Con-

sidering  the  communication  delays  in  the  forward  and  backward
channels, IPM (9) is rewritten as
 

x̂(k−τs +µ|k−τs) = Fµx(k−τs)+Lµ∆ew(k−τs)

+Gµ∆v̂(k−τs +µ−1|k−τs)

µ = 1,2, . . . , τ+ℵy µ = 1+τ µ = ℵy +τwith . From  to ,
 

x̂(k+τa +1|k−τs) = F1+τx(k−τs)+L1+τ∆ew(k−τs)

+G1+τ∆v̂(k+τa|k−τs)

...

x̂(k+τa +ℵy|k−τs) = Fℵy+τx(k−τs)+Lℵy+τ∆ew(k−τs)

+Gℵy+τ∆v̂(k+τa +ℵy −1|k−τs)

ŷ(k+τa +µ|k−
τs) =Cx̂(k+τa +µ|k−τs) µ = 1,2, . . . ,ℵy µ = ℵv +1, ℵv+

2, . . . ,ℵy v̂(k+τa +µ|k−τs) = v̂(k+τa +ℵv|k−τs) ∆v̂(k+
τa +ℵv|k−τs) = 0

based  on  (1b),  output  prediction  is  constructed  as 
 with .  For 

,  so  that 
, hence output predictions are compactly written as

 

Ŷ(k+τa +ℵy|k−τs) = P1x(k−τs)+P2∆ew(k−τs)

+P3∆V̂(k+τa +ℵv|k−τs) (10)
with
 

P1 =


CFℵy+τ

...

CF1+τ

 , P2 =


CLℵy+τ

...

CL1+τ



P3 =



CGℵy+τ 0 . . . 0
...

... . . .
...

CG1+ℵv+τ 0 . . . 0

0 CGℵv+τ

. . .
...

...
. . .

. . . 0

0 . . . 0 CG1+τ


.

∂J(k)
∂∆V̂(k+τa+ℵv |k−τs)

= 0
In order to solve the optimal HOFA predictive control increment, let

, taking (10) into the above yields that
 

PT
3 W1
(
P1x(k−τs)+P2∆ew(k−τs)+P3∆V̂(k+τa +ℵv|k−τs)

−R(k+τa +ℵy)
)
+W2∆V̂(k+τa +ℵv|k−τs) = 0

∆V̂(k+τa +ℵv|k−τs)=M−1
1 M2x(k−τs)+M−1

1 M3∆ew(k−τs) +
M−1

1 M4R(k+τa +ℵy) M1 = PT
3 W1P3 +W2 M2 = −PT

3 W1P1
M3 = −PT

3 W1P2 M4 = PT
3 W1

∆v̂(k+τa|k−τs) = H∆V̂
(k+τa +ℵv|k−τs) H = [0 · · · 0 I]

∆v(k) = ∆v̂(k|k−τ)

so that 
 with , ,

, .  For  the  network  node,  the  optimal
HOFA predictive control increment is set as 

 with . For the actuator node, it is
generated by , which is completely formulated as
 

∆v(k) = HM−1
1 M2x(k−τ)+HM−1

1 M3∆ew(k−τ)

+HM−1
1 M4R(k+ℵy) (11)

R(k+ℵy) = [rT (k+ℵy) · · · rT (k+1)]Twhere .
r(·) = r

Ac =A−1
l,cDo Ad =A−1

l,cD
3)  Closed-loop  system  analysis:  Based  on [9],  let ,  and

denote , , then system (8) is converted as
 

∆x(k+1) =Ac∆v(k)+Ad∆ew(k+1)
by taking (11) and error system into the above, it is derived that 
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∆x(k+1) =Ac,1x(k−τ)+Ac,2∆ew(k−τ)
+Ac,3R(k+ℵy)+Ac,4∆ew(k)

=∆x(k)+Ac,1∆x(k−τ)

+Ac,2Ãwo∆ew(k−τ−1)+Ac,4Ãwo∆ew(k−1)

Ac,1 =AcHM−1
1 M2 Ac,2 =AcHM−1

1 M3 Ac,3 =AcHM−1
1

M4 Ac,4 =AdAwo Ãwo = I−Awo ∆X(k) =
[∆xT (k) · · · ∆xT (k−τ)]T ∆Ew(k−1) = [∆eT

w(k−1) · · · ∆eT
w(k−

τ−1)]T

where , , 
,  and .  Further,  denote 

 and 
, the above system is drawn as

 [
∆X(k+1)
∆Ew(k)

]
= Φ

[
∆X(k)
∆Ew(k−1)

]
, Φ =

[
Φ11 Φ12
Φ21 Φ22

]
(12)

Φ11 = [I 0 · · · 0 Ac,1] Φ12 =
[
Ac,4Ãwo 0 · · · 0 Ac,2Ãwo

]
Φ21 =

[
Iτñ 0τñ×ñ

0(τ+1)ñ×τñ 0τñ×ñ

]
Φ22 =

[
Awo 0ñ×τñ
Iτñ 0τñ×ñ

]with , ,

 and .  Summa-

rizing the above derives the Theorem 2.
Theorem 2: The stability and tracking performance of closed-loop

HOFACPS (4) can be realized if and only if the asymptotic stability
of system (12) can be guaranteed.

Illustrative  example: An  example  of  long  distance  power  trans-
mission  line  is  provided  here,  whose  equivalent  circuit  is  a  typical
RLC one (as shown in Fig. 2). By means of Kirchhoff law, a uncer-
tain  second-order  fully  actuated  model  for  RLC circuit  is  presented
as
 

LCẍ+RCẋ+ x+δ(k) = u (13)

x = uc ẋ = duc
dt ẍ = d2uc

dt2 u = ur L = 0.5
C = 0.01 R = 1.5Ω δ(k) = −500sin(0.005k)

τa = 5 τs = 6 ẋ = x(k+1)−x(k)
T

with  V,  V/t,  V/t2,  V,  H,
 F, ,  V.  The  communica-

tion delays are set as  and . By using , sys-
tem  (13)  can  be  transformed  into  a  discrete-time  expression  in  the
form of (2) as
 

x(k+2)+ (3T −2)x(k+1)+ (1−3T +200T 2)x(k)

= 200T 2u(k)+w(k) (14)
w(k) = 200T 2δ(k)

T = 0.01 s
Kdo(q) = 0.0199+1.02q

Kc,0 = −0.69
Kc,1 = −0.87 ℵy = 5 ℵv = 3 W1 = I W2 = 30I

where  and T is  a  sampling  period.  Choose
.  For  system  (14),  an  HOFA  disturbance  observer  is

designed  in  the  form  of  (7)  with ,  then  a
DOB-HOFAPC  is  proposed  in  the  form  of  (3)  with ,

, , , , , the simulation results
are  shown  in Fig.  3.  It  implies  that  DOB-HOFAPC  can  realize  the
accurate  estimation  of  lumped  disturbance  and  the  desired  tracking
control  performance,  which  fully  demonstrates  the  feasibility  of  the
proposed DOB-HOFAPC.

 
 

R L

Cur uc

 
Fig. 2. RLC circuit.
 

Conclusions: This letter has investigated the output tracking prob-
lem of HOFACPSs with lumped disturbances. A DOB-HOFAPC has
been  proposed  to  implement  the  desired  tracking  control  perfor-
mance. The simulated results of long distance transmission line have
been  shown  to  illustrate  the  feasibility  of  the  proposed  DOB-
HOFAPC. The future work will further develop the DOB-HOFAPC
for  tracking  control  of  uncertain  CPSs  against  fast  time-varying
lumped disturbances.
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Fig. 3. The  simulated  results  of  long  distance  power  transmission  line  via
DOB-HOFAPC.
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