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Abstract—In the present paper, we describe a novel active
reconfigurable repeater-aided non-orthogonal multiple access
networks within the context of the Internet of Things. The
study focuses on a scenario, where a source simultaneously
transmits public information to an untrusted user and a covert
signal to a legitimate user in the surveillance of an external
warden or eavesdropper. We develop comprehensive analytical
and optimization frameworks to evaluate the reliability, security,
and covertness of the proposed system’s performance, measuring
three respective key metrics: outage probability (OP), secrecy
OP (SOP), and detection error probability (DEP). First, we
derive exact closed-form and asymptotic expressions for OP,
SOP in internal and external eavesdropping scenarios, and
DEP in external monitoring situations. Based on an asymptotic
analysis of the OP, we propose two optimization methods for
power allocation (PA) to achieve fairness in outage among users:
a convex approximation method and an approximate closed-
form solution. We then introduce an alternative method for
optimizing PA to improve SOP in both eavesdropping scenarios
while maintaining minimal OP requirements. In addition, we
propose an effective approach for determining the warden’s
detection threshold to minimize the DEP, with low complexity and
fast convergence, thereby improving communications covertness.
Finally, we validate the theoretical and optimization frameworks
through extensive Monte-Carlo simulations, exploring the impact
of key system parameters on each performance metric.

Index Terms—Active reconfigurable repeater, covert commu-
nication, detection error probability, intercept probability, non-
orthogonal multiple access, performance analysis, physical-layer
security, reliable communication, resource optimization.

I. INTRODUCTION
A. Context and Motivation

The Internet-of-Things (IoT) has emerged as a transforma-
tive domain that connects billions of devices across various
sectors, from smart homes and cities to industrial automation
and healthcare [1]. The proliferation of IoT devices promises
unprecedented levels of efficiency, automation, and data-driven
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decision-making. However, the rapid growth of IoT networks
also introduces significant challenges, particularly concerning
security [2], covert communications [3], and reliability [4].
Typically, IoT nodes are constrained by limited computational
power, storage capacity, and energy resources, making IoT
systems vulnerable to a range of security threats, such as
eavesdropping, data interception, and unauthorized access.
While traditional cryptographic methods remain essential for
securing IoT systems, they often fail to address the full
spectrum of security concerns [2], [S]. Even if encryption is
employed, metadata (e.g., network traffic patterns) can still
reveal sensitive information [6], leading to potential privacy
breaches. For example, in high-security applications such as
military or defense scenarios, communications must remain
not only secure but also covert and thus, ensure that the
existence of communication itself is undetectable by adver-
saries. Conventional encryption methods are insufficient in
achieving this level of protection, necessitating more advanced
techniques. Beyond the challenges of security and covert
communications, establishing reliable communications in IoT
networks is equally important [4]. Given the limited capabil-
ities of individual IoT nodes, maintaining stable connectivity
and consistent communication quality in dynamic or hostile
environments can be challenging. Additional factors such
as signal attenuation, interference, and network congestion
can further compromise performance, resulting in unreliable
communications and degraded quality-of-service.

To address these challenges, non-orthogonal multiple ac-
cess (NOMA) technology offers certain advantages as a key
enabler for the next generation of IoT networks [7], [8]. Un-
like traditional orthogonal multiple access (OMA) techniques,
which allocate distinct resources to each user, NOMA allows
multiple users to share the same time slots, frequency bands,
and spreading codes. This approach significantly improves
spectral efficiency and enables the network to support mas-
sively connected devices, which is crucial in IoT scenarios
characterized by diverse traffic demands and various power
requirements. NOMA achieves its performance through power
domain multiplexing, wherein users with different power lev-
els are superimposed, and successive-interference cancellation
(SIC) is applied at the receiver to separate the signals [9]-[12].
This technology improves network capacity and reliability by
ensuring that users, even those with weaker signals, can be
effectively served. Beyond its efficiency benefits, NOMA also
offers inherent security and covert communication advantages.
By dynamically allocating power and optimizing the coding
and decoding processes, NOMA can further assist in mitigat-
ing the risks related to eavesdropping and unauthorized access
[13], [14]. For example, in scenarios where a transmitter must
communicate with a receiver without detection by a warden,
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NOMA can exploit noise and interference to mask the com-
munication, thereby effectively enhancing covert transmission.

Although NOMA demonstrates significant advantages in
IoT networks, additional strategies are necessary to further
enhance coverage and reliability, particularly in environments
with challenging conditions such as poor signal propagation
or sparse scattering [15], [16]. A promising approach involves
improving network performance without creating extra cells,
but instead adding network components within existing cells.
This has led to the exploration of solutions such as additional
active relays [17]-[19], reconfigurable intelligent surfaces
(RISs) [20]-[22], and active reconfigurable repeaters (ARRs)
[23], [24]. Among these solutions, ARRs, also regarded as
smart repeaters, have emerged as comparable effective candi-
dates [25]. Compared to active relays and RISs, ARRs provide
a simpler solution for amplifying incoming signals, without
requiring complex signal processing at the physical layer [23],
[26]. A detailed comparison of ARRs, RISs, and additional
active relays in terms of form factor, power consumption,
instantaneous channel state information (CSI) requirements,
training, phase synchronization, backhaul consumption, active
radiated power, noise sources, array gain, control overhead,
deployment cost, flexibility, and band selectivity is presented
in [25]. Unlike traditional repeaters, which primarily extend
coverage in areas with weak signals [27], ARRs are designed
to complement and enhance the wireless channel by intro-
ducing additional scattering and power gain. ARRs operate
using a simple amplify-and-forward (AF) mechanism,' requir-
ing minimal processing and providing a cost-effective and
easily deployed solution. The inherent characteristics of ARRs
provide an ideal complement to NOMA in IoT networks. By
strategically deploying ARRs in areas with poor coverage or
few scatterers, network operators can improve both coverage
and signal quality and ensure that even resource-constrained
IoT nodes maintain reliable communications.

While ARR technology primarily enhances network cov-
erage and reliability, ensuring secure and covert communi-
cations in IoT networks lies with NOMA’s advanced power
allocation (PA) and interference management techniques. The
combination of ARR and NOMA technologies thus presents a
promising solution in addressing the challenges of reliable,
secure, and covert communications in IoT networks while
opening critical new avenues for research and innovation.

B. Literature Overview

NOMA in enhancing reliability: NOMA’s superior capa-
bilities in enhancing reliability for IoT networks have attracted
considerable attention from the wireless research community.
For instance, Park et al. [29] introduced a novel approach for
allocating the target received power in uplink NOMA-based
IoT systems, analyzing the tradeoff between reliability and
sum-rate, and overall performance. Inspired by this, Sreya ef

Notably, the AF strategies of active relay nodes and ARRs differ. For AF-
based active relay nodes, the signal is amplified along with the interference
and noise [28], thereby increasing the vulnerability of the received signal. In
contrast, AF-based ARRs instantaneously retransmit the incoming signal at
the same frequency, ensuring that the forwarded signal remains within the
cyclic prefix length to prevent unwanted interference [23], [26]. This allows
ARRs to operate as additional channel scatterers with a power gain.

al. [30] extended this system model to cellular IoT networks
by proposing an adaptive rate NOMA scheme to meet capacity
and delay conditions for IoT devices. Vu and Kim [31]
examined the performance of wireless power transfer-assisted
NOMA IoT systems, with evaluations of outage probability
(OP), effective throughput (ETP), and energy efficiency (EE).
Further extending this work to cognitive radio environments,
Vu et al. [32] developed a solid mathematical analysis of these
metrics. Their research also proposed optimization strategies
for PA and energy harvesting time-switching factor configura-
tions to minimize the OP and maximize the ETP.

NOMA in enhancing secure and covert communication:
Several studies have explored the potential of NOMA in IoT
systems across various aspects [13], [14], [33]-[39]. Lei et
al. [33] analyzed the secrecy outage probability (SOP) of
aerial eavesdropping in terrestrial-integrated aerial loT NOMA
systems. Xiang et al. [34] developed a secure transmission
framework for NOMA-assisted IoT networks to deal with
diverse short-packet communications (SPC) requirements, fol-
lowed by a novel PA strategy to avoid the connection outage
performance floor and a series of metric evaluations of connec-
tion outage probability (COP), SOP, effective secrecy through-
put (EST), and trade-offs in security-reliability and security-
efficiency. Xiang et al. [35] subsequently exploited the inher-
ent characteristics of NOMA in securing SPC in IoT networks,
deriving the expressions for effective secrecy rate (ESR) and
sum-rate. Developing this work, Vu ef al. [14] proposed a mod-
ified PA-integrated beamforming scheme to improve ESR and
EST in SPC NOMA IoT networks embedded with untrusted
near users. Examining security concepts, Jiang et al. [36]
proposed a covert NOMA transmission scheme for cooperative
device-to-device communication systems. The authors derived
the minimum detection error probability (DEP) as a measure
of covertness and introduced a solution for maximizing covert
throughput (CTP). Tao et al. [37] further analyzed the COP,
effective covert rate (ECR), and DEP for covert NOMA IoT
systems, designing a PA strategy to maximize the ECR while
obeying the constraints of the DEP and COP. In a related
study, Zhang et al. [13] studied optimizing CTP under DEP
and OP constraints in light of the network’s uncertain CSI.
Duan et al. [38] extended this network model by discussing
different performance metrics and optimization formulations,
focusing on maximizing the ECR through PA and detection
threshold coefficient optimization. Li et al. [39] proposed a
random artificial noise-based beamforming scheme for NOMA
IoT systems, reducing the eavesdropping rate of the strong user
while confusing the warden’s monitoring.

Repeater investigation: Several studies have explored the
performance of passive repeaters across various applications
[26], [27], [40]-[42]. For example, Walkenhorst et al. [40] de-
veloped a full-duplex passive repeater to enhance the network
capacity in environments with a dominant line-of-sight compo-
nent. The authors’ experimental results demonstrated that de-
ploying a single additional repeater could elevate the channel
to full rank, nearly doubling the link capacity. Similarly, Tsai
and Shiu [26] showed that leveraging passive repeaters could
improve coverage and capacity scaling to cellular systems. In
another study, Ma er al. [41] proposed to improve channel
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quality and reduce fronthaul costs by using a passive repeater-
enhanced massive multiple-input multiple-output (MIMO) sys-
tem. Besides, the authors also addressed potential drawbacks
such as increased delay spread and compromised channel
reciprocity by adopting distinct beamforming methods. Tang
et al. [27] conducted experiments using a dual-antenna passive
repeater with data-driven approaches to enhance received
power gain, enable wide-angle scattering, and bring signal
coverage to blind areas. Ahn et al. [42] demonstrated that a
preamble cancellation strategy could benefit passive repeater-
assisted broadcast networks containing multiple transmitters.

The interplay between AAR and NOMA and their
promising: Despite the promising advantages of integrating
repeater and NOMA technologies, as discussed in Section I-A,
limited research has explored the use of repeater technology
in NOMA-based IoT systems, with the exception of a single
study by Ahuja et al. [43], which focused on bit error rate
and SOP performance. The research field of ARRs remains
relatively nascent, with only two notable studies [23], [24]
on the topic, neither of which focuses on NOMA-based
IoT networks. Specifically, Iimori er al. [23] proposed an
amplification and phase optimization method to maximize
the received signal-to-interference-plus-noise ratio (SINR) in
distributed ARR-assisted communications systems. Leone et
al. [24] examined network planning optimization for reliable
millimeter-wave next-generation networks equipped with RISs
and ARRs. Although such a joint implementation of RISs
and ARRs can reconcile the strengths of each technology,
achieving an optimal efficiency balance remains a topic that
requires further investigation and careful analysis.

C. Novelty and Contributions

As discussed in Sections I-A and I-B, given the emerging
nature of ARR technology and its significant potential to
enhance NOMA-based IoT systems, it is evident that this area
has received insufficient attention, particularly in the context of
secure and covert communications. Therefore, it is both timely
and essential to intensify research efforts on integrating ARR
with NOMA for IoT networks. In response to this critical gap
in the literature, the present study introduces a comprehensive
analysis of the reliability, security, and covertness for ARR-
assisted NOMA IoT systems. In addition to developing math-
ematical evaluation frameworks, we also formulate and solve
optimization problems for each aspect, proposing efficient
solutions to enhance overall system performance. The main
contributions of the study are summarized as follows:

1) For the first time, we introduce and investigate a novel
proposed ARR-assisted NOMA IoT system that exploits
both public and covert signals for communications in the
presence of either (i) an internal or external eavesdropper
or (ii) an external warden. In this context, we analyze the
key performance indicators of reliability, security, and
covertness, to evaluate the system’s overall performance.

2) From a reliability perspective, we derive exact and
approximate closed-form expressions for the OP. To
ensure OP fairness between users, robust PA config-
urations are designed to minimize the maximum OP
between legitimate and untrusted users, while adhering

to the principal PA constraints. We propose two efficient
optimization methods: a convex approximation strategy
and a closed-form approximation solution.

3) From a security perspective, we derive exact and ap-
proximate closed-form expressions for the SOP in both
internal and external eavesdropping scenarios. PA opti-
mization problems are formulated to minimize the SOP
of the legitimate user while considering practical con-
straints, such as the PA criterion and the untrusted user’s
OP. We address the challenges posed by complex SOP
expressions in these problems by using the approximate
SOP formulation, which permits the conversion of these
complex problems into simplified convex approxima-
tions that can be efficiently solved using the modified
Newton—Raphson iterative root-finding algorithm.

4) From a covertness perspective, we derive a comprehen-
sive mathematical framework for external monitoring
scenarios, providing both exact and asymptotic closed-
form expressions for the DEP. This analysis yields
valuable insights into the effects of the transmit signal-
to-noise ratio (SNR), PA policies, detection thresholds,
and communication distance on DEP performance. Sub-
sequently, we propose an alternative low-complexity
approach with fast convergence to determine the optimal
power detection threshold, effectively minimizing DEP.

5) All analytical results are validated with Monte-Carlo
simulations to demonstrate the advantages of the pro-
posed framework. The numerical findings reveal several
key insights: (i) increasing the transmit SNR improves
communications reliability but also increases vulnerabil-
ity to internal eavesdropping; (ii) a low transmit SNR is
effective in achieving low SOP in internal eavesdropping
scenarios, while a high SNR is preferable in external
eavesdropping scenarios; (iii) minimizing the SOP en-
hances both physical-layer security and communications
reliability; (iv) the proposed detection threshold algo-
rithm ensures that the optimal DEP is obtained.

D. Organization and Notations

The remainder of the paper is organized as follows. Sec-
tion II describes the system model. Section III presents the
reliability evaluation framework, including an analysis of the
OP and its fairness optimization. Section IV provides the
security evaluation framework, detailing SOP analysis and its
minimization problems in internal and external eavesdropping
scenarios. Section V focuses on the covertness evaluation
framework, covering DEP analysis and its minimization prob-
lem. Section VI examines the numerical results and key find-
ings to validate and highlight the advantages of the proposed
framework. Finally, Section VII concludes the paper. The
section organization of the paper is outlined in Fig. 1.

Mathematical Notations: Pr[-] and |-| denote the probability
operator and the magnitude of a scalar, respectively. Fx (-) and
fx (+) denotes the cumulative distribution function (CDF) and
the probability density function (PDF) of a random variable X,
respectively. C1(+) is the first-order modified Bessel function
of the second kind [44, Eq. (8.432)]. [a]" = max{a,0}
denotes the positive part function. E{-} represents the ex-
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pectation operator. For a multi-variable function f, df/0x
and 02 f/0x? denote the first-order and second-order partial
derivatives of f with respect to the variable x, respectively,
whereas 92 f /0x0y denotes the second-order mixed derivative
with respect to the variables x and y. For a single-variable
function g(z), ¢’(z) and ¢"'(z) represent the first-order and
second-order derivatives of g(z), respectively. Furthermore,
{a A b} expresses the mathematical conjunction between con-
ditioned sets a and b. Finally, In(-) and exp(-) present the
natural logarithm and exponential functions, respectively.

II. SYSTEM MODEL
A. System Model Description

As illustrated in Fig. 2, we consider a downlink ARR-based
NOMA system. In this system, an IoT source, referred to as
Sam (S), transmits a public signal zw to an untrusted IoT user,
Willie (W), while simultaneously transmitting a covert signal
g to a trusted IoT user, Bob (B). This transmission occurs
with the assistance of an ARR, denoted R, using NOMA
signaling, expressed as x = /awPxw + vagPxg, where P
is the transmit power of S while aw and ag are the PA levels
for Willie’ signal xw and Bob’ signal xg, respectively, with
E{|zw|?} = 1 and E{|zg|>} = 1. Suppose that the direct links
from Sam to both Willie and Bob are significantly attenuated
and can be ignored due to the effects of severe shadowing and
obstacles. To prevent Willie from intercepting Bob’s signal, the
PA rule is set as ayw > ag and aw + ag = 1 [14]. In this
setup, Willie decodes z directly, while Bob performs SIC to
recover xg. Meanwhile, an unauthorized user, Tom (T), also
receives the signal from Sam, due to the inherent broadcasting
nature of wireless communications. This study focuses on the
scenario where Willie, after decoding xy, attempts to intercept
xp. Additionally, Tom is considered for two possible roles:
either as a warden (trying to detect whether Sam is sending
zp to Bob) or as an eavesdropper (eavesdropping on zp).

B. Channel Model Description

Let hyy be the channel coefficient between nodes X and
Y. Under quasi-static Rayleigh block fading channels,

Untrusted loT
user (Willie)

Active reconfigurable

loT source repeater  hpy

(Sam)
Obstacles

L e

Fig. 2. Illustration of the considered system.

hrr ((« E
O

Entrusted @rl

loT user

(Bob)

Unauthorlzed
user (Tom)

follows the exponential distribution with respect to scale
parameter 1/Axy, where Axy = (dxy/do)", dxy is the average
distance between X and Y, 7 is the path-loss exponent, and
dp is the reference distance. Therefore, the CDF and PDF of
|hxy|? are given, respectively, by [31]

Flngyj2(z) = 1 — exp(—Axyz), (1)
finsr|2 () = Axy exp(—Axy). )
Furthermore, it is assumed that Sam is able to obtain the CSI
for both Bob and Willie through uplink channel estimation,

but due to the lack of pilot signal feedback, only has access
to Tom’s statistical CSI [36]-[39].

C. Data Information Exchange

At the n-th time-slot, the signal received at the receiving
node D € {W,B, T} can be expressed as

yp[n] = Vwhsrhroz[n] + wp[n], 3)

where wp[n] is the additive white Gaussian noise (AWGN)
signal with zero mean and variance o2, and = is the weight
(i.e., phase rotation and power gain [23]) applied at R.

Based on (3), the SINR at Willie or Bob for decoding zw
and the SNR at Bob for decoding zp after performing SIC are
given, respectively, as

_ _ @wowylhsrl*|hrul?
wagY|hsr|?|hrul? + 1
where U € {W,B} and 5 = P/o? is the transmit SNR.

.18 = wap¥|hsr|?|hre/?, (4)

D. Security and Covertness Characteristics

1) Eavesdropping on Propagation Information: To evaluate
the physical layer security, we examine the scenario where
Willie (acting as an internal eavesdropper), after decoding his
message, attempts to intercept information transmitted by Sam
to Bob. Specifically, the SNR for decoding =g after performing
SIC at Willie can be written as

Yw = wagF|hsr|? |hrw|*. (5)

Likewise, we study the case where Tom, acting as an external
eavesdropper, separately decodes both xg and zw from his
received signal y7 using parallel decoding for the worst-case
scenario. The SNR for Tom to decode zpg is given by

Y1 = was¥|hsr|*|hat|?. (6)
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2) Monitoring on Covert Signal: In a different scenario,
Tom acts as an external warden and attempts to detect a covert
signal transmitted by Sam to Bob using a binary hypothesis
test. Specifically, Tom distinguishes between two hypotheses
based on his received signal:

] = hsrhrTv@x[n] + wrn], Hi, )
d hsrhrrv@wawPaxw[n] + wr[n], Ho,

where H; and H imply the true and false hypotheses, respec-
tively, of detecting Bob’s covert signal. Using a radiometer,
Tom’s detection strategy, modelled by the Neyman-Pearson
method, is expressed as [36]-[39]

1 M D,
o1 =2 > Iyl =z w, )

m=1 0

where M is the total channel use quantity, w is the detection
threshold, while D; and Dy represent the decisions favoring
Hi1 and Hg, respectively. Following the reasoning in [36]-
[39], for a sufficiently large M, i.e., M — oo, the average
power of the signal received by Tom can be expressed as

o — | Tlow +as)Plhspl*|har[* + 0%, Hi,
wosz|hSR‘2|hRT|2+O’2, Ho-

€))

Based on the mentioned above, the subsequent sections an-
alyze the system’s performance in terms of the OPs for Willie
and Bob, the SOP for the internal and external eavesdropping
scenarios, and the DEP for the covert signal transmission.

III. RELIABILITY EVALUATION FRAMEWORK
A. Outage Probability Analysis

The OP is defined as the probability that the received
SINR/SNR for decoding xy at the receiving node falls below
a predefined decoding threshold ~y, with vy = 2™ — 1,
where 7y is the target data rate [bps/Hz]. Accordingly, the
OP for decoding zw at Willie, while ensuring a successful
SIC procedure at Bob, can be expressed as [31]

pay = Prmin{¥w, Tg} < yw]. (10)

Meanwhile, the SNR for decoding zg at Bob after canceling
aw from yg[n] can be expressed as

pB, = Pr[ys < 7al. (11)

From (10) and (11), the OP of decoding xw at Willie and xg
at Bob can be effectively evaluated by the following lemma.

Lemma 1: Conditioned on vw < aw/ag (otherwise, the
system always experiences an outage event), the exact OP
expressions for decoding xw at Willie and xg at Bob can
be obtained in closed-form expressions, respectively, as

Py = 1 —/MAspAstw/@7 K1 (VAAsrAsw/@7),  (12)
Pop = 1 — V/4spAreTs/@7 K1 (\/4AsrAReT8/7), (13)

where 7w = yw/(aw —asyw), 78 = v8/aB, and Ay = Agw+
ARB.

Proof: See Appendix A. ]

Lemma 1 indicates that when allotting aw for zw and ag
for xg satisfies yw < aw/ag, the OP of decoding zy is indeed
a function of fading parameters, the predefined decoding
thresholds, and the transmit SNR. However, the complexity
of the OP expressions for decoding xy problematizes the
determination of the effects of key system parameters on OP
performance. To address this, we investigate the asymptotic
OP behavior by applying the first-order series expansion for

the Bessel function, as described in [44, Eq. (8.446.2)], to get
Ki(z) = 1 (2/2) /2 + 1/ (14)

Thus, the respective OPs in (12) and (13) can be simplified as

PP = AspAzrwn(Aspdmrw/@) /@7, (15)
po® = —AsrAreTs In (AsrAReTB/@7) /7. (16)

Thus, for any z,y > 0, we apply the following connection:
xr—r 00

In(y/z)/x = In(y)/x — In(z) /2 “Z° ~ln(z)/a,
which enables us to simplify the OPs in (15) and (16) to

a7)

pob™® ~ AspAstw In(w7) /=7, (18)
PoP ~ AsrAreTs In(w) /7. (19)

Then, applying L’Hospital’s rule to f(z) = In(x)/x yields the
following asymptotic result:

lim f(z) =1/x =0.

T—00

(20)

Remark 1: From the results obtained in (18)—(20), several key
insights can be drawn:

1) Increasing 7 improves pg‘{) and pE’p. Specifically, both
OP expressions exhibit the same diversity order of one,
as pOWp in (18) and pEp in (19) are proportional to 1/7.

2) Since Asgr and Agy are proportional to dsg and dpy,
respectively, increasing the distance of communication
between Sam and the AAR, as well as between the AAR
and Willie or Bob, leads to an increase in pgp.

3) Considering Tw = ~w/(aw — asyw), we observe
that px‘{D improves as vw decreases or aywy increases.
Similarly, when 78 = ~g/ag, pgp improves with an
increase in ap or a decrease in yg. However, due to
their interdependence, configuring any and ag involves
a performance trade-off: increasing ay to improve pOWlD
decreases ap, yielding an increase in pgp, and vice versa.

B. Outage Fairness Optimization

1) Problem Formulation: From Remark 1, we are interested
in optimizing aw and ap to achieve OP fairness between
users, motivated by the following key considerations. First,
fairness ensures that both Willie and Bob experience similar
levels of service quality, regardless of their respective locations
or network conditions. Second, managing OPs fairly permits
more efficient network resource allocation, thereby reducing
the likelihood of Bob experiencing poor service while Willie
benefits from excess capacity. Finally, optimizing fairness can
improve the overall network performance by minimizing the
probability of service interruptions and ensuring a more con-
sistent user experience, especially in terms of reliability and
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latency requirements. In summary, the optimization problem
can be mathematically formulated as follows:

P, : min max {p% 18} (21a)
aw,a
staw+ag =1,aw > agyw,aw > 0,ag >0, (21b)

where the objective functions in (21a) are given by (12) and
(13), and the constraints in (21b) correspond to the initial
condition and prevent operation in a zero-coverage scenario.

2) Solution Approaches: Problem (21) is non-convex due
to the non-convexity of the objective functions in (21a). The
OP expressions in (12) and (13) also contain the Bessel-K
function, which is a special function and complex to handle
analytically. To this end, we propose two approaches: 1)
a convex approximation problem negotiated using interior-
point methods or a CVX solver [10] and 2) closed-form
approximations for the optimal values a3y and af.

Convex Approximation: To deal with the non-convexity
nature of (21), we introduce a slack variable 6 >
max {px\é, pg’p} and exploit the approximations pg\gap ~ pOWp
and p%?" ~ pB . This enables us to reformulate (21) into a
more manageable form as

min 0 st 6> max {p‘gﬁ;ap,pgl;ap} and (21D).

aw,oB

(22)

Since z > max (a,b) is equivalent to {z > a Az > b}, the
constraint 6 > max {p{%;*?, p&:#P} in (22) can be rewritten as

{ 0 > AspAsyw In(ww¥)/[@y(aw — agyw)],  (23)
6 > AsrAres In(w?)/[wvas]. 24)
As a result, (22) can be reformulated as
min 6 st (21b),(23), and (24). (25)
aw,B

To solve (25), we introduce the following lemma.

Lemma 2: Over the feasible domain x > ay with a > 0,
flz,y) =1/(x — ay) is a convex function.

Proof: We first consider the Hessian matrix of f(z,y) as

0*f (z,y) /02 0*f (z,y) [0x0y
0*f (z,y) /Oydx [ (v,y) /Oy?

Since 9%f (z,y) /0a® = 2/(x —ay)®, O*f (z.y) /Oy =
202 /(z — ay)®, and O2f (z,y) /Oxdy = O%f (x,y) |Oydx =
—2a/(x — ay)”, H (x,y) is a symmetric matrix. Furthermore,
for * > ay, its principal minors are non-negative, i.e.,
0?f (z,y) /0x* > 0 and

P f(x,y) 0°f (,y)  O*f (2,y) [ (z.y)

H(z,y) =

0x? Oy? Oxdy Oyox
Since H (z,y) is positive semi-definite, f(z,y) = 1/(x — ay)
is a convex function, ending the proof. ]

Notably, the constraint aw + ag = 1 in (21b) is affine,
which forms a convex set. Along with Lemma 2, we conclude
that (25) is a convex optimization problem. To this end, CVX
can be adopted to achieve the optimal solutions ag and ayy.

Closed-form Approximation: In the feasible domain where
w < aw/ag, the OPs for decoding zw at Willie and xg at
Bob are said to be fair if and only if px\é, = pE’p. Using the

approximations p{y;*? ~ p! and pB:*P ~ pB and substituting
the results from (18) and (19) into the equality pW’ELP = pgff‘p,

op
we derive the following equality

AsrAsTW ln(wi)/[wi] = AsrAreTB In (wi) /w7

=ag ("W + Ywis/[AreB]) — aw = 0. (26)

Combining the above equality and the PA rule ag + aw =1,
we analytically derive the closed-form approximation solutions
for the min-max OP optimization problem as

a’é = ARB’YB/MRB'VB + ’YW(ARB'YB + )“E)]ﬂ 27
afy = w(Ares + As)/[Aae s + w(dres + As)l- (28)

Note that the above solutions eliminate the need for complex
iterative calculations, significantly reducing the computational
complexity compared to interior-point methods or convex
solvers while yielding the same optimal solution.

IV. SECURITY EVALUATION FRAMEWORK
A. Secrecy Outage Probability Analysis

The SOP is defined as the probability that the secrecy
capacity, given by C, = [Cg — Cg|", falls below a specified
secrecy rate Rp, where Cg = log,(1 + ¢g) is the legitimate
link’s channel capacity, while Cg = log,(1 + g), with
E € {W,T}, is the eavesdropper link’s channel capacity.
Mathematically, the SOP is expressed as

- o 1+1/JB Rg
psop—Pr[C5<RB]—PrL+¢E<2 )

For convenience, we denote ¢ = 278 and p = 2% — 1.
1) Internal Eavesdropping Scenario: Using (5) and (29),
the SOP that Willie intercepts zg is expressed as

ph = Pr[Uw > yw, ¥ < p + dtbw] -

Based on this relation, the SOP for internal eavesdropping can
be evaluated precisely through the following lemma.

(29)

(30)

Lemma 3: Provided that yw < aw/ag (otherwise, the system
always experiences a secrecy outage event), the SOP for the
case where Willie eavesdrops on Bob’ signal is given by

P, = v/ AAspArwTw/ @7 K1 (v/4AsrARwT/7) (€1
— Arw/4¢Asm/ @7 K1(v/4¢Asm/@7)/ [Ared + Arw],

where ¢ = TwArs® + ArwTw + ArBp/0B.

Proof: See Appendix B. ]

To gain a deeper insight into the impact of system param-
eters on pg(‘,;, (31) can be simplified using (14) and (17) as

Pv = AspArwrw In(AspArwrw /@) /¥ + 1
ARw
— —————— (CAsg In(CAgp/@7) /w7y + 1) (32
)vRB¢+}LRW (C SR (C SR/ ,Y)/ Y ) (32)
. AmB9 ArBpARWASR In(w7) (33)
ARBO + Arw  (ARB® + ARwwyam)
Remark 2: The approximation piﬁgap in (33) indeed describes

a decreasing and strictly concave function to ag, as indicated

by dpiakaP /dag < 0 and 9*plit*P /dag® > 0. Furthermore,
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based on the results in (33) and (20), it is implied that the
SOP for Willie eavesdropping on xpg reaches a SOP floor at

Ared/(Are¢ + Arw) = 1 — Arw/(Are¢ + Arw). Combining
this observation with ¢ = 278 it is straightforward to show
that decreasing Rg proportionally improves the SOP.

2) External Eavesdropping Scenario: Using (6) and (29),
the SOP that Tom eavesdrops on xp is expressed as

Peop = Pr (Y8 < p+ ¢¢r).

Based on this relation, the SOP for external eavesdropping can
be evaluated precisely through the following lemma.

(34)

Lemma 4: The SOP for the case where Tom eavesdrops on
Bob’s signal can be expressed as

FrI)
gt ARt V e K, 4AsprARBp (35)
sop (ArB® + ART) apwy '

Proof: See Appendix C. ]

Next, we shift the focus to obtain insights into the SOP of
the external eavesdropping scenario at high SNR. By applying
(14) and (20) to (35), we obtain the asymptotic SOP as

: AsrArBp/aBTY (%RMBP)
ext,ap — _ 36
Psop (Ared + Arn)/Aar  \ as@y (36)
— Art/(ARBO + ART)
ARB® ARTASRARBP

" e+ At (AR + ART)aB®Y (7). G
Remark 3: The approximation pgggap in (37) indeed de-
scribes a decreasing and strictly concave function with re-
spect to ag since IpZih® /Oag < 0 and O*plih?P /Dag?® >
0. Besides, applying (20) for (37) yields pgggap —
ArB®/(ARB® + ART) = 1 — ART/(ARB® + ART), Which equals
to the SOP floor for the internal eavesdropping scenario in
Remark 2. This is to say, pgg‘g does not improve as 7 increases.
In this case, the SOP floor is primarily dominated by the fading
parameters (Agg and Agr) and the required security rate Rg,

while remaining independent of Agg.

B. Secrecy Outage Probability Minimization

1) Internal Eavesdropping Scenario: From a practical point
of view, minimizing the SOP helps improve Bob’s OP and
precludes Willie from eavesdropping on Bob’s secure infor-
mation. Nevertheless, focusing solely on minimizing the SOP
could impact Willie’s reliable performance and lead to an out-
age. Hence, we aim to optimize the PA budget to minimize the
SOP for internal eavesdropping while ensuring that Willie’s
minimum reliability requirement is met. Mathematically, this
optimization problem can be formulated as

P5 : min piﬁ% (38a)
aw,oB

staw+ag=1,aw > 0,a > 0,aw > agyw, (38b)

Pop < € (38¢)

where p;’(l)';, and pOWlD are given in (31) and (12), respectively,

and (38c) ensures Willie’s minimal reliability constraint, with
€ being Willie’s OP threshold.

Algorithm 1: Find of to minimize g(ag).

Initialization: The threshold e, step search xy = 1073,
starting point ag € [, 1/(1 +yw) — ¢,
and of = ag.

1 while ¢(o;) <edo

2 Update: a1 < o — x9' (1) /9" (cu);

3 Update: af < aq and g(a41);

4 Compute: g(ay4+1) and g(ag);

s | if g(auy1) < g(au) then

6 | Output: o and break loop;

7 else

8 | Update: oy = ay1;

Given the complexity of solving (38) due to the coupling
of the Bessel-K function in the exact SOP and OP functions,
we substitute the approximations in (18) and (33) with the
functions pX\I’D and p;’g';,, respectively, then plug in aw = 1—ag.

The optimization problem (38) is thus simplified to

r%iBn glag) stg(a) < e, <ag < 1/(14+w) — ¢, (39)

where
s ARBO ArBpARWASR In(w7)
9(x) Are® +Arw  (ARBO + Ampw)w7x 40
a AsrAsyw In(@?) /@y
£ 41
q(x) ol tw) (41)

and ¢ is a small arbitrary value belonging to (10=°,102).
Since the problem in (39) contains a convex objective
function and convex sets of constraints, it is a convex op-
timization problem. Consequently, interior-point methods or
standard convex solvers can be used to determine the opti-
mal solution. However, using such methods typically results
in relatively high computational complexity. Fortunately, the
problem involves only one optimization variable ap, and thus,
the modified Newton-Raphson iterative root-finding algorithm
is well-suited to employ and offers both fast convergence and
high accuracy in determining ag. The details of this method
are outlined in Algorithm 1, where ¢/(z) = — AfePtanisa In(=7)

Aemp A den In () " (Arsd+Aw) wya?
and ¢"(z) = 2%. Assuming that [* represents

the total number of iterations required to meet the conditions
q(ay) < eand g(ay+1) < g(ay), the computational complexity
of solving Algorithm 1 is determined by O(I*).

2) External Eavesdropping Scenario: As with the solution
to (38), our objective is to optimize the PA budget to mini-
mize the SOP of external eavesdropping while ensuring that
Willie’s minimum reliability demand is met. Mathematically,
this optimization problem can be formulated as

P35 : min psg‘; (42a)
aw,ap

staw+ag =1,aw > 0,ag > 0,aw > agyw, (42b)

po < €. (42¢)
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Similar to the method used to solve Ps, we first replace pX‘l’)
and pggg with (18) and (37), respectively, and combine them

with aw = 1 — ap. As a result, (42) can be simplified to
min J(ag) s.tglag) <€, <ag <1/(1+9w) — ¢, (43)
ag

A dmed ArtAsr R _
where 9(z) = lRszj-/l_RT + (ARBR;-FSARRTF;;V@ II.I(W’V) )
The problem (43) is a convex optimization problem due to

the coupling of a convex objective function and convex sets
of constraints. Therefore, finding the optimal solution o can
be performed similar to Algorithm 1 by replacing ¢(ag) with
P ag), ¢'(a) with ¥ (ag), and ¢’ (ag) with ¢/ (ag), where

V' (x) = —ArtAsrArep In(¥)/[(ARe @ + ArT)@7z?], (44)
19”(%) = 2ApTAsrArep In(@7¥)/[(ArBO + ART)WV.%‘?’]. 45)

V. COVERTNESS EVALUATION FRAMEWORK

A. Detection Error Probability Analysis

The DEP refers to the likelihood that a warden, which
is an entity that attempts to detect the presence of covert
communications, incorrectly identifies whether such a signal
is being transmitted. In other words, DEP represents the
probability of erroneous detection of covert transmissions,
including either the false detection of covert communications
when it is absent (false alarm) or the failure to detect covert
communications when it is present (missed detection).

Using (8) and (9), the probability that Tom detects Bob’s
covert signal with an equal priori probabilities of Hy and H;
can be expressed as [36]-[39]

Pdep = Pr[D1|Ho] + Pr[Do|H4] .
S—— ———

false alarm

(40)

missed detection

Denoted by py £ Pr[Dq|Ho] and p,, = Pr[Dg|H1], the DEP
can be effectively evaluated using the following lemma.

Lemma 5: The DEP can be calculated as follows:

1,
Pdep =
° {pf + Pm,

where the false alarm probability (FAP) p; and missed detec-
tion probability (MDP) p,, can be derived, respectively, as

néw—azﬁ(),

K> 0. “n

ps =2V Ar/lawT]K1(2v/ Ak/lawT)), (48)
pm = 1= 2v/Ar/7K1(2v/Ak/7). (49)
where A 2 AgpArT/wo?.
Proof: See Appendix D. ]

From (47), it is evident that when w < ¢%, py = 1 and
pm = 0, we have pgep, = 1. Thus, Tom receives a false alarm
because he fails to detect the covert signal. For the case where
w > o2, it is observed that when aw = 1, i.e., without covert
signal’s transmission, the DEP becomes pgep = ps +pm = 1.
These instances shed light on the fact that Tom cannot form
a correct judgment due to his monitoring results being either
a false alarm or a missed detection.

To deeply understand the DEP’s behaviour, we study its
performance under low and high transmit SNR conditions. We
begin by invoking [44, Eq. (8.451.6)] to get the approximation

Ki(z) e V)22 exp(—x). (50)
Accordingly, for a low transmit SNR regime, i.e., ¥ — 0, py
and p,,, can be approximated as

lo

i 207/ Bk awA] exp(=2v/Ar/law]),
o =20 \/ 7T/ Ak /Y exp(—2v/AK /7).

Subsequently, we apply the L’Hospital’s rule for s(z) =
Vrzexp(—z) = /x/exp(z), for z — oo, to get

1
li = lim ———
A s(@) = B o

Substituting for x = 2/Ax/[aw?¥] and x = 2,/Ax /7 for the

corresponding results in (51) and (52) to (53), we deduce that
p}f — 0 and p,, — 1. This indicates that the output judgment
represents a missed detection, and consequently, Tom is unable
to detect the covert signal since pl2, = plj? +pl° — 1. Covert

(S
(52)

=0. (53)

dep
transmission is thus ensured in the low SNR region.

In the case of high SNR (i.e., ¥ — 00), by using (14), p;
and p,,, can be approximated, respectively, as

pl}p ~1+ A—liln (AH) , DoP ~ —gln (M) . (54
awy gl gl
Based on the characteristics of (20), we can readily deduce that
py” — 1 and p;? — 0. This implies that Tom’s monitoring re-
sults in a false alarm, and thus, the covert transmission remains
secure in the high SNR regions since pgb = p;” +ppd — 1.
From the above two analyses, it is evident that covert
communications are favored at low and high SNR levels.
When moderate SNR levels are employed, the likelihood
of information leakage increases, rendering the system more
vulnerable to detection by Tom. Compared to low SNR levels,
employing a high SNR improves communications between
Sam and Bob, necessitating the study of the operating range of
the transmit SNR that does not minimize the DEP. Specifically,

taking the partial derivative of p,7, with respect to 7 yields

Op-P
ch;p == AEQ [ln(AK> +1} +é§ {IH(AH) —|—1].
oy aw?y awy 5 v
(55)

It is evident that the SNR should be configured such that the
DEP is an increasing function of SNR, i.e., 8pg§p /0y > 0.
From this observation, the operating range of the transmit SNR

in Watts can be configured as

¥ > exp (1 +1In(Ak) — in(a;v)) .
—aw

(56)
Furthermore, an examination of w reveals that as w — o2,
or equivalently as x — 0, we can deduce that py — 1 and
Pm — 0. When w — o0, i.e.,, Kk — 00, we can deduce that
py — 0 and p,,, — 1. Intuitively, selecting an unsuitable w at
Tom causes pgep = Py + Pm — 1, thereby providing robust
protection for covert communication between Sam and Bob.
However, a large communication distance between Sam and
AAR and between AAR and Tom also increases the DEP.
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B. Detection Error Probability Minimization

In practice, Sam cannot know the detection threshold w, and
thus, the DEP obtained from (47) is evaluated for an arbitrary
value w. Nevertheless, Tom can optimally set w to minimize
the DEP, i.e., min,, pqep. Therefore, finding the optimal solu-
tion for w becomes crucial in reflecting the worst-case scenario
of covert communications, thus aiding the development of new,
efficient security transmission methods. Mathematically, this
problem can be formulated as

min pgep(k) st k> 0. (57)

The involvement of the Bessel-K function in (47) complicates
the determination of the convexity of pgep(x) on the set
containing the interval x € (0, 00). To untangle the analysis,
we first use the approximation in (14) for a small value of &
to obtain a simplified expression for pyep () as

Paep() = 1+ 2 1y (A”> N (A“) . (58)
aw?y aw?y Y 0

Proposition 1: pgep (k) in (58) is a strictly convex function
of k. Accordingly, the global optimal solution is calculated as
k1 =7exp (In(aw) /(1 —aw) — 1) /A.

Proof: Taking the first and second order derivatives of
Pdep(r) in (58) with respect to r yields pj,, (k)

2 1(1— aw)[In (Ak/9) + 1] + In(1/aw)] and pl, () =
(I — aw)A/[aw7k] > 0, respectively. Next, solving pj., (k)
equal to zero and after some algebraic steps, we obtain the
desired result, ending the proof. |

Similarly, denoting u(z) = v(x)/\/aw, v(z) = 2./Azx/7,
and p(z) = \/zexp(x), we use the approximation (50) for a
large x to simplify pgep () as

Pacp(r) = 1+ /7/2[p(u(r)) = p(v(x))]-

Proposition 2: pqe, (k) in (59) is a quasi-convex function with
respect to k. A root kg exists such that pgep () is minimized.

(59)

Proof: Taking the first-order and second-order derivatives of
Pdep () 10 (59) to « and multiplying with /2/7 yields

Pheo (k) = \/Z [ap(u(/-;)) Ou(r) _ Ip(v(r)) 8v(f-f)}

ou(k) Ok ov(k) Ok
_ [m [ 1 9p(u(k))  Op(v(k))] du(x)
‘\E [m ulr)  Ou(x) ] o @
A(K)

" | 8*p(u(r)) [u(r)]* | dp(u(x)) 0*u(x)
pdep(ﬂ):\/;l Ou(k)? [ Ok ] du(k)  OkK?

(
_Pp(o(r) avoe)r _ 9plv(x) a?v(n)]

du(k)* | Ok Bon) w2
_ { 1 9p(u(r) an@(H))} PU(H)F

aw Ou(k)? Ov(k)? Ok
E(k)
0?v(k)
+ A(k) 2 (61)

Since pgep(x) in (59) is a continuous function of x on the
feasible domain, it is said to be a quasi-convex function if we
can further prove that pj. (k2) > 0 with pj. (k2) = 0 [36].

Since, dv(k)/0k = \/A/Fk > 0, we find that py,,(k2) =
0 if and only if A(k2) = 0. Next, we prove that E(k2) > 0,
then pji,(r2) > 0. By taking the first-order and second-order
derivatives of p(z) with respect to z, we get

op(z) 221

o oz exp(—z), (62)
Op(x)  (2z—-1)2-2
P oz exp(—x). (63)

By substituting u(z) and v(x) into (62) and (63), we obtain

2v(x) — /aw

Az) =— W eXP(—U(CU)/\/CTW)
+ 2;}(@(—)1exp(—v(x)). (64)

Similarly, after some manipulation, we get the following result:

_ep(-2V/Ae VIV

E(z)
Saw Vaw Vv 2AxvV Ax

[exp(2y/Az/A11 - v/aw))

4/ Az /5 —1)2 -2
= oy ag VA2 1) . (65)
(4 A$/7 — Oéw)2 — aw
It is evident that aw < 1, (4\/Az/7-1)2 -2 < (4/Az/7—

aw)? — aw, and aw aw < 1; thus, Z(z) > 0 always holds
for all z > 0. The proof is concluded. |

Since the DEP obtained in (47) can be approximated by
the convex function pyep(r) in (58) for a small x and the
quasi-convex function pgep () in (59) for a large k, the golden-
section search (GSS) method [31] can be applied to the DEP in
(47) to achieve the optimal solution x*, if the feasible domain
[k1, ko] can be determined. However, the exact solution for
A(z) = 0 cannot be obtained in any direct manner. Finding x*
can therefore be done in two steps. First, we apply Newton’s
method [18] to pgep(k) in (59) to obtain ko, based on the
obtained value x;. Second, we apply the GSS to the DEP
obtained in (47) to find £* within the feasible domain [, k2).
In summary, the algorithm for determining x* involves two
iterative search phases. The total complexity of the algorithm
is O(L + M), where L and M are the numbers of iterations
to find ko and k*, respectively.

VI. NUMERICAL RESULTS AND DISCUSSION

To validate the previously developed analytical frameworks,
this section provides some illustrative examples using Monte-
Carlo simulations, followed by discussions on the impact of
key system parameters on the OP, SOP, and DEP. Without
loss of generality, we assume that dsg = drw = drT = 10 m,
dpg =8 m, dy =10 m, n = 3, w = 10 dBm [23], rw = 0.5
bps/Hz, rg = 1.5 bps/Hz, and Rg = 0.5 bps/Hz.
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Fig. 4. OP performance under varying combinations of ayy and op.

A. Outage Probability Evaluation

Fig. 3 plots the OPs of both Willie and Bob as a function
of SNR. The system is considered to be non-operating when
rw = 3 bps/Hz and in an operating state (i.e., yw < aw/ag)
when rw = 0.5 bps/Hz. Moreover, the analytical results
closely align with the Monte-Carlo simulations and tend to
converge with the approximated results in the high SNR
region. For rw = 0.5, all OP curves exhibit a diversity order
of one, as stated in Remark 1. However, no diversity increase
is observed with rw = 3 since the OP curves converge to one.

Fig. 4 illustrates the OP performance of passive and active
reconfigurable repeaters under different configurations of aywy
and ap. As observed, utilizing AAR improves the OPs of users
compared to the passive reconfigurable repeater (i.e., w = 1).
The figure also reveals that, as the value of aw increases,
Willie’s OP decreases. However, this trend is reversed in the
case of Bob’s OP performance, where the smaller the power
level allocated to Bob’s signal (i.e., ag), the poorer the signal
reception. This aligns with the findings in Remark 1.

To address the performance tradeoff observed in Fig. 4, the
results in Fig. 5 depict the OP of Willie and Bob using the
proposed closed-form solutions in (27) and (28). It is worth
mentioning that the use of a standard convex solver such as
CVX yields the same results in the figure. As expected, the
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Fig. 5. OP fairness under varying requirements of ry and 7g.

OP curves of Willie and Bob align closely across the low
SNR range but also in the moderate and high SNR regions,
regardless of their target data rate requirements.

B. Secrecy Outage Probability Evaluation

1) Internal eavesdropping scenario: Fig. 6 presents the
SOP when Willie attempts to intercept Bob’s signal after de-
coding his message, at the settings of aw = 0.6 and ag = 0.4.
The analytical results closely match the simulation results
and converge with the asymptotic results in the high SNR
region, illustrating the robustness of the developed mathemat-
ical frameworks. In detail, when rw = 1.5, the SOP reaches
an ideal state in which all information transmitted to Bob
is fully protected from Willie’s eavesdropping. This occurs
because the operating condition yw = 2™ — 1 < aw/ag
is not satisfied, meaning that Willie is unable to decode his
message. However, this also results in Bob being unable to
detect his own message. When yw = 2™ — 1 < aw/ag,
we observe that at rw = 0.5, transmitting at a low or
moderate SNR yields better SOP performance than with a
high SNR. This is because, in the latter case, Willie has
more opportunities to decode his message, thereby increasing
Bob’s message-decoding capability. However, the SOP floor
phenomenon resulting from a high SNR can be controlled
by adjusting Bob’s safe target data rate. Notably, the SOP
increases significantly with an increment of Rg. This aligns
with the findings in Remark 2.

In Fig. 7, we examine the relationship between the OP and
the SOP to the transmit SNR. As observed, increasing the
transmit SNR improves the OPs of both Willie and Bob for a
fixed PA coefficient. However, this also enhances Willie’s abil-
ity to intercept Bob’s signal, highlighting a tradeoff between
reliability and security. For Willie’s minimum OP requirement
of € = 0.5, applying Algorithm 1 permits an improvement in
Bob’s security performance. Notably, when the transmit SNR
exceeds 12.5 dB, the considered system significantly improves
both the SOP and Bob’s OP.

2) External eavesdropping scenario: Fig. 8 presents the
SOP as Tom attempts to decode Bob’s signal, with the
configuration of ay = 0.6 and ag = 0.4. The analytical and
simulation results align perfectly, confirming the effectiveness
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of the proposed mathematical framework. Unlike the SOP
behavior in Fig. 6, increasing the transmit SNR from the low
to moderate regions significantly improves the SOP shown in
Fig. 8, but offers no improvement in the high SNR region,
which is consistent with the analysis in Remark 3. However,
both Figs. 6 and 8 share the same trend that increasing Bob’s
secure target data rate Rp dramatically increases the SOP.
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Fig. 9. OPs of Willie and Bob, and the SOP of the external eavesdropping
scenario, where ¢ = 0.5, Rg = rg = 0.5, and ryw = 0.25 are assumed. For
the case of fixed PA, ayy = 0.6 and aog = 0.4 are assumed.

Fig. 9 illustrates the relationship between the OP and the
SOP in the external eavesdropping scenario for the trans-
mit SNR. In contrast to the performance trend observed in
Fig. 6, both the OP and SOP for a fixed PA coefficient
improve significantly as the transmit SNR increases. This
occurs because Tom does not decode Willie’s signal. As a
result, increasing the transmit SNR enhances the received SNR
for decoding Bob’s signal at both Bob and Tom, as described
by (6) and (4). Similar to the internal eavesdropping scenario,
for Willie’s minimum OP requirement of ¢ = 0.5, using
Algorithm 1 strengthens Bob’s security performance against
Tom’s eavesdropping while improving Bob’s OP.

C. Detection Error Probability Evaluation

Fig. 10 plots the DEP at Tom under two different conditions.
In Fig. 10(a), the detection threshold is fixed at w = 1.5,
while the SOP is plotted as a function of the transmit SNR.
The results illustrate excellent agreement between the derived
expressions and the simulated results. As the transmit SNR
approaches zero or infinity, the DEP converges with the
asymptotic solutions, represented by dash-dotted lines for low
SNR and dashed lines for high SNR. We can also observe that
as the transmit SNR increases, the MDP decreases, whereas
the FAP tends to increase. Notably, when the FAP and MDP
intersect, the DEP reaches its minimum value. Application of
the proposed solution in (56) prevents the DEP from falling
into its worst-case performance. Fig. 10(b) depicts a reversal
of this setting, with the SOP plotted as a function of the
detection threshold, while the transmit SNR is fixed at 10 dB.
We observe that as w increases, the DEP initially decreases,
approaches its minimum value, and then increases, with the
optimal value lying between 2 and 7. By using the proposed
approach, the sub-optimal detection threshold value can be
effectively determined through w*.

VII. CONCLUDING REMARKS

The present study provides comprehensive analysis and
optimization frameworks for evaluating the performance of
ARR-assisted NOMA networks, specifically addressing the
presence of internal and external eavesdroppers and an external
warden. The proposed analytical frameworks, including exact
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detection thresholds, where ayy = 0.6 and ag = 0.4 are assumed.

and approximate solutions, were thoroughly validated through
Monte-Carlo simulations that demonstrate the efficacy of the
optimization approaches. Several key observations emerged
from the analysis. First, increasing the transmit SNR signifi-
cantly improves communications reliability but also provides
greater opportunities for internal eavesdroppers to compromise
the legitimate signal. Second, a lower transmit SNR favors the
SOP in internal eavesdropping scenarios whereas higher SNR
modes are more effective in mitigating external eavesdropping
risks. Third, minimizing the SOP performance enhances the
physical-layer security and simultaneously improves commu-
nications reliability. Eventually, a detection threshold algo-
rithm that guarantees optimal DEP is developed.

Besides the technical contributions, this study also presents
open challenges and several interesting research topics for
future analysis. For example, leveraging MIMO or massive
MIMO technologies could further enhance system perfor-
mance but presents challenges for energy-constrained [oT de-
vices, necessitating adaptive design reconsideration. Analyzing
multiple ARRs is another potential area, given the uncertain
trade-off between cumulative multi-hop latency, implementa-
tion cost, and performance gains. Moreover, investigating the
effects of imperfect CSI, SIC, and hardware impairments is
crucial to better capture characteristics of practical systems.
Furthermore, exploring performance fairness between cell-
edge and cell-center users in massive connectivity scenarios
is an important research direction.

APPENDIX A: PROOF OF LEMMA 1
We begin the proof by expressing (10) as

Pop = 1 — Pr[|hga|” min{|hrw|®, [hre|*} > w/(=7)]

- /Oo H[l = Flngy)2 (Tw/(@7))] fingp )2 (x)d. (66)
0y

By plugging Fjnq,2(-) and fipe2(¢) into (66), p‘g) can be
rewritten as

= 1= [ exp(—Asmw/ (i) — hemr)Asndr. (67
0

By invoking [44, Eq. (3.471.9)] for (67), we can obtain the
final solution for pg\é. Applying the same method, the solution
for pEp is also attained. The proof is concluded.

APPENDIX B: PROOF OF LEMMA 3

By substituting Wy and g in (4) and ¥ in (5) into (30),
the SOP of internal eavesdropping can be rewritten as

p/lagw]
Tihenl +¢lhrw| }

int

w/@
Peop = Pr [Ithl2 |27, |hre|? <

|hs

a2

7, ¢y) Fi (0) inan s ()

= ASR/ exp (lRwTW - 7LSR5E> dx
0 rwry

ARwASR / > ( ¢ >
B L ——— - dz. 68
Are® + Arw Jo P xwy SR J (68)

Subsequently, by invoking [44, Eq. (3.471.9)] for the integrals
in (68), we obtain the desired result. The proof is concluded.

APPENDIX C: PROOF OF LEMMA 4

By substituting g in (4) and 7 in (6) into (34), the SOP
of external eavesdropping can be rewritten as

e 3 [ A B
8lhsrl
[ P 22 60 ) S0 o)
o Jo |hrs| ToB |hrT] |hsrl
ARTASR /OO ( ARBp )
— 1 [RTASR _ R8P gerr )de. (69
A9 + Arw Jo P QBWYT RE Jdz. (69)

Invoking [44, Eq. (3.471.9)] for the above integral yields the
desired result. The proof is concluded.

APPENDIX D: PROOF OF LEMMA 5
From (8) and (9), the FAP p; can be derived as follows:

py = Pr[aWwP|hSR|2|hm—|2 + o > w}

1, Kk <0,
Pr [|hSR|2|hRT|2 > %} k>0, 9
awwo?y
Similarly, the MDP p,, is given by
m = Pr[@wP|hsr|?|hrr|> + 02 < W]
0, k<0,
Pr[lhsalhenft < ], w0 Y

Using the same method to (66), py and p,, are combined to
yield the desired result, ending the proof.
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