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Abstract—The machinery of industrial environments was con-
nected to the Internet years ago with the scope of increasing
their performance. However, this change made such environments
vulnerable against cyber-attacks that can compromise their
correct functioning resulting in economic or social problems.
Moreover, implementing cryptosystems in the communica-
tions between operational technology (OT) devices is a more
challenging task than for information technology (IT) envi-
ronments since the OT networks are generally composed of
legacy elements, characterized by low-computational capabil-
ities. Consequently, implementing cryptosystems in industrial
communication networks faces a tradeoff between the security
of the communications and the amortization of the industrial
infrastructure. Critical infrastructure (CI) refers to the industries
which provide key resources for the daily social and economical
development, e.g., electricity. Furthermore, a new threat to
cybersecurity has arisen with the theoretical proposal of quantum
computers, due to their potential ability of breaking state-of-
the-art cryptography protocols, such as RSA or elliptic curve
cryptography. Many global agents have become aware that
transitioning their secure communications to a quantum secure
paradigm is a priority that should be established before the
arrival of fault-tolerance. In this article, we aim to describe
the problematic of implementing post-quantum cryptography
(PQC) to CI environments. For doing so, we describe the
requirements for these scenarios and how they differ against
IT. We also introduce classical cryptography and how quantum
computers pose a threat to such security protocols. Furthermore,
we introduce state-of-the-art proposals of PQC protocols and
present their characteristics. We conclude by discussing the
problematic of integrating PQC in industrial environments.
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I. INTRODUCTION

HE EXPONENTIAL development of communication
Ttechnologies in the late 20th century and, specially, in
the early 21* century has resulted in a contemporary society
that exists in a hyperconnected world. In this paradigm,
communications do not only refer to the actions of texting,
phone (video) calls, social media or news media but also
to the control of industrial machines, bank transfers, stock
acquisitions, control of unmanned aerial vehicles (UAVs)
or managing automated houses (domotics), to name a few.
Furthermore, strongly tangled concepts, such as Smart Cities,
Industry 4.0, or the Internet of Things (IoT) are currently
being investigated for their convergence with other advanced
technologies, such as artificial intelligence (AI) or quantum
computing (QC) on a historical inflection point in the form of
a fourth industrial revolution [1].

In this sense, relying on communications for executing
the critical tasks involved in such hyperconnected paradigm
requires that those transmissions of information are secure
and private. Cyber vulnerabilities in the control systems
of a smart city or an automated industry may lead to
catastrophic consequences. For example, in a possible future
where the transport of people and cargo is exclusively done
by autonomous vehicles which rely on the communications
among them and some central control stations to move around,
the intrusion of a malicious entity on the system to disturb it
would lead to fatal consequences economically and socially
(casualties). Hence, modern crime and war is heavily based
on hacking activities with the scope of manipulating critical
infrastructures (Cls), to produce economical or social losses
by interrupting their production or by decreasing the life-time
of their devices, or obtaining sensitive information regarding
state, industrial or personal secrets (banking information or
sensitive images, for example). This paradigm of cybercrime
and cyberwar is present nowadays with an estimated amount
of 2200 known cyberattacks per day in 2022, posing a threat to
the business’ infrastructure every 39 s [2]. Indeed, awareness
on cyberattacks among Nation-state actors is increasing due to
current geopolitical tensions, as seen recently [3]. It is due to
all these factors that concepts, such as the cyber apocalypse,
are being coined to describe the fear that a cyberattack to CI’s
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systems and networks of a country would led to shutting down
their capabilities regarding civilian and military services. It is
important to state that the possibility of major devastation in
the CI of a nation does not have to imply that all the systems
consisting it should be attacked, the failure of parts of the
structure may lead to a catastrophic propagation of failures
through the whole network due to the interconnection among
the elements. This effect is known as cascading effect [4].

All of these vulnerabilities make cybersecurity and cryp-
tography to be the pillars to erect the previously described
paradigmatic society in a security way. Cybersecurity is
defined as the practice of protecting important systems and
confidential information from cyberattacks. In this sense, many
methods and elements are used for the sake of protecting
communication and computer networks, but the algorithms
that are employed to cipher sensitive data being communicated
in such meshes relate to the field of cryptography. Hence, in
this society where the quote “Information is power” is getting
more and more relevant, the use of such practices is of capital
relevance. Importantly, the proposal of the RSA or elliptic
curve cryptography (ECC) asymmetric cryptographic systems
has maintained the security of communication systems for
over 40 years [5], [6], [7]. The core of those protocols resides
in the fact that they are based on hard problems that cannot
be solved in a practical time frame by classical computing
methods, i.e., thousands of years of computing are required to
extract the plain text from the ciphertext if the key is unknown.
Unluckily, quantum computers have posed a threat to the
security of those asymmetric cryptography protocols. Shor’s
algorithm is a theoretical quantum algorithm that provides
an exponential speedup for solving prime number factoriza-
tion and the computation of discrete logarithms, respectively,
which are the hard problems in which the security of the
previously commented protocols relies upon [8]. At the current
time, quantum computers that can execute such algorithm
efficiently and correctly only exists as a theoretical promise.
Nonetheless, the past years, QC has proven to be a rapidly
evolving field with the achievement of milestones, such as
the first experimental realizations of quantum advantage [9],
[10], [11], [12], [13] or quantum error correction [14], [15].
Such tremendous advancements have made educated voices to
estimate the appearance of efficient quantum computers able
to make state-of-the-art asymmetric protocols to be deprecated
to be within the range of one to two decades [16]. Hence, many
have raised the alarm of a possible “Quantum Apocalypse”
that would result in sensitive data and systems to become
completely vulnerable.

Fortunately, there is hope for making the computer and
machine networks of the future to be secure in the fault-
tolerant QC era due to the proposals of QKD and post-quantum
cryptography (PQC). The first refers to using the proper-
ties of quantum mechanics in order to secure and transmit
information [17]. This paradigm includes important proto-
cols for QKD, such as BB84 [18] or E91 [19]. Although
being a very promising candidate for a quantum-safe future,
QKD is still a nascent technology posing many challenges
that include technical complexity and cost as well as the
requirement of sophisticated infrastructure. This comes with
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the added requirement of still needing to deal with the noise,
loss and decoherence that limit the performance of quantum
communication systems, e.g., quantum repeaters are being
investigated for solving such problem [20]. Hence, PQC has
been proposed as the paradigm of classical cryptography
schemes that are secure against attackers that have access to
fault-tolerant quantum computers [21]. Quantum computers do
not provide an exponential speedup to solve every computer
science problem [22] and, therefore, the main idea in PQC
would be to find hard problems that cannot be efficiently
tackled by such technology, even if it is fully operational.
Obviously, this should be done in conjunction with security
against classical attacks, since PQC protocols would be useless
if they were still vulnerable to traditional hacking. The impor-
tance of migrating to quantum-secure cryptography has not
gone unnoticed for many countries with an open PQC protocol
standardization process like the U.S. National Institute of
Standards and Technology (NIST) [23] or like Europe with the
quantum cybersecurity agenda by the European Policy Centre
(EPC) [24]. Several PQC protocols, such as hash-, lattice-
or code-based cryptography, have been proposed as a way
of allowing secure communications on the networks of the
future. Interestingly, even Google has decided to introduce
PQC protocols in their Chrome browser [25], announcing
that they will admit the use of the X25519Kyber768 protocol
to encrypt transport layer security (TLS) connections. Such
protocol is a combination of a classical ECC-based protocol
and the lattice-based CRYSTALS-Kyber [26] PQC algorithm,
which is one of the algorithms selected at this point by the
NIST for standardization.

Each PQC protocol has its own benefits and disadvantages
in terms of security levels, ciphertext size or speed, among
other benchmarks. This implies that the selection of PQC
protocols is very application-dependent in the sense that as a
function of the requirements of a specific system, an approach
could be valid or not. Following this logic, PQC protocols
are usually proposed for systems in which the cybersecurity
is the most critical requirement (information technology (IT)
services), while the latency because of the introduction of
those cryptography protocols can be deemed as not too
important. However, latency is a key performance parameter
in industrial control systems (ICSs) and CI, where introducing
a delay over the system requirements can imply a failure that
cannot be tolerated in such environments [27]. This should
obviously be done maintaining a certain level of security on the
system. Additionally, it is important to state that implementing
cryptography in such networks is done by means of processors
that are not powerful enough to manage huge key sizes, mainly
because the introduction of such systems should be somehow
seamless to the existing communication infrastructure and
cheap.1 It is in this sense that, the inclusion of PQC in indus-
trial and critical environments poses an interesting tradeoff
between the benchmarks of those protocols. As mentioned
previously, protecting ICS and CI from possible cyberattacks

'We can speculate that QKD will not be a major player to secure such
networks due the fact that they are very costly as well as they require
significant infrastructure to be deployed.
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is fundamental due to the immense impact that those systems
have in society and industry, making their failure to cause
intolerable economic losses and, in the worse scenario, injuries
and even casualties. Interestingly, this systems have shown
to be vulnerable in the recent times with several hacking
proposals [28], [29], [30], [31]. Therefore, the necessity of
transitioning the security of industrial and CI to PQC is
central to keep all those systems secure against a possible
quantum threat, as it has been recently noted by the U.S.
Cybersecurity and Infrastructure Security Agency (CISA), the
National Security Agency (NSA), and the NIST [32].

A. Motivation and Related Work

Due to the global security threat posed by the possibility
of a fault-tolerant quantum computer, PQC is one of the most
important topics in cryptography at the moment. Thus, there
are many works pointing out the importance and the lack
of cybersecurity in operational technology (OT) environments
as well as surveys about PQC cryptosystems. Specifically,
there are many theoretical and experimental references regard-
ing PQC cryptosystems, such as [33], [34], [35], and [36].
However, there is a gap in the literature regarding the merge
of both problems. Since OT environments are a clear and
critical target for cybercriminals, it is of the most importance
to protect those scenarios from quantum attacks as well. In
comparison with previous works about PQC cited before, this
manuscript aims to provide a perspective on the problem of
implementing PQC algorithms in CI and OT environments.
In the literature there are many works regarding the impor-
tance of cybersecurity and cryptography in OT [27], [28],
[311, [37], [38], [39], [40], [41], [42]. As PQC algorithms
were traditionally conceived from the point of view of IT
communications, there are some requirements in industrial
environments that are usually not fulfilled by those. Therefore,
we want to emphasize the necessity of more research in PQC
algorithms from the point of view of OT communications
and, at the same time, more test benches implementing PQC
algorithms in industrial environments. This comes with the
objective of assessing their reliability for OT communications
while providing information for cryptography researchers in
order to develop new PQC algorithms that are tailored to
fulfill those requirements. Papers, such as [34], [43], and [36],
provide a good introduction of the problem and a survey for
NIST PQC algorithms, while [44] gives a good introduction to
PQC cybersecurity in OT. In the context of industrial scenarios
it is common to underestimate the importance of cybersecurity
as well as to consider it as a toll to productivity due to
the additional costs. Moreover, each global agent is aiming
to standardize PQC protocols in an independent manner,
requirements that will be necessary to all vendors to fulfill
once established. The NIST standardization process stands as
one of the first efforts for PQC standardization and, while
followed by a considerable amount of occidental countries,
it is not the only one in the world, where countries, such
as France [45] or Germany [46], are also following different
processes. Thus, it is very unlikely that a global adoption of the
same standard will happen for this new field of cryptography,

30219

as it happened for the widespread RSA and ECC cryptographic
schemes.

B. Outline and Contribution

In this context, the principal objective of this contribution is
to stress out the necessity of the integration of new generation
PQC protocols to industrial and CI environments as well as
to discuss the state of affairs and challenges regarding such
integration. Specifically, we aim to the following.

1) Provide an introduction to traditional cryptography in
OT environments for industry experts for providing them
the basic knowledge of the problem. As mentioned
before, many industrial players may be unaware of the
importance of integrating cryptography in their environ-
ments and, thus, it is our intention to provide them with
the basic concepts. Also, this serves to introduce the
challenges and requirements of integrating cybersecurity,
in general, to CI and industrial environments.

2) Discuss how QC can pose a threat to OT communica-
tions and show how this risk fundamentally differs from
the one that IT communications may experience. This
is aimed to show industrial players why transitioning to
quantum secure cryptography will be critical as well as
to show PQC developers how those networks should be
protected.

3) Describe the state-of-the-art PQC families and pro-
tocols being considered, not only within the NIST
standardization process but also within other processes
around the world. This serves as an introduction of
PQC cryptography for newcomers. Additionally, we
intend to show that due to the uncertainty regarding the
PQC algorithms that will be implemented (some strong
candidates are being questioned or have been recently
broken) and the fact that it seems that many global
agents will adopt their own methods, PQC integration in
OT environments will require a great degree of flexibility
regarding implementation.

4) Provide a discussion of the state-of-affairs regarding
PQC implementation in OT environments. Specifically,
we want to pose the main challenges when integrat-
ing those quantum secure protocols in such scenarios.
Finally, to show the necessity of more active research on
this topic both by cryptographers and industrial players.

The manuscript is organized as follows: in Section II
we provide a review of the communication systems in
industrial environments as well as of the stringent require-
ments for integrating cybersecurity in them. We follow, in
Section III, with a short review on cryptography and the
threat that quantum computers pose to traditional ciphering
schemes. Existing proposals of PQC algorithms are surveyed
in Section IV presenting several protocols proposed by many
worldwide agents. In addition, the performance benchmarks
of those PQC candidates are presented. An overview of the
state of PQC in industrial and CI environments is finally
presented in Section V, were we speculatively discuss which
existing protocols may be the ones for integration in those
scenarios.
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C. Review Methodology

The methodology regarding the literature review conducted
was as follows. An exhaustive online search was conducted in
order to identify key works reviewing classical cryptography
and PQC algorithms. For such initial search, the traditional
databases for classical cryptography were explored, i.e., IEEE
Xplore, ACM and the Cryptology ePrint Archive. Many
references regarding PQC were found in those sources, but
the review by Bernstein and Lange was specially useful to
identify many lines and references regarding such field [21].
Furthermore, the NIST standardization process was also an
starting point to identify many of the methodologies that
present the potential to be implemented. Since the NIST
standardization stands as the mainstream process in this line,
it was the starting point to identify PQC protocols that go
beyond the basic theory for PQC families. Once studied, we
followed to other standardization efforts since one of the points
of this perspective is to show that many global agents are
independently doing such process and we wanted to show the
heterogeneous nature of this field. Moreover, (post-quantum)
cryptography is a dynamic field so many related blogs, e.g.,
Cloudflare> or Google Bughunters,’ were regularly read in
order to follow developments of those fields at the time of writ-
ing this article. Regarding industrial cryptography, we based
on the knowledge of one of the authors (G. Vidal) in order to
identify a preliminary batch of relevant literature regarding this
topic. Afterwards, we complemented such literature by means
of IEEE Xplore and ACM databases as well as by getting
references from such initial set of articles. Last but not least,
some missing references were pointed by the referees, which
were discussed for completeness of the work.

Once the literature was collected and understood, all the
information was used to make discussions regarding the
implementation of PQC in industrial networks as well as to
identify which are the challenges associated to it. This has
been done by comparing the core problem of IT cryptography
in contrast to OT cryptography, which is the one tackled in this
perspective. In this way, it has been seen that most of the PQC
protocols that have been proposed would have difficulties to be
integrated in industrial networks as they have been constructed
from the IT point of view. Finally, future work has been
pointed out in order to make such scenarios quantum secure.

II. INDUSTRIAL ENVIRONMENTS

ICS are the components of the industrial sector and infras-
tructures, from essential services, such as energy, water,
transportation systems to manufacturing plants, agricultural
systems, building automation systems, etc. In these infrastruc-
tures we will always find complex components that share a
common denominator: physical processes that are modified by
logical computation or viceversa. These components are called
cyber—physical systems (CPSs). In Fig. 1, we show an example
of ICS. In this example, in short, the instrumentation sensors
measure physical variables, programmable logic controllers
(PLCs) implement a control loop and send signals to the

2https://blog.cloudﬂare.com/
3https://bughuntelrs.google.corn/blog
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actuators. All the process is controlled and monitored by the
supervisory control and data acquisition (SCADA) and the
operator interacts via the human—machine interface (HMI) or
the Engineering Work Station (EWS).

Since these systems control real world processes, any
potential cyberattack impact on them could imply a physical
effect in the real world. Hence, cyber-risks could turn not
only into production downtimes but also physical damage to
operators or users. A good survey of different objectives and
techniques used to attack ICS networks has been collected in
MITRE ATT&CK.*

ICS and CPS are a part of larger infrastructures which
interact with IT systems at certain point. In Fig. 2, we show
how IT and OT interact in this type of infrastructures according
to the Purdue model, even though there are several models,
such as RIA 4.0 and others.

The mitigation of these risks is challenging since the
security mechanisms and techniques that are suitable for IT
do not match the needs in OT.

4https://attack.rnitre.org/
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A. Differences Between IT and OT

Understanding the inner differences between IT and OT
communications are essential in the realm of cybersecurity,
particularly when safeguarding CI like energy systems. First,
one of the most prominent distinctions lies in their component
lifetimes. OT systems often rely on hardware with a lifespan
of up to 20 years, whereas IT systems typically have a signif-
icantly shorter lifespan of 3 to 5 years. This variance makes
it challenging for OT systems to stay updated with the latest
security measures, as their components may become outdated
and incompatible with newer cybersecurity technologies over
time.

Second, availability requirements vary significantly. OT
systems demand extremely high levels of availability since
any downtime can have severe consequences. In contrast, IT
systems usually have more moderate availability requirements.
This discrepancy emphasizes the need for robust cybersecurity
measures in OT to prevent disruptions that could impact
critical operations.

Moreover, real-time requirements diverge between the two
domains. OT systems often require real-time responsive-
ness, with certain elements in the energy sector requiring
millisecond-level reactions to commands [27], [47]. This
real-time demand can make it challenging to introduce com-
prehensive cybersecurity measures in OT systems due to the
need for rapid response, whereas in IT systems, real-time
requirements are typically less stringent, allowing for more
deliberate and thorough security implementations.

Additionally, the approach to patching and security stan-
dards differs significantly. In IT, security standards are
generally more mature, and patching can be executed relatively
quickly. In contrast, the OT sector faces slower patching
processes often constrained by regulations. This slow pace can
leave OT systems vulnerable to emerging threats for extended
periods. Lastly, while both domains attend to data integrity,
OT systems typically emphasize data integrity as a top priority,
while confidentiality is considered a lower to medium priority.
In contrast, IT systems prioritize confidentiality as a must,
alongside integrity and availability.

Also, we need to remark an additional issue: the cyberse-
curity generational gap. From a cybersecurity perspective, the
age of an industrial plant can significantly impact the cost and
complexity of achieving a high level of cybersecurity. Let’s
delve into this scenario:

When starting a new company or building a modern indus-
trial plant today, you have the advantage of being able to
incorporate cybersecurity measures from the very beginning.
Many modern components and systems are designed with
cybersecurity in mind, often featuring embedded security
features and protocols. This not only simplifies the process of
implementing cybersecurity but also reduces the overall cost.
It is essentially a proactive approach that builds security into
the infrastructure from the ground up.

However, the challenge arises when dealing with older
industrial plants, where the components and systems were
likely not designed with cybersecurity in mind. These legacy
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systems may lack modern security features, making them
vulnerable to cyber threats. Retrofitting these older compo-
nents with cybersecurity measures can be a complex and costly
endeavor. It may involve upgrading or replacing outdated
hardware and software, implementing security protocols, and
training personnel to operate in a more secure manner.

Furthermore, integrating cybersecurity into an older plant
often requires a careful balance between maintaining opera-
tional continuity and enhancing security. Downtime can be
expensive and disruptive, so the process must be meticulously
planned and executed.

In summary, the cost of achieving a high level of cyberse-
curity can be much higher in older industrial plants due to the
need for retrofitting and upgrading legacy systems. In contrast,
new companies and modern facilities have the advantage of
incorporating cybersecurity measures at a lower cost from the
outset, due to the availability of cyber-embedded components
and systems. However, it is crucial for all organizations,
regardless of age, to prioritize cybersecurity to protect CI and
assets from evolving cyber threats.

B. Industrial Cybersecurity Standards and Mechanisms

Industrial vendors, recognizing the pressing need for
enhanced cybersecurity, are taking significant steps to fortify
their products and services [37]. This involves developing and
implementing robust security measures throughout their supply
chains and lifecycles. Governments worldwide are also taking
an active role in formulating regulations and guidelines to
address these challenges [48], [49]. They are working to create
a secure environment for CI sectors, including energy, water,
and transportation, by establishing cybersecurity frameworks
and compliance mandates.

In parallel to the IT sector, where standards like ISO
27001 serve as well-established benchmarks, industrial sectors
adhere to their specific standards, with IEC-62443 being
the primary global reference [47]. This standard offers a
comprehensive framework for ICSs’ cybersecurity. It defines
guidelines for secure design, deployment, and maintenance,
providing a roadmap for organizations to bolster their security
posture. Additionally, various countries, such as the U.S., the
European Union, and China, have crafted regional regulations
tailored to their specific requirements, reflecting the nuances
of their industrial landscapes [48], [49], [50].

Furthermore, sector-specific regulations address the unique
cybersecurity concerns within industries like water and elec-
tricity. These regulations take into account the distinct OT
challenges that may not align perfectly with traditional IT
standards. By tailoring security measures to the particularities
of each sector, these regulations help bridge the gap between
the IT and OT worlds, ensuring the protection of critical
systems.

In addition to broader standards and regulations, there
are specific standards for components and systems used in
industrial environments. These may include industrial com-
munication protocols and HW requirements. By adhering
to these standards, organizations can ensure compatibil-
ity and security among different components and systems
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within their infrastructure. The interoperability provided by
these specific standards is crucial for maintaining a secure
and efficient industrial ecosystem. Fig. 3 summarizes these
interdependencies.

It is also worth mentioning that many of these legacy pro-
tocols were designed without strong security considerations,
making them vulnerable to cyberthreats [as shown many times
(pipedream [51], goose attacks [52], rogue7 [53], etc]. The
introduction of virtual private networks (VPNs) into these
setups helps create a secure tunnel for data transmission,
adding an extra layer of protection. However, this adaptation
does come with its own set of latency concerns, further
highlighting the ongoing struggle to balance security with
operational efficiency.

Additionally to the encryption challenges in industrial
cybersecurity, recent regulations have begun mandating the use
of VPNs in inherently insecure industrial protocols [50].

Moreover, the emergence of post-quantum encryption tech-
nologies has added a new dimension to the regulatory
landscape. As QC capabilities continue to advance, tradi-
tional encryption methods may become vulnerable to rapid
decryption, posing a significant threat to data security as
we will discuss in the next section. In response, regulators
are intensifying efforts to mandate the adoption of post-
quantum encryption techniques in CI sectors. This drive for
post-quantum encryption standards underscores the necessity
for constant adaptation in the industrial cybersecurity field,
where maintaining the integrity and confidentiality of data
remains paramount, even in the face of evolving threats and
technological advancements.

III. PREQUANTUM CRYPTOGRAPHY AND
QUANTUM APOCALYPSES

A. Overview on Cryptography

Cryptography is the study of algorithms which are able
to make some information unintelligible to a third party
(providing confidentiality), to protect it under changes from
a third party (providing integrity) and to prevent that a third
party masquerades as one of the trusted communication parties
(providing authenticity). Mathematical tools for encrypting
valuable information have been developed since the dawn
of civilizations, with notorious examples, such as the Caesar
cipher (a shift cipher where each letter is substituted by another
letter in a fixed number of positions down the alphabet),
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used by the Roman Emperor Julius Caesar.> New encryption
algorithms were discovered since those primitive days of
cryptography because they had been cracked by other entities
trying to obtain the protected information. For example, one
of the most important events of World War II was breaking the
Enigma code used by Nazi Germany to protect commercial,
diplomatic and military communication. The digital revolution
brought the possibility of evolving cryptographic techniques
by means problems that are harder to solve, but, at the same
time, it provided an additional tool for hackers to crack those
codes.

Modern cryptography distinguishes two types of cryptosys-
tems depending on how a message is encrypted: 1) symmetric
and 2) asymmetric key schemes. Symmetric key schemes
make use of the same key for encryption and decryption
algorithms. For example, the advanced encryption standard
(AES) proposed by J. Daemen and V. Rijmen in 1998,
also known as Rijndael scheme, is the most implemented
symmetric cryptosystem scheme [54]. On the other hand,
asymmetric key schemes or public key schemes consist of
two different algorithms and keys for each of the parties
sharing secrets: 1) each of the parties use their public key
(generated by the other party) to encrypt messages and 2) their
private key (generated by itself) for decrypting the received
messages. One of the most famous and most used asymmetric
key cryptosystem scheme is the RSA cryptosystem, developed
by Rivest, Shamir and Adleman [5].

In the ensuing paragraphs, we provide a comprehensive
explanation of both schemes based on a network composed
of three parties: 1) a server; 2) a user who wants to have a
secure connection with it; and 3) an eavesdropper who wants
to obtain information about the message. In cryptography those
are usually referred to as Alice, Bob and Eve, respectively.

1) Symmetric Key Schemes: Symmetric key schemes are
cryptosystems where both parties, Alice and Bob, share the
same key, i.e., they use the same bit string to cipher and to
decipher the message. The security of a symmetric scheme
relies on the length of the key and on the fact that the key keep
its secret to other parties. In this schemes, the key exchange
is the most important process since all the security relies on
the privacy of such key. If an eavesdropper, Eve, is able to
obtain information about the key, the communication is not
secure anymore. The most popular symmetric key scheme is
the previously mentioned AES [54], Blowfish [55] and its
more recent version Twofish [56] are also relatively popular
open access schemes. To discuss the basic operation of a
symmetric key exchange protocol, we begin by explaining how
confidentiality and integrity/authenticity are achieved in the
communication between the parties:

1) Confidentiality: The confidentiality in a symmetric

scheme cryptosystem relies on the secrecy of the key.
Eve knows how the algorithms which encrypt and
decrypt the message work and she could perform a brute
force attack by trying all possible key combinations to
decipher the message. This, however, is a very inefficient
attack. Assuming a key length of n, Eve has to try

S5This fact was stated by Roman historian Suetonius in Vita Divi Julii, 56.6.
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2"~ possibilities in average, which may take several
years if the value of n is sufficiently large, even having
access to the most powerful computers. Therefore, if the
secret key is regularly changed, this type of attack is
impossible.

2) Integrity and Authenticity: symmetric key exchange
algorithms do not only cipher the plaintext (message),
but they also create a message-authentication code
(MAC) by means of the message and an authentication
key, kauh, in order to protect the integrity of the message
and verify the identity of Bob. Alice can check this
information with the decryption algorithm for deciding
if Bob has been the sender or not.

Following our discussion, a symmetric key exchange cryp-
tosystem has three steps for protecting a plaintext message:

1) Key Exchange: Alice and Bob exchange a secret key
and an authentication key, (ksym and kaum, respectively),
which usually are two bit strings, in a secure way.
If Eve, an adversary, gets information about the keys,
the communication will not be secure. An important
challenge is how to do this key exchange using a
telecommunication channel certifying that Eve do not
get any information about the keys, whose solution will
be explained in the next section.

2) Encryption Algorithm (Enc) and Signature Algorithm
(Sgn): Bob, by means of the symmetric key (ksym)
encrypts the plaintext (Msg) generating the ciphertext
(Ct). At the same time, he generates the MAC with
making use of the authentication key (kaun) and the
message (Msg). Then, he broadcasts the ciphertext and
the MAC, implying that both Alice and Eve have access
to them. The broadcasted information would be

(Enc(Msg, ksym), Sgn(Msg, kaun)) = (Ct, MAC).

3) Decryption Algorithm (Dec) and Verification Algorithm
(Vry): Alice decrypts the ciphertext using the shared
secret key, (ksym), and recovers the message. Also, she
checks if the MAC corresponds to the kyym, she obtains
a boolean value, b, i.e., b = 1 if it is correct or b = 0
if not

(DeC(Ct),VrY(MAC, Msg’ kauth)) = (Msg9 b)

Note that Eve will not be able to recover the message
if she is not able to obtain information about the secret
key or makes a brute force attack, which would take a
lot of computational time.

2) Asymmetric Key Schemes: As defined above, asymmet-
ric key or public key schemes are defined as cryptosystems
where each of the parties involved in the communication use
their own key to secure the information, the private key and
the public key. Each of those are usually employed to share
a secret between two parts and, therefore, this encryption
schemes may be used for the confidential key exchange
required in symmetric schemes, called key encapsulation
mechanism (KEM). In this sense, this could refer to the
transmission of the bit string used as the input of an algorithm
which can be used by Alice and Bob to generate the same
symmetric key. Otherwise, if it is used to encrypt the message
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it is called public key encapsulation (PKE). In asymmetric key
schemes confidentiality, integrity and authenticity are achieved
in the following ways.

1) Confidentiality: The confidentiality relies in the hardness
of finding the solution of the mathematical problem that
Eve, the eavesdropper, has to solve in order to obtain the
secret key or recover the plaintext. The problems used in
public key schemes are computationally hard problems
that cannot be efficiently solved. Thus, with no addi-
tional information, Eve cannot obtain the information
about the message that has been encrypted or the private
key.

2) Integrity and Authenticity: The integrity and authenticity
of the message is achieved by means of a digital
signature. Digital signatures are based on a hard problem
so that the algorithm makes use of a message and a
private key as an input for providing a unique output
which identifies the party and the message. Any change
in the signed ciphertext produces a totally different
output providing a way to protect the integrity of the
message. The authenticity of the message is determined
by the secret key and it can be checked by using the
public key, i.e., all parties can check the authenticity of
a message but it only can be signed by the owner of the
private key.

Regarding the general operation of a public key cryptosys-

tem, those are based on the following three algorithms.

1) Key Generator Algorithm (Gen): Alice creates her
private key (Sk). By means of it and the selected
asymmetric cryptography algorithm, she generates the
public key (Pk) and sends it to Bob. Note that by sending
the key to Bob, Alice broadcasts it as public information
and, hence, anyone in the network can access to that
information. A potential eavesdropper, Eve, can get and
store such key to try to decrypt the message but she
will no be able to crack it due to the complexity of the
problem she has to solve as we will explain below, she
will require an unreasonable amount of time to obtain
the plaintext.

2) Encryption Algorithm (Enc): Bob with the public key
encrypts the plaintext (the message Msg) generating
the ciphertext (Ct). He then proceeds to communicate
publicly the protected message

Enc(Msg, Pk) = Ct.

3) Decryption Algorithm (Dec): Alice uses her own private
key and the decryption algorithm to obtain the message
that Bob wanted to provide in a secure manner

Dec(Enc(Msg, Pk), Sk) = Msg.

This is the general scheme of an asymmetric key cryp-
tosystem, the security of which relies on the assumption that
Eve is not able to recover the original plaintext by just using
the public key and the ciphertext. Such thing relies on a
mathematical problem that is hard to solve but for which it
is easy to prove if a given solution is correct or not. Those
are usually referred as one-way functions. They are designed
in such a way that Eve can not decipher the message in
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reasonable time without the private key and she can not get
any information about the private key by means of the public
information. The most famous, and widely used, scheme is the
RSA cryptosystem, developed by Rivest et al. [5]. Its security
is based on the factorization of large numbers in their prime
factors. Other used schemes are based on ECC, such as the
elliptic curve Diffie-Hellman (ECDH) scheme [57].

3) Security Notion: Proving the security of a cybersecurity
scheme is not a trivial problem, i.e., mathematically proving
that a function is indeed an One-Way function is not a simple
task. In fact, one of the “Millenium Prize Problems,” known
as the P = NP problem [58], involves to prove if the set of
the problems whose solution is hard to find is the same to the
set of problems whose solution is easy to check. However, the
security of cryptosystems can be studied by means of some
security notions. There are three cases which have to be taken
into account to study a cryptosystem’s security. In all of them,
the adversary who wants to break the security is modeled
by a probabilistic polynomial time algorithm. The scheme is
secure if the algorithm has no advantage for discovering the
secret over a random guesser algorithm, i.e., it is said Eve has
a negligible advantage if she guess the correct answer with
probability 1/2 + €(k), where k is a security parameter and
€(k) is a negligible function. Following this logic, the three
security notions considered are as follows.

1) Ciphertext-Indistinguishability Under Chosen Plaintext
Attacks (IND-CPAs): Refers to the property where Eve
is not able to distinguish a random ciphertext from an
actual ciphertext whose plaintext is known by herself.

2) One-Wayness Under Chosen Plaintext Attacks (OW-
CPAs): Refers to the property where Eve is not able
to recover the plaintext, even when she has the ability
to choose and encrypt any plaintext of her choice and
observe the corresponding ciphertext.

3) Key-Indistinguishability Under Chosen Ciphertext
Attacks (IND-CCAs): refers to the property where Eve
can call the decryption algorithm as many times she
needs for an arbitrary ciphertext but she is not able to
guess the key.

4) Digital Signatures: Digital signatures allow to sign a
message in such a way that the origin of a message can be
verified and ensure that the message has not been altered. They
are used to verify the authenticity and ensure the integrity of
a message in a public key cryptosystem. In order to sign a
message, the signer has to generate a private and a public key,
the private key is used to sign the message and the public key is
needed to verify if a message has been signed by the true party.
This process is also done by three polynomial-time algorithms:
1) the key-generation algorithm (Gen), which generates the
public (Pk) and the private keys (Sk); 2) the signing algorithm
(Sign), which uses the secret key to sign a message; and 3) the
verification algorithm which checks by means of the Pk if
a message has been signed by the party who generated the
public key.

The security of a Digital Signature resides in the probability
that a malicious party is able to sign a message without having
access to the Sk and it can be verified satisfactorily. It is
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worth to say that the security of digital signatures resides on
the computational complexity of an algorithm to solve the
hard problem in which signature security relies on. Therefore,
the same security notions in public key schemes explained
above are applied to digital signatures. Nonetheless, in this
case the adversary is interested in signing a message. L.e., Eve
wants to masquerade as a trusted party, rather than acquiring
information about a protected message. One of the most used
digital signature scheme is the Elliptic Curve Digital Signature
Algorithm (ECDSA) [59] based on ECC.

B. Quantum Apocalypses

Quantum computers promise to be huge step forward in
computation as a result of being able to reduce significantly
(exponentially for some algorithms) the number of operations
an algorithm needs to solve some computational problems.
There are two important quantum algorithms which will
compromise the security of the current computer network
security systems: 1) Grover’s algorithm [60] and 2) Shor’s
algorithm [8].

Grover’s algorithm provides a quadratic speedup for search-
ing the secret key in symmetric key cryptosystems [21]. As
said before, the security in these schemes relies on the key’s
secrecy and its length since a brute force attack consists in
searching the n-bit combination. Therefore, the complexity of
a classical brute force attack is bounded by 2"~! on average,
while a quantum computer could run Grover’s algorithm to
reduce the maximum number of steps to 2"/2, on average. This
algorithm does not compromise the symmetric cryptography
paradigm since the qudaratic boost can be compensated by
doubling the key size and increasing the computational cost of
the key exchange and encrypt and decrypt algorithms, but as
it is just doubling down the key size, the extra costs are rarely
noticeable [21]. There are other quantum attack proposals to
symmetric cryptography, such as variational quantum attack
algorithms (VQAASs) [61], [62], but they do not compromises
its security.

As explained before, the key exchange algorithm for estab-
lishing the secret key of a symmetric protocol is done with a
public key (asymmetric) cryptosystem. In this sense, doubling
the size of the key to be shared increments the complexity
of the key generation algorithm of the public key scheme.
However, increasing the computational cost is feasible in order
to hold the security in almost all the cases and, hence, this
is not problematic. Nonetheless, the security of a public key
cryptosystem relies on the complexity of the hard problem
which has to be solved to get the private key. For example, a
brute force attack to RSA consists in trying all primes p and
checking whether p is a factor of N, requiring +/N attempts in
the worst case scenario, which is exponential in the digits of N
(d) and, thus, is an unfeasible task for any classical computer.
The most efficient classical algorithm to solve such problem,
known as the general number field sieve [63], achieves a
complexity of O(eVnnm)y agymptotically [64], using
this method up to RSA-250 (250 digits) have been factorized
satisfactorily [65].
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Fig. 4. Comparison between the operation’s number of the general number
field sieve and the Shor’s algorithms to break RSA cryptography.

A large enough fault-tolerant quantum computer could run
Shor’s algorithm, which is able to factor a number in its
primes taking advantage of the laws of quantum mechanics.
The first large enough quantum computer will be able to solve
factorization problem using 10d logical qubits,® where d is
the number of digits, with a complexity of O(d’) [64]. A
comparison between both algorithms, in terms of their bounds
in number of steps, is represented in Fig. 4, where the huge
difference (exponential speedup) between both algorithms
when the number of digits increases can be easily observed.

Therefore, Shor’s algorithm is a potential threat to the
security of all communications over the world, and will be
a real problem in the near future since it is able to break
most used public key cryptosystems, RSA and ECC schemes.
As a result, governments and private companies, such as
technological giants IBM, Google, and Microsoft, to cite some
of them; are dedicating an immense amount of economical and
human resources to develop a large enough functional quantum
computer (fault-tolerant) able to compute Shor’s algorithm
and break the current cybersecurity. Hence, new cryptography
schemes are required in order to protect our communications
and documents in the post-NISQ’ quantum era. Another issue
to take into account is the fact that some people speculate
about the possibility that some global agents are storing
encrypted communications for decrypting it in the future once
fault-tolerant quantum computers are available. Thus, finding
an alternative to RSA and ECC cryptography resistant to quan-
tum attacks is a very relevant problem nowadays. Moreover,
it is estimated that a secret holds its value for 15 years [16]
and, thus, it is necessary to consider public key cryptosystems
based on hard problems that can not be solved efficiently by
quantum computers as soon as possible, i.e., it is necessary
to implement quantum resistant algorithms 15 years before

%Note that this number refers to logical or “noiseless” qubits [66]. For quan-
tum computers to work, quantum error correction is required implying that
many more physical or “noisy” qubits will be required for an implementation
of the Shor algorithm that cracks RSA [67].

7Noisy intermediate-scale quantum era: Refers to time scale in which
quantum advantage has been firmly proven, but the quantum computers
available are still small and too noisy to offer the full potential of QC [68].
NISQ is where we stand right now.
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the first functional quantum computer is available. Google,
IBM, China and Xanadu have shown quantum advantage using
their computers and they expect a huge increase in their
quantum computer capability during the following years [9],
[10], [11], [12], [13]. To sum up, we are at a critical moment
for cryptography.

It is in this paradigm that the most promising technologies
for the future quantum-safe cryptography are QKD and PQC.
QKD takes advantage of quantum superposition and the no-
cloning theorem [69] to exchange a pair of symmetric keys in
such a way that Eve is not able to achieve any information
of the key, since if she tries to get it Alice and Bob are
able to detect such an attempt and discard the exchanged
key. Alice and Bob are able to do such things due to the
properties of quantum mechanics (no-cloning, entanglement).
This proposal is a good candidate for establishing future
secure communications, but it is still a nascent technology
with many problems as well as requiring a huge investment
in infrastructure. Also, QKD is pretty susceptible to DDoS
attacks since it can be done just by adding photons to the
optical fiber or by measuring the emitted photons, since
measuring a quantum state destroys the quantum information
inside it. On the other hand, PQC is a family of different
asymmetric key schemes which are secure against classical and
quantum attacks. This proposals are based on hard problems
for which quantum computers do not offer a substantial (not
to say any) speedup. In this article we will focus on the PQC
solution, specially since the objective of the present manuscript
is to understand how quantum secure cryptography can be
integrated in industrial and CI networks. As reviewed before,
those networks pose some stringent conditions, such as low
latencies or adaptability, to legacy devices implying that the
integration of cryptography to such scenarios must be almost
seamless. Hence, it seems straightforward to discard QKD
as a realistic candidate for the transition to quantum secure
communications in ICS/CI as a results of the high cost and
infrastructure need that the technology requires, also because
DDoS attacks are very harmful to CI due to the reduction of
the availability.

IV. POST-QUANTUM CRYPTOGRAPHY

PQC refers to classical cryptographic methods based on
hard problems whose solution cannot be found in polynomial
time by neither classical nor quantum computers. The hardness
of the problem is defined by the computational complexity
of an algorithm capable to solve it. In this sense, a quantum
computer should not provide any advantage (or such should
be almost negligible) in solving the hard problem that stands
at the core of a PQC protocol. Note that, as we commented in
Section III-B for the case of symmetric cryptography, doubling
the key length seems to be enough to keep the security
level of classical methods against Grover search attacks.
However, CI networks present strong latency requirements
implying that doubling the key length could not be an accept-
able solution. In this context, there are some proposals for
lowering the computational and memory requirements of sym-
metric key cryptosystems, named lightweight cryptography
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(LWC) [70]. LWC reduces the required data to achieve
secure communication channels and, thus, reduces the needed
device computational resources [71], [72]. Furthermore, it
is applicable to networks with legacy and computationally
limited devices, including CI networks. Recently, the NIST has
finished its standardization process for LWC [73], including
some quantum resilient methods, such as Ascon-80pq [74].
In this work we will focus on the key agreement processes
(asymmetric key schemes), which stand as more problematic
in the context of industrial OT communications due to their
latency and computational requirements.

In the following section we will introduce the different hard
problems in which PQC methods are based. It is believed
that such hard problems are secure against classical and
quantum attacks. However, as explained earlier, the security
of a cryptosystem is based on some assumption instead of
mathematical proofs, hence, it is not possible to assure that any
new proposed cryptosystem is secure. Hybrid cryptosystems
were proposed in order to keep the current cybersecurity and
add quantum resilient protocols, if the PQC protocol is proven
to be insecure under classical and quantum attacks in the
future the communication protocol would maintain the current
security. Hybrid cryptosystems were also conceived to help
to the transition from classical to quantum cryptography [75].
Despite of being a very active field and a good proposal to
OT cybersecurity, we will not talk about hybrid solutions.
Nonetheless, we encourage the interested reader to read the
following papers [75], [76], [77].

PQC algorithms emerge as a consequence of assuming
that a possible attacker has, or will have, a large and reli-
able enough quantum computer to break classical algorithms.
Therefore, the new cryptography algorithms have to be hard to
solve for classical and quantum computers implying security
in the quantum era. These algorithms are usually divided
into seven different families based on the hard problem
in which their security relies on: 1) hash-based; 2) code-
based; 3) lattice-based; 4) multivariate; 5) isogeny-based; 6)
multiparty computation (MPC); and 7) graph-based cryptog-
raphy. A diagram of the different families with the most
important proposed schemes is represented in Fig. 5. In the
following sections we will review the basic operation of such
schemes, including an enumeration for each family of the
different implementations, proposed to be standardized in the
future. Several global entities, such as the U.S., China, or
the European Union, have started own PQC standardization
processes considering different candidates of each family. In
this sense, we also provide an overview of those processes
around the world. We encourage the interested reader in this
topic to read the review made by Bernstein and Lange [21]
and by Bavdekar et al. [78], based on PQC families proposed
to NIST standardization process.

A. Hash-Based Cryptography

Hash-based cryptography was first proposed by Ralph.
Merkel in the 70s [79]. The security of this cryptosystem relies
on hash functions. A hash function (H);) is a mathematical
function that compresses an input string of bits of arbitrary
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length to a string of fixed length, i.e., it maps an input of an
undetermined length into an output of fixed length m, which
appears to be random but is deterministic. Formally, a hash
function is defined as

H,y : {0, 1} = {0, 1}™.

Hash functions are usually employed to create digital sig-
natures, deemed as hash-based signatures (HBS), providing
authenticity and integrity to the communication. The first
signature scheme using hash-functions was introduced by
Lamport [80]. Those functions can be classified into one way
hash functions (OWHFs), collision resistant hash functions
(CRHFs) and Universal OWHFs (UOWHF). The general
scheme of a hash function cryptosystem is composed by three
algorithms, Gen, Enc, and Dec in the case of encryption or
Gen, Sign, and Vry in the case of a digital signature scheme.
1) Gen: The key generation algorithm generates a public
key (Pk) and private key (Sk). In general, this is done by
choosing a private random seed, seed(n), i.e., a random

bit string. A key (k) is derived from the seed by setting

it as the input of a hash chain, which is a sequence of

hash functions where the output of one hash becomes

the input of the next one and it may involve other private
functions, f;(x;). Usually, the Sk is composed by the key,

the seed and the parameters of the hash chain. Finally,

the public key (Pk) is a parameter of the entire hash
chain, but it does not reveal the individual hash values

Sk <« {H(xn), n, f(x))}

Pk <« x,|m <n.

2) Enc/Vry: Bob can use the public key to encrypt
messages, recreating the hash chain to generate the
ciphertext (Ct) or to verify the signature of Alice (b =1
if Alice is the emitter or b = 0 if not)

Ct <« Enc(H, Pk, msg)
b=0,1 <« Vry(H, Pk, sig).

3) Dec/Sign: Alice is able to decrypt the message of Bob
with the private key and to sign her messages by means
of the private key

msg < Dec(H, Sk, Ct)
Sig <« Sign(H, Sk, msg).

1) Security Notion: The security notion of a hash function
resides in three characteristics that must have in order to be
secure: 1) preimage resistance; 2) second-preimage resistance;
and 3) collision resistance. These can be formally defined as
follows.

1) Preimage Problem: Given the output of the hash func-

tion, Hy,(x), find the input x (One-wayness function).

2) Second Preimage Problem: Given the output of the hash

function, H,,(x), and the input x, find another input, y,
that fulfills H,,(x) = H,,(y) with y # x (Weak collision
resistance).

3) Collision Problem: Find two inputs, x and y, which

fulfill H,,(x) = H,(y) (strong collision resistance). If a
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Hash-function has collision resistance it implies second
preimage resistance.

A hash function takes an input of arbitrary length and
gives an output of a fixed length, as we said above. For
being a “good” hash function it has to give completely
different outputs for two random inputs. This characteristic it
is guaranteed if the hash function has the following properties.

1) Strong Avalanche Effect: A small change in the input of

the Hash function produces a huge change in the output.

2) Completeness: Each bit of the input string has an effect

on all the output bits.

The collision problem is the problem whose solution is
found with less computational complexity for both classical
and quantum computers, hence, its security is bounded by the
resilience of a hash function to this attacks, i.e., it has to be
collision resistant. A classical algorithm finds the solution with
a complexity of O(2"/2) and a quantum computer is able to
solve it more efficiently with a computational cost of O(2"/3)
but without compromising its security [81].

2) PQC Protocols: There are two types of hash-based dig-
ital signatures (HBS): 1) the one-time signature (OTS) scheme
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Diagram of the different PQC algorithm families and the most important proposed cryptosystems.

and 2) the multitime signature (MTS) scheme, sometimes
called statefull HBS and stateless HBS, respectively. The
principal difference between them is the times that a secret
key can be used without losing the security assumption.
Only Europe, Japan and the U.S. have a HBS algorithm in
their standardization process, SPHINCS+ [82], which is a
MTS signature scheme. The parameters of such algorithm is
available in Table II. SPHINCS+ has been implemented on
an Artix-7 FPGA [83] and on an ARM CortexM3 [84].

B. Lattice-Based Cryptography

Lattice-based cryptography is based on hard problems
involving lattices. It is a special case of the subset
sum problem-based cryptography proposed by Merkle and
Hellman [85]. Generally, a lattice is defined as an infinity
grid of points represented by a linear combination of linearly
independent vectors, called basis, B = by, by, ..., by,

L(B) = {Zcibi 1ci € Z}.

i
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Thus, any point of the lattice is represented by an unique
combination of the vectors of B. It is by definition a discrete
subgroup of R”, since £ spans Z" which is a subgroup of R”".

Hoffstein, Pipher, and Silverman proposed a lattice-based
cryptosystem based on polynomial rings called “NTRU” in
the 1990s [86]. The polynomial ring is defined as R, =
Z4lx]/(f(x)), where f(x) = x" — 1 if n is prime, or f(x) =
Xt 4+ 1 if n is a power of two. The NTRU cryptosystem
depends on three integers (N, p, g) and four sets of polyno-
mials (Lr, Lg, L4, L), and it is composed by the following
algorithms.

1) Gen: Alice gets two random polynomials (f, g) from £,,
under the condition that f has inverses modulo ¢, F;, and
modulo p, F,. The secret key (Sk) is the polynomial f
and the public key is defined by Pk = h = F;- g mod q.

2) Enc/Vry: To encrypt a message m chosen from the poly-
nomial set £,,, Bob has to choose a random polynomial
¢ from Ly

Ct < Enc(Pk, ¢, m) = p¢p - h+m mod q.

3) Dec/Sign: Alice uses the Sk to decrypt the message
computing

a=f-Ct
msg < F,-a modp

mod g

where the coefficients of a are selected between —g/2
and ¢/2.

Another lattice-based cryptosystem is based on the learn-
ing with errors (LWEs) problem, which was proposed by
Regev [87] and which will be later described. The three
algorithms involving such cryptography scheme are as follows.

1) Gen: Given the dimension, n, of the lattice, the key

generator algorithm generates the public and the private
key as

Skzs’(—Zz
Pk=b =sA+¢

where A is a n x m modulo ¢ random matrix and e’
is a random error vector, both of them selected from a
probabilistic distribution.

2) Enc/Vry: Bob encodes the message, a bit string (msg),
by using a secret vector x <— {0, 1} and the public key

Ct= (u,u') < (Ax,b'x + msg- q/2).

3) Dec/Sign: Alice is able to decrypt the Ct using the Sk
by computing

msg-q/2 ~ u — s'u.

1) Security Notion: The security of Lattice-based cryptog-
raphy relies on the following worst-case problems.

1) Shortest Vector Problem (SVP): Given a lattice £ find a
nonzero vector v € £, whose norm |v| is minimized.

2) Closest Vector Problem (CVP): Given a lattice £ and a
vector # find vector v € £ such that the distance between
u and v is shorter or equal to the distance between i and
the lattice £, i.e., the problem involves minimizing the
norm |v — .
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Despite of the existence of an algorithm which finds the
nonzero vector of the SVP in time O(2") [88], there is no
quantum algorithm providing an exponential speedup. Indeed,
it is worth noting that the SVP problem can be reduced to
the CVP problem. Ajtai et al. [89] showed that there is a
connection between the worst-case problems and the average-
case problems in lattice-based cryptography and explain how
to construct hard lattice instances from random instances. This
connection implies that if there is a probabilistic algorithm that
solves the hard problems in the average-case, then there exists
a solution for the worst-case scenario. However, it has been
proven that there is no probabilistic algorithm in polynomial
time for the worst-case scenario. Finally, they conclude that
a lattice-based cryptography scheme based on average-case
problems can be designed with the security of the worst-case
problems. The average-case problems related with lattices are
as follows.

1) Short Integer Solution (SIS): Given a set of m vectors
a; € Zg as the columns of a matrix A,x,,, where g is a
prime number and ¢ define the modulus of the lattice,
find a nonzero integer vector v € Z™ which fulfills A-v =
0€Zy.

2) LWEs: Given a set of pairs (a;, b;), where a; and b are
sampled from a certain distribution, find a secret vector
s such that 5 - aymode; = b; and e; is sampled from a
Gaussian distribution over Z.

Both problems are considered to be computationally hard
for classical and quantum computers giving the security
notion to lattice-based cryptography schemes. Specifically,
the security of NTRU cryptography relies on the ring-LWE
(RLWE) problem, a variant of LWE problem where the secret
vector is an unknown polynomial s(x) in R, and is faster than
LWE-based cryptography [90].

2) PQC Protocols: Lattice-based cryptography can be
splitted in two different algorithms: 1) NTRU, developed
by mathematicians Hoffstein et al. [86] and 2) LWEs first
introduced by Oded Regev [87]. Lattice-based cryptography
is the most promising quantum resistant cryptosystem, for
encryption and signatures. This can be seen as different
countries are proposing a large amount of lattice-based pro-
tocols to be standardized. The NTRU encryption protocols
that have been proposed to be standardized are: NTRU [91],
NTRU-HRSS [92], NTRU-Prime [93], and NTRU+ [94].
The following NTRU protocols have been also proposed to
generate signatures: Falcon [95], FatSeal [96], Peregrine [97],
and SOLMAE [98]. On the other hand, the LWE encryption
protocols proposed to be standardized are: CRYSTALS-
Kyber [26], Saber [99], FrodoKEM [100], LAC PKE [101],
Aigis-Enc [102], AKCN-MLWE [103], TALE [104], AKCN-
E8 [105], SCloud [106], and SMAUG-T, which is a merge
of SMAUG [107] and [108]; and the following LWE
protocols have been also proposed to generate signatures:
CRYSTALS-Dilithium [109], Aigis-Sig [102], Mulan [110],
NCC-Sign [111], and HAETAE [112].

The following lattice-based PQC protocols have been
implemented in HW devices, some of them in devices
with low-computational resources: NTRU, NTRU-HRSS, and
NTRU-Prime on an Artix-7 and on aZynq UltraScale+ [113];
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TABLE I

PERFORMANCE OF LATTICE-BASED PQC PROTOCOLS. CIPHERTEXT (CT)

AND KEYS LENGTH ARE EXPRESSED IN BYTES. ALL VALUES ARE
TAKEN FROM THE LEVEL I SECURITY DEFINED BY NIST: “ANY ATTACK

THAT BREAKS THE RELEVANT SECURITY DEFINITION MUST REQUIRE
COMPUTATIONAL RESOURCES COMPARABLE TO OR GREATER THAN
THOSE REQUIRED FOR KEY SEARCH ON A BLOCK CIPHER WITH
A 128-BIT KEY (E.G., AES128)” [176]
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TABLE 11
PERFORMANCE OF HASH-BASED PQC PROTOCOLS. CIPHERTEXT (CT)
AND KEYS LENGTH ARE EXPRESSED IN BYTES. ALL VALUES ARE
TAKEN FROM THE LEVEL I SECURITY DEFINED BY NIST: “ANY ATTACK
THAT BREAKS THE RELEVANT SECURITY DEFINITION MUST REQUIRE
COMPUTATIONAL RESOURCES COMPARABLE TO OR GREATER THAN
THOSE REQUIRED FOR KEY SEARCH ON A BLOCK CIPHER WITH A
128-BIT KEY (E.G., AES128)” [176]

\ Lattice-based [[ Public Key [ Private key | CUSignature | | Hash-based || Public Key [ Private key | Ct/signature |
NTRU [168], [133] 930 1234 930 [ SPHINCS+ [82], [172], [133] || 32 \ 64 | 786 |
NTRU-HRSS [169], [133] 1138 1450 1138
NTRU-Prime [169], [170], [133] 994 15 158 897
NTRU+ [94], [171] 364 1728 364
Falcon citeFalconPerf,NIST3 897 7553 666 The McEliece cryptosystem requires being able to generate
FatSeal [96] 2321 385 2048 . . .
Peregrine [97], [171] 397 7553 666 a random #-correctable (n, k)-code, that is, a k-dimensional
SOLMAE [98], [171] 897 7553 660 code composed of n bits able to correct all errors of weight
CRYSTALS-Kyber [172], [133] 800 1632 768 . . P -
Saber (1691 [133] e 5 e equal or less than . Given this condition the key generation
FrodoKEM [100], [133] 9619 19 888 9720 goes as follows.
LAC PKE [101] 544 1 056 704 1) Gen: a t-correctable (n, k)-code with generator matrix
Aigis-Enc [102], [173] 672 1568 672 G and ity check wix H i Joml ted
AKCN-MLWE (AES256) [103] 10 560 10 560 3610 and parity check matrix H is randomly generate
TALE [104], [174] 736 1504 704 altogether with a random nonsingular binary matrix S
AKCN-E8 (AES256) [105] 928 928 896 of size k x k and a random permutation matrix P of
SCloud (AES256) [106] 98 800 19 800 82 300 . ) ] , .
TIGER [171], [108] 230 77 640 size n X n. Finally, the matrix product G' = SGP is
SMAUG [171], [107] 174 672 768 computed, which is itself a new code. The key pair can
CRYSTALS-Dilithium(AES192) [133] 1312 2528 2420 -
Aigis-Sig [102] 672 7568 672 now be introduced
Mulan [110] 1312 2528 2420 X kxk
GCKSign [175], [171] 1760 288 1952 Sk=GeF;*", SeF,, PeFy"
NCC-Sign [111], [171] 1440 2 400 2529 R kxn
HAETAE [112), [171] 992 1376 1463 Pk=G e F;™".

NTRU+ on a Xilinx Zyng-7000 [114]; Falcon on an
ARM Cortex-A53 [115] and on an ARM CortexM3 [84];
CRYSTALS-Kyber on a Xilinx Artix-7 [116], on a Xilinx
Artix-7 and on a Virtex-7 FPGAs [117] and on 64-bit
ARM Cortex-A processors [118] using number-theoretic trans-
form (NTT) optimization [119], [120], Saber on a Xilinx
UltraScale4 [121] and on an Artix-7 and on a Zynq
UltraScale+ [113]; and LAC on a Xilinx Zyng-7000 [122] and
CRYSTALS-Dilithium in [123] on Virtex UltraScale+ and on
an ARM Cortex-M4 [123].

The parameters of those algorithms are available in Table I.
In [124] they give a good survey explaining different aspects
of lattice-based cryptography as their theory, security and
performance. They include NIST and Chinese standardization
processes.

C. Code-Based Cryptography

The first instance of a code-based cryptosystem was con-
ceived by McEliece [125], which consisted in using the
complexity of decoding a syndrome within code theory in
order to encrypt messages with a high level of security. While
proving a fine level of security, the McEliece cryptosystem
usually suffers from excess in memory since it precises large
ciphertexts and key pairs. Given this backdrops, a second
version introduced by Niederreiter [126] proposed a variation
that allowed faster key generation and message sending while
preserving the security given by the McEliece cryptosys-
tem [127].

2) Enc: the plaintext that is to be encrypted must be
presented as a k-dimensional binary vector m € IE"; The
message is encoded within the public key code, G/, as
mG’. Additionally, an n-dimensional random error e €
[} of Hamming weight equal or lower than ¢ must be
introduced. The encryption process consists in adding
the error e to the encoded message as: ¢ = mG’ + e.

3) Dec: The private key owner can decipher a ciphertext
by first computing CP~! = mSGPP~! 4+ eP™! =
mSG +eP~!. Afterwards, one can follow by computing
eP1HT = mSGHT + eP~'HT = eP~'HT = z, where
z € F;_k is the syndrome. Given that one knows H
and z, the error eP~! can be obtained through decoding,
which allows the private key holder to find mSG.
Furthermore, mSGG’ = mS and, finally, by computing
mSS~! = m, one can reach the plaintext.

The Niederreiter cryptosystem builds upon the McEliece
one by encrypting the plaintext through the error e. In other
words, the cryptosystem is slightly modified into the following.

1) Gen: a t-correctable (n, k)-code with parity check matrix
H is randomly generated altogether with a random
nonsingular binary matrix S of size n —k xn—k and a
random permutation matrix P of size n x n. Finally, the
matrix product K = SHP is computed. The key pair can
now be introduced

Sk=H eFy " S eFy " peFy”
Pk = K € F5*".
2) Enc: the plaintext which is to be encrypted must be

presented as an n-dimensional error vector e € [} of
Hamming weight less or equal to 7. Now, the message is
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encrypted through the product z = eK”, where z € Fg_k
is the outcoming syndrome, which is the ciphertext.

3) Dec: The ciphertext can be decrypted by the key pair
owner by first operating z(S™!)7 = ePTHTST (s~ 1HT =
ePTHT, the result is a decodable syndrome given that
we know the parity check matrix H. After decoding,
one recovers eP”, upon applying ePT (PT)~! = ePTP =
e, which returns the plaintext. Note that permutation
matrices are always orthogonal.

The Niederreiter cryptosystem allows for a code based-
cryptosystem to happen without the requirement of storing the
plain text within the code, which yields a time improvement.
Nevertheless, this is done at the expense of the dimensionality
change within the two cryptosystems. While the dimension of
the plaintext of a McEliece cryptosystem using a ¢-correctable
(n, k)-code is k, for a Niederreiter cryptosystem it is correspon-
dent to the dimension of the space of n-dimensional binary
error vectors of Hamming weight less or equal to 7, which may
be lower. This translates to the fact that less possible plaintexts
can be ciphered.

1) Security Notion: Attacking either code-based cryptosys-
tems may be done in two different ways. The first consists
in attempting to separate the public key into the private key,
which has been proved to be unfeasible [128]. The second one
consists in attempting to decode the syndrome given K. This
problem is defined as the computation syndrome decoding
problem, which is proven to be NP-complete [129], [130].

1) Computing the Syndrome Decoding Problem: given a

binary linear ¢-correctable code of parity check matrix
K and a syndrome z € IF'ZH‘ produced by the summation
of a code word x € [} with and an error e[; of weight
equal or less than 7 by z = (x + e)K”, find the error e.

The best known generic attack on both cryptosystems is
the Lee—Brickell attack [131], which sets the security of the
code and proves that both the McEliece and the Niederreiter
cryptosystem have the same level of security [127].

2) PQC Protocols: Two Niederreiter protocols have been
proposed to be standardized: 1) BIKE [132], proposed to the
NIST standardization process [133] and 2) PALOMA [134],
proposed to the Korea PQC standardization process [135]. In
the case of McEllice protocols, NIST process is considering
Classical McEllice [125] and Hamming quasi-cyclic (HQC)
protocols [136] and South Korea is considering REDOG [137].

The parameters of those algorithms are available in
Table III. The following code-based PQC protocols have been
implemented on a Xilinx Artix-7: BIKE [138], the classic
McEliece [139] and HQC [140].

D. Multivariate Cryptography

Multivariate cryptography is a public-key cryptography
scheme based on a multivariate and nonlinear polynomial map
of a field F. It was first proposed by Matsumoto and Imai
[141]. In this scheme, a vector x € F? is mapped to a vector
x' € F4 through a map P composed of a set of nonlinear

8For the McEliece case, K can be obtained through G.
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TABLE III

PERFORMANCE OF CODE-BASED PQC PROTOCOLS. CIPHERTEXT (CT)

AND KEYS LENGTH ARE EXPRESSED IN BYTES. ALL VALUES ARE

TAKEN FROM THE LEVEL I SECURITY DEFINED BY NIST: “ANY ATTACK

THAT BREAKS THE RELEVANT SECURITY DEFINITION MUST REQUIRE

COMPUTATIONAL RESOURCES COMPARABLE TO OR GREATER THAN

THOSE REQUIRED FOR KEY SEARCH ON A BLOCK CIPHER WITH
A 128-BIT KEY (E.G., AES128)” [176]

‘ Code-based [| Public Key [ Private key | Ct/Signature |
BIKE [133] 1 540 280 1572
PALOMA [134], [171] 319 488 7 808 32
Cl. McEllice [133] 261 129 6 492 128
HQC [133] 2 249 40 4 481
Piglet-1 [177] 1212 32 1 801
ROLLO-I [178], [171] 1240 120 620
REDOG [137], [171] 14 250 1450 830
Enhanced PQsigRm [179], [171] 2 000 000 X 1032
polynomials p1, p2, ..., Pm
P:TF1— F4 (1)
’
X=X, X0) > X = @E1(X), ..., pm (). (2)

The secret key is a nonlinear map P, and two affine maps
S and T. An affine map is a linear map which connected two
different affine spaces. The public key is the composition of the
map with the affine maps S and T: Py = ToPo S, which looks
like a random map. Multivariate cryptosystems are composed
by the following algorithms.
1) Gen: Alice generates an easily invertible quadratic map
P : F? — [P and composes it with two affine maps,
S:F!—-Fland T : FF — FP

Sk <« P,S, T
Pk=P <« ToPoS.

2) Enc: Bob uses the Pk to encrypt a message m € [F9
getting the ciphertext (Ct) and sends it to Alice

Ct < P'(m) e F4.

3) Dec: Alice, by means of the Sk, decrypts the ciphertex
obtaining the message

Ct < P(m) € 4.

1) Security Notion: The security notion in multivariate
cryptography relies on the NP-hard problem of finding preim-
ages of multivariate polynomial maps. This is defined as
follows.

1) The Multivariate Quadratic (MQ) Problem: Given a
system of polynomials p{, pz, ..., and p,,, where
each p; is a nonlinear polynomial in n variables whose
coefficients and variables are defined over F¢, find a
solution x = (x1, ..., x,) that satisfies p;(x) = p2(x) =
coo=pp(x) =0.

The computational complexity to solve the MQ problem
depends on the degree of the polynomials, the number of
variables n and polynomials m and the field F. The best
classical algorithm to solve this problem is based on Grobner
bases, known as F5 [142], and there is not a known quan-
tum algorithm which solves MQ problem faster than F5
algorithm [143].
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TABLE IV

PERFORMANCE OF MULTIVARIATE PQC PROTOCOLS. CIPHERTEXT (CT)

AND KEYS LENGTH ARE EXPRESSED IN BYTES. ALL VALUES ARE
TAKEN FROM THE LEVEL I SECURITY DEFINED BY NIST: “ANY ATTACK

THAT BREAKS THE RELEVANT SECURITY DEFINITION MUST REQUIRE
COMPUTATIONAL RESOURCES COMPARABLE TO OR GREATER THAN
THOSE REQUIRED FOR KEY SEARCH ON A BLOCK CIPHER WITH
A 128-BIT KEY (E.G., AES128)” [176]

‘ Multivariate H Public Key ‘ Private key ‘ Ct/Signature ‘
GeMSS [172], [133] 352 168 16 33
Rainbow [144], [133] 157 800 611 300 164
MQ-Sign [147], [171] 328 441 15 561 134

2) PQC Protocols: There are two multivariate cryptosys-
tems proposed to be standardized: 1) rainbow [144] and
2) GeMSS [145]. An implementation on an ARM CortexM3
of Rainbow and GeMSS is done in [84]. Both of them have
been proposed in the NIST standardization process. However,
recently, a new paper has been published claiming that the
Rainbow protocol can be broken in just one weekend by means
of a laptop [146]. On the other hand, South Korea has proposed
a multivariate cryptography protocol called MQ-sign [147].

The parameters of those algorithms are available in
Table IV. Rainbow has been implemented in a HW device
in [148].

E. Isogeny-Based Cryptography

ECC is a public key cryptosystem developed in the 1980s
by Koblitz [6] and Miller [7], who suggested separately in
the same year to use elliptic curves in the Diffie—-Hellman
cryptography protocol. Hasse (1936) discovered supersingular
elliptic curves during his work on the Riemann hypothesis
for elliptic curves [149]. Since quantum attacks based on
Shor’s algorithm break ECC relying on the discrete-logarithm
problem [8], this field was deemed as not secure. However,
the interest in elliptic-curves for PQC was recovered due
to the work in Supersingular-Isogeny Diffie—Hellman (SIDH)
published by Jao and de Feo [150] and the work of Rostovtsev
and Stolbunov [151]; and in Hard Homogeneous Spaces [152]
protocols, both of them are based on random walks in graphs
of horizontal isogenies.

An elliptic curve is a projective curve defined over a field
k. Specifically, it composed by the set of points that fulfill the
following equation:

E:yz=xX4axz*+b> a,bek and4a®+27b* #£0

where the point at infinity is (0 : 1 : 0), when z = 0. In the
affine space it is defined as

V=x>+ax+b

with O = (0 : 1 : 0) as the point at infinity.

Following such definition, an isogeny is a map between
two elliptic curves ¢ : E — E’, such as ¢ is a surjective
group morphism, that preserves its identity ¢(Q) = Q. Two
curves are called isogenous if there exists an isogeny between
them and, there is a isogeny if and only if #E(k) = #E'(k),
where # is defined as the cardinality of the elliptic curve. An
elliptic curve defined over a field F, has an invariant, called
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Fig. 6. Graphical representation of a graph of isogenies, where each node
is a elliptic curve and each edge connect two elliptic curves if there exits an
isogeny between them.

the j-invariant of a Montgomery curve, which determines the
isomorphism class. It is defined by

, 256(a? — 3)°
J (E“’b) - az —4

Two isogenous elliptic curves have different j-invariants,
J(E) # j(E') if they can be mapped by an isogeny ¢, hence,
an isogeny maps one isomorphism to another.

A graph of isogenies is a collection of elliptic curves,
i.e., isomorphisms, connected by isogenies, where the elliptic
curves are the nodes and the isogenies are the edges. An
example is represented in Fig. 6.

Isogeny-based PQC protocols are based on random walks
in isogeny graphs, obtaining a shared secret to be used
as symmetric key between Alice and Bob. Isogeny-based
protocols are only composed by the key exchange algorithm.

1) Key Exchange: The key exchange algorithm consists on

random walks taken by Alice and Bob from the same
Elliptic Curve Ey along the graph. They publish the EC
they have reached, E4 and Ep, and they repeat exactly
the same random walk they followed before but from
the EC the opposite party have published, reaching the
same secret EC, Eg. It is easy to see that both paths have
to commute: P4 (Pg(Ep)) has to be equal to Pg(P4(Ep),
where P; is the secret path they followed. Alice and Bod
end the algorithm in the same elliptic curve with the
same j-invariant, i.e., in the same isomorphism.

A singular EC is an EC with singular points, which are
defined as points within the EC and in the curves defined by
the two partial derivatives of the EC, known as the Jacobi
criterion. Supersingular-Isogeny Diffie-Hellman (SIDH) cryp-
tography is a special case of Isogeny-based cryptography
whose security against classical and quantum attacks has been
proved [153].

1) Security Notion: The security of Isogeny-based cryp-
tography against classical and quantum attacks relies on the
Supersingular Isogeny problem (SSIP).
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1) SSIP: Given a prime p and two supersingular elliptic
curves over I >, E and E' find an isogeny ¢ : E — E'.

The best algorithm to solve the SSIP and, hence, that breaks
isogeny-based cryptography, is based on meet-in-the-middle
attack and its complexity is O(p'/4), which requires O(p'/*)
storage capability [153], or, in the case of Supersingular
Isogeny key encapsulation (SIKE), its security is based on
van Qorschot-Wiener (vOW) golden collision finding algo-
rithm [154]. The best quantum algorithm is able to find the
secret with O(pl/ 6), which is not a notorious advantage and
does not compromise isogeny-based cryptography [153].

2) PQOC Protocols: SIKE [155] is an encryption scheme
based on Supersingular Isogeny Diffie-Hellman protocol
proposed for the NIST standardization process. On the other
hand, FIBS is a signature scheme based on the same protocol
proposed in the South-Korean standardization process [156].
A compressed alternative of SIKE was proposed in 2016 by
Axzarderakhsh et al. [157], requiring to transmit half of the
data. This compressed SIKE was implemented in an ARM
Cortex-M4 processor [158] and on a Xilinx Virtex-7 [159], the
authors claimed that it is the algorithm which introduces the
lowest latency to communications due to its low-computational
requirements and the extremely compact key sizes. There are
also works that try to speed-up the algorithm proposed by Jao
and de Feo [150], such as the work of Koziel et al. [160].

The parameters of those algorithms are available in Table V.

F. Multiparty Computation Protocol and Graph-Based
Cryptography

In the PQC standardization processes around the word only
South Korea is still considering a protocol based on one of
these problems as we will see in the next section [135].

1) Multiparty Computation Protocol: MPC Protocol cryp-
tography is used in scenarios where several parties P; want
to make some data available keeping its confidentiality. As
an example, we could imagine two different countries which
wants to keep the trajectory of its spy satellite secret but they
want to be sure that they have different trajectory in order
to avoid collisions. Therefore, each party has a secret x;, the
trajectory of their satellite, which has to remain secret but
they want to share some confidential information making sure
they will not collide. This is known as the MPC problem.
In this sense, the MPC paradigm relates with the interest
of allowing some party to do some computations to extract
some conclusions using some protected data without actually
having access to the raw data. The zero-knowledge proof
allows the entities to convince the other ones about something
without making the data public. The first MPC scheme was
proposed by Ishai et al. [161], known as MPC-in-the-head
paradigm. The first application proof of this paradigm was
presented by Giacomelli et al. [162] and protocols based on
this paradigm can be used to generate signatures. Picnic [163]
is a PQC signature scheme that has been proposed for the
NIST standardization process, but that was rejected in the third
round [133]. However, AlMer [164] PQC algorithm based on
MPC-in-the-head paradigm had been selected for the second
round in the South Korea PQC standardization process.
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TABLE V

PERFORMANCE OF ISOGENY-BASED PQC PROTOCOLS. CIPHERTEXT (CT)

AND KEYS LENGTH ARE EXPRESSED IN BYTES. ALL VALUES ARE
TAKEN FROM THE LEVEL I SECURITY DEFINED BY NIST: “ANY ATTACK

THAT BREAKS THE RELEVANT SECURITY DEFINITION MUST REQUIRE
COMPUTATIONAL RESOURCES COMPARABLE TO OR GREATER THAN
THOSE REQUIRED FOR KEY SEARCH ON A BLOCK CIPHER WITH
A 128-BIT KEY (E.G., AES128)” [176]

‘ Isogeny-based H Public Key ‘ Private key ‘ Ct/Signature ‘

SIKE [133] 330 374 346
FIBS [156] 32 64 17 088

TABLE VI
PERFORMANCE OF MULTIPARTY COMPUTATION AND GRAPH-BASED
PQC ProTOCOLS. CIPHERTEXT (CT) AND KEYS LENGTH ARE
EXPRESSED IN BYTES. ALL VALUES ARE TAKEN FROM THE LEVEL |
SECURITY DEFINED BY NIST: “ANY ATTACK THAT BREAKS THE
RELEVANT SECURITY DEFINITION MUST REQUIRE COMPUTATIONAL
RESOURCES COMPARABLE TO OR GREATER THAN THOSE REQUIRED FOR
KEY SEARCH ON A BLOCK CIPHER WITH A 128-BIT KEY (E.G.,

AES128)” [176]
‘ Others H Public Key ‘ Private key ‘ Ct/Signature ‘
IPCC (AES80)[167] 4 800 400 92 000
AlIMer [164] 32 16 5904

2) Graph-Based Cryptography: Graph-based cryptography
refers to perfect code cryptosystems (PCCs) proposed by
Fellows and Koblitz [165]. The study of perfect codes (PCs)
emerged in the field of information theory, since PCs over
graphs corresponds to PCs over structured alphabets [166].
Despite of having its origin in the study of codes, we separate
this cryptography from code-based cryptography explained in
Section IV-C since the hard problem to be solved in order
to break each of the cryptosystems is different. A graph is a
mathematical object formed by a set of edges and vertices,
where each vertex is connected to other vertices through edges.
A PC in a graph is defined as the set of vertices A such that
every vertex not included in A is connected to only one element
in A. A graph is defined as G = V, E, where V is a set of
vertices and E is a set of edges. Therefore, A € V and for
every v € V, N[v] contains only one element of A, where the
set N[v] is formed by the vertices connected by an edge to
v. The security of this cryptosystem relies on the hardness of
knowing if a graph has PCs or not, which is a hard problem by
itself (NP-complete problem) [166], as well as on the hardness
of finding the vertices which form the PC, which is conjectured
to be a hard problem (NP-complete problem). IPCC [167] is
a graph-based PQC protocol proposed to be standardized in
the South-Korean standardization process, which improves the
original ideas proposed by Koblitz.

G. Performance of PQC Algorithms

The NIST has defined 5 security levels to compare the
performance of the different PQC algorithms when the secu-
rity they provide is the same [176]. Some metrics on the
performance of the different PQC algorithms proposed to be
standardized to achieve first level of security are presented
in: Table I (lattice-based), Table II (hash-based), Table III
(code-based), Table IV (multivariate cryptography), Table V
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TABLE VII
ADEQUACY OF PQC ProTOCOLS TO CI IN TERMS OF THEIR KEY AND CIPHERTEXT/SIGNATURE LENGTHS, THE NUMBER OF PQC ALGORITHMS
PROPOSED TO BE STANDARDIZED AND THE AVERAGE COMPUTATIONAL TIME. THE LETTERS AND THE COLORS DEFINE THE SUITABILITY
OF THE PQC FAMILY, BEING THE MOST SUITABLE (A/GREEN), MODERATELY SUITABLE (B/YELLOW),
HARDLY SUITABLE (C/ORANGE), AND NOT SUITABLE (D/RED)

’ PQC family H Key lengths | Ct/Signature length | Number of PQC algorithms | Time* | Appropriate for CI
Hash-based A D C D D
Lattice-based B B A A A
Code-based C B B D D
Multivariate D A B D C
Isogeny-based A B C C B
Multiparty A C D D D
Graph-based C D D C D

(isogeny-based), and Table VI (MPC and graph-based). In
general terms their performance in OT communications can
be briefly discussed as follows.

1) Lattice-Based (Table I): Lattice-based cryptography
requires relatively small public and private keys as well
as ciphertexts while showing a lower computational cost
compared to other PQC families [180]. Hence, it is the
most promising candidate to be implementable in ICS/CI
scenarios.

2) Hash-Based (Table II): There is only one hash-based
PQC protocol, Sphincs+, proposed along the world, and
its problems are the large ciphertext and the lengthy
signing time [172], which could make it not suitable for
ICS/CL

3) Code-Based (Table III): Their public and private keys’

length are longer than for other PQC families implying
that more memory is required. Also, the fact that
deciphering the ciphertext requires a high-computational
cost makes code-based not to be the best option to be
deployed in an ICS/CI environment a priori [133].
Multivariate-Based (Table 1V): Multivariate-based cryp-
tosystems require large keys while their ciphertext
lengths are the same as for other PQC families, or
even shorter. Nonetheless, due to the high computational
and memory resources requirements [180] multivariate
cryptography is not the best option to be used in CI.
Isogeny-Based (Table V): Isogeny-based cryptography
presents keys of moderate length, however, FIBS has
a large signature, making it unappealing to be imple-
mented in CI. Although isogeny-based protocols have
small key sizes, the computational cost is a great
disadvantage due to the low-computational requirements
in ICS/CL

6) Graph-Based and MPC Cryptography (Table VI): These
are the least used PQC algorithms along the world.
They are not receiving a lot of attention and, thus, their
security against classical and quantum attacks are not as
studied as for other PQC families. Due to the nature of
ICS/CI is not in principle recommended to use protocols
based on these hard problems for such contexts.

The result of this high-level comparison among PQC algo-

rithms implies that, a priori, the most suitable protocols for
its integration in ICS/CI networks are those that belong to

4)

5)

the lattice-based cryptography family. It is important to note
that during the writing of this perspective, a new preprint
was posted proposing a quantum algorithm that solves LWE
problem with a polynomial complexity [181]. While the
method proposed does not break NIST PQC candidates,
developments in this field may lead to such outcome. Thus,
even if out speculative comparison leans toward them, this
advances in quantum algorithms should be taken into account.
The comparison is summarized in Table VII. However, and
as discussed before, this conclusion is rather speculative and,
thus, an actual comparison in the conditions of those scenarios
should be done for obtaining accurate results and conclusions
because it is probably that any of them satisfies all industrial
infrastructure communication’s constrains.

H. PQC Standardization Processes Around the World

Despite of the global concern regarding the cybersecurity
threat posed by the possibility of constructing fault-tolerant
quantum computers, not every country/entity has started a
standardization process by their own, or if they has started they
do not publish this information. In this context, the U.S. is the
pioneer by means of the NIST PQC standardization process,
which started in 2017 and is yet unfinished (at the moment
they are conducting the fourth round [23]). Even if it stands as
the largest standardization process, not all countries will adopt
NIST recommendation and standardized PQC algorithms as
a result of economical and political differences. Countries
not aligned with the North Atlantic Treaty Organization
(NATO) and the USA foreign policy are developing their
own algorithms, such as, for example, China. However, even
EU countries that belong to such alliances are developing
PQC protocols and requirements by their own, e.g., Germany
and France. There are other countries which are investing in
quantum technologies but they do not have published a PQC
standardisation process. However, by comparing Table VIII
with Table IX it can be inferred that it is quite probable that
they are making their own efforts to be quantum secure.

The main issue with the adoption of PQC schemes for
cryptography tasks resides on the youth of most of the
proposals. More concretely, there is not a wide experience
in the integration of the schemes in real systems implying
that the security of the experimental implementation of PQC
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TABLE VIII
DATA HAVE BEEN OBTAINED FROM EUROPEAN TELECOMMUNICATIONS STANDARDS INSTITUTE (ETSI) IN THE CASE OF EUROPE [182]; FROM
CHINESE ASSOCIATION FOR CRYPTOLOGIC RESEARCH (CACR) IN THE CASE OF CHINA [183]; FROM NIST IN THE CASE OF U.S. OF AMERICA [133];
FROM BUNDESAMT FUR SICHERHEIT IN DER INFORMATIONSTECHNIK (BSI) IN THE CASE OF GERMANY [46]; FROM CRYPTOGRAPHY RESEARCH AND
EVALUATION COMMITTEES (CRYPTRECS) IN THE CASE OF JAPAN [184]; FROM AGENCE NATIONALE DE LA SECURITE DES SYSTEMES
D’INFORMATION (ANSSI) IN FRANCE [45]; AND FROM KOREAN PQC (KPQC) IN THE CASE OF SOUTH KOREA [135]. A DISCUSSION COMPARING
THEIR PERFORMANCES IS GIVEN IN SECTION IV-G, WHILE A SET OF TABLES PRESENTING THE PERFORMANCE IS GIVEN IN SECTION IV

PQC Algo. Europe (ETSI) China (CACR) USA (NIST) Germany (BSI) Japan (CRYPTREC) France (ANSSI) South Korea (KpqC)
Code-based v v v v v X v
Niederreiter BIKE [132] - BIKE [132] - BIKE [132] - PALOMA [134]
. Cl. McEllice [125] " Cl. McEllice [125] . < Cl. McEllice [125]
McEllice HQC [136] Piglet-1 [177] HQC [136] Cl. McEllice [125] HQC [136] REDOG [137]
Signature - - - - - -
Lattice-based v v v v v v 4
CRYSTALS-Kyber [26] Aigis-Enc [102] CRYSTALS-Kyber [26] CRYSTALS-Kyber [26] CRYSTALS-Kyber [26]
LWE Saber [99] AKCN-MLWE [103] Saber [99] FrodoKEM [100] Saber [99] FrodoKEM [100]
SCloud [106]
LWE Signature CRYSTALS-Dilithium [109] A;\:“;le;‘sr“g[][llglzl CRYSTALS-Dilithium [109] CRYSTALS-Dilithium [109] | CRYSTALS-Dilithium [109] HAETAE [112]
NTRU [91] TALE [104] NTRU [91] NTRU [91] NTRU+ [94]
RLWE NTRU-HRSS [92] LAC PKE [101] NTRU-HRSS [92] NTRU-HRSS [92] NTRU+ [94] . o
NTRU-Prime [93] AKCN-E8 [105] NTRU-Prime [93] NTRU-Prime [93] SMAUGHTIGER(merged) [107]. [108)
RLWE Signature Falcon [95] FatSeal [96] Falcon [95] Falcon [95] Falcon [95] NCC-Sign [111]
Hash-Based v X v v X X
MTS SPHINCS+ [82] - SPHINCS+ [82] SPHINCS+ [82] - -
Multivariate v X v v X v
Small-Field - - - - - -
Big-Field GeMSS [145] GeMSS [145] GeMSS [145] -
Signatures - - - - - MQ-Sign [147]
Isogeny v X v v X v
Supersingular SIKE [155] - SIKE [155] SIKE [155] - -
Signatures - - - - - -
MPC X X X X X v
Signatures - - - - - AlMer [164]
Graph-based X X X X X v
Perfect Code - - - - - -

TABLE IX
GLOBAL DISTRIBUTION OF THE PUBLIC INVESTMENT IN QUANTUM TECHNOLOGIES IN [185] AND IN [186]. THE TOTAL INVESTMENT WAS AROUND
27 BILLION EUROS IN 2022 AND INCREASED A 33% IN 2023, TO 36 BILLION EUROS

Country || Quantum Public Spend 2023 (Million €) [ (Million $) | Quantum Public Spend 2022 (Million €) |
China 13 500 (+0%) 15 000 13 500
UK 3 600 (+200%) 4 300 1 200
USA 3 000 (+172.73%) 3750 1 100
Germany 3 000 (+13.33%) 3 300 2 600
South Korea 2 000 (+56143%) 2 350 35
France 1 800 (+0%) 2 200 1 800
Russia 1 250 (+119.3%) 1 450 570
Europe 1 000 (+0%) 1 100 1 000
Canada 1 000 (+0%) 1 100 1 000
India 630 (—30%) 735 900
Japan 600 (+0%) 700 600
Others 4 620 (+71.1%) 5 100 2 700
Total || 36 000 (+33%) 40 000 27 000

schemes is still a question to be deeply explored. Due to the
criticality of cybersecurity regarding the security of national
secrets, most governments are still skeptical of completely
relying on those novel methods. This is also a result of
the fact that many of the cryptography protocols proposed
in the past were proved to be insecure years later of their
proposal. This is somehow result of the fact that some of
the hard problems in which cryptography is based on rely
on mathematical assumptions regarding their hardness, which
is a evolving science. Obviously, this problem is exacerbated
when PQC security proofs are considered, mainly because the
class of problems that are solvable by quantum computers
and its relationship to other complexity classes is still a
question under research. Also, even with formal proofs of the

hardness, the actual implementations of the protocols are not
guaranteed to be safe. Therefore, due to the early stage of PQC
proposals, many countries are exploring different possibilities
as a function of their own analyses and interests rather than
relying on the recommendations by a single entity, such as
the NIST. In Tables VIII and IX, we present the global efforts
regarding PQC integration in their communications and public
investments, respectively, in quantum technologies as a way of
showing a picture of the state of affairs at the time of writing.

Recently, South Korea has finished round 1 of their PQC
Standardisation process [135]. After the whole process that
has taken almost one year, they have decided to discard
ROLLO-1 [178], Enhanced pgsigRm [179], SMAUG [107],
GCKSign [175], TiGER [108], Peregrine [97], SOLMAE [98],
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lifespan of devices in OT environments reveals significant differences. In IT

communications, security must withstand quantum attacks several years prior to the advent of fault-tolerant quantum computers. This preemptive security
measure is essential due to the risk of intercepting and storing communications today for decryption at a later time, known as “Harvest now, decrypt later”
attack. Conversely, in OT communications, this particular issue is less pressing. However, cybersecurity in OT environments must still be quantum resilient,

primarily because OT devices have long lifespans.

FIBS [156] and IPCC [167]. On the contrary, the signature
algorithms AIMer [164] as a MPC signature; HAETAE [112]
and NCC-Sign [111] as lattice-based signatures; and MQ-
Sign [147] as Multivariate signature have been maintained
as candidates for the second round. Regarding PKE/KEM
algorithms they have selected NTRU+ and a merge of
SMAUG [107] and TiGER [108] as lattice-based; and
PALOMA [134] and REDOG [137] as code-based for the
second round.

V. POST-QUANTUM CRYPTOGRAPHY IN CRITICAL
INFRASTRUCTURE

Providing cybersecurity resources to Cls is an indispensable
task due to the fact that their constituting elements are
interconnected among them and with other CI industries,
implying that a weakness in any point of the network could
produce a cascading effect that would result in a large
economical, social and human cost, as we have explained
in Section II. An adversary with the computational power
of a quantum computer could take advantage of weakness
in a concrete part of CI’s communications to launch a fatal
quantum attack that could potentially affect several urban
centers, industrial and state infrastructures. Therefore, inte-
grating classical cryptographic methods in CI networks will
provide security nowadays, but since the life-time span of
OT devices is longer than the time scale estimated for the
construction of the first fault tolerant quantum computer,” such
solution can be deemed as a patch in the goal of protecting
CI networks. Fig. 7, shows the essential difference of the
problems of securing IT and OT environments. The main
point in trying to accelerate the integration of PQC in IT
networks is the “harvest now, decrypt later” paradigm, i.e.,
possible attackers store encrypted data for decrypting it once

9Note that it is projected that, at the current pace, IBM quantum processors
could crack RSA by 2040 [187].

a quantum processor is available. Therefore, a fast integration
is required for IT from the point of view of confidentiality,
since the attackers are interested in the actual content of the
encrypted data. On the other hand, in OT environments a
possible attacker is not interested in reading the content of the
information being communicated, but it is interested in being
able to violate the system, i.e., to break data authenticity and
integrity to attack the CI. Thus, the harvest now, decrypt later
paradigm is not very relevant in this scenario. The big problem
lays in the lifespan of the devices. As discussed before,
industrial networks are assumed to last many decades and
consist of legacy equipment, so integrating a secure solution
against classical attacks may not be useful once quantum
attacks can be realized, putting the entire system into a high
degree of vulnerability. Protecting CI networks with quantum
resilient solutions should aim to make them secure over the
whole lifespan of the system. Consequently, PQC solutions
for CI are a crucial necessity and, hence, it is necessary
to target PQC from the point of view of ClIs, fulfilling
the required stringent communications requirements with the
low-computational resources/legacy devices and testing the
proposed solutions in real environments.

One of the main issues with implementing PQC in com-
munication networks, both in OT and IT, is the increased
duration of the handshake between parties. This is primarily
due to the larger key length of PQC cryptosystems compared to
traditional protocols. The handshake between parties typically
occurs by means of the TLS protocol. There are experiments
documented in the literature that compare the handshake times
between PQC cryptosystems and classical ones, as noted
in [188]. The latency increase in IT communications poses a
significant challenge, especially when there is a high volume
of communication relying on this protocol. However, in the
case of OT communications, an increase in latency is not
merely an optimization concern; it could potentially result
in fatal errors. Therefore, the most important characteristic
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a PQC algorithm should present in order to be suitable for
its implementation in CI, in combination with security (data
integrity and authenticity), is a low-computational time (as
this relates to the latency added to the system). This comes
from the fact that some controlling operations in OT require
latencies of the order of milliseconds, as in IEC-62443 [47],
failing to satisfy such latency constraints may cause failures
on the system.

Another important concern in OT cybersecurity are the side-
channel attacks (SCAs). A SCA is a type of security breach
that involves analyzing patterns of information leakage from
a system to gain unauthorized access to sensitive data. Instead
of directly attacking the cryptographic algorithm itself, SCAs
exploit unintended side channels, such as power consump-
tion, electromagnetic emissions, acoustic emanation, or timing
information, to infer secret information, such as encryption
keys. A comprehensive analysis and definition of each type of
SCA is provided in [189].

By observing these side channels, attackers can deduce
valuable information about the internal operations of a system
and potentially compromise its security. While SCAs are a
crucial consideration in IT cybersecurity, they are less of
a concern in OT environments. This is because conducting a
SCA in OT environments typically requires physical access
to the devices or prior infection with malware. However,
nowadays physical access is not always necessary to conduct
a SCA. Some attacks can be executed remotely or with limited
physical proximity to the target system, assuming that the
device has been priory infected by a malware which send
enough information to the attacker for doing a SCA. However,
the feasibility and effectiveness of a SCA may vary depending
on the specific type of attack and the level of access to the
target device. Although physical access may facilitate certain
types of SCAs on ICS, it is not always a strict requirement
for successful attacks. For example, in [190] they perform
a SCA to a infected PLC knowing its cache behavior. This
article contributes to a better understanding of the risks posed
by SCA in industrial control environments and emphasize the
need for robust countermeasures to protect CI against this kind
of attacks. Another important issue related to SCA is error and
fault detection [191]. An error in the PQC algorithm could
leak enough information to enable a SCA attack. For instance,
some research focuses on enhancing the NTT [120], [192],
which can reduce the computation time of lattice-based
algorithms [193], but it may also leak information. A good
review of NTT and its applications in PQC is given in [119].
Error and fault detection present a significant challenge not
only in lattice-based cryptography but also in other PQC
families, such as hash-based algorithms [194], [195].

Many research efforts aiming the implementation of PQC
algorithms in HW are being conducted by the community, as
pointed out in Section IV-G, and examples of these imple-
mentations are given in the section “PQC protocols” for each
PQC family (Sections IV-A2, IV-B2, IV-C2, IV-D2, IV-E2,
and I'V-F. However, since each of the discussed PQC protocols
has not been tested under the same conditions (proces-
sor, benchmark, security level, ...), performing a high-level
comparison by means of the provided latencies would be

IEEE INTERNET OF THINGS JOURNAL, VOL. 11, NO. 18, 15 SEPTEMBER 2024

inaccurate. Thus, the conclusions would not be relevant for
the application of the protocols in ICS/CI. This also comes
in hand with the fact that since such implementations have
not been realized from the point of view of ICS/CI, i.e.,
trying to fulfill the stringent conditions imposed by such
systems, the obtained conclusions would only be partially
true. Recently, a study on implementing CRYSTALS-Kyber
and CRYSTALS-Dilithium in IoT environments, meaning
environments with limited computational resources, has been
published [196]. These PQC algorithms were selected in
the NIST standardization process [23]. The study pointed
out the challenges of implementing PQC algorithms in IoT
environments and presented an efficient and innovative lattice-
based cryptography processor to make them suitable for IoT
environments. However, more studies and implementations of
PQC algorithms in IoT infrastructures are needed, particularly
concerning SCA and the potential delay they could introduce
to communication processes. Despite of the lack of such
benchmark, it is possible to somehow bound the performance
of PQC families in order to select which of them could be
a potentially good option to be deployed in an ICS system.
We have done this by using the tables in Section IV-G, where
we compare the keys and ciphertext length of each PQC
algorithm and their computational cost, characteristics that,
in the end, are related with the latency introduced to the
communications and the requirements of the hardware used
in the network. However, the lack of actual fair comparative
metrics for PQC in industrial and CI networks urges for
performing such comparison in the same conditions and from
the point of view of the necessities of such scenarios. In
this way, the selection of PQC protocols for deployment in
ICS/CI will be actually possible, feature that has recently been
pointed out by the CISA, NSA and NIST to be of critical
importance [32].

Another challenge in implementing any new cryptosystem
into a standardized communication protocol is that it may
require changes across all systems [33]. All systems must
adopt the same cryptosystem for a successful handshake initia-
tion, necessitating a migration of all systems from the classical
TLS protocol to a quantum-secure protocol. However, not all
systems are prepared to incorporate PQC in their current state.
Some are old and lack the resources, while others may not be
designed to accommodate this type of cryptography, even in IT
communication [197]. In the context of OT communications,
the fact that all devices have to adopt the same PQC protocol is
less problematic due to the confined nature of communications
within an industry. Communication between devices typically
occurs only within the same industrial setting, necessitating
standardization only within that specific industry. For instance,
a PLC primarily communicates with other devices within the
manufacturing control layer or the Area Supervisory Control
layer (refer to Fig. 2), rather than with devices outside of this
network. In order to communicate with elements outside this
network, the protocols used are IT standards and, thus, do not
concern the discussions presented here.

Another important issue for integrating PQC in ICS/CI
infrastructure is that it is also necessary to think about a
resiliency solution, with the capability to adapt for different
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TABLE X
IN THIS TABLE WE PRESENT THE MOST VALUABLE INSIGHTS AND PROBLEMS FOR IMPLEMENTING PQC SECURITY IN CI
Problems H Importance ‘ Section
Latency OT protocols require low latency communications [47], [27], [192] 1I-A
Legacy devices PQC require a great amount of memory and computational resources [51], [53], [52] 1I-A
Data integrity and availability Data integrity and availability are the most important characteristics in OT cryptography II-A
Regulation The solution has to be resilient to fulfill the regulations of the different countries [48], [49], [50] IV-H
Agility PQC primitives security are not proved and HW solutions are not flexible v
Theory There are not theoretical PQC specific proposals for OT protocols \
Experiments More tests of PQC algorithms in CI environments have to be done \

cryptography algorithms, since it is not exactly known if
they would be secure against quantum attacks'® or specific
cybersecurity requirements could be imposed by different
countries and OT environments. Note also the recent con-
troversy regarding the calculations of the security level of
Kyber-512 posed by Daniel Bernstein et al. [198] and the
recently proposed method for breaking the Rainbow PQC
cryptosystem in one weekend requiring a single laptop [146].
In principle, it seems rather difficult that such flexibility can
be achieved by implementing those cryptographic protocols
with a hardware solution, which is the most explored one
for low-latency solutions as shown in Section IV. As an
example, if the network of a electricity provider is secured by
integrating a specific PQC protocol in hardware, were the case
that such method is not reliable anymore, then all those chips
introduced in the network should be substituted by new ones
that implement the alternative. It is straightforward to see that
such scenario would lead to a high cost in terms of money and
man power. Hybrid cryptography could be a good solution for
maintaining classical cybersecurity even if the implemented
PQC algorithm is proven to be insecure, but it will not be
secure against quantum computers until the industry upgrade
its PQC communication protocol. Furthermore, as we exposed
before, there are many PQC standardisation processes along
the word. The generalized increment in the public investment
in quantum technologies, Table IX, is a signal that countries
consider their development a priority. Moreover, this table
refers only to public expend and it does not show private
and/or military investment in quantum technology. It is a
signal that in the near future each country could adopt their
own PQC cryptosystem protocols and will require to fulfill
their cybersecurity requirements to companies that operate/sell
in their territory. Note that France has recently established
a normative requiring cybersecurity for the communication
protocols within CIs [50] and, even if no specifics on PQC are
required yet, it is a matter of time that they will. Hence, having
flexible PQC solutions would allow fulfilling the specific
requirements imposed by these global agents.

Moreover, it is important to note that the PQC solutions inte-
grated in this networks should be low-power and autonomous
in terms of energy. This is related with the previous discussion
on the required flexibility. Note that if the power of the
PQC solutions require to be changed regularly (for example
by using batteries), such requirement would also result in

10Recall the new proposal for solving LWE with quantum computers in
polynomial time [181].

huge costs for the industry. Therefore, it is essential that the
solutions are powered by in the same way as the other elements
of the network. This is why they should be low-power as not
to make the power system to be saturated, i.e., they should not
be a problem for the power system of the network [199]. Also,
some environments are more challenging than other (e.g., an
oil extraction plant), so self powering methods may also be
required as a function of the ICS to secure. For example,
energy harvesting methods could be required to power some
of the devices as in some IoT sensor networks [200], implying
low-power consumption requirements.

Regarding current PQC algorithms, those mainly focus on
achieving quantum security to provide confidentiality, integrity
and authenticity, being the first one the most important char-
acteristic; due to the fact that they are thought mainly from the
point of view of IT. For those to be implemented in OT, they
should assure high availability and adaptability as discussed
in Section II-B. Several countries are trying to standardize
PQC algorithms taking only into account the perspective of
IT systems, nonetheless, considering also the OT context is of
pivotal importance for the security and safety of the industry.

Subsequently, since ICS/CIs have to be secure under quan-
tum attacks as well, it is necessary to study how those
algorithms work on OT networks and see which of them
achieve all the requirements. Despite of the fact that there
are many PQC families and many different protocols for
each family, it is probable that none of them fulfill all
the demanding requirements in CI environments. So, there
could not be only a lack of PQC experimental work in OT
environments, but also a lack of theoretical framework. If such
were the case, cryptography should urge cryptographers to find
other possible families or protocols that fit those conditions
before a future comes in which operational technologies have
no protection to quantum attacks. The Table X summarizes
everything presented in this section in a schematic manner.

VI. CONCLUSION AND GUIDELINES

In this article we have provided a comprehensive review of
the state-of-the-art of PQC from the perspective of industrial
and CI networks. For doing so, we defined what are ICSs spec-
ifying its different layers and their communication protocols.
Among the ICSs and different industries, we have focused
on CI networks, which provide goods and services that are
indispensable for providing social and economical necessities
on a day-to-day basis. In this sense, the stringent conditions
that the communication network of a CI should meet have
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been presented. Therefore, the integration of cybersecurity in
such OT systems is much more difficult than for IT services,
but protecting them is of vital importance as cyberattacks on
CI may lead to unbearable economical and social losses. Thus,
we have provided a comprehensive overview of cryptography,
the mathematical tool to maintain information secure, and
discussed why quantum technologies can make state-of-the-
art classical cryptography methods deprecated in a timescale
of around 20 years, imposing a threat to ICS/CI components
whose lifetimes are deemed to be of around 40 years. Hence,
the paradigm of PQC has arised as the possible solution to such
quantum apocalypse, and it consists in designing cryptographic
methods that rely on hard problems for which QC does not
provide exponential speedups. Thus, we have given a review
of the state-of-the-art of PQC families and protocols. We
have also discussed that PQC development is being done
by different global agents in an somehow independent way,
implying that the near future will probably see many protocols
operating at distinct industries or countries around the world,
different to what happened with the widespread RSA and
ECC protocols. Finally, we have discussed the current state
of affairs regarding the integration of such families in ICS/CI
networks.

We have concluded that although there are many different
PQC alternatives that seem to provide good security against
quantum attacks for IT services in the near-future, their
implementation in CI is not a trivial problem. The lack of
security notions for the PQC families, the long lifetime span of
OT devices, the fact that the communications within ICS have
stringent requirements and that those are mainly composed of
legacy elements of little computational capabilities imply that
there is a current gap in terms of PQC protocols that can be
seamlessly adapted to such scenarios. Moreover, the absence
of a general benchmark of PQC algorithms under the same
conditions (e.g., same processor for latency tests) makes it
hard to make a top view comparison among them to conclude
which could be well suited for implementation in CI networks.
This is really important since cryptosystems that introduce
too much latency reduce the availability of communication
protocols, which could produce fatal consequences not only to
the specific industry which suffers the shutdown, but also to
all the interconnected industrial chain due to cascade effects.
Therefore, we consider that the following points stand as some
of the most relevant future research lines regarding this topic.

1) Conduct experimental studies comparing different PQC
families under the same conditions. As explained
through this article, the latency of PQC protocols is
provided for specific scenarios and implementations
(e.g., different processors), implying that a straight
comparison by means of the literature data would not
be accurate. This type of studies would clarify which
protocols could be more suitable for integration in
industrial networks as well as providing information to
the community.

2) Optimized PQC implementations for OT networks
should be investigated in order to understand the capabil-
ities of current proposals. As stated before, there are not
many fair comparisons of state-of-the-art PQC protocols
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to understand which could be potentially implementable
in industrial networks. However, the optimization of
those existing protocols to be dedicated to such scenarios
should also be investigated. Those could be candidates
for OT communication systems would there be any
successful protocols to fill all the conditions required.

3) Propose PQC protocols from the point-of-view of the
stringent conditions of OT services. As discussed, the
problem of securing industrial networks is fundamen-
tally different to the one of protecting IT systems. For
example, in OT the aim should be authenticity/integrity
rather than confidentiality. This with the very important
requirement of low latency. In this sense, researcher on
PQC proposals could think of their methods to target this
problematic instead of protecting confidentiality, which
is the usual target.

4) Propose flexible solutions for PQC integration in ICS/CI
networks. In Section V, we discussed that PQC solutions
for ICS/CI networks should be flexible in order to avoid
huge economic and manpower costs if the implemented
protocol results to be deprecated or if new governmental
requirements are imposed since, for example, hardware
solutions would imply the substitution of a humongous
amounts of elements introduced in different points of a
network that could be enormous in terms of space, i.e., in
of the order of hundred of kilometers. Thus, proposing,
for example, programmable methods that are flexible
enough to change protocols if required is important for
this post-quantum transition.

5) Standardization processes for PQC implementations in
industrial environments should be conducted. Through
this document, many PQC standardization efforts around
the world have been discussed, but those are ori-
ented toward IT communications. As commented before,
both communication scenarios are very different in the
requirements for cryptography, indicating that the IT
and OT implementations will diverge. Therefore, efforts
regarding PQC implementations for OT networks should
be pushed worldwide. Importantly, this should be done
with a fast pace since, as discussed before, equipment
that is not quantum secure could be vulnerable through
their lifetime.
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