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ABSTRACT Future wireless communications are expected to serve a wide range of emerging applications,
such as Online Gaming, Extended Reality (XR), Metaverses, Healthcare or Telemetry, where commu-
nication from diverse connected Internet of Things (IoT) devices require not only stringent conditions
such as ultra-reliability and low-latency communication (URLLC) together with high bandwidth but also
concerns about content security as well as copyright protection. To deal with URLLC demands, ShortPacket
Communication (SPC) has been recently considered a vital solution. Meanwhile, to meet high spectrum
utilization, Non-Orthogonal Multiple Access (NOMA) has emerged as a potential technology in the last
decade, for its ability to serve multi-user communication simultaneously by exploiting powerdomain
rather than time or frequency domains. Especially, incorporating Reconfigurable Intelligent Surfaces (RIS)
with NOMA/SPC-based systems can further boost the system’s spectral efficiency as well as enhance
communication coverage. However, NOMA-based systems hugely demand a reliable user-paring process,
which imposes challenges in ensuring secure short-packet delivery for emerging [oT applications. Hence,
this paper studies downlink RIS-assisted short-packet NOMA systems with the focus of improving the
secure performance of the pairing process with untrusted users. Our study contributes a new strategy
for arbitrary paring users by designing a joint power allocation policy and RIS’s phase shifter, where
untrustworthy users will be allocated with higher power levels while trustworthy users will be configured
with sub-optimal phase shift criterion at RIS to maximize its cascaded channel gain. Besides, we also derive
closed-form expressions for the average block-error rate (BLER) to analyze the performance of trustworthy
users as well as the average secure BLER to quantify the secure performance when untrustworthy users
wiretap trustworthy users’ information using successive interference mechanisms. Moreover, we further
develop asymptotic expressions for both cases to measure the diversity gain and induce key parameters.
Subsequently, Monte Carlo simulations are provided as a benchmark to corroborate the theoretical findings.
This work can be used as a copyright protection technique for digital content such as games.

INDEX TERMS Content security, copyright protection, error phase-shift, non-orthogonal multiple access,
untrusted user, short-packet communication, physical security layer.
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I. INTRODUCTION
A. BACKGROUND AND CONCERNS
Next-generation wireless communication systems are ex-
pected to be established not only to connect with mobile
devices but also with various Internet of Things (IoT) de-
vices to meet emerging applications such as Online Gaming,
Extended Reality (XR), Metaverses, Healthcare or Teleme-
try [1]. Beyond demands of high throughput and improved
spectral efficiency in response to these applications, the sixth
generation (6G) also requires wireless infrastructure to have
advanced ultra-reliability and low-latency communication
(URLLC) features [2], where the communication reliability
must touch 99.99% and the transmission latency should be
preserved within one millisecond. Besides, the openness and
broadcast nature of the wireless transmission medium, partic-
ularly interactions of diverse IoT domains with the contingent
on short-packet delivery, also renders more and more security
flaws that potential attackers can exploit to compromise
wireless information transmission [3]]. On the one hand, this
is because IoT devices are often designed with limitations
in computing power, processing power, and resilience [4]],
making their data transmission vulnerable to malicious at-
tacks. On the other hand, traditional physical layer security
methods, which rely on the native features of the wireless
channel to reduce the eavesdropper’s ability to decrypt with-
out requiring complex computation and encryption in the
upper layer [5], are mainly based on the theory of secrecy
capacity constructed by infinite blocklength coding to ensure
perfect secure probability [6]. Therefore, this probability is
no longer ensured when packet delivery is used in short
form. Therefore, it is urgent to develop technologies that can
effectively support large-scale connectivity, achieve URLLC
conditions, and improve physical layer security performance.
To meet the growth of IoT devices daily, a pivotal tech-
nique that has attracted widespread attention in recent years
and promises to improve spectrum utilization and achieve
massive connectivity is Non-Orthogonal Multiplexed Access
(NOMA) [Z, 8L 19]. NOMA facilitates the goal of simul-
taneous multi-user communication in the same time and
frequency resources by encoding user signals in the power
domain, where distant users with weaker channel conditions
will be allocated with higher power allocation levels than
proximate users [10, [11]. Hence, successive interference
cancellation (SIC) mechanisms are used at the receiver to
decode signals in descending order of power levels. However,
as the number of NOMA users increases, the computational
complexity of processing SIC also increases [12]. Several
user pairing strategies have been, therefore, introduced in the
literature [13} 14} [15]. Unfortunately, such a tedious task is
highly dominated by distinguishing user channel gains, and
wireless communication services are not always preferred for
this process. Therefore, another thought of NOMA adoption
has been introduced in [16, (17, [18], where pairing users are
ordered according to priorities of quality of service demands.
In response to the stringent requirements of URLLC, a
promising technique that holds promise for achieving physi-
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cal transmission with reduced latency is Short-Packet Com-
munication (SPC) [2} [19]. The popularity of SPC is laid by
the foundation of a new theory, namely channel coding rate
in the finite blocklength regime, developed by Polyanskiy
in 2010 [20]]. This theory provides a new way of capturing
the relation between the number of transmitted information
bits, packet length, and block-error rate (BLER) under the
received signal-to-noise ratio (SNR). Based on this break-
through, several studies on the performance of SPC systems
have been outlined in the literature from diverse perspectives,
for example, multi-hop multi-input multi-output relaying
networks [21]], multi-hop relaying networks with imperfect
channel state information [22]], dual-hop relaying networks
with optimal resource power allocation [23]], cognitive short-
packet radio [24], hybrid long-short packet [25]], uplink co-
operative spectrum sharing [26], and cooperative cellular-IoT
networking [27].

On another front, Reconfigurable Intelligent Surfaces
(RIS) have emerged as a potential technology to mitigate
some of the security risks [28]]. Architecturally, RIS consist
of square or rectangular arrays of multiple passive pro-
grammable components and low-cost implementations, and
each component can be controlled by changing the current in
an electronic magnetic field using a transistor or photodiode
circuit to modify the amplitude and phase of the incoming
signal [29]. This has been confirmed via several investi-
gations of RIS-based systems, such as ambient backscatter
[30], hardware impairments [31], RIS with imperfect chan-
nel estimation [32], cooperative RIS communications [33],
and millimeter-wave communication [34], multiple aerial
RIS [35]], wireless power transfer [36], RIS-assisted two-
way communication [37], and energy/rate-reliability trade-
offs [38]. Another example is the RIS-based system with
SPC and NOMA [39, 40, i41]]. Akin to this feature, properly
configuring the phase shift of each RIS element according to
the legitimate destination can maximize the gap between the
legitimate channel and the wiretap ones, thereby enhancing
secure performance [42]].

B. LITERATURE REVIEW AND MOTIVATION

In terms of SPC-secured systems, the authors in [43] have
initialized a theoretic-information framework for evaluating
the secure BLER of SPC communication based on the con-
ception of finite blocklength regime theory in [20]. Inspired
by this, the work in [44]] presented closed-form approxima-
tions for the security throughput to quantify the performance
of an IoT system with a multi-antenna eavesdropper, reveal-
ing how packet length impacts the latency-reliability trade-
off under security constraints. In [45]], the authors estab-
lished mathematical frameworks for outage probability and
effective throughput evaluations in a way that can ensure
security and reliability simultaneously. The work in [40]
outlined a comprehensive performance evaluation of with
and without channel estimation errors at the eavesdropper
and/or legitimate node on the secure transmission rates of
SPC. Meanwhile, the performance of multiple eavesdroppers
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with colluding cooperation was put forward in [47]. In [48]],
a novel transmission scheme was developed to guarantee the
freshness and security of unmanned aerial vehicle-secured
data collection systems. In [49], the non-convexity problem
of optimizing packet length to maximize the total secrecy
throughput subject to the BLER tolerance was formulated
and addressed using the block coordinate descent method.
In [50]], a diamond relay network was proposed to simul-
taneously guarantee the object of reliability and secrecy. In
[I51]], the authors designed a cooperative jamming scheme to
improve the secure performance of multi-hop SPC systems.
Aside from the security issue of SPC-based systems, re-
search on SPC-secured NOMA transmission has also re-
ceived considerable interest. For instance, the work in [52]
proposed a NOMA pairing scheme between delay-sensitive
users and security-required users, where a set of closed-form
expressions of the connection and secrecy outage probabili-
ties and effective secrecy throughput were calculated under
Nakagami-m channels. Besides, to achieve more insights
into system performance, the security-reliability/-efficiency
tradeoff was also established. Meanwhile, the work in [53]
examined the secure performance of a short-packet NOMA
system in flat Rayleigh fading channels when cell-edge users
become untrusted users. Differently, the work in [54] studied
the secrecy energy efficiency of short-packet NOMA trans-
mission for massive machine-type communication, where the
problem of implementing joint relay and dynamic power
level selection is formulated and solved by a stateless decen-
tralized Q-learning-based multi-agent reinforcement learn-
ing algorithm. In [55], the authors proposed a joint power
allocation and beamforming design to tackle challenges in
NOMA user pairing with the presence of untrusted near
users. In [56], the author studied the security performance
of control information during short packet transmission from
ground to air in the presence of either an untrusted internal
unmanned aerial vehicle (UAV) or an external flying eaves-
dropper. Likewise, the authors in [57]] designed a UAV-based
security scheme to meet diverse requirements of user cases,
including joint privacy and low latency and joint reliability
and low latency requirements. Through the stochastic geom-
etry method, closed-form expressions for static and dynamic
UAVs are exploited as the key to infer the security rate.
Similarly, research on SPC-secured RIS has received early
attention from the research community. For example, the
work in [58] developed multiple legitimate user selection
schemes to combat the surveillant of an eavesdropper with
and without finite-blocklength transmissions. Compared to a
relay-based system with decode-and-forward protocols, ex-
ploiting RIS can remarkably improve legitimate performance
while degrading the same for eavesdroppers. In [59], the
authors proposed to solve the problem of spectrum resource
shortage caused by massive machine-type communication
devices as well as improve eavesdropping resistance, where
the achievable sum secrecy capacity is maximized by jointly
RIS phase coefficient, optimizing the transmission power,
and receive beamforming design. In [60], a finite block-
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length coding scheme was proposed for the RIS-aided single-
input multiple-output channels that are capable of securing
themselves when the block length is greater than a certain
threshold. Later, this scheme was extended for multiple-
input multiple-output/MIMO channels [61]. In [62], a novel
Riemannian conjugate gradient-based joint optimization al-
gorithm was proposed to maximize the secrecy transmission
rate by jointly optimizing blocklength, beamforming and
RIS phase shift under constraints of resource-limited, unit
modulus, and unit norm.

C. NOVELTY AND CONTRIBUTIONS

From the above discussion, research on SPC has been indi-
vidually investigated with NOMA [52, [53| 154} 55} 156} 157]]
or RIS [58, 59| 160} 61} 162], whereas the investigation on
RIS-secured short-packet NOMA remains open, to the best
of the authors’ knowledge. Therefore, this study seeks to
bridge the research gap by exploring the performance of RIS-
secured short-packet NOMA systems, where the source node
proceeds with the pairing process but encounters a pair of
trustworthy and untrustworthy users. Instead of renewing this
process which disrupts the service demands of trustworthy
users as well as results in wasted resources and even some
additional tasks, we aim to overcome such concerns by
developing an effective strategy to not only ensure the quality
of service (QoS) demands of untrustworthy users but also
increase the secure performance of trustworthy users even if
untrustworthy users becomes an internal eavesdropper. Based
on this, we intend to intelligently exploit RIS functionality
combined with modifying orders of NOMA encoding with-
out raising any extra complexity to IoT systems. As such,
RIS-based short-packet NOMA systems can partially reduce
the risks of pairing untrustworthy users with trustworthy
users. The main contributions of this work can be concisely
described as follows:

1) An efficient secure communication protocol is in-
troduced, intelligently exploiting the unique feature
of RIS operation and NOMA encoding mechanisms.
Specifically, untrustworthy users will be allocated with
a higher power allocation (PA) coefficient than trust-
worthy users. Meanwhile, trustworthy users will be
prioritized to enhance its channel gains by configuring
RIS phase shifters. As such, we can achieve the goal
of killing two birds with one stone. The first goal is to
bypass the concerns who is proximate or distant users.
The second goal is to enhance the performance of
trustworthy users while ensuring the minimal quality of
service demands of untrustworthy users. This feature
will help pair NOMA users’ processes to more simple,
removing ordering tasks for users according to channel
gains and focusing more on quality of service demands.

2) Focusing on the RIS-secured short-packet NOMA
system with limited hardware implementation, par-
ticularly RIS’s phase-shifter, we consider the use of
a discrete phase-shift model in the development of
RIS, along with the operation of the system under
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Nakagami-m fading environments. Accordingly, we
analyze the performance of short-packet transmission
for both trustworthy and untrustworthy users by de-
riving closed-form expressions for the average BLER.
Besides, we also carry out an analysis of the average
BLER asymptotic, which helps us gain useful insights
into user diversity order and short-packet designs.

3) To characterize how the PLS performance brought
by the proposed scheme above with the worst-case
scenario where the untrustworthy users perform SIC
to wiretap trustworthy users’ information, we further
quantify the secure performance by deriving the End-
to-End average secure BLER of eavesdropping this
secured information. To have more useful information
on the impacts of key system parameters on the secure
performance floor, we also analyze the average secure
BLER asymptotic.

4) Extensive simulation results based on the Monte Carlo
method are provided to verify the theoretically devel-
oped BLER framework and collect valuable technical
insights. Besides, we also present several investigations
on varying settings of the PA coefficient, the number
of RIS elements, the number of resolution bits used
for RIS’s phase shifter, the number of information
data streams, packet length, and leakage information
probability.

D. STRUCTURE AND NOTATION

The remainder of the paper is organized as follows. Sec-
tion [ describes the model consideration. Section|[[II] presents
details of the methodology and the analysis of the system
performance. Next, we show representative numerical results
of investigating various use cases in Section Finally,
Section[[II] concludes the paper with key findings.

Notation: In this paper, we use boldface letters to denote
boldface letters and italicized letters to present italicized
letters. The notation Fx(x) and fx (x) represents the CDF
and PDF of random variable . Pr[e] and E{e} denote the
probability and expectation operators, respectively.

Il. SYSTEM MODEL

A. MODEL DESCRIPTION

As depicted in Fig. |1} we considered an RIS-secured NOMA
system, where a source - Sam (S) - employs a finite channel
coding scheme with L channel uses (or packet length) to
convey a short data amount of ng information bits for a
trustworthy user - Bob (B) - and nyw information bits for
an untrustworthy user - Willie (W) - through the aid of
one RIS (R) having K programmable elements, indexed by
k=1,2,..., K, due to blocked direct links. In this study, we
only consider the secure performance of a user pair since the
characteristics of other groups assisted by RIS are similar.
Note that in the context of a user pair without an untrustwor-
thy node, one user with lower quality of service demands will
be regarded similarly to an untrustworthy user and the other
with higher priority will be seen as a trustworthy user.

4

Fig. 1: Tllustration of the considered model.

For the sake of notation, we denote hgg € C'*¥ and
hrx € CEx1 by the channel vectors from source to RIS and
from RIS to node X € {W, B}, respectively. Moreover, the
diagonal matrix ® € CX*¥ at RIS can be expressed by

® = diag(exp(j¢1), ..., exp(jodr), ... exp(jor)), (1)

where ¢, € (—m, ] is the k-th element’s phase-shift.

To protect Bob’s information from eavesdropping by
Willie, enhance Bob’s quality reception, and achieve simulta-
neous communication, we consider a joint design of NOMA
power allocation (PA) and RIS phase-shifter control:

« NOMA transmission: The signal strength of Bob
(v/Ppgsg) must be much lower than that of Willie
(v/Ppwsw), where P is the source transmit power and
px is the PA coefficient of symbols sy of node X, with
E{|sx|?} = 1. Accordingly, Sam will take a superim-
posed encoding signal as

Ppwsw + / Ppssg. 2

o RIS phase-shifter control: It is configured so that the
cascaded channel from the source node to Bob (i.e.,
g8 = |hsr®hes|® = |4, hgexp(idn)higl®)
is maximized. However, it is often difficult to handle
a phase shifter with a large number of RIS elements
to maximize such a cascaded channel gain. Therefore,
to reduce the hardware computational complexity, we
consider the actual phase shift model as

Oh=—2Lhig — Zhig + Ok, VE=1,2, . K, (3

Tnoma =

where Zh is the phase of channel h and 6 is the
quantified phase-shift of the k-th elements, following
uniform distribution model as U (—2~%r, 2~ %), with ¢
being the number of resolution bits [63]].
It is worth noting that such a consideration yields two advan-
tages. First, Willie, an untrusted node, has sufficient power
signal to decode its information. If he tries to wiretap Bob’s
information, there is no further way except the SIC process.
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Second, Bob’s cascaded channel gain is robust enough to
perform SIC in descending power order.

To capture how the system works well with the con-
sidered joint NOMA PA and RIS’s phase-shifter, we next
turn to analyze the secure performance of the system in the
worst-case scenario, where Willie applies SIC to eavesdrop
on Bob’s information and perfect channel state informa-
tion is assumed to be available at the terminals. In this
investigation, we assume that the system operates under
Nakagami-m fading environments. Accordingly, the PDF of
variable Z € {hswhé{x’Vk = 1,2,..,K} with shape
m € {mSR,mRX,Vk = 2,..,K} and scale Q €
{Qfg, Oy, VE =1,2,..., K} can be given as

2m™

fz(z) = W

221 exp (—%22> . “4)

From (E[) and [64, Eq. (3.326.2)], the n-th moment of Z can
be derived as

pa) =B(2"} = [ 2

B. DATA INFORMATION EXCHANGE

Based on the configured scheme, the signals received by node
X will have the form

_ I'(m+n/2) .
T(m) (m/Q)""?
(5)

yx = hsRORRXTnoma + WX, (6)

where wy is the additive white Gaussian noises with zero
mean and variance o2.

Following that, the signal-plus-interference-to-noise ratios
(SINRs) achieved at node X to decode sw and sg via perfect
SIC process can be respective expressed as

sw _ _ PWY9X )
X ek + 1
e = PBYIX; ®)

where 5 = P/o? is the average SNR and gy is the short-
notation of the cascaded channel gain at node X, with

X =B, 9)

o= |hspOhra|”,
X=W. (10)

\hsr@hrw|®

From this formulation, we can see that it is necessary to find
the CDF of the PDF of the RVs gx to evaluate the system
performance. Details are in the following.

Source-RIS-Bob Links: The PDF of gg can be obtained
akin to [63, Theorem 1] as

xagfl

ng(l’) - F(OzB)ﬁaB exp(fﬂBx% (11)
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where
(S gy gy (Do) .
B*4ZK s, (ping, ()1 + 10, (2))/2)
b=t e (D, (D, (D)2
1
— , (13)
. L (12 G+ 1, (2))/2
=1 e (D, (D, (D)2
o, (n) = % sin(279nm). (14)

Using [64] eq. 3.351.2], the CDF of gg can be derived as

z) = /O Foo(y)dy =1~ ﬁr(asﬁsx) (15

Source-RIS-Willie Links: The PDF of gy can be obtained
akin to [32} Eq. (7)] as

fow(x) = Bw exp(—pPwz), (16)

where
1 1
Pw = —x = 17)
D k=1 QgRQ]FC(W KQsrQrw
Making use of [64, Eq. 3.351.2], the CDF of gw can be
derived as

x) = /0 Jow(y)dy =1 — exp(—pwz). (18)

lll. PERFORMANCE EVALUATION FRAMEWORK
In this section, we will evaluate the secure performance of
the considered system.

A. PRELIMINARIES

1) Average BLER of decoding sx

For a short codeword of length L with the decoding error
probability ex at node X, the maximal achievable rate of
decoding sx can be derived as in [20]] as

V(v
=o)L 0. a9)
where C'(z) = log, (1 + x) is the Shannon capacity, V (z)

[1— (14 2)72](logy(e))? is the channel dispersion, Q! (x)
is the inverse of the Gaussian Q-function.

From (19), by letting rx = nx/L the instantaneous BLER
of sx can be derived as

SX L %
X Q( Vip LCOx) nx/LJ> - Qo)

On this basis, the average BLER of decoding sx can be
derived as in [24] as

& —E{e) = / & dx—sxf/ (21),

where §X = [QW(QQTX - 1)]71/27 x =2 —1— 1/(2§X\/E)5
and dx = 2" — 1 + 1/(2¢xV/L).
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. Y
1) ‘ MWBBB) . (28)

2) Average Secure BLER

For a short codeword of length L, the secure decoding error
probability g at Bob, and the information leakage probabil-
ity A, the maximal secrecy rate for Bob can be derived as

)~ V2520 o)

=1 —cioin -y T )
O, fYB —

sg
) > )
7B 'YW (22)

From (22), by letting rg = ng/L the instantaneous secure
BLER of sg can be derived as

55 _ L
& Q( V0
(23)

Clre) — /Y g-1(a)

—Clw) —ns/L

On this basis, the average secure BLER of decoding sg can
be derived as in [51, Appendix A] as

e =E{eg} = //EB 8 (

=1 [ Rt G4 - Deds, @b

vop (@)dxdy

where w — 21082(€) Q™1 (A)/VL+ng/L

B. AVERAGE BLER ANALYSIS

Since Bob performs SIC first to decode sy and then decode
sg, the end-to-end (E2E) average BLER of Bob can be
derived as in [65]] as

g =7eg" + (1 —g")eg, (25)

_sw _sg . . .
where €5 and €3° can be derived using Appendlxas

& = &wVL(min{dw, pw/ps} — (w)— (26)
pW E(c1,7), oy > 2w
_ gw\/f - I B’
I(ag) | E(c1,7) — Elc2,7), 0w < b,
with ¢; = prVCVWpB cy = pwf‘(’s"WpB, and Z(x,y) in 28), and
=1 &VL 5aG2) 1,0 | feos
I'(oB) ag, —1,0| pg¥y
2,1 17 0 BBCB
_CBg273 (OéB, _1, 0 7p57 ):| . (27)
6

At high SNR, we employ the Riemann integral approxima-
tion [24, eq. (18)] combined with the first-order Taylor series
(64, eq. (8.354.2)] to approximate €3" and €’ as

e T W (2 —1) = F, (VW/V )
i )= Fo | W e
1
- ( BBy / 2l ) 7 (29)
I(ag + 1) \ pw — Wi rs
_ th
—sg "/;OO Fss(28—-1)=F (fYB>
'YBB ( ) gB VPB
1 th\ “B
~ (ZE) (30)
I(ag +1) \ 7ps
where ’y)t(h = 2"X—1. On this approximation, the E2E average

BLER of Bob behaves asymptotically

_ Y—oo _ _
8 ~ e +eg

1 <5B>QB (W) 08|
lag+1) \ 7 (pw — o)™ PB°
(31

Based on the above simplified BLER expressions, some
useful insight into system design can be drawn as follows.

Remark 1. The result in (31) states that the higher the
transmit SNR, the smaller the E2E average BLER of Bob.
Besides, the SNR curve of the BLER is a function of the
scaling rate ag. Therefore, the diversity order achieved by
Bob is aB Moreover when the blocklength L increases, both

and 7 " decrease due to 2"W/% —1 — Qand 2"8/F —1 —
O Wthh improves the BLER performance. However, when
information per packet increases, for example, nyw or ng,
A or v4 will be increased, which leads to a higher BLER.
This means that transmitting larger data performance results
in more errors during communication.

Since Wille directly decode sw, the average BLER of
Wille can be derived as

ew = EW? (32)
where €y’ can be derived using Appendix [B|as
' = &wVL(min{ow, pw/ps} — (w) 33)
B EwViLpw | E(c1,7), dw > 2,
I E(e1,7) — E(e2,7), 0w < B,
with
Bwz B
coy 2 S e () g
’ (z +1/pp)? Bw/y pey/Bw )’

(34)
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At high SNR, we employ the Riemann integral approx-
imation [24] eq. (18)] combined with the connection 1 —
exp(—x) ~ x to approximate €y’ as

— th —
oy T 00 r /7
e XN F . (2W—1)=F (>
W W M\ pw — s
th /=~
~ P/ (35)
PW — Yw PB

Remark 2. The result in (33) states that the higher the
transmit SNR, the smaller the E2E average BLER of Willie.
Besides, the SNR curve of the BLER is a function of the scal-
ing rate 1 (i.e., 1/7%). Therefore, the diversity order achieved
by Willie is 1. Moreover, when the blocklength L increases,
A decreases due to 2™/L — 1 — 0, which improves the
BLER performance. However, when information per packet
increases, for example, nw, ’y\t,\]}l will be increased, which
leads to a higher BLER to Willie.

C. AVERAGE SECURE BLER ANALYSIS

Since Wille performs SIC first to decode sy and then wiretap
sB, the average secure BLER of Bob can be derived as

ew =6y + (1 — ey )Ew, (36)

where &} can be derived using Appendix |C|as

. B
Ew =1 F(aB)F (aB, pBV(w 1))
1—w 1 Bw Tas
e (‘wapm) T(as) (/ssw * 1)
“T (aB, { Bu_ [ﬂ (w— 1)) e
wpB”Y PBY

At high SNR, we employ the first-order Taylor series [64}
eq. (8.354.2)] combined with the connection 1 — exp(—z) ~

 to approximate €, as

_sg 700 1 ( B ( 1))043
g~ o —(w—
W T(ag + 1) \ pe7

1—w 1 Bw o
# (1) e (e 1)

1 oB

X (F(aB) T [WiVE\:V + piBV] (w— 1)0‘B>

_ ( Brw )QB*ﬁw@UU < Bew )QB
Bew + Bw wpsY Bew + Bw

. Bwlw-—1) (53(w—1))aB

wp7T'(ag + 1) P87 '

Remark 3. From (33) and (38), it can be seen that if we let
1/ = 0, the average secure BLER of Bob will be a constant

(38)

value ( ﬁef) ) “®This means that the secure diversity order
is zero. However, since Bsw 1 and ag is a function of
Bew=+Pw

number of RIS elements. Thus, increasing K will improve
the average secure BLER performance.

VOLUME 4, 2016

TABLE 1: Main parameters for our simulations.

Parameter Value
Monte-Carlo sample 10%
Number of RIS element - K 16
Number of resolution bits - ¢ 3
PA coefficient for Willie’s signal - py 0.7
PA coefficient for Bob’s signal - pg 0.3
Data information bit for Willie’s signal - ny 100
Data information bit for Bob’s signal - ng 200
Blocklength - L 128
The information leakage probability A 0.2
Shape parameter of source-k-th RIS element links - ng 2.2
Shape parameter of the k-th RIS element-Bob links - m,’;B 2.5
Shape parameter of the k-th RIS element-Willie links - mé{w 2.3
Scale parameter of source-k-th RIS element links - Q’gR 0.5
Scale parameter of the k-th RIS element-Bob links - ngB 0.5
Scale parameter of the k-th RIS element-Willie links - Qé{w 1
100 ¢esseseeeagpe T
| \
N
K
107 g 3
o I
w I \
_ 1o\
o \
o107 3
g o Bob-g=1
z o Bob-g=2 b
1073 4 Bob-¢g=3 J
—+— Willie (sim.)
—+— Analytical
— — - Asymptotic
-4 ‘ ‘
10
-20 -10 10 20

Transmit SNR

Fig. 2: Average BLER vs SNR 7 under different resolution
bit settings q.

IV. NUMERICAL RESULTS AND DISCUSSION

This section provides Monte-Carlo simulations (denoted by
markers in the legend of the following figures) to verify the
analytical expressions developed in (23) and (36). Unless
other specifics, we list the simulation parameters in Table [T]

Fig. 2] plots the average BLER versus (vs) the transmit
SNR # under different resolution bit settings g. First, we can
see that with ¢ = 1, the analytical results nearly approximate
the simulation markers. However, when ¢ = 2, 3, the analyti-
cal results almost match the simulation markers, showing the
correctness of the derivations. Notably, a 3-resolution bit can
save the transmit SNR of 3 dB. Second, when we increase
the SNR 7, the quality of SINR reception to decode sy and
sg also increases, which leads to the dramatic reduction of
the average BLER of Bob. This means that the reliability of
short-packet transmission can be improved.

In Fig. 3] we investigate how the average BLER of Bob
changes with different packet settings at ¥ = —10 dB. First,
it is observed that when blocklength L increases, the average
BLER curves reduce significantly, for example, 100-folds
when comparing L = 160 and L = 240. This is because

7
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Fig. 3: Average BLER of Bob vs blocklength L under differ-
ent data stream settings ny.

10°
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10"+

Average BLER
=
n

- o L=128
0 o L=192
L =256
—+— Analytical
1074 : : : :
0.6 0.7 0.8 0.9

Power Allocation For Willie Signal

Fig. 4: Average BLER of Bob vs PA coefficient py under
different blocklength settings L.

using a larger blocklength (the number of channels used to
spread over the spectrum bandwidth) gives more chances
to Bob to correct his data information. Second, when data
amount (ng and nw) distributed per packet increases, the
average BLER curves tend to increase. This can be explained
by the fact that longer information sent to the networks under
fading channels will cause more errors during corrections.

In Fig.[d we plot the average BLER of Bob as a function of
the PA coefficient py under different blocklength settings L
at the SNR of —10 dB. It is first observed that when increas-
ing pw increases the quality of SINR reception of decoding
sw but simultaneously decreases that of decoding sg. This,
therefore, increases the average BLER curers dramatically.
However, increasing blocklength L can partly compensate for
this performance loss.

Next, we turn to investigate the average secure BLER in
Fig. 5] It can be seen that all the average secure BLER

8

1 $EooeooHESEREET T
o Simulation - ¢ =1
o Simulation - ¢ =2

o 0.8F Simulation - ¢ = 3||
w —+— Analytical
f.‘f_Jl — — — Asymptotic
Lo6f
=}
[&]
[0
197 J P VA V=
q) |-
g 0.4
©
S
(0]
>
<p2r—-————————"———————=

0 1 1 1

-20 -10 0 10 20

Transmit SNR

Fig. 5: Average secure BLER vs SNR 7 under different
resolution bit settings q.
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Fig. 6: Average secure BLER vs blocklength L under differ-
ent data stream settings nx.

curves developed by analytical solutions highly approximate
the simulation results when the number of resolution bits in-
creases, which is the same trend with analysis of the average
BLER. However, there is still a major difference, where the
average secure BLER curves tend to decrease with low and
moderate SNR mode and then saturate at high SNR mode.
This tendency totally corrects with the analysis in Remark 3]

In Fig. [l we continue to investigate the average secure
BLER performance against variations in packet settings at
the SNR of —10 dB. As observed, the average secure BLER
curves decrease with an increase in blocklength but increase
with an increase in the data amount sent per packet. This
performance trend is similar to the case of the average BLER.

In Fig.[7} we once again inspect the average secure BLER
performance as a function of the PA coefficient pyw under
different blocklength settings L at the SNR of —10 dB. The
figure shows that the average secure BLER curves have a
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Fig. 7: Average secure BLER vs PA coefficient pw under
different blocklength settings L.
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Fig. 8: Average secure BLER vs Bob’s data stream ng under
varying leakage information probability A.

convex form to the PA coefficient py, where the optimal PA
value is around 0.68 for L = 256 and 0.65 for L = 192. This
means that besides increasing the number of RIS elements,
we can further optimize the average secure BLER. Note
that since the average secure BLER can be constructed in a
closed-form expression, we can adopt low-complexity search
methods like Golden search or bisection search to achieve the
optimal PA solution.

In Fig. [§] we study the impact of Bob’s data stream
ng and leakage information probability A on the average
secure BLER. From the figure, we can see that when Bob’s
data stream npg increases, the average secure BLER curves
increase dramatically. Meanwhile, the variation of leakage
information probability A slightly affects the average secure
BLER performance. This is because Willie is more likely to
eavesdrop and successfully decode Bob’s information.

In Fig. Ol we examine if increasing the number of RIS el-
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Fig. 9: Average secure BLER vs Bob’s data stream ng under
various RIS elements K.

ements K improves the average secure BLER when sending
a large volume of Bob’s data stream ng. From this figure,
we can see that the answer is yes. When K is set from 16
to 32, the average secure BLER performance is improved by
ten times, irrespective of increasing Bob’s data volume. As
such, increasing the number of RIS elements K is a great
solution for protecting the secure performance of Bob under
short-packet transmission.

V. CONCLUSIONS

In this paper, we have studied the performance of RIS-
secured short-packet NOMA networks in the presence of
arbitrary untrusted users, where the source node communi-
cates in a short-packet manner. Accordingly, a joint PA policy
and RIS’s phase-shifter is considered to deal with arbitrarily
untrusted paring users. In this configuration, we evaluate the
system performance by deriving closed-form approximations
for the average BLER at Bob and the average secure BLER,
along with the asymptotic analysis to achieve knowledge
of diversity order and performance limits. All of them are
verified via Monte Carlo simulations. In terms of the average
BLER performance, it is shown that using a 3-resolution bit
(p) can save the transmit SNR of 3 dB compared to that of
a l-resolution bit. Increasing the PA coefficient (pw) results
in an increase of the BLER of Bob. However, even with the
SNR of —10 dB, increasing blocklength (L) from 160 to 240
can improve the average BLER of Bob by 100-fold. In terms
of the average secure BLER performance, it is shown that the
average secure BLER performance improves as blocklength
increases but gets worse as the amount of data sent per packet
increases. There exists an optimal PA value at which the
average secure BLER can be minimized. While the change
in the information leakage probability slightly affects the
average secure BLER performance, increasing Bob’s data
amount significantly reduces.
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APPENDIX A PROOF OF AVERAGE BLER OF BOB
A. AVERAGE BLER FOR DECODING Sw

From (21) and (7), the average BLER for decoding sw at
node B can be derived as

ow
@ =&wVL [ Faw(z)dr, (39)
Cw

x/7
Fonz)=1 % () Yo < pwipe. (40)
L, Vx> pw/ps.

Thus, the average BLER for decoding sw at node B can be
rewritten as

min{éw,pw/ps} =
@ = fwf/ Fy <f”/7 >d:v
Cw PW — ZpPB

minow, 2} [ T (g, 220

— eI / = M i
w F(OZB)

= ¢wV L(min{dw, pw/ps} — Cw)

min{dw,pw/rp}

_ §W\/E PW )/pw min{dw,pw/rtre | (O‘BHBBy/’Y)d

['(ag) /e, (py + 1)2
(41)

Case study 1: When min{dw, pw/ps} = pw/ps, We can
rewrite the integral in (T as
T (a8, Bsy/7)

- |

| Hre -

By using the following transformations

y) : (43)

C1

I (aB, BBY/7)
— 7 2 dy. 42
(psy + 1)2 “2)

(/e - 1) =31

T (as, Bsy/7) = 67 (a; 0’ BByM) ST

1 -1
?= oo ( 0 ’psy> . @

(pBy +1)~ @) 9L

we can rewrite I as

> 1 Y\ -01
I = 2,0 J ,
J, o (asao‘ﬁsv) i

-1 o
x 01 ( 0 psy) dy = E(c1,7),  (46)

which has standard form as in [41} eq. (51)].

10

Case study 2: When min{dw, pw/ps} = Jow, we can
rewrite the integral in @T)) as

I /C2 F(aB,ﬁBy/V)d

1 (pBy+1)2
_ [T T (s, Bsy/7) ,  [TT (a8, BY/7)
/cl (pBYy +1)2 dy /62 (pBY +1)? w
_ _ F(aB7ﬁBy/ﬁ>

= ; H(y/c1 1)7(p3y+1)2 d

>~ I (aB, BsY/7)
- W - =R

= E(Cl,i) - E(CQai)' (47)

B. AVERAGE BLER FOR DECODING Ss
From (21)) and (), the average BLER for decoding sg at node
B can be derived as

o
G gB\E/C Fls (x)dz
0B
=&VLE [1 1t r (ag, 6536)} dx
& I'(ag) P

VL [ ( ,5’893)
-1 r
1 F( ) . B,pB,

Bex
I'(as) [/ H(1 —y/d)T (0437 PB’Y)
/ H(1 —y/¢)T (aB, ﬁBx) dm]
=1ty L 98 () 922 (o] ) e
= I‘(aB) 0 08,0 pg7
F 101 ¥\ 20 1 | Bey
L)

:]_—

0
which has standard form as in [[64} eq. (07.34.21.0011.01)].

APPENDIX B PROOF OF AVERAGE BLER OF WILLIE
From (2I) and (7), the average BLER for decoding sw at
node W can be derived as

ow
e = ewVL i Fow (x)dz, (49)
w
where
z/5
F sw (.13) — FgW (pwfa:pg) ) vl‘ < pW/pB? (50)
w 1, Vx> pw/ps.

Thus, the average BLER for decoding sw at node W can be
rewritten as

min{dw,pw/ps} _
=i [ e (2 )
= &wVL(min{dw, pw/ps} — Cw)
EW\/EPW % exp (—ﬂwy/ﬁ) dy
. T el

61V}
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Case study 1: when min{dw, pw/ps} = pw/pB, we can
rewrite the integral in (51)) as
dy

J = /OO €xXp (—ﬁwy/V) (y+ 1/08)2

which has standard form as in [64, eq. (3.353.1)].
Case study 2: when min{dw, pw/pg} = dw, we can
rewrite the integral in (51)) as

J= / " exp (—Bwy /)

£ U(c1,7), (52)

_dy
(y+1/ps)?

= OoeX — *7@/

- [, e
= \I/(Cl,i) - \11(62,7). (53)

APPENDIX C PROOF OF AVERAGE SECURE BLER OF
BOB

To derive ([24), we derive the CDF of 5 and PDF of ~vg° as

Fs(y) = Fou(y/lp87]) = 1 — exp(—Bwy/[p87]), (54)
o (2) = = F -/ o)

() ()
B F( B) (PB'V P pBY = 43

Combining these results with the variable transform z =
w(1+y) — 1, we can derive £g° in (24) as

713_1_/ F*B ( (1+y) —1)wdy

1 7 z+1—w
=1 /wfl {1 eXp( S~ wpsY )]

ag—1 ap
X i (BB> exp (—ﬂz> dz, (56)
[(ag) \ pe7Y peY

which can be solved using [64} eq. (3.351)].
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