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ABSTRACT The deployment and acceptance of Vehicle-to-Everything (V2X) technologies are essential for
the advancement of intelligent transportation systems, requiring robust simulation tools for development
and validation. This paper offers an overview of leading V2X simulation tools, emphasizing their role
in communication and cybersecurity applications. Existing surveys are reviewed, identifying gaps such
as the limited coverage of less known tools such as CARLA and CarSim and the absence of detailed
market analyses. A thorough assessment of the market significance of V2X simulation tools is provided,
highlighting annual trends and profiling leading companies. Publication trends across major scientific
databases are also examined, reflecting the growing interest and research diversity in V2X simulations.
The review includes an analysis of crucial simulation tools such as SUMO, NS3, OMNeT++, Veins,
and CARLA, emphasizing their contributions to V2X communications. Regarding cybersecurity, the study
explores simulation parameters for mitigating security threats such as jamming, spoofing, Denial of Service
(DoS), and eavesdropping. Furthermore, the increasing integration of different simulation tools is highlighted
to address their individual limitations. Finally, emerging research opportunities are identified, advocating for
the integration of co-simulation frameworks and AI-driven (Artificial Intelligence) approaches to improve
the accuracy and resilience of V2X systems. This survey aims to guide future research efforts in developing
secure, efficient, and scalable V2X communication technologies.

INDEX TERMS Vehicle-to-everything, connected and automated vehicles, trends in V2X simulations, V2X
simulation tools, V2X cybersecurity, radio jamming, spoofing, denial of service, eavesdropping.

The associate editor coordinating the review of this manuscript and
approving it for publication was Cheng Huang.

I. INTRODUCTION
In the era of intelligent mobility, Vehicle-to-Everything
(V2X) technologies are revolutionizing our transportation
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systems. This shift is driven by the increasing recognition of
V2X Information and Communication Technology (ICT) as
a groundbreaking tool for improving road safety, optimizing
transportation, and disrupting society through infotainment
and Mobility as a Service (MaaS) initiatives [1]. Given
its extensive capabilities, V2X has garnered considerable
interest for its potential to enhance the safety of drivers,
passengers and pedestrians, efficiently manage traffic flow,
and introduce advanced services [2], [3], [4]. To under-
stand these capabilities in detail, Table 1 [5] illustrates
the range of communication types encompassed by V2X,
categorized into specific groups [6], [7], [8], [9], [10], [11],
[12], [13]. Specifically, this table defines the six types of
V2X communications: Vehicle-to-Vehicle (V2V), Vehicle-
to-Person/Pedestrian (V2P), Vehicle-to-Infrastructure (V2I),
Vehicle-to-Network (V2N), Vehicle-to-Grid (V2G), and
Vehicle-to-Cloud (V2C).

TABLE 1. Types of V2X communication: V2V, V2P, V2I, V2N, V2G, and V2C.

V2X communication enables seamless interactions
between vehicles and everything around them, from other
vehicles and pedestrians to road infrastructures and traffic
management systems. This interconnectedness significantly
improves traffic efficiency, road safety, and environmental
impact [14]. However, despite these advantages, realizing the
full potential of V2X technologies requires overcoming sub-
stantial technical and security challenges [15]. For instance,
as vehicles progress from assisted driving to full autonomy,
the risk of cyber threats increases [16]. The extensive
communication channels with external entities, such as
networks, infrastructure, and the electric grid, heighten
vulnerability to cyber attacks. The potential exploitation of
remote control features in intelligent vehicles has raised
substantial societal concern [17]. As vehicles become more
sophisticated and interconnected, their security challenges
grow, resembling those faced by smartphones [17].Moreover,
the Fifth-Generation (5G) network infrastructure, integral
to V2X systems, is susceptible to cyber threats, potentially
leading to data breaches and corruption [7].
In order to address these challenges, advanced simulation

tools can allow developers and researchers to predict, analyze,
and refine the complex behaviors of integrated transportation
networks under safe, controlled conditions. Moreover, vali-
dation of automotive functionalities using simulation tools

in millions of scenarios incurs a tiny cost compared to test
field validation. Furthermore, simulation validation does not
present safety issues compared to test field validation. As a
result, simulation validation can dramatically reduce costs
and is completely safe. Nevertheless, the complexity and
cost of testing advanced vehicle technologies in real-world
conditions necessitate using advanced simulations.

For this reason, developing simulation tools that lend
themselves to designing, testing, and optimizing V2X
communication systems has become a vital area of research
[18]. For example, in Germany, the importance of simulators
is highlighted by initiatives such as the collaboration between
Technischer Überwachungsverein (TÜV) SÜD, the German
vehicle licensing body, and Deutsches Forschungszentrum
für Künstliche Intelligenz (DFKI), the German Research
Center for Artificial Intelligence. They are developing plat-
forms to evaluate autonomous vehicle Artificial Intelligence
(AI) modules, demonstrating the relevance of simulations in
the modern automotive industry.

Specifically, V2X-related simulation frameworks com-
bining tools such as Car Learning to Act (CARLA) [19],
Objective Modular Network Testbed in C++ (OMNeT++)
[20], SIMU5G [21], Simulation of Urban MObility (SUMO)
[22], Network Simulator 3 (NS3) [23], Vehicles in Network
Simulation (Veins) [24], and CarSim [25] offer diverse capa-
bilities that are critical for the development of functionalities
in V2X environments. Many of these simulation tools have
been available for a considerable time, as seen in Table 2.
These tools can simulate realistic urban, suburban, and rural
traffic conditions and model the behavior of hundreds to
thousands of individual static and dynamic nodes within
milliseconds of real-time. For instance, CARLA provides
high-fidelity visual simulation of urban environments, which
is crucial for testing the perceptual algorithms of autonomous
vehicles. In contrast, OMNeT++ excels in detailed network
simulation, allowing for intricate modeling of communica-
tion protocols and network traffic. SIMU5G further extends
these capabilities into the domain of 5G communications,
introducing the 5G user plane into the simulation of mobile
networks and their interactions with vehicular technologies.

TABLE 2. Released date of the main simulation tools in the context of
V2X communication covered in Section II and the number of results in
searches on Scopus based on the criteria ‘‘title, abstract or keyword’’.

Table 2 also shows the research results collected on
January 1, 2024, in the Scopus database using the ‘‘title,
abstract or keyword’’ criteria. The chosen simulation tools
had the most relevance in Section II of this work. In the
case of NS3, the search was performed using the tags
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(‘‘NS3’’ OR ‘‘NS-3’’). The term Veins is a common term
in works unrelated to the V2X context, so it is safe to
assume that most of the results are noisy; that is, they are
not correlated to the Veins simulation tool. However, in the
other simulation tools, it is clear that a considerable number of
works in the literature show the historical relevance of these
simulation tools.

Moreover, the robustness of V2X systems against cyber
threats is another critical area where simulation tools
demonstrate their value since millions of scenarios con-
sidering the impact of cyber-attacks can be tested and
validated. These systems are potential targets for various
cyber-attacks, including spoofing, jamming, and Denial of
Service (DoS) attacks, each capable of disrupting vehicle
communication and compromising safety. This paper shows
simulation parameters for scenarios in the context of four
cyber-attacks: jamming, spoofing, DoS, and eavesdropping.
Jamming attacks disrupt communication by flooding the elec-
tromagnetic spectrum with high levels of noise or spurious
interference signals, thereby impairing legitimate communi-
cations. Spoofing attacks involve falsifying the identity of
a vehicle or infrastructure component to transmit deceptive
messages, potentially leading to misdirected vehicles or
incorrect traffic management decisions. DoS attacks overload
the network with excessive requests, which can degrade
the performance or completely halt the network services.
Through V2X simulations, researchers can evaluate the
resilience of network infrastructure under scaled DoS attacks,
optimizing system design to ensure continuity of service and
quick recovery. Lastly, eavesdropping involves unauthorized
interception of communications, which threatens privacy
and data security. Additionally, V2X simulation tools can
help model the pathways and potential vulnerabilities that
might be exploited for eavesdropping, aiding in the design
of encrypted communication protocols and secure data
transmission methods.

Understanding and mitigating cyberattacks through
advanced simulations is crucial for the deployment of secure
and reliable V2X systems. Moreover, simulation tools enable
the modeling of these threats in a virtual environment,
allowing researchers to evaluate the effectiveness of security
protocols and countermeasures. For instance, effective
simulation of spoofing scenarios helps in developing
authentication protocols that can verify the integrity and
origin of transmitted data. Simulators such as NS3 and Veins
can model the impact of jamming on signal integrity and
network throughput, facilitating the development of robust
countermeasures such as spread spectrum techniques or
adaptive frequency hopping.

By analyzing the drastic increase in patents in the area
of V2X simulation, the industrial interest and investment
in developing more sophisticated and accurate simulation
environments are escalating. The next generation of V2X
simulation tools must incorporate more sophisticated AI
and machine learning algorithms, enabling them to predict
and react to dynamic conditions of the vehicles and the

communication systems more accurately in the presence of
cybersecurity attacks.

The rise in cyberattacks brings a new dimension of risk,
raising critical questions about how vehicles and their func-
tionality respond in the presence of such threats. Projects such
as B5GCyberTestV2X [29], an initiative focused on testing
the resilience of vehicles against cyber attacks, are vital to
this analysis. Another aspect that motivates this article is the
emergence of new businesses and services based on V2X,
including MaaS. V2X, primarily enabled by 5G and Sixth-
Generation (6G) technologies, is critical to facilitating these
innovations. Examples include receiving personalized offers
in autonomous vehicles, such as discounts at nearby stores,
and using neural and haptic interfaces to create immersive
in-vehicle environments. V2X technology transforms the in-
vehicle experience, as evidenced by innovations such as
the Eight360 NOVA virtual reality simulator [30], [31],
which illustrates the potential of creating dynamic virtual
environments within vehicles. Therefore, this paper provides
an overview to bridge the knowledge gap and foster a
broader understanding of the dynamic interplay between
V2X and simulations. Additionally, it proposes an integrated
simulation framework designed tomeet the demands of future
V2X research in Section V.

For the sake of clarity, this section is divided into four
subsections. In Subsection I-A, the main contributions of
this paper are summarized, while in Subsection I-B, the
organization of the survey is depicted. Finally, the scope
and related surveys to V2X simulation tools are presented in
Subsection I-C.

A. CONTRIBUTIONS
This work presents seven main contributions to the field of
V2X simulations. The contributions are detailed below.

1) LITERATURE REVIEW OF SURVEYS
A review of existing survey papers on V2X simulation tools
is provided in Subsection I-C, identifying potential gaps
for future research, in contrast to [32] and [33]. This was
accomplished by critically analyzing these surveys to assess
their coverage of simulation tools and market relevance.
Notable gaps were identified, such as the need for more
discussion on less proeminent tools such as CARLA and
CarSim and the absence of detailed market analyses. This
analysis helped pinpoint specific gaps that this survey aims
to address.

2) MARKET RELEVANCE ANALYSIS
A holistic view of the market significance of V2X simulation
tools is presented in Subsection II-B, charting the annual
trends and profiling the top 50 companies in the sector based
on a meticulous patent search, in contrast to [32] and [33].
This analysis used targeted search parameters in both Google
Patents and Scopus, ensuring a comprehensive overview of
the patent landscape. The search strategy included filtering
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by publication date to track trends over time. Then, the results
were cross-checked between both platforms to mitigate
discrepancies and refine the conclusions.

3) SCIENTIFIC LANDSCAPE OVERVIEW
The publication trends of V2X simulation tools across several
central scientific databases are analyzed in Subsection II-C,
revealing the breadth of research and interest in this domain,
in contrast to [32] and [33]. This analysis emphasizes the
increasing focus on simulation tools within the V2X field,
underlining how multiple databases have uncovered diverse
research trajectories. These trends point to a rapidly evolving
landscape, where simulation tools are becoming integral to
advancing both academic research and practical applications
in V2X communication systems.

4) V2X SIMULATORS RESEARCH EXPLORATION
A detailed examination of V2X simulator studies in Scopus
is undertaken in Subsection II-D, offering insights into the
diversity and intensity of research across different years,
countries, and funding sponsors, in contrast to [32] and
[33]. The analysis applied specific search filters to focus on
relevant academic papers, ensuring the inclusion of high-
quality studies. This exploration revealed vital trends in the
temporal growth and geographic concentration of research,
with China emerging as a dominant country. The systematic
breakdown of results highlights regions and sponsors that
have significantly contributed to the advancement of V2X
simulation tools.

5) LITERATURE REVIEW AND EVOLUTION OF V2X
SIMULATION TOOLS
The development and current state of leading V2X simulation
tools, such as CARLA, OMNeT++, SUMO,NS3, andVeins,
are thoroughly reviewed in Section III and Subsection II-C,
highlighting their significant contributions to advancing V2X
communications and simulation technologies, in contrast to
[32]. The review is based on recent high-impact papers and
those with significant citation counts, ensuring that the most
influential studies are included. This literature review sys-
tematically examined studies focusing on various simulation
tools and their integration with advanced sensor technologies.
The tools explored offer robust environments for testing
scenarios related to autonomous driving andAdvancedDriver
Assistance Systems (ADAS) functionalities, emphasizing
their relevance in simulating real-world challenges such as
cooperative perception and communication.

6) SECURITY ANALYSIS THROUGH SIMULATION
PARAMETERS
The critical role of simulations and their respective param-
eters in analyzing and mitigating key security threats,
including jamming, spoofing attacks, Denial of Service
(DoS), and eavesdropping within the V2X domain, is empha-
sized in Section IV, showcasing how simulations enhance
system security, in contrast to [32] and [33]. The detailed

simulations replicate real-world conditions under controlled
environments, enabling a comprehensive assessment of these
cybersecurity threats. This section focuses on key simulation
parameters that replicate specific attack scenarios. The sim-
ulations are structured to closely mirror the conditions under
which these cyberattacks manifest, allowing researchers to
evaluate potential vulnerabilities and countermeasures with
precision. Through this structured simulation framework,
researchers can better strategize to mitigate the impact of
these threats on V2X communications, ensuring greater
system resilience.

7) FUTURE RESEARCH DIRECTIONS
Emerging research opportunities in V2X simulation tools,
as detailed in Section V, aim to direct future efforts
towards co-simulation and integrating diverse simulation
tools. This approach seeks to bridge current gaps and foster
advancements in the field, contrasting with earlier studies
[32], [33]. The focus is on enhancing the accuracy and
interoperability of these tools, allowing for more complex
and realistic simulations. There is also an analysis of future
trends in simulation tools in the V2X cybersecurity context
in Section VI. The exploration of integrating cybersecurity
elements into these simulations aims to address increasing
concerns about system vulnerabilities. This area of research
suggests the need for further development in security-driven
simulation frameworks to anticipate and counteract cyber
threats in real-time V2X environments.

B. SURVEY ORGANIZATION AND SCOPE
In Figure 1, the organization of this review paper is presented,
including all six sections and their respective subsections.
According to Figure 1, Section II shows an overview of the
V2X simulations area, showing statistics related to papers
and patents. In Section III, a literature review is performed,
where works related to simulations in the context of V2X
are analyzed. In Section IV, simulation parameters associated
with V2X security are commented on and analyzed. The
future trends are analyzed and established in Section V,
including a proposal for future work on an integrated
simulation. Section VI is focused on future works related to
the subject covered in this paper. Finally, the conclusions are
drawn in Section VII.

As shown in this survey paper, V2X communication,
particularly in the areas of V2X simulation tools, has received
the attention of the academy and industry worldwide. This
survey distinguishes itself from conventional V2X surveys
by exploring V2X nuances, specifically emphasizing an in-
depth insight into themain simulation tools found in scientific
papers and patents, including an analysis of integrated
simulations. Journal papers with a high impact factor were
prioritized as reference sources.

C. RELATED SURVEYS TO V2X SIMULATION TOOLS
In V2X research, two surveys were found in the field of
V2X simulation tools. The work [33] delves deeply into
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FIGURE 1. Organization of the survey. Section II provides an overview of the V2X simulations area with
relevant statistics on papers and patents. Section III presents a literature review analyzing related
simulation works in the V2X context. Section IV examines and analyzes simulation parameters associated
with V2X security. Section V discusses future trends and proposes future work on integrated simulations.
Section VI focuses on future works related to the topics covered in this paper. Conclusions are drawn in
Section VII.

the convergence of Software-Defined Networking (SDN)
and blockchain technology in Vehicular Networks (VNs),
especially the potential challenges and security concerns
posed by the centralized nature of SDN controllers. The work
emphasizes the utility of adopting decentralized blockchain
technology for improved security in SDN-Based Vehicular
Networks (SDVNs), offering an overview of the state-of-
the-art blockchain-based schemes and the relevant security
requirements. However, it lacks a comprehensive analysis
of V2X simulation tools themselves and needs to provide a
detailed market relevance analysis.

On the other hand, [32] underscores the imperative nature
of realistic simulation for the design and assessment of
Intelligent Transport Systems (ITS). This survey compre-
hensively reviews significant simulation models for wireless
signal propagation, dedicated short-range communication
technologies, and vehicular mobility. The work [32] provides
valuable insights into the best practices for simulation,
aiming to ensure the accuracy and reliability of results while
also discussing the support different simulation tools offer.
The work [32] covers famous simulators such as SUMO,

OMNET++, NS3, and Veins. However, it does not address
other famous simulation tools such as CARLA and CarSim.
Furthermore, this work does not analyze the publication
trends or provide amarket relevance analysis, which is critical
for understanding the broader impact and adoption of these
tools.

These surveys offer a holistic perspective on the inter-
twined relationship between V2X communication and the
simulation tools that aid in its research and development.
However, they did not cover the diversity of current
simulation tools or provide a detailed market analysis, which
are significant gaps that this survey aims to address.

D. NOTATIONS AND SEARCH TAGS
Areas related to V2X, including simulation tools, tend
to have technical terms found in several works in the
literature. Hence, the abbreviations used in the V2X areas
of simulations are presented in the Appendix Section in
Table 37. In addition, in Table 3, we show the notations to
represent different tags used in the search part. The following
tags are adopted throughout the paper:
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TABLE 3. Utilized notation and correspondent tag.

II. GLOBAL VISION OF V2X CYBERSECURITY
The goal of this section is to enhance our understanding
and extend our insight into the domain of V2X simulators.
It delves into an analysis of research papers indexed in the
Scopus database, categorizing them based on publication
year, country of origin, and funding sources. Additionally,
this section conducts a review of patents listed in Scopus
and Google Patents. Moreover, it encompasses examining
research from leading academic databases and sorting them
by specific keywords and search phrases used.

This section is organized into four subsections. In Subsec-
tion II-A, we explore the criteria used for selecting relevant
papers and patents in the field of V2X simulators, providing
a foundation for our analysis. Then, in Subsection II-B,
we unpack the rationale, research methodologies, and
insights gained from the patent landscape in V2X simulation
tools. Subsection II-C presents a series of tables that compile
and contrast the volume of results associated with various
tags across key scientific databases, providing a quantitative
snapshot of the field. Lastly, Subsection II-D compiles an
array of findings from scientific papers, categorizing them
by year, geographical origin, and sponsoring entities, thus
painting a diverse and multi-dimensional picture of the
research activity in V2X simulation tools.

A. INCLUSION AND EXCLUSION CRITERIA
The selection of works is usually based on a criteria
delineated in Table 4.
a) Since the core of this study is on V2X and simulation

tools, the main criterion for selection is its pertinence to
the simulators V2X field. The tags V2Xa AND SIMb are
generally used, where the logical AND operator indicates
whether both operands are present. simultaneously.

b) The search used tags in ‘‘title, summary or keyword’’
as it produced fewer off-topic results than the ‘‘all fields’’
option.

c) Duplicates are omitted, as they typically represent
echoes of original material encountered in less prominent
databases. This method was mainly utilized during the
Google Scholar search, bypassing the ‘‘include citations’’
option.

B. PATENTS OF SIMULATION TOOLS IN V2X
In the evolving landscape of V2X communication, the role
of patents in the domain of simulation tools is essential,
embodying the nexus of innovation and industrial advance-
ment. Patents secure novel methodologies and technological

TABLE 4. Inclusion and exclusion criteria used in the papers selection
procedure.

advancements and provide a tangible metric for assessing
the trajectory of research and development (R&D) efforts
within this sector. Through a comprehensive evaluation of
patent repositories, notably Google Patents and Scopus, our
January 1, 2024 analysis unveils a growth in patent filings
related to V2X simulation technologies. This surge highlights
the escalating interest and investment in developing more
sophisticated and accurate simulation environments. The
intricate balance between academic explorations and their
industrial applications is further evidenced through patents,
which bridge the gap between theoretical research and its
practical, commercial realization.

In Google Patents, the search is guided by the publication
search parameter, signifying that the results were compiled
when a patent application for an invention was published or
made available to the public. The search tags were V2Xa

AND SIMb. Table 5 categorizes patents annually for detailed
analysis, and Figure 2 provides a graphical representation of
this data. Table 5 and Figure 2 illustrate a significant increase
in the volume of patents related to V2X simulation tools,
indicating a robust and expanding market. Table 6 shows the
number of patents by different companies, and Table 38 in the
Appendix Section shows the companies with their full names
compared to the tags used in Table 6. The reason for using
shorter tags is that several related patents would not be found
if long tags were used.

Table 5 shows that, according to Google Patents, over
50% and, according to Scopus, more than 60% of registered
patents belong to the last four years. However, there exists
a difference in the number of patents between Scopus and
Google Patents, potentially due to Scopus employing a more
stringent vetting process. This difference, however, serves
as a minor hurdle in achieving our primary objective of
delineating broad trends. The relevance of each corporation
in Table 6 is maintained consistently across both platforms,
guiding us to similar conclusions. Note that the limitation
within the Scopus database regarding the capability to
search patents by title, abstract, or keyword, which contrasts
with the method for scientific papers, thus necessitating
the application of the ‘‘all fields’’ search criterion. This
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TABLE 5. Detailed data on simulation tools suitable for V2X found in Google Patents and Scopus separated by year and amount of patents.

TABLE 6. Detailed data on the number of patents from different companies in the Google Patents and Scopus databases in the V2X simulations area.

approach might lead to the retrieval of a multitude of
results that, despite mentioning V2X simulators, do not

concentrate specifically on the topic, introducing the potential
for irrelevant data.
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On the other hand, according to Table 6, Qualcomm is
accountable for nearly a quarter (22.61%) of the patents
discovered among the top 50 ranked companies. The top
five companies with the most patents are Qualcomm, Toyota,
Intel, and Ford, collectively responsible for over 50% of
the patents. It is also noteworthy that the top 10 companies
account for more than 70% of patents in this top 50 category.
Another observation is that only companies in the top 8 hold
more than 2% of the total number of patents. While the
authors have made extensive efforts to identify leading
companies in the field, it is acknowledged that the dynamic
and rapidly evolving nature of V2X simulation tools means
that some relevant companies may not have been included
in the initial dataset. Consequently, the ranking presented in
Table 6 may not be exhaustive and should be interpreted with
this limitation in mind. The total value results from Table 5
compared to Table 6 are different for a few reasons. The first
is that there are other companies besides those that appear
in Table 6. The second reason is that some tags may not
be directly attributable to a specific company and can be
identified by a broader tag search across multiple companies.

FIGURE 2. Simulation tools suitable for V2X found in Google Patents and
Scopus separated by year and amount of patents.

C. SCIENTIFIC DATABASES USED AND SEARCH STRINGS
Table 7 is a starting point for searches based on tags. The
scientific base is the Scopus academic database. Consid-
ering the reputation of Scopus as a leading platform for
comprehensive academic research, it naturally emerged as
the primary resource for the work. The approach varied,
sometimes scanning all content fields and narrowing the
search to just the ‘‘title, abstract, or keyword’’. The research
was done on January 1, 2024, and can be viewed in
Table 7. Most of the results of this work are English-
language entries, with Chinese works being the next most
frequent. Note that the far-right column in Table 7 displays
the ratio of V2X simulator works to total V2Xworks, offering

FIGURE 3. Number of patents from leading companies in the Google
Patents and Scopus databases in the V2X simulations area.

an indicator that resembles the percentage of simulator-
related works compared to the overall body of work. Note
that approximately 40% works in the V2X area related to
simulations using the ‘‘title, abstract, or keyword’’ criteria.

Furthermore, Table 8 shows a survey with results from the
main simulation tools in the V2X context on several different
scientific bases. Table 9 shows different combinations of
tags in these same scientific bases to find results in cases
where more than one simulation tool is used simultaneously
in the same work. This may indicate an integration between
different simulation tools. All data collection is timestamped
to January 1, 2024. In this work, Section V addresses the
issue of simulation tool integration, which is relevant to point
out some future trends. This section discusses several works
and the cases of integration of different simulation tools
in the context of V2X that were found. Several of the tag
combinations used in Table 9 were chosen based on these
works. Thus, the results shown in Table 9 are relevant to
finding the most relevant integrations of different simulation
tools, and this information is essential for the conclusions
made in Section V.

In Table 10, important characteristics of V2X simulation
tools are presented. We utilize widely recognized databases,
including Google Scholar and Scopus, alongside four spe-
cialized academic resources that are deemed highly relevant.
Searches from Elsevier are conducted through the Science
Direct platform, whereas searches from the Institute of
Electrical and Electronic Engineers (IEEE) are performed
using IEEE Xplore. An important consideration is that on
the Science Direct platform, it is not possible to use more
than eight Boolean operators per search, therefore, in this
specific case, a much shorter tag is used for V2Xa. The tag
used is (‘‘vehicle-to-everything’’ OR ‘‘vehicle-to-anything’’
OR ‘‘V2X’’ OR ‘‘vehicle-to-vehicle’’ OR ‘‘V2V’’). For this
reason, there may be fewer references than there would be if
there were no such limitation.
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TABLE 7. Searches for tags in scientific publications in the Scopus database using different criteria.

TABLE 8. Number of results in searches for simulation tools in V2X context on different scientific bases in the criteria ‘‘title, abstract or keyword’’ and ‘‘all
fields’’.

Our research predominantly targeted the ‘‘title, abstract,
or keyword’’ tags rather than searching across ‘‘all fields’’.
This strategy is instrumental in filtering the search results
to those most pertinent. However, certain databases, such
as Google Scholar and Springer, lacked this specific search
functionality, necessitating our use of either ‘‘title’’ or ‘‘all
fields’’ as search parameters. Consequently, our searches in

Google Scholar and Springer were conducted using the ‘‘all
fields’’ criteria. Despite these methodological differences,
we remain assured of the pertinence of our findings.

Insights drawn from Tables 8 and 9 highlight several
important observations:

a) Within specialized academic resources, IEEE stands
out as the premier platform for topics concerning V2X

177954 VOLUME 12, 2024



K. H. M. Gularte et al.: Integrating Cybersecurity in V2X: A Review of Simulation Environments

TABLE 9. Number of results in searches for different tag combinations on different scientific bases in the criteria ‘‘title, abstract or keyword’’ and ‘‘all
fields’’.

and its security aspects, with MDPI, Elsevier, and Springer
following closely in significance. The Springer database
yielded more results due to the broader ‘‘all fields’’ search
criteria.

b) Google Scholar revealed more results than Scopus for
more complex queries. Although Google Scholar tends to
produce more extensive results due to its broader search
scope, it is essential to acknowledge that our Scopus search
is confined to ‘‘titles, abstracts, and keywords’’, whereas
Google Scholar encompassed ‘‘all fields’’.

c) The frequency of specific terms varies across works.
Terms associated with simulation tools are more prevalent
than those related to emulators.

Table 11 shows essential characteristics of V2X related
programming languages. Markup languages such as Hyper-
Text Markup Language (HTML) and Cascading Style Sheets
(CSS) are integral to developing user interfaces in V2X
simulation tools such as OMNeT++ and potentially Eclipse
MOSAIC. ExtensibleMarkup Language (XML) is crucial for
managing configuration and data exchange in tools such as
SUMO and NS-3, streamlining simulation setup, and inter-
module communication.

Table 12 shows searches in the Scopus database for
different tags, showing the relevance of some programming
languages found in the context of simulation tools related
to V2X. Table 12 shows a considerable relevance of Matlab

and Python. In the case of the C++ language, the number of
results does not correspond to reality, so most of the results
are noisy. This occurred because the Scopus database cannot
accurately search the C++ tag.
Traffic simulation models, crucial in V2X studies, range

from macroscopic to microscopic. Macroscopic models
analyze aggregated traffic flow, whereas microscopic models
such as SUMO focus on individual vehicle interactions.
As a microscopic traffic simulator, SUMO adeptly models
vehicle movements but lacks inherent V2X communication
features, necessitating integration with network simulators
for comprehensive V2X simulations [22], [34], [35]. In the
realm of network simulation, NS3 and OMNeT++ stand
out. Primarily functioning as network simulators, they require
coupling with traffic simulators such as SUMO to capture the
V2X environment. NS3, in particular, excels in simulating
network communication aspects but needs this integration to
to effectively simulate vehicle traffic [36].

Veins plays an indispensable role as an interface in V2X
simulations. By bridging the traffic modeling of SUMO
with the network simulation of OMNeT++, Veins emerges
as a comprehensive tool for V2X simulations, marrying
traffic dynamics with network communication. While Veins
is not a standalone V2X simulator, its intermediary role is
key in creating microscopic V2X scenarios [37], [38]. The
addition of Simu5G to this ecosystem brings 5G network
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TABLE 10. List of simulation tools and their description.

simulation capabilities into the fold, enhancing OMNeT++

for 5G-based V2X scenarios. This integration is critical
for simulating the 5G user plane in vehicular commu-
nication, mainly when used alongside Veins [21], [39].
Artery, another significant framework in V2X simulations,
built on OMNeT++, showcases specialized Middleware
functionalities. Though its direct comparison with tools such
as CARLA in V2X contexts requires further exploration,
its standalone capabilities in simulating European V2X
standards are noteworthy [39]. Also, the emergence of
B5GCyberTestV2X is a notable advancement [29]. This
recent addition incorporates 5G control plane functionalities
into simulations based onVeins, thus enriching the simulation
landscape for V2X scenarios utilizing 5G technology.

Our approach in this analysis has adopted a broader
interpretation of V2X simulation tools, encompassing both
standalone tools and integrative frameworks. This perspective
is essential to accurately depict real-world scenarios in
V2X simulations, where traffic dynamics and network
communication are often indispensable. In reviewing Table 8,
a notable observation is the prevalence of specific simulation

tools in V2X research, as evidenced by the frequency
of their mention across various academic databases. The
most common simulation tool related to V2X is SUMO,
followed by NS3 and OMNeT++. Also, note that there are
a considerable number of different simulation tools found on
different academic bases, with 39 simulation tools that have at
least 1 result found in the Scopus database and 43 simulation
tools that were found in any scientific base.

From Table 9, it is evident that scientific works that
simultaneously deal with SUMO and OMNeT++ are the
most common, followed by combinations involving simu-
lation tools such as Veins, the Mobility Model Generator
for Vehicular Networks (MOVE), and CARLA. A concern
regarding MOVE is that, being a widespread word, it is
likely that many of the data are noisy and do not necessarily
refer to the simulation tool. This suggests that CARLA
is probably the most used in simulator integrations after
SUMO, OMNeT++, and Veins. Furthermore, regarding the
‘‘MOVE’’ tag, the searches weremanually checked to remove
possible noisy results. It was also determined that it was
appropriate not to perform searches in ‘‘All Fields’’ because
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TABLE 11. List of program languages and their usage for V2X simulation.

most of the results would be noisy, i.e., disconnected from the
MOVE simulation tool.

The results in Table 9 only show if more than one
simulation tool was found in the same work, but most of
these works involve integration between different simulation
tools. Another important observation is that the results found
for Artery tags are less than half of those found in the
top five searches combining different simulation tools in
most scientific databases. There are works simultaneously
involving using the CARLA and OMNeT++ simulators,
which indicates that combining different simulators can
reduce their limitations.

Another example is the prominent usage of SUMO,
predominantly featured in conjunction with OMNeT++ and
Veins. While robust in simulating traffic and urban mobility,
SUMO lacks native support for V2X functionalities. This
gap is bridged by integrating SUMO with OMNeT++,
a network simulator, and Veins, which acts as a mediator,
facilitating the seamless interaction between the mobility
patterns from SUMO and the network dynamics within
OMNeT++. This trio of SUMO, OMNeT++, and Veins
constitutes a comprehensive solution for V2X simulation,
representing a synergy where each component complements
the others to create a holistic simulation environment.

TABLE 12. Number of results in searches for different tags on Scopus
base in the criteria ‘‘title, abstract or keyword’’.

In V2X simulation, integrating different simulation tools
to compensate for individual limitations is not just com-
mon but necessary for comprehensive research. This is
particularly evident in the case of simulation tools such
as CARLA, PreScan, CarMaker, and Virtual Test Drive
(VTD). While advanced in certain aspects of simulation,
these tools notably lack built-in V2X capabilities. Their
utilization in V2X research often involves innovative inte-
gration with other simulation tools that provide the missing

V2X functionalities. For instance, CARLA, an open-source
simulator for autonomous driving research, excels in creating
realistic urban environments and vehicle dynamics but does
not natively support network communication aspects of V2X.
To overcome this, researchers have integrated CARLA with
network simulators such as NS3 [40]. NS3 complements
CARLA by simulating the wireless communication environ-
ment, which is essential for V2X. This integration allows
for a more realistic assessment of how autonomous vehicles
interact within a V2X framework, considering both the
physical movements of vehicles and the underlying network
communications.

Similarly, NS3, predominantly a network simulator, cannot
simulate real-world traffic conditions. Its integration with
traffic simulation tools such as SUMO enables amore holistic
approach to V2X research, allowing for the simulation
of both network performance and traffic dynamics. This
combination is crucial for studying the impact of network
latency, packet loss, and other network variables on the
behavior of connected vehicles in realistic traffic scenarios.
The necessity of such integrations points to a fundamental
aspect of V2X simulation research: the requirement for
multidisciplinary tools to capture the full spectrum of V2X
interactions. More details about the integration of different
simulation tools are covered in Section V.

D. PAPERS RELATED TO V2X SIMULATION TOOLS
In this subsection, we performed searches on the Scopus
platform for number of academic papers results, separated
year by year, by country of origin, and by funding sponsors.
To refine our search and reduce the number of irrelevant
findings, we focused on ‘‘title, abstract, and keywords’’.
A unique criterion not applied in other sections of this study is
to filter results to include only articles or conference papers.
This method aids in pinpointing academic sources that offer
greater relevance and depth for exploring new directions in
scholarly research. The papers were carried out on January 1,
2024. An impressive 14354 papers were found tagged under
V2Xa AND SIMb.

Tables 13-15 break down the results by year, originating
country, and funding sponsors, respectively. The cumulative
term represents the total values starting from pre-2009
and continuing through the subsequent years, as shown in
Table 13. Figures 4-5 visually show the separation of results
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by years and by different countries. According to Table 13 and
Figure 4, there is a consistent annual growth in the number of
academic results in V2X simulators. Note that in the final four
years (2020-2023), more than half of the results were found.

Regarding countries, Table 14 and Figure 5 show that
China leads this area of research, followed by the United
States, India, and Germany. Notably, the cumulative number
of publications from the second to the fourth-ranked countries
(United States, India, and Germany) does not match the total
number of publications from China alone. This highlights the
dominant position of China in the V2X simulations research
field. There are 156 undefined results in the search carried
out in relation to countries and 8468 in relation to funding
sponsors. These elusive results came directly from the Scopus
search. Note that the total results in Table 14 vary from those
in Table 13 since there are publications with authors from
multiple countries.

In line with the results of Table 14, Table 15 shows that the
National Natural Science Foundation of China leads among
funding sponsors, with a remarkable 2263 publications.
This dominance underscores the significant investment
and research output from China in the V2X simulation
tools area. Notably, the number of publications supported
by the National Natural Science Foundation of China is
greater than the combined total of the second to the
tenth-ranked sponsors, further highlighting its substantial
influence. In addition to the leading Chinese sponsors,
the National Science Foundation from the United States
ranks fourth with 391 publications, demonstrating a notable
contribution from the United States in this research field.
European funding sources also appear prominently, with
the Horizon 2020 Framework Programme, the European
Commission, and the European Regional Development Fund
collectively contributing 480 publications, reflecting strong
support from European initiatives.

FIGURE 4. Number of references separated year by year in the V2X
simulations area.

E. SIMULATION TOOLS IN CONTEXT OF V2X SECURITY
Simulations in the context of V2X communication serve
myriad applications, from testing system performance under
varied traffic scenarios to assessing the effectiveness of

FIGURE 5. Number of references separated country by country in the V2X
simulation tools area.

communication protocols and bolstering the safety mecha-
nisms of automated vehicles. These simulations are crucial
for grasping the complex dynamics within V2X ecosystems,
enabling the creation of efficient and resilient systems
against the diverse challenges encountered in real-world
environments. Within this broad spectrum of applications,
security is paramount, addressing essential facets directly
influencing road safety, traffic management efficiency, and
the dependability of automated vehicle navigation.

A variety of threats primarily dominates security con-
cerns in V2X communications [5]. Examples of the most
frequently referred attacks include jamming [41], spoofing
[42], DoS [43], and eavesdropping [42]. Jamming attacks
aim to disrupt communications by either inundating channels
with noise or employing robust Radio Frequency (RF)
signals to congest these channels with unauthorized traffic
[41]. Spoofing involves impersonating legitimate sources
and transmitting fabricated messages to compromise the
integrity of vehicular communications [42]. A DoS attack
disrupts network services by flooding the target with too
many requests, blocking access for legitimate users [43].
Eavesdropping, the unauthorized interception of messages,
breaches the confidentiality of vehicular communications
[42]. These cybersecurity threats challenge the integrity and
reliability of V2X systems, posing considerable risks to
user privacy and the safety of Intelligent Transportation
Systems (ITS).

Tables 16-17 show the correlation of results between
simulation tools and cyberattacks in the context of V2X.
From Table 16, note that according to the ‘‘title, abstract
or keyword’’ criterion, around 8% of the works related to
the context of V2X deal with the topic of cybersecurity.
In Table 17, there are works on different scientific bases
dealing with simulation tools and security and cyberattacks.
Also, note that jamming has been a cyberattack widely
discussed in scientific works. Although our work focuses
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TABLE 13. The number of publications is separated year by year in the V2X simulation tools area in the Scopus database using the title, abstract, and
keywords criteria.

TABLE 14. Number of publications separated country by country in the V2X simulations area in the Scopus database using the title, abstract, and
keywords criteria.

TABLE 15. Number of publications in the different funding sponsors in the V2X simulation tools area in the Scopus database using the title, abstract, and
keywords criteria.

more attention on DoS attacks than Distributed Denial of
Service (DDoS), we put DDoS-related tags in Table 17
because DDoS is a type of DoS and also because the DoS

tag is small and can lead to a lot of noisy data which
no relation to denial of service. Just note that there are a
huge number of results on Google Scholar regarding DoS,
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TABLE 16. Searches for cybersecurity-related tags in scientific publications in the Scopus database using different criteria.

TABLE 17. Number of results in searches for different tags related to cyberattacks and cybersecurity on different scientific bases.

and the real number of works would probably be much
smaller.

Table 18 and 19 were created to analyze the annual
growth of the V2X cybersecurity subject on the Scopus
database. In Table 18, results are observed in the most
diverse contexts, while in Table 19, results related only
to simulations are shown. From Table 18, note a growing
number of papers related to security in the context of V2X in
the Scopus database. In this way, simulations in the context
of V2X have several interesting applications, one of which
is the application in the area of cybersecurity. An important
observation is that recent papers addressing cyberattacks have
grown more than papers addressing cybersecurity. Table 19
shows considerable growth over the years, but it has grown at
an even higher rate in the context of simulations. Note that,
in Table 13, 42.24% of the works had been published in the
last three years while, in Table 19, 56.06% of the total works
were published in the same period. This suggests that in the
area of simulation tools in the context of V2X, the area of
cyberattacks has been growing faster than papers that do not
address this topic. All searches found in Tables 16-19 were
carried out on January 1, 2024.

III. LITERATURE REVIEW OF V2X SIMULATION TOOLS
In this section, we conduct a literature review based on
various academic works on V2X and simulation tools. The
criteria for selecting papers are: 1) based on recent studies
(from 2020 to 2024) published in journals with high scientific
relevance or exceptionally from scientific conferences; or
2) papers with over one hundred academic citations in
the Scopus or Google Scholar databases. Journals were
considered to have high scientific relevance if they had a
Scopus percentile above 50% or an impact factor greater

than 3. The tags employed in the search were V2Xa and the
names of each different simulation tool.

With the increase in demand for testing scenarios related
to functionalities related to ADAS or autonomous vehi-
cles simulation tools have emerged, such as SUMO [22],
OMNeT++ [20], CARLA [19], and NS3 [23]. Also, some
frameworks have surged such as Veins [24], Simu5G [21],
and Artery [44], [45]. Also, the recent surge in V2X
communication research has led to various approaches in
integrating simulators, such as CARLA and OMNeT++,
focusing mainly on cooperative perception, sensor data pro-
cessing, and communication in autonomous driving systems.
Several studies, including [46], [47], [48], explore the use of
CARLA and OMNeT++ for simulating urban and suburban
environments. These studies commonly employ advanced
onboard sensors such as cameras, radar, and Light Detection
and Ranging (LiDAR), but their data fusion methodologies
differ. While [46] does not specify its fusion approach, [47]
adopts early fusion of LiDAR point clouds, and [48] uses a
nonlinear Kalman filter for probabilistic data fusion. These
papers collectively underscore the potential of 5G networks,
with [46] and [47] focusing on teleoperated driving and
cooperative perception, respectively. However, they do not
extensively address cybersecurity threats in communication
systems.

The works of [49] and [50] further extend the application
of CARLA in autonomous driving scenarios. Reference
[49] highlights the vulnerability of cooperative perception
to cyberattacks and proposes an encryption technique,
whereas [50] focuses on cooperative LiDAR-based 3D object
detection, emphasizing the challenges of communication
in V2V systems. Both studies reflect the need for secure
and reliable data exchange, although [50] delves more into
the communication nuances, such as latency and reliability.
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TABLE 18. The number of publications in V2X cybersecurity area separated year by year in the Scopus database using the title, abstract, and keywords
criteria.

TABLE 19. The number of publications in the area of simulation tools and cybersecurity in the V2X context is separated year by year in the Scopus
database using the title, abstract, and keywords criteria.

In contrast, [51] and [52] leverage OpenCDA alongside
CARLA and SUMO for creating and analyzing traffic
scenarios. These studies highlight the integration of various
sensors and fusion strategies, with [52] introducing the
Attentive Intermediate Fusion pipeline. Both papers consider
communication aspects such as bandwidth and latency but do
not explicitly discuss cybersecurity threats.

The work of [53] and [54] presents a blend of simulation
and communication technologies. The work [53] combines
CARLA with SUMO, employing a high-level object fusion
framework and addressing the necessity of misbehavior
detection systems in shared perceptionV2X applications. The
work [54] focuses on the implementation of a basic commu-
nication channel within the CARLA simulator to facilitate the
exchange of sensor information between vehicles. To evaluate
their framework, the authors conducted simulations using
the Town01 3D road network in CARLA, highlighting the

importance of high-throughput, low-latency networks such
as 5G for effective data transmission in scenarios involving
various types of vehicles, objects, and static elements.
Lastly, the works [55] and [56] explore specific aspects
of V2X communication. The work [55] concentrates on
On-Board Unit (OBU) performance within Cellular Vehicle-
to-Everything (C-V2X) scenarios using CARLA. In contrast,
the work [56] discusses the integration of Simu5G with
CARLA for cooperative perception, with a focus on secure
and efficient communication networks.

In addition to the tools and frameworks discussed,
alternative simulation tools employed in V2X commu-
nication research include Mininet-WiFi. Mininet-WiFi is
an extension of the Mininet network emulator that adds
wireless channel emulation and mobility support, making
it suitable for simulating software-defined wireless net-
works in vehicular environments [57], [58], [59]. This
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tool enables the emulation of various wireless network
topologies, allowing researchers to configure nodes with
multiple wireless interfaces [58]. In the context of V2X,
Mininet-WiFi can be integrated with SUMO to simulate
realistic vehicular mobility scenarios where the movement
of vehicles directly influences network behavior [59], [60].
This combination facilitates the reproduction of complex road
environments by directly injecting real traffic data, making it
particularly useful for evaluating the performance of adaptive
SDN frameworks under different traffic conditions, such
as congestion and interference [57], [58]. Studies utilizing
this integrated approach have highlighted its effectiveness
in assessing resource management strategies and exploring
the potential of SDN in vehicular networks [57], thereby
contributing to the advancement of V2X communication
systems.

In summary, these studies collectively enhance the under-
standing of V2X communication in autonomous driving,
emphasizing the integration of simulation tools, advanced
sensor technologies, and the importance of secure and effi-
cient data exchange. Despite their contributions, a common
thread in these works is exploring the potential and challenges
of 5G and beyond in V2X communication, highlighting the
need for continuous innovation in this rapidly evolving field
of knowledge.

IV. SIMULATION IN V2X ATTACK CONTEXTS
In the V2X cybersecurity context, simulations are invaluable
for understanding and mitigating vulnerabilities. It allows for
an in-depth examination of threat models and the assessment
of countermeasures within a controlled setting. This section
thus explores specific simulation parameters critical for pre-
cisely replicating the conditions under which cybersecurity
threats manifest, underpinning the development of robust
defenses and ensuring the resilience of V2X communications
against these widespread challenges. This section highlights
the importance of simulations within the V2X security
landscape and sheds light on the methodologies employed in
simulating cybersecurity threats. The adoption of extensive
simulation practices aids researchers and practitioners in
identifying vulnerabilities within V2X systems and strate-
gizing effectively to bolster security measures. Detailed
insights into the simulation parameters used to model these
threats are provided in the following subsections, laying the
groundwork for enhancing the security architecture of V2X
communications.

This section is divided into six subsections. Subsec-
tion IV-A shows the abbreviations and meanings of the
parameters analyzed in the simulations of four cyberattacks
- jamming, spoofing, DoS, and eavesdropping. Furthermore,
The subsection IV-A presents the simulation tools present
in all works used in this section. In Subsections IV-B-IV-E,
tables with simulation parameters for jamming, spoofing,
DoS, and eavesdropping are presented, respectively. Finally,
a summary with the conclusion is done in Subsection IV-F.

A. SIMULATION PARAMETERS
The Section IV uses several works in which simulations
related to jamming, spoofing, DoS, and eavesdropping occur.
The works used were [61], [62], [63], [64], [65], [66],
[67], [68], [69], [70], [71], [72], [73], [74], [75], [76],
[77], [78], [79], [80], [81], [82], [83], [84], [85], [86],
[87]. Table 20 shows all the simulation tools found for
these types of attacks in the context of V2X. Due to the
simulation parameters extension, it was necessary to use
some abbreviations placed both in Table 21 and in the
Table 37 in the Appendix Section. Also, GEO is a type of
satellite orbit often used in telecommunications; FHS is a
method of transmitting radio signals by rapidly switching
among many frequency channels; and USRP is a device
used in wireless communication and Software-Defined Radio
(SDR) research. Tables 22-25 aggregate the parameters and
the respective values and some techniques and parameters
used by some state-of-the-art works. Tables 22-25 refer,
respectively, to jamming, spoofing, DoS, and eavesdropping.

TABLE 20. Simulation tools in V2X cyberattacks present in the works
related to Section IV.

TABLE 21. Abbreviations used in Section IV and their full meanings.

B. JAMMING
As illustrated in Table 22, the simulation parameters for
jamming in V2X contexts exhibit considerable variation,
underscoring the complexity and diversity of this type of
cyberattack. The carrier frequencies used in these simulations
range from 2 GHz and 28 GHz, indicating the wide
spectrum of operational scenarios that researchers need to
consider. This variability is essential for developing robust
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V2X systems that can function effectively across different
frequency bands, especially as wireless communication
technologies continue to evolve. The bandwidth utilized in
these simulations also varies significantly, from as narrow
as 1 MHz to as broad as 1 GHz. This range highlights the
necessity to account for different communication channel
conditions and the impact of bandwidth on the performance
and resilience of V2X systems under jamming attacks. For
instance, narrower bandwidths might be more susceptible
to jamming, while broader bandwidths might offer more
robustness but at the cost of increased complexity and
resource requirements.

Vehicle speed is another critical parameter, with simu-
lations considering speeds from 12 m/s to 120 km/h. This
variation is crucial because the effectiveness of jamming
attacks and the performance of V2X communications can
be highly dependent on the relative speed of the vehicles.
High-speed scenarios pose unique challenges for maintaining
reliable communication links and ensuring timely delivery
of safety-critical messages. Transmit power for both UE and
V2V communications is also a significant factor. The transmit
power for UE ranges from 0.1 W to 23 dBm, while V2V
ranges from 16 dBm to 38 dBm. Higher transmit power can
enhance communication range and signal strength but also
increase the risk of detection and the potential impact of
jamming attacks. On the other hand, jamming power levels
range from 1 dBm to 40 dBm, demonstrating the varying
intensities of jamming signals that can be simulated to assess
the resilience of V2X systems.

The required SINR thresholds in these simulations range
from -1000 dBm to 24.6 dB. This wide range reflects the
different sensitivity levels of various communication systems
to interference and how these thresholds can influence
the success rate of jamming attacks and the performance
of countermeasures. Pathloss models, such as the Free
Space Path Loss model and Nakagami-m, are utilized to
simulate different environmental conditions and their impact
on signal propagation. The choice of pathloss model can
significantly affect the accuracy of the simulation results and
the understanding of how jamming attacks might propagate
in real-world scenarios. Noise power and models, such as
AWGN, are critical for accurately simulating the background
interference that V2X systems must contend with. Accurate
noise modeling helps in assessing the robustness of commu-
nication links under jamming conditions. Other parameters
such as packet length, channel model, data rate, transmission
rate, number of jammers, and antenna configurations are
equally important. They provide a comprehensive view of the
various factors that influence the effectiveness of jamming
attacks and the resilience of V2X communication systems.
For example, using different channel models (e.g., Rayleigh
fading, log-normal shadowing) and antenna configurations
(e.g., MIMO, SISO) helps understand the diverse operational
environments and their impact on system performance.

In conclusion, the diversity of simulation parameters
illustrated in Table 22 highlights the multifaceted nature

of jamming attacks in V2X systems. It underscores the
importance of considering a wide range of factors to
develop robust and resilient V2X communication systems
capable of withstanding various types of cyberattacks. These
comprehensive simulations are crucial for advancing our
understanding of V2X cybersecurity and for designing effec-
tive countermeasures to protect these critical communication
networks. Note that d in 128.1+ 37.6log10(d) represents the
space dimensionality.

C. SPOOFING
As illustrated in Table 23, the simulation parameters for
spoofing in V2X contexts exhibit considerable variability,
reflecting the complex and multifaceted nature of this type of
cyberattack. The carrier frequencies used in these simulations
span from 2 GHz to 60 GHz, covering a wide range of
operational scenarios. This diversity is crucial for developing
V2X systems that can securely operate across different
frequency bands, addressing the evolving challenges of
wireless communication technologies and potential spoofing
threats. The bandwidth values in these simulations range from
1.4 MHz to 7.2 MHz. This variation highlights the need to
consider different communication channel conditions and the
impact of bandwidth on the susceptibility of V2X systems
to spoofing attacks. Narrower bandwidths may be more
vulnerable to spoofing, while wider bandwidths could offer
more robust defenses but with increased system complexity
and resource requirements.

Vehicle speed is another critical parameter, with simula-
tions considering speeds from 40 km/h to 500 km/h. The
variation in speed is crucial because the effectiveness of
spoofing attacks and the performance of V2X communi-
cations can significantly depend on the relative speed of
the vehicles. High-speed scenarios pose unique challenges
for maintaining secure communication links and ensuring
the integrity of transmitted data. Transmit power for both
UE and V2I communications plays a significant role in
spoofing simulations. The transmit power for UE ranges
from 8 dBm to 23 dBm, while V2I transmit power is
typically 23 dBm. Higher transmit power can enhance
communication range and signal strength and increase the
risk of interception and manipulation by spoofer devices. The
attacking power levels, varying from 20 dBm to 40 dBm,
illustrate the different intensities of spoofing attacks that
can be simulated to assess the resilience of V2X systems.
The pathloss models, such as the Free Space Path Loss
model and the model defined as 128.1 + 37.6 log10(d), are
employed to simulate different environmental conditions and
their impact on signal propagation. The choice of pathloss
model significantly affects the accuracy of simulation results
and the understanding of how spoofing attacks might occur
in real-world scenarios.

Noise models, such as AWGN, are critical for accurately
simulating the background interference that V2X systems
must contend with. Accurate noise modeling helps assess
the robustness of communication links against spoofing
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TABLE 22. State of the art in simulation parameters for jamming simulation.
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TABLE 23. State of the art in simulation parameters for spoofing simulation.

attempts. Other parameters such as channel model, number
of antennas, antenna configuration, and antenna gain are
equally important. They provide a comprehensive view of the
various factors that influence the effectiveness of spoofing
attacks and the resilience of V2X communication systems.
For example, using different channel models (e.g., 5G 3GPP-
like Channel Model, Log-normal shadowing, mmWave,
Rayleigh, AWGN) helps understand the diverse operational
environments and their impact on system performance. The
number of antennas, ranging from 4 × 4 to 128 × 128,
and configurations such as Massive MIMO and Uniform
Rectangular Planar Array Antenna (URPA), are key in
understanding how multiple input and output systems can
enhance or mitigate the effects of spoofing. The distance to
RSUs, typically set at 500 meters, and the node working
mode, usually half-duplex, are also crucial parameters that
affect the susceptibility and detection of spoofing attacks.

In conclusion, the diversity of simulation parameters illus-
trated in Table 23 highlights the intricate nature of spoofing
attacks in V2X systems. It underscores the importance of
considering various factors to develop robust and secure V2X
communication systems capable of withstanding various
types of cyberattacks. These comprehensive simulations are
crucial for advancing our understanding of V2X cybersecu-
rity and for designing effective countermeasures to protect
these critical communication networks from spoofing threats.

D. DoS
As illustrated in Table 24, the simulation parameters for
Denial of Service (DoS) attacks in V2X contexts reveal

significant variability, reflecting the complexity and mul-
tifaceted nature of this type of cyberattack. The carrier
frequencies used in these simulations span from 2.6 GHz
to 5.9 GHz, covering critical operational scenarios relevant
to V2X communications. This diversity is essential for
developing V2X systems that can operate securely across
different frequency bands, addressing the evolving challenges
of wireless communication technologies and potential DoS
threats. The bandwidth values in these simulations range
from 7.2 MHz to 10 MHz. This variation highlights the
necessity to account for different communication channel
conditions and the impact of bandwidth on the susceptibility
of V2X systems to DoS attacks. Narrower bandwidths may
be more vulnerable to congestion and disruption, while wider
bandwidths could offer more robustness but with increased
system complexity and resource requirements.

Vehicle speed is another critical parameter, with simu-
lations considering speeds from 30 km/h to 80 km/h. The
variation in speed is crucial because the effectiveness of DoS
attacks and the performance of V2X communications can
significantly depend on the relative speed of the vehicles.
High-speed scenarios pose unique challenges for maintaining
reliable communication links and ensuring timely delivery
of safety-critical messages. Transmit power for both UE
and MBS communications plays a significant role in DoS
simulations. The transmit power for UE ranges from 23 dBm
to 60 dBm, while MBS transmit power is typically around
43 dBm. Higher transmit power can enhance communication
range and signal strength but also increases the risk of
interference and network congestion, making the system
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TABLE 24. State of the art in simulation parameters for DoS simulation.

more susceptible to DoS attacks. The pathloss models,
such as those considering path loss coefficients (e.g., FAP:
3.5, MBS: 2.5) and signal attenuation models considering
obstacles, are employed to simulate different environmental
conditions and their impact on signal propagation. The
choice of pathloss model significantly affects the accuracy of
simulation results and the understanding of how DoS attacks
might occur in real-world scenarios.

Noise models, such as AWGN, are critical for accurately
simulating the background interference that V2X systems
must contend with. Accurate noise modeling helps in
assessing the robustness of communication links against
DoS attempts. Other parameters such as packet length,
packet generation rate, channel model, transmission rate, and
number of antennas are equally important. They provide a
comprehensive view of the various factors that influence
the effectiveness of DoS attacks and the resilience of
V2X communication systems. For instance, packet lengths
in these simulations range from 160 to 1000 bytes, and
packet generation rates for attacks can be as high as one
packet/ms. These parameters are crucial for understanding
the capacity of the network to handle legitimate traffic versus
malicious traffic. Using different channel models (e.g., 3GPP
5G Model, IEEE 802.11p, WAVE) helps understand the
diverse operational environments and their impact on system
performance. The number of antennas, typically 1 to 2, and
configurations such as USRPB210s andUSRPX310 are vital
in understanding how multiple input and output systems can

enhance or mitigate the effects of DoS attacks. Antenna gain,
usually around 4-5 dBi, is another critical factor influencing
signal strength and network resilience.

In conclusion, the diversity of simulation parameters
illustrated in Table 24 highlights the intricate nature of DoS
attacks in V2X systems. It underscores the importance of
considering a wide range of factors to develop robust and
secure V2X communication systems capable of withstanding
various types of cyberattacks. These comprehensive simu-
lations are crucial for advancing our understanding of V2X
cybersecurity and for designing effective countermeasures
to protect these critical communication networks from DoS
threats.

E. EAVESDROPPING
As illustrated in Table 25, the simulation parameters for
eavesdropping in V2X contexts reveal substantial variability,
reflecting the complexity and multifaceted nature of this
type of cyberattack. The carrier frequencies used in these
simulations span from 1 GHz to 28 GHz, covering a
broad spectrum of operational scenarios. This diversity is
essential for developing V2X systems that can operate
securely across different frequency bands, addressing the
evolving challenges of wireless communication technologies
and potential eavesdropping threats. The bandwidth values
in these simulations range from as narrow as 1 MHz to
as wide as 1 GHz. This variation underscores the need to
consider different communication channel conditions and
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TABLE 25. State of the art in simulation parameters for eavesdropping simulation.

the impact of bandwidth on the susceptibility of V2X
systems to eavesdropping. Narrower bandwidths may be
more vulnerable to interception, while wider bandwidths
could offer more robust defenses but with increased system
complexity and resource requirements. Vehicle speed is
another critical parameter, with simulations considering
speeds from 12 m/s to 120 km/h. The variation in speed
is crucial because the effectiveness of eavesdropping and
the performance of V2X communications can significantly
depend on the relative speed of the vehicles. High-speed

scenarios pose unique challenges for maintaining secure
communication links and ensuring the confidentiality of
transmitted data.

Transmit power for both UE and V2V communications
plays a significant role in eavesdropping simulations. The
transmit power for UE ranges from 0.1 W to 20 dBm,
while V2V transmit power ranges from 16 dBm to 38 dBm.
Higher transmit power can enhance communication range
and signal strength but also increase the risk of interception
by eavesdroppers. The eavesdropping power levels, varying
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from 0 to 0.4 W and up to 38 dBm, illustrate the different
intensities of eavesdropping attacks that can be simulated to
assess the resilience of V2X systems. The required SINR
thresholds in these simulations, typically set at 3 dB, reflect
the sensitivity levels of various communication systems to
interference and how these thresholds can influence the
success rate of eavesdropping attempts. Pathloss models,
such as the Free Space Path Loss model and Nakagami-m,
are employed to simulate different environmental conditions
and their impact on signal propagation. The choice of pathloss
model significantly affects the accuracy of simulation results
and the understanding of how eavesdropping attacks might
occur in real-world scenarios.

Noise power and models, such as AWGN, are critical
for accurately simulating the background interference that
V2X systems must contend with. Accurate noise modeling
helps in assessing the robustness of communication links
against eavesdropping attempts. Other parameters such as
packet length, channel model, data rate, transmission rate,
number of eavesdroppers, and antenna configurations are
equally important. They provide a comprehensive view
of the various factors that influence the effectiveness of
eavesdropping attacks and the resilience of V2X communi-
cation systems. For example, using different channel models
(e.g., Double Rayleigh, Rayleigh fading, Nakagami-m) and
antenna configurations (e.g., MIMO, SISO) helps understand
the diverse operational environments and their impact on
system performance. The number of eavesdroppers, ranging
from 1 to 4, highlights the varying threat levels and the
importance of simultaneously designing systems that can
withstand multiple eavesdropping attempts.

In conclusion, the diversity of simulation parameters
illustrated in Table 25 highlights the intricate nature of
eavesdropping attacks in V2X systems. It underscores the
importance of considering various factors to develop robust
and secure V2X communication systems capable of with-
standing various types of cyberattacks. These comprehensive
simulations are crucial for advancing our understanding of
V2X cybersecurity and for designing effective countermea-
sures to protect these critical communication networks from
eavesdropping threats.

F. SUMMARY
In summary, the detailed simulation parameters outlined
in Tables 22, 23, 24, and 25 provide a comprehensive
overview of the current state-of-the-art in V2X security
research. These parameters underscore the importance of
considering a broad array of factors to ensure the robustness
and reliability of V2X communication systems against
various security threats, including jamming, spoofing, DoS,
and eavesdropping. The variability in simulation setups
highlights the inherent complexity of V2X systems and the
necessity for extensive and diverse testing methodologies.
Researchers can better anticipate potential vulnerabilities and
devise more effective countermeasures by incorporating a
broad spectrum of operational scenarios and conditions. This

approach ultimately enhances the overall security posture of
V2X communication networks, ensuring their effectiveness
in real-world applications. The comprehensive nature of these
simulations is crucial for advancing our understanding of
V2X cybersecurity and for developing robust systems capable
of withstanding a multitude of cyber threats.

V. TRENDS SIMULATION TOOLS IN V2X CONTEXT
This section analyzes future trends related to simulation tools
related to V2X. Understanding these trends is crucial for
anticipating advancements and challenges in V2X technol-
ogy. It enables researchers and developers to proactively
address emerging issues and innovate solutions that enhance
the security, efficiency, and reliability of V2X communi-
cation systems. Moreover, aligning research efforts with
industry developments is essential. It fosters collaboration
and ensures the practical applicability of simulation tools in
real-world scenarios.

This section contains two subsections. Subsection V-A
deals with trends in simulation tools related to V2X in the
most diverse contexts. Subsection V-A is divided into three
subsubsections in which the first sub-subsection analyzes
year-by-year simulation tools and, based on these analyses,
identifies future trends. In the second subsubsection, research
is carried out on works that have cases of integration of
simulation tools in the context of V2X, and based on this
information, a framework proposal is made that involves
simulation tool integration. In the third subsubsection, other
trends are presented. On the other hand, Subsection V-B deals
with trends in simulation tools related to V2X in the context
of cybersecurity. In a similar way to the previous subsection,
Subsection V-B is divided into two subsubsections very
similar to the first and second subsubsection of the previous
subsection but with a focus on the V2X cybersecurity area.

A. SIMULATION TOOLS IN DIFFERENT CONTEXTS
RELATED TO V2X
1) TRENDS IN SIMULATION TOOLS: A YEAR-BY-YEAR
ANALYSIS
Table 26 and Figure 6 present research data on the leading
simulation tools featured in scientific publications indexed
by Scopus. This table compares total publication results
from January 1, 2021, to December 31, 2023. Note from
Table 26 that the SUMO, NS3, and OMNeT++ simulation
tools are the most used. OMNeT++, CARLA, Minine-Wifi,
VTD, Eclipse MOSAIC, and Simu5G have grown in the
last three years, suggesting a more significant presence of
these simulation tools in the coming years. It is easily seen
from Figure 6 that SUMO, NS3, OMNeT++, Veins, and
Carla have been more relevant in the last three years than the
other simulation tools. For this reason, research was carried
out year after year on these five simulation tools, shown
in Tables 27-28 and Figures 7-8. All data was collected on
January 1, 2024.
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TABLE 26. Trends from the number of search results for simulation tools in V2X context on the Scopus database using the title, abstract, and keywords
criteria.

TABLE 27. Total number of results in searches for leading simulation tools in the V2X context separated year by year in the Scopus database using ‘‘title,
abstract or keyword’’ criteria.

Table 27 and Figure 7 show the total results year-by-year
in the Scopus database found for the main simulation tools,

while Table 28 and Figure 8 show the percentage numbers
annually in relation to the total. In Table 27, SUMO in
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TABLE 28. Percentage numbers of results in searches for leading simulation tools in the V2X context separated year by year in the Scopus database using
‘‘title, abstract or keyword’’ criteria.

FIGURE 6. Reference numbers of the main simulation tools in V2X
context found in the Scopus database using the title, abstract, and
keywords criteria.

2023 has more than double the results compared to NS3 and
OMNeT++, the ones with the most results in that year after
SUMO. This suggests the great relevance of SUMO today,
even though it does not have such a large percentage growth in
Table 26 and Table 28. On the other hand, from Table 28, it is
clear that NS3 and Veins have had less growth in 2023, while
CARLA in the last two years has had the greatest growth
among the simulation tools present in theV2X context., based
on the information contained in Table 26-28 it is observed in
academic works that:

1) there is a large presence of SUMO, so it will continue to
be very relevant in simulation tool work;

2) there is a considerable presence of NS3 and Veins, but
with a recent percentage decrease;

3) there is a significant presence of OMNeT++, maintain-
ing this presence recently;

4) CARLA is small, but it has been the simulation tool that
has grown the most in recent years.

The rapid growth of CARLA can be attributed to its
advanced functionalities and the growing demand for more
realistic and detailed simulations, which are particularly
important in developing and testing autonomous vehicles and
intelligent transportation systems.

2) SIMULATION TOOLS INTEGRATION AND FUTURE
FRAMEWORK PROPOSAL
Another crucial aspect is the integration of different simula-
tion tools in order to overcome their individual limitations.
Integration is a natural path between simulators, as several
simulators have advantages and disadvantages, and by
integrating different simulators, it is possible to combine their
advantages. Few works that relate to the subject of V2X
and the integration of different simulation tools were found.
Table 29 shows the works related to the V2X area and the
integration between at least two simulation tools. Table 30
shows less common cases of integration of simulation tools
in the context of V2X. Note that the abbreviations used
in Table 30 include Rapid Cellular Network Simulation
Framework (RACE), MOVE, and Geometry-based, Efficient
Propagation Model for Vehicle-to-Vehicle (GEMV). Note
in Table 29 that as Simu5G and Artery are frameworks
extending the OMNeT++ network simulator, OMNeT++

will also be present whenever they are found. In work
[39], there is integration between the Artery and Simu5G
frameworks, although there is strictly only the independent
simulator OMNeT++. Furthermore, the works [88], [89],
[90] are recent, and all the remaining works mentioned in
Table 29 were published from 2023 onwards. Based on
this information from our research, it is possible to infer a
significant increase in the topic of simulator integration in the
context of V2X, revealing a likely future trend for future work
in the area.

Table 29 shows that the integration between OMNeT++

and SUMO is the most common, being present in many
works. However, the integration between OMNeT++ and
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FIGURE 7. Total number of results in searches year by year for leading simulation tools in the V2X context in the Scopus database using ‘‘title, abstract
or keyword’’ criteria.

FIGURE 8. Percentage numbers of results in searches year by year for leading simulation tools in the V2X context in the Scopus database using ‘‘title,
abstract or keyword’’ criteria.

CARLA is also considerable [46], [56], [88], [91], [92]. The
integration between OMNeT++ and SUMO is suitable for
large-scale traffic, as SUMO allows the user to simulate
traffic behavior in detail, including vehicle movement
patterns and V2X interactions. On the other hand, with the
increasing relevance of autonomous vehicles, CARLA,which
is designed specifically for autonomous driving simulations,
offers robust support for modeling sensors and perception
systems. For research focused on security against attacks on
V2X systems, this combination offers a more comprehensive
simulation environment adapted to the future needs of the
automotive industry and traffic infrastructure, even more
so with the growing search for V2X communication and

its related security. Also, note from Table 26 that CARLA
suggests a more significant growth trend than SUMO. There-
fore, it is argued that although other integrations between
simulators are relevant, the future trend will probably favor
the integration of OMNeT++ with CARLA for advanced
research in V2X security.

In the evolving field of simulator integration in the V2X
context, recent studies [46] and [56] have both adopted
message-oriented middleware to facilitate communication
between CARLA and OMNeT++ simulators. Nevertheless,
they exhibit notable distinctions in their implementation
strategies. Alternatively to the scheme of these two works,
one of the most interesting and valuable works found is [91],
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TABLE 29. Cases of integration of simulation tools in V2X context.

TABLE 30. Other cases of integration of simulation tools in V2X context.

as it integrates SUMO, OMNeT++, Artery, and CARLA.
The Artery provides the middleware for sharing information
among V2X services. While SUMO-CARLA-OMNeT++

integration of [91] offers benefits in network traffic optimiza-
tion and environmental awareness, the methods proposed in
the works [46] and [56] may be better suited to address the
security challenges in V2X communications directly. This
is because the choice of JavaScript Object Notation (JSON)
and high-level libraries such as ZeroMQ allows for greater
flexibility and extensibility.

The framework in [46] utilizes the ZeroMQ library
for message dispatching, employing a JSON Application
Programming Interface (API) for message format conver-
sion. This approach contrasts with the conventional binary
interface such as Traffic Control Interface (TraCI), primarily
due to the design of TraCI for external program interaction
with the physical world of SUMO. The decision to use
JSON, as opposed to a binary interface, is driven by the
need for a more versatile and extendable API, one that
not only maintains vehicular position consistency across
simulation tools but also maps the network application layer,
implemented in OMNeT++ to the applications built upon the
CARLA API.

Conversely, [56] also employs a message-oriented mid-
dleware with JSON formatted messages but emphasizes
high-level messaging libraries such as ZeroMQ over basic

Transmission Control Protocol (TCP) sockets. This choice
allows for greater flexibility and extensibility in API
customization for specific scenarios. It facilitates the devel-
opment of the CARLA counterpart of the simulator interface
using more adaptable programming languages such as
Python. While both approaches aim to achieve seamless
integration between CARLA and OMNeT++, they reflect
different priorities: [46] focuses on maintaining consistency
and mapping between layers, whereas [56] prioritizes flexi-
bility and extensibility in the development environment.

Motivated by the trends identified in Table 26 and
informed by previous works, we propose future research
that entails developing an implementation scheme by sim-
ulating automated vehicles using V2X communication with
CARLA and OMNeT++ simulators. This simulation aims to
replicate automated vehicle behavior in crossroads scenarios,
a critical aspect of urban traffic management. The integration
between CARLA and OMNeT++ can be achieved through
a message-oriented middleware responsible for dispatching
JSON-formatted messages, with ZeroMQ serving as the
chosen library for this purpose. This communication initially
takes place between OMNeT++ and the CARLA Client.

The choice of C++ as the development language opens
up access to many valuable libraries. Open Computer
Vision Library (OpenCV), for instance, can be leveraged
for processing image data, which is important in realistic
simulation scenarios. Additionally, Open Cellular Vehicle
To Everything (OpenCV2X), a library tailored explicitly for
C-V2X,will be instrumental in enhancing the communication
capabilities of the simulated vehicles. The primary goal of
this integrated simulation is to harness the strengths of both
CARLA, known for its realistic graphical simulation, and
OMNeT++, renowned for its advanced V2X functionalities.
Integrating these two platforms necessitates the translation
of data formats from one language to another—Python
in the case of CARLA and C++ for OMNeT++. The
choice of JSON also reflects its growing popularity across
various fields, attributed to its simplicity and flexibility in
data representation. This format aligns with our objective
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to develop a simulation framework that is effective and
adaptable to a wide range of V2X scenarios.

3) ADVANCEMENTS IN SIMULATION TECHNOLOGIES
Emerging trends in integrating simulation tools for V2X
highlight the increasing use of Augmented Reality (AR)
and Virtual Reality (VR) to enhance simulation environ-
ments. These technologies enable real-time visualization and
interaction, creating more immersive and realistic testing
scenarios. For instance, the Omniverse platform of NVIDIA
allows users to experience high-fidelity virtual environments
that mimic real-world conditions, facilitating the testing and
development of V2X applications [136].
Additionally, the concept of metamobility, which connects

future mobility systems with the metaverse, is gaining
traction. This approach leverages technologies such as digital
twins, edge AI, and immersive environments to provide
comprehensive virtual testing grounds for V2X systems.
Metamobility aims to create a frictionless, personalized
mobility experience by integrating physical and digital
spaces, which can significantly enhance the development and
validation of V2X applications [137].
Moreover, the trend towards real-time data integration

and multi-platform simulations is becoming more common.
These trends enable simulation tools to utilize live data
streams, creating dynamic and accurate simulations of current
traffic conditions and operational scenarios. Integrating tools
such as SUMO, OMNeT++, and Veins ensures the robust
performance of V2X systems across different domains. The
use of AI and machine learning in these simulations helps
predict and respond to real-time conditions, enhancing the
overall effectiveness of V2X applications.

B. SIMULATION TOOLS IN V2X CYBERSECURITY CONTEXT
1) TRENDS IN SIMULATION TOOLS: A YEAR-BY-YEAR
ANALYSIS
Table 31 and Figure 9 show results combining tags for
simulation tools and cybersecurity.

In this context, there are slight differences in the results,
with a notable increase in the presence of CarMaker andVeins
in the last three years in Table 31 compared to Table 26.
It is also interesting that there is a decrease in SUMO usage
and an increase in Veins and OMNeT++ in the last three
years in Table 31 compared to Table 26. Observe that SUMO,
NS3, OMNeT++, and Veins represent 75.9% of the total
results in the last three years, indicating that they are the
leading simulation tools in the context of V2X cybersecu-
rity.Based on this previous information, the research was
done year after year on these four simulation tools, shown
in Tables 32-33 and Figures 10-11. All data was collected on
January 1, 2024.

Table 32 and Figure 10 present the total results year-
by-year in the Scopus database found for the leading
simulation tools, while Table 33 and Figure 11 show the
percentage numbers annually in relation to the total. Table 27

FIGURE 9. Reference numbers of the main V2X simulations found in
security context in the Scopus database using the title, abstract, and
keywords criteria.

presents 1023 total results, adding the results in all years
of all simulation tools. On the other hand, Table 32 shows
125 results for the same calculation; that is, 12.22% of
simulation tool results in the context of V2X apply to the
cybersecurity area. Regarding recent growth, Table 32 shows
that in the last two years, NS3 has the highest percentage with
46.66% of the results in relation to its total, while Veins has
the lowest with 31.82%.

To more comprehensively analyze trends in relation to
cybersecurity in the V2X context, it is also interesting to
analyze the case of the four most commonly encountered
types of cyberattacks. To this end, research was carried out
year after year on the attacks jamming, spoofing, DoS, and
eavesdropping, presented in Tables 34-35 and Figures 12-13.
All data was collected on January 1, 2024.

Table 34 shows that jamming is the most frequently found
attack, while spoofing is the least found in papers that
address simulation tools in the V2X context. Interestingly,
although the total number of works on DoS is greater than
eavesdropping, in recent years, more results have been found
on eavesdropping than on DoS. This can be confirmed
through Table 35 in which eavesdropping has 67.47% of the
results in the last two years while DoS has only 47.13%.
Note that spoofing also has the lowest percentage value of
results in the last two years, with 39.13% results. On the other
hand, jamming in the last two years had 51.79% of results,
suggesting that jamming is and will most likely continue to
be the most common attack to be found in scientific works on
V2X cybersecurity.

2) SIMULATION TOOLS INTEGRATION IN V2X
CYBERSECURITY CONTEXT
The integration of simulation tools in the context of V2X
cybersecurity is a critical aspect of research and development,
as it allows for comprehensive testing and validation of
various security mechanisms in a controlled and reproducible
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TABLE 31. Trends from the number of search results for simulation tools in V2X cybersecurity context on the Scopus database using the title, abstract,
and keywords criteria.

TABLE 32. Total number of results in searches for leading simulation tools in the V2X cybersecurity context separated year by year in the Scopus
database using ‘‘title, abstract or keyword’’ criteria.

TABLE 33. Percentage numbers of results in searches for leading simulation tools in the V2X cybersecurity context separated year by year in the Scopus
database using ‘‘title, abstract or keyword’’ criteria.

environment. Table 36 highlights several works that have
employed integrated simulation tools to address cybersecu-
rity challenges in V2X systems.

From the Table 36, it is evident that certain combinations
of simulation tools are frequently used. The most common
integration involves using SUMO, OMNeT++, and Veins.
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FIGURE 10. Total number of results in searches year by year for leading simulation tools in the V2X cybersecurity context in the Scopus database using
‘‘title, abstract or keyword’’ criteria.

FIGURE 11. Percentage numbers of results in searches year by year for leading simulation tools in the V2X cybersecurity context in the Scopus database
using ‘‘title, abstract or keyword’’ criteria.

This combination is prevalent because each tool offers
complementary capabilities essential for V2X cybersecurity
research:

1) SUMO: Provides realistic traffic scenarios and mobility
models. In the context of cybersecurity, realistic traffic data
is crucial for testing how cyber-attacks might impact the flow
of vehicles and the overall traffic dynamics.

2) OMNeT++: Facilitates network simulation, allowing
for the modeling of communication protocols. Cybersecurity
in V2X relies heavily on the robustness of communication
protocols. OMNeT++ allows researchers to simulate how
these protocols behave under various attack scenarios, such as
denial-of-service (DoS) attacks, spoofing, or eavesdropping.
This is essential for developing and testing secure communi-
cation strategies.

3) Veins: Acts as a bridge between SUMO and
OMNeT++, enabling the simulation of vehicular networks.
It is designed specifically for vehicular network simulations,
integrating the mobility models from SUMO with the
communication models from OMNeT++. This integration
is vital for cybersecurity research, as it allows for a detailed
analysis of how cyber-attacks on the network layer can affect
vehicular mobility and vice versa.

Additionally, tools such as CARLA and INET are also
integrated into these simulations. CARLAoffers high-fidelity
simulation environments for autonomous driving. In the con-
text of V2X cybersecurity, CARLA allows for the simulation
of complex driving scenarios and the testing of autonomous
vehicle responses to cyber-attacks. INET provides an exten-
sive framework for wireless network simulation within
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TABLE 34. Total number of results in searches for V2X cyberattacks in the simulations context separated year by year in the Scopus database using ‘‘title,
abstract or keyword’’ criteria.

FIGURE 12. Total number of results in searches year by year for V2X cyberattacks in the simulations context in the Scopus database using ‘‘title, abstract
or keyword’’ criteria.

OMNeT++. INET enhances OMNeT++ by adding models
for various network protocols and technologies, including
those used in V2X communications. This is crucial for
cybersecurity research, as it enables the simulation of attacks
on different layers of the communication stack and the
development of countermeasures.

The integration of simulation tools such as SUMO,
OMNeT++, Veins, CARLA, and INET in V2X cyberse-
curity research reflects the necessity for comprehensive,
realistic, and flexible simulation environments. These inte-
grations facilitate the development and validation of robust
cybersecurity measures, ensuring the reliability and security
of future V2X systems. As the field progresses, we can expect
to see continued innovation and refinement in the use of
these integrated tools, driven by the evolving and challenging
requirements of V2X cybersecurity.

VI. FUTURE WORKS
Several areas for future research are proposed. Firstly,
integrating diverse simulation tools is an essential area of
study. Such integration aims to foster a rich, multifaceted
environment capable of simulating complex scenarios with
greater real-world accuracy, offering invaluable insights into
developing and optimizing V2X systems.

Secondly, advancing AI within the V2X context opens
a realm of opportunities. Future research should center
on developing AI algorithms that enhance autonomous
decision-making capabilities, traffic management, and acci-
dent prevention, exploiting the burgeoning potential of 6G
technology [138]. Deep learning techniques, in particular,
could revolutionize ITS systems by predicting and mitigating
real-time security threats, optimizing routes, and managing
traffic in densely populated urban settings.

177976 VOLUME 12, 2024



K. H. M. Gularte et al.: Integrating Cybersecurity in V2X: A Review of Simulation Environments

TABLE 35. Percentage numbers of results in searches for V2X cyberattacks in the simulations context separated year by year in the Scopus database
using ‘‘title, abstract or keyword’’ criteria.

FIGURE 13. Percentage numbers of results in searches year by year for V2X cyberattacks in the simulations context in the Scopus database using ‘‘title,
abstract or keyword’’ criteria.

TABLE 36. Cases of integration of simulation tools in V2X cybersecurity
context.

One promising direction is implementing and exploring
Digital Twins in the V2X context. Digital Twins create
dynamic, real-time digital replicas of physical entities, sig-
nificantly enhancing the modeling, testing, and optimization
of V2X systems. For example, a comprehensive Digital Twin

framework that integrates connected vehicles and pedestrian
interactions using co-simulation platforms such as Carla
and Sumo has been proposed, allowing real-time replication
of physical states and behaviors in a robust environment
for testing V2X applications under varied and realistic
conditions [139].

Furthermore, advancements in Digital Twin technology
have been demonstrated to provide comprehensive virtual
testing grounds for V2X systems. These advancements
incorporate real-time data streams and AI-driven analytics
to enhance the accuracy and reliability of these simulations.
This is critical for developing accurate perception systems
for autonomous vehicles, which play a crucial role in
maintaining system integrity under cyber threats and adverse
conditions [140].
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For example, a proposed framework in Figure 14 for
integrating simulation tools in the V2X context offers a com-
prehensive approach to enhancing V2X systems through the
use of Digital Twins [141]. This framework, with its key com-
ponents such as traffic simulators, communication network
simulators, and autonomous vehicle simulators, all integrated
with local and global Digital Twins, provides a robust and all-
encompassing environment for testing V2X applications. The
Traffic Simulator sets up realistic traffic scenarios, feeding
data into the Autonomous Vehicles Simulator and Local
Digital Twin, which model vehicle behaviors in real time.
The Communication Network Simulator, divided into User
Plane and Control Plane, ensures robust analysis of network
interactions and protocol performance. The Global Digital
Twin aggregates data from these simulations to provide a
holistic system view, essential for comprehensive testing and
optimization. Additionally, integrating the framework with
ITS Applications and FOG/MEC infrastructures facilitates
low latency, real-time data processing, and enhancing traffic
management and safety.

FIGURE 14. Proposed framework for integrating simulation tools in the
V2X context [141].

Figure 15 illustrates a scenario where a vehicle receiver
has two direct line-of-sight (LOS) connections. In these LOS
connections, the communication between transmitted signals
from the transmitters to the receiver is not significantly
obstructed by obstacles. In contrast, with connections where
obstacles block the line of sight, reflections occur due to these
barriers, leading to more complex signal propagation. These
received signals can be mapped into a power histogram,
which displays the peak powers and directions of the
reception angles. It is noted that there is direct communication
between the vehicles, and the vehicle on the far right does
not have a view of the jammer. However, with an appropriate
mitigation method, vehicles can exchange information and
identify the jammer, subsequently applying techniques to
neutralize its effect.

Addressing cybersecurity, Figure 16 presents a generalized
framework based on the invention, composed of three main
blocks. The first block is responsible for monitoring the com-
munication channel. In this context, various characteristics

FIGURE 15. The arrangement is with a jammer and two motor vehicles,
both receiving different reflections of the signal transmitted by the
jammer [141].

of the received signal are analyzed to identify anomalies,
such as jammer or spoofer attacks. Various techniques and
configurations can be employed in the process of signal
characteristic analysis, including AI and Direction of Arrival
(DoA) estimation to determine the physical position of
the transmitter. The goal is to identify any abnormality in
the received signal that may indicate the presence of an
attacker. A decision module exists to identify the presence
of anomalies in the received signal, analyze possible false
positives, and, through mathematical techniques and models,
decide on the presence of an attacker. If an anomaly is
detected, the system proceeds to the next block.

FIGURE 16. Generalized framework for detecting and mitigating cyber
attacks in V2X communication, including monitoring, notification, and
countermeasure blocks [141].
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The second block is responsible for notifying the network
of the anomaly presence. A notification is sent to all
network users informing them of the attack detection. Then,
LOS and non-line-of-sight (NLOS) paths are identified
using histograms or DoA methods. Tools such as histogram
techniques and DoA methods can be used to identify LOS
and NLOS paths.

The third block implements actions to mitigate the effects
of the identified attack. First, exploiting the coding profile
identified in the monitoring block removes the signal of the
attacker. The radiation pattern can be adjusted to nullify the
signal of the interferer using an antenna array. Additionally,
executing Digital Twins is performed to identify paths
or routes where the interferer is absent, ensuring secure
communication even in changing conditions.

This setup underscores the potential of Digital Twins
not only to improve the accuracy and reliability of V2X
simulations significantly but also to drive future research
directions. By leveraging the capabilities of Digital Twins,
future research can develop more sophisticated simulation
environments, ensuring V2X systems remain secure, effi-
cient, and adaptive to changing conditions. This potential
of Digital Twins to drive future research directions is a
crucial aspect, as it will drive forward the capabilities of V2X
systems, making them more robust, intelligent, and resilient
to future challenges.

VII. CONCLUSION
This survey has highlighted the role of simulation tools in
the development and security assurance of V2X systems.
By examining various simulation tools, we have revealed the
wide range of resources available for thorough modeling,
testing, and enhancement of V2X networks.

A global analysis, grounded in recent publications and
patents, has illuminated the growth in V2X research and
innovation, with search string analytics underscoring the
increasing scholarly interest in this field. This indicates an
expanding community of researchers dedicated to advanc-
ing the technology, emphasizing the pressing need for
advanced simulations capable of accurately modeling and
mitigating threats such as jamming and spoofing attacks.
These advancements are crucial for developing secure and
trustworthy V2X systems. The introduction of an integrated
simulation framework addresses these challenges, offering
a comprehensive approach for future investigations in
V2X technology. As the integration of 5G and Beyond
5G (B5G) technologies unfolds, the potential for V2X
communication expands, necessitating ongoing research to
leverage these advances while thoroughly ensuring system
security.

For example, significant advances have been made in
sensor integration techniques, notably in the fusion of raw
data from LiDAR and camera sensors. As discussed in [142],
these advancements play a crucial role in enhancing the
accuracy and reliability of perception systems in autonomous
vehicles. This is important for maintaining system integrity

under cyber threats, as the enhanced sensor data fusion
facilitates better detection and response capabilities under
adverse conditions.

Overall, this paper has also identified several emerging
trends in the integration of simulation tools, highlighting the
increasing use of AR and VR to enhance simulation envi-
ronments. These trends reflect the importance of innovative

TABLE 37. List of abbreviations.
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approaches to simulation and security in advancing V2X
technology.

APPENDIX
See Tables 37, 38.

TABLE 38. Tag used in the search and full name of company.
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