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ABSTRACT Recently, the focus on the Internet of Things (IoT) has rocketed in parallel with the evolution
of mobile fifth-generation (5G) networks. To fully utilize IoT, which wirelessly connects billions of devices,
a 5G network is essential. However, the provision of user’s certificates exposes the network to serious
security threats. The LightCert4IoT leverages the advantages of EDGE nodes with blockchain technology
and smart contracts to address the existing challenges of PKI (Public Key Infrastructure) certificates in IoT
devices, which neatly achieves certificate issuance, update, and revocation more securely and efficiently.
An end-user issues a self-signed certificate and lets Local Registration Authorities (LRAs)/EDGE nodes
to verify and validate the binding identity signed certificate of the users through a blockchain such as
Ethereum. This work analyzes the performance of LightCert4IoT in IoT devices by utilizing the Cooja-
Contiki simulator. The results show reduced energy consumption and memory size when compared to
the conventional X509 certificate. In conclusion, the LightCert4IoT meets the requirements of major IoT
device constraints. The paper also addresses the security threats with the widespread use of IoT devices and
analyses the adversary on security level from the authentication based on hardware token and blockchain and
deploying firewall to protect servers against malicious attacks like DDOS. Scalability, resource limitations,
and privacy concerns are analyzed as IoT devices handle sensitive information, and the transparent and
immutable nature of blockchain can raise data protection. Analysis of Network partitioning challenge and
communication overhead

INDEX TERMS Certificate, blockchain, public key infrastructure, authentication, IoT-5G, simulation.

I. INTRODUCTION
For the past decades, the communications of the various
IoT devices were wireless, which is subject to vulnerabil-
ities and security threats [1], [2]. Their massive adoption
in many domains, including smart factories [3], [4], infras-
tructure monitoring [5], domotics [6], and sensor networks
in health care [37] imposes efficient solutions that address
these security issues. More particularly, authentication is the
most critical and challenging security requirement for the
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IoT environment, where external entities directly access the
information from remote devices [2]. Device authentication
could rely on a Certificate Authority (CA), which assigns
a public certificate to an IoT device [7]. A similar method
is applied for the network servers using certificate-based
authentication defined by the X.509 Public Key Infrastructure
(PKI) standard.

To address these problems, various proposals
have been considered like the so-called Concise Binary
Object Representation (CBOR) encoding to suitably
design lightweight X.509 profiles for IoT-constrained
devices [8], [9], [10].
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LightCert4IoTs is a blockchain-based digital certificate
system for IoT devices [11]. The proposed system lets
end-users (i.e., IoT devices) generate self-signed certificates
which are then stored in the blockchain by a Local Registra-
tion Authority (LRA).

This paper’s primary objective is to validate the simula-
tion findings of the LightCert4IoTs certificate using Contiki
OS, Cooja. The assessment covers the certificate processor
energy consumption and memory size with the complexity of
deployment in comparison with current systems.

The main contribution of this work is the following:

• Simulation with analyzed results from different per-
formance aspects of the LightCert4IoT. The test was
conducted within the Cooja-Contiki network simulator,
[22] with an emphasis on analyzing the energy consump-
tion and memory size.

• The paper also lists and explores the security threats
with the widespread use of IoT devices and analyses the
benefit of adopting LightCert4IoT on the security level.

The rest of this paper is structured as follows: The paper’s
background material is included in Section II, along with an
overview of blockchain technology in general and current
PKI/CA problems in the context of IoT applications. A thor-
ough explanation of the proposed system is provided, which
includes entities and their functionalities, in Section III,
followed by sections on Simulation, Security Analysis, Con-
clusion, and Future Work.

This paper does not focus on the hardware attacks includ-
ing side channel and physical attacks on IoT. Nevertheless,
in the Security Analysis chapter, we explain these threats.

II. BACKGROUND AND RELATED WORK
A. OVERVIEW OF LightCert4IoT METHOD
Lightcert4IoTs [11] allows the end user IoT devices to gen-
erate self-signed certificates stored in the blockchain after
authentication and verification by an LRA.

Lightcert4IoT is implemented using the Ethereum solidity
smart contract platform. This solution targets the client-side
certificate intended for an IoT device or any other client
like a mobile terminal, a Tablet, etc., not the server-side.
It is a new method to authenticate a client by assigning a
light certificate without the need for PKI/CA. Lightcert4IoT
allows end-users to create a self-signed certificate and let the
local registration authorities (LRAs) or edge nodes verify and
validate the identity of the users and store the LightCert4IoT
in the Ethereum blockchain platform.

The authentication is based on hardware tokens and
blockchain. The globally unique HW serial number (SN) or
a token issued by the Electronic Notary (EN) may be used
to uniquely identify an IoT device. During the IoT device’s
registration in the LRA, the binding between the user ID and
its token or SN is completed.

LRA server must keep track of a mapping between the
client’s Universal User Identity (UUID) and the token and/or

client wallet address. The advantages of the LightCert4IoT
are the following:

• Solves the complexity of the assignment of a signed cer-
tificate to an IoT device in comparison with the current
PKI/CA method.

• LightCert4IoT is smaller in size since most of the infor-
mation inX509 is not needed or relevant for the IoT case.

• The authentication of the IoT device is HW based
through SN or Token and approved by the LRA.

• The verification of the LightCert4IoT certificate is con-
ducted via LRA in the Blockchain network.

• The solution is scalable and has no single point of failure
on the network level, thanks to Blockchain and EDGE
nodes identified by LRA (see security analysis chapter).

See below the sequence diagram in Figure 1 extracted from
reference [11], which illustrates the registration process and
storage of an IoT device LightCert4IoT in Blockchain:

FIGURE 1. Blockchain-based LightCert4IoT client’s devices storage and
control validation.

B. CRYPTOGRAPHY PROTOCOL IN LightCert4IoT
Elliptic Curve Cryptography (ECC) is a method of public-key
encryption that is built on the algebraic structure of ellip-
tic curves. Compared to non-EC encryption, ECC enables
smaller keys while offering comparable security [32], [33],
[34]. Elliptic Curve Cryptography (ECC) is a widely used
public key encryption technique, several studies have shown
that ECC provides superior security and requires smaller
key sizes to provide the same level of security as RSA.
Elliptic curve Diffie–Hellman (ECDH) and Digital Signature
Algorithm (ECDSA), optimized for the IoT have been imple-
mented and tested by Pinol et al. [35]. When compared to
homogeneous and affine coordinate systems, the test demon-
strates that the use of the Jacobian coordinate system provides
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higher performance and has smaller memory footprints. For
a 256-bit key size, key generation takes about 5000 ms and
requires 76 mJ of energy. Additionally, signature verification
and generation take approximately 11 and 5 seconds, 154 and
76 mJ respectively.

C. IoT SECURITY SYSTEMS BASED ON BLOCKCHAIN
Several recent works propose to use of the blockchain for
various security purposes in IoT systems. The authors of [5]
have shown that the blockchain can contribute to accelerating
the identification of fake IoT devices in large-scale IoT sys-
tems. Another recent work investigates the potential of the
blockchain as a digital ledger to support decentralized audits
in open and mobile IoT-sensitive systems such as vehicle
networks [6].

Won et al. [12] present a PKI called IoT-PKI that is decen-
tralized and built on a blockchain network. IoT-PKI uses
distributed nodes to handle scalability.

Högland [13] made DECKIN, a PKI solution on top
of an existing blockchain protocol. It provides a practical
key-management solution. It employs Physical Unclonable
Functions (PUFs) to address the system’s key management
issues.

Three distinct blockchain-based alternatives to conven-
tional CA-PKI for certificate administration are proposed and
analyzed by Singla and Bertino [14]. The first proposal makes
use of the Emercoin blockchain that provides Name Value
Storage (NVS). The second approach employs Ethereum
smart contracts, and the final proposal uses Ethereum Light
Syncmode, which does not require a remote blockchain node,
unlike the first two proposals.

Magnusson [15] evaluated the performance of an existing
PKI that uses smart contracts on the Ethereum blockchain,
by deploying it on a Raspberry Pi 2. The author found that
deploying the PKI to this IoT-like device required over 20 GB
of storage to store the blockchain.

Mustafa Al-Bassam [16] proposes SCPKI, a smart
contract-based PKI and identity system.

Pranav Gangwani et al [38] proposes a technique for
IoT identity management called PUF-based Device Identity
Management (PUF-DIM) that employs Physical Unclon-
able Function (PUF) to perform device identity man-
agement to establish trust in the data associated with
each device and the device’s unique identifier. Moreover,
a review of the major security problems with IoT and how
blockchain plays a significant role in tackling those issues is
discussed.

Pranav Gangwani et al [39] deal with the integration of
Data Science and IoT with Blockchain for Industry 4.0, and
overcomes the major challenges of the traditional blockchain
to enable seamless integration with IoT devices. Three IIoT
applications are proposed and elaborated, consisting of (1)
Device Identity Management, (2) Sensor data anomaly detec-
tion usingArtificial Intelligence (AI), and (3) Security of IIoT
data.

The following recent and specific articles on blockchain
security and scalability issues must be considered:

[40] This paper introduces a novel blockchain-based
framework to ensure the security and integrity aspects of IoT
data in smart cities.

[41] The paper introduces a lightweight scalable
blockchain for IoT with trust-based consensus to boost scal-
ability and throughput without sacrificing the security and
privacy of IoT data, sidechaining with the efficient GreyWolf
Optimization (GWO) algorithm, allowing the construction of
parallel chains connected to the main blockchain.

[42] The paper deals with detecting Security Breaches in
Smart Contracts through techniques and tools.

D. CONTIKI-COOJA SIMULATION
Contiki is an Operating System (OS) designed for the Inter-
net of Things. The most important aspects that should be
concentrated are the memory size, power of the constrained
devices, and their processing capabilities. Contiki is a free
and open-source operating system for IoT development that
was built on the C programming language. With wireless
networks, IoT devices can communicate quickly and securely
thanks to Contiki. It is built with an event-driven kernel that
supports pre-emptive multithreading.

Cooja is a network simulator, used in Contiki for simula-
tion purposes. Cooja has been developed in JAVA. An inter-
face represents a sensor node, and the plugin is used to
cooperate with the simulation. Java Native Interface (JNI)
is used to link the simulator with Contiki thereby allowing
applications to run in Contiki. This approach has laid the
foundations for applications to run on a real sensor node.

The underlying libraries of RFID chips and sensors are
provided in C in the Cooja network simulator, which is
used to program Contiki. The back-end C programs and
associated header files can be modified and recompiled to
achieve the required results for programming, controlling,
and monitoring the remote IoT devices. Contiki integrates
lightweight protocols into IPv4 and IPv6 networking so that
radio frequency and low-power processors can be connected
without experiencing performance concerns [22].
A recommended work on Cooja-Contiki for reference is

‘‘OSCAR: Object Security Architecture for the Internet of
Things’’. [36]

III. SYSTEM MODEL AND IMPLEMENTATION
A. SUMMARY OF THE PROPOSED SYSTEM
The introduction of LightCert4IoTs provides the opportunity
for end users and IoT restriction devices to get certifications
safely and affordably. Although the LightCert4IoT certifi-
cate format is based on the X509 certificate format, several
fields have been condensed. The LightCert4IoT certificate
is not created by CAs; rather, the end-user device creates
a self-signed certificate when LRAs confirm its identity.
A self-signed certificate is created by the client. The iden-
tity of the client and the related token are tracked by the
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LRA server. The LRA server through the Ethereum wallet
and WEB3 can access the Ethereum blockchain via a light
client LES [31] or interworks with the Ethereum blockchain
as a complete node, operating as a miner, storage node,
or validator. The LightCert4IoT smart contract module on
the Ethereum blockchain serves as a certifying authority,
validating the end-users public keys once LRA has provided
the user identity.

The LightCer4IoT certificate format contains mainly the
following data:

• UUID (User Identity) is a unique and universal device
identity derived from the Token/SN assigned to each IoT
device.

• Public Key generated by the IoT device plus identifier
of the algorithm for which this key is to be used, together
with any associated parameters.

• Expiry date: period of validity, consists of two dates:
the first and last on which the certificate is valid. (This
Data could be optional if there is no expiration date
considered for the IoT device).

• LRA domain name or public IP address where IoT
device identity has been verified.

• Signature of the self-signed certificate

B. SYSTEM MODEL USING CONTIKI-COOJA
The system model presented in Figure 2 shows the various
players who work together to manage the LightCert4IoTs.
LRAs authenticate user identities using credentials provided
by end users’ clients (IoT devices). A unique Token assigned
to the IoT device and supplied by the IoT application during
configuration, or a unique SN (Serial Number) assigned to
each device during production and configured in the LRA
are the bases for the identity verification. Each HW device
has a special identification number known as an SN thanks
to which it is confirmed during Device configuration by the
LRA.

The end-user device issues a self-signed certificate after
LRAs attest to its identification. The blockchain is com-
municated using the LRA server. The lightcert4IoT storing
numerous restricted devices is carried out as a single trans-
action by the LRA server with direct communication with
the blockchain. The end user can also communicate with the
blockchain directly using the Light Ethereum Subprotocol
(LES). However, this option may not be suitable for devices
with limited processing and memory.

The Light Ethereum Subprotocol (LES) is the protocol for
use by ‘‘light’’ clients, which only download block headers.
They provide full functionality in terms of safely accessing
the blockchain, but do not mine and therefore do not take part
in the consensus process. Light clients can be in any type of
device where thememory is limited but has the advantage that
the device can have direct access to Ethereum.

The simulation setup involves authenticating IoT devices
using LRAs, issuing self-signed certificates, and storing
them on the Ethereum blockchain. COOJA tools are used

FIGURE 2. A general framework for the proposed system LightCert4IoT.

to visualize, control, and analyze the simulation, providing
insights into network performance and device interactions.

C. COMPONENTS OF THE SOLUTION
a) Client: The Client is a user identity connected to IoTs.

The client must first appear within the LRA to apply
for the light certificate. After the LRA confirms the
binding identification and ensures that the user’s infor-
mation corresponds with that in the certificate topic, the
end-user self-signed certificate is sent to the LRA for
vouching. IoT applications, such as those for mobile
devices, connected autos, hospitals, etc. The globally
unique HW serial number SN or a token issued by the
Electronic Notary (EN) may be used to uniquely iden-
tify an IoT device. During the IoT device’s registration
in the LRA, the binding between the user ID and its
token or SN is completed. When configuring the IoT
device, the binding is completed at the LRA.

b) LRAs: An LRA serves as a bridge between the
Blockchain and the Client (end-user). LRA can also
function as a public key certificate voucher and as an
Edge Node. LRA server function can be integrated
inside the Multi-access Edge Computing (MEC) node
in the 5G network to handle IoT device security and
authentication. The end user can provide the LRA
with its credentials to request a certificate. Practically
speaking, the LRA could consist of a mobile operator
bank, an IT company, an intelligence manufacturing
company, a part of a 5G network connected to IoT
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TABLE 1. System model parameters.

applications, or an organization near the end-user, like
their insurance provider, bank, postal service, etc. Typ-
ically, these organizations are already competent to
confirm identities. The storing of numerous restricted
devices is carried out as a single transaction by the LRA
server, which interfaces directly with the blockchain.

c) LightCert4IoT: This mote ought to be integrated into
client one, however, because the Cooja simulation was
unable to run both codes concurrently, it was split into

two independent motes that coexist as one. Therefore,
the primary goal of this node is to switch lightCert4IoT
into client mode.

d) Blockchain Network: A smart contract that functions
on the Ethereum blockchain network makes up the
majority of the LightCert platform. The LightCert
module accepts the public keys and other information
related to the identities of the devices, acting as a
decentralized key store. We store the LightCert4IoT on
the platform in our proposal. The goal is to incorporate
Blockchain, a decentralized network with no central
authority, into the domain verification procedure.

D. SYSTEM IMPLEMENTATION IN CONTIKI-COOJA
For this research work, the simulation results are obtained
by starting the Contiki OS and the Cooja Simulator. In the
following system, the end-user is referred to as the client
Mote (IoT Device) Figure 3. The client’s light certificate
establishes the public and private keys automatically, creates
a blank Ethereum wallet, and begins by registering its iden-
tification, including its public key, with the LRA server. The
main role of the LRA is to authenticate the LightCert client
module in constrained devices like IoT and send the necessary
ether to the IoT device to be able to store the IoT device’s
public key in the LightCert smart contract on the Ethereum
Blockchain network. By providing ether to the client (IoT)
and approving the storage transaction in the blockchain, the
LRA carries out the functionality of managing wallets. A ran-
dom token is assigned by the LRA, and the Public Key is
assigned to the IoT device as a distinct global identity. The
IoT device (client) creates a self-signed certificate, which in
our project is the Lightcert4IoT. Instead of directly accessing
the Blockchain, the IoT gadget might store an Ethereum wal-
let address. The gadget can connect to the blockchain network
thanks to the wallet address and required Ether that the LRA
server provides. In this regard, it is the responsibility of the
LRA server to keep track of a mapping between the client’s
UUID and the token and/or wallet address that corresponds
to it. There are two options available to the IoT in this regard:
either directly storing the lightCert4IoT in the blockchain or
storing it via the LRA.

1) COOJA SIMULATION TOOLS
The primary simulating tools that play a significant part in
assisting us in obtaining everything we may need in the
transaction between IoT devices are all present in the COOJA
simulation window. There are five key tools in it.

• Network - Displays where each node in the network
is located. It is used to visualize each node’s sta-
tus. In our example, client-client, client-LRA, and
client-blockchain were the parties involved in the trans-
action and communication.

• Simulation Control - Steps in the simulation can be
started, paused, reloaded, or carried out using this panel.
It displays the execution time and simulation speed.
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TABLE 2. System implementation in Contiki COOJA.

It means that we can execute the events much more
quickly than real-time execution would allow. Mote out-
put - Shows all output of the serial interface of the nodes.
It is possible to enable one window of Mote output for
each node in the simulation. We used it as a sniffing tool
to see the transaction.

• Timeline - Simulation messages and events, such as
channel changes, LED changes, and log outputs, are

FIGURE 3. Implementation of LightCert4IoTs in Contiki-Cooja.

displayed on this timeline. Our simulation uses it to
determine when the client begins the exchange process.

• Notes - Used as a straightforward notebook to record
thoughts on the simulation.

In addition to the standard tools, the menu allows you to
enable additional tools like Breakpoints, Radio messages,
Script editor, Buffer view, and Mote duty cycle.

IV. SIMULATION RESULTS
This research consists of four main parts: the client, the
LRA, the Lightcert4IoT, and the blockchain. Eachmode has a
distinct code that oversees maintaining the project’s function-
ality. Cooja was used to begin gathering opinions regarding
the exchange between clients after configuring each mote and
starting the experiment. By setting the CPU usage parameters
in the collect view, we can compute the CPU and bandwidth
consumption figures. Sending commands to the nodes should
come first before beginning the collection (Figure 4).

We can start gathering data from nodes once the command
has been sent to them. The information gathered from sensors
includes a topological graph (Network graph, Sensor Map),
as well as information about temperature and battery life.
Additionally, we can gather the network data and energy
usage that are most important to our project.

The Expected Transition count (ETX), which is frequently
used in wireless routing to distinguish between paths that
require a large number of packet transmissions from those
that require a smaller number of packet transmissions for
successful packet delivery and acknowledgment, can be
extracted from the network information collected by Cooja
and it is calculated using the forward packet delivery ratio
(denoted df), i.e. ETX = 1/(df x dr). Additionally, it aids
in determining network latency, the quantity of received
and dropped packets, and the beacon interval, or the period
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FIGURE 4. Sending command to node and start collection.

between beacon frames sent by an access point. Furthermore,
we can determine the radio duty cycle and average power for
each node.

FIGURE 5. Collected data by the sensors.

A. POWER CONSUMPTION
Before and after utilizing LightCert4IoT, the amount of
energy consumed by each component of the certificate han-
dling process wasmeasured. Figures 6 and 7 show the average
power consumption for X509 and LightCert4IoT respec-
tively.

The numbers in the table are the percentage of total power
consumption for each function in IoT device. The Power is
measured in (mW).

The results show that the LightCert4IoT certificate uses
less power when compared to the conventional X509 certifi-
cate. However, for the Live Partition Mobility (LPM) it is the
same.

The average consumption of the X509 certificate is higher
than that of LightCert4IoT, and there are significant dif-
ferences in several important factors such as CPU usage,
radio listening, and radio transmission. The X509 certificate
consumes 0.38 units of power when using the CPU, compared
to 0.35 units for LightCert4IoT, an increase of 0.03 units.
Although it may seem small, it can accumulate over time in
devices that are constantly running, increasing energy con-
sumption and shortening battery life.

FIGURE 6. Average power consumption for the X509 certification.

FIGURE 7. Average power consumption for the LightCert4IoT.

In Radio Listening, the X509 certificate needs 0.47 units
of power, but the LightCert4IoT needs only 0.35 units.
This 0.12-unit difference makes sense because IoT devices
spend a fair amount of time listening to incoming signals.
Lower power consumption with LightCert4IoT extends the
device‘s operating time between charges, which is critical
in battery-powered or remote applications where battery
replacement or charging is difficult.

The most obvious difference is in the radio transmission
requirements. where LightCert4IoT needs only 0.01 units,
while the X509 certificate uses 0.15 units - a difference
of 0.14 units. This reduction is necessary for systems that
transmit data frequently because transmitting often consumes
more power than listening. LightCert4IoT promotes more
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TABLE 3. Energy Consumption.

frequent data transmission without reducing battery life by
reducing the required transmission.

The benefits of reduced power consumption in these areas
are multifaceted:

• Extended Battery Life: Lower power usage leads to
a longer battery life, by reducing the frequency of
recharges or replacements. This is essential for IoT
devices in remote or inaccessible locations.

• Cost Efficiency: Reduced energy consumption lowers
operating costs, especially in large-scale deployments
where power costs can accumulate significantly.

• Environmental Impact: Lower power usage results in
a smaller carbon footprint, supporting greener and more
sustainable technology solutions.

• Enhanced Performance: Devices with lower power
requirements operate more reliably and efficiently,
which leads to minimizing the risk of power-related
disruptions.

• Scalability: Lower power needs enable more devices to
be supported within the same power budget, facilitating
the scalability of IoT networks.

In summary, LightCert4IoT’s lower power consumption in
CPU usage, radio listening, and radio transmission make it
a superior choice for IoT applications. It offers substantial
advantages in terms of battery life, cost efficiency, environ-
mental impact, performance, and scalability, making it an
ideal solution for modern IoT deployments.

B. ANALYSIS OF THE RESULTS
Using LightCert4IoT certificates can lead to reduced energy
consumption and memory usage in IoT devices due to several
key factors.

1. The Lightweight Cryptographic Algorithms (ECC)
provide high security with smaller key sizes compared
to traditional RSA. Smaller keys require less computa-
tional power and memory. This algorithm is optimized
for low-power devices, reducing the number of opera-
tions and, consequently, energy consumption.

2. LightCert4IoT certificates are designed to be smaller
in size, reducing the amount of memory required to
store them and the bandwidth needed for transmission.
In addition, Efficient encoding schemes, such as ASN.1
DER or compressed formats, minimize the certificate’s
footprint. Moreover, the certificates are simplified to
include only essential information, making parsing and
validation processes faster and less resource-intensive.

3. Techniques like session resumption can avoid repeated
full handshake processes, saving energy and memory.
LightCert4IoT is often used with protocols specifi-
cally designed for IoT, such as CoAP (Constrained
Application Protocol) and DTLS (Datagram Trans-
port Layer Security), which are optimized for low
power and limited resources. Furthermore, devices can
enter low-power sleep modes when not in use, wak-
ing up only for necessary cryptographic operations.
Also, smart scheduling of cryptographic operations to
coincide with periods of high-power availability or low
device activity can help manage energy consumption
efficiently.

4. The alternative to using dedicated hardware like secure
elements or cryptographic accelerators can offload
processing from the main CPU, reducing energy con-
sumption.

C. CERTIFICATE SIZE: LightCert4IoT
By examining the features and attribute fields of the X509
standard, we can determine the size of the LightCert4IoT.
Datagram Transport Layer Security (DTLS) profile for the
Internet of Things standard [24] and Filip Forsby’s ‘‘Digital
Certificates for the Internet of Things’’ are the foundations for
the computation. Results showed that the LightCert4IoT pro-
file largely contains the following data and uses less memory
than the X509-based IoT profile: According to the findings,
the LightCert4IoT has a smaller memory footprint than the
IoT profile based on X509 and mostly stores the following
information: User Identity should be a Token or serial number
SN, Public Key of the constrained device, Expiry date, LRA
domain name, and others.

Device UUID (User Identity): The client generates a
self-signed certificate in response to the device being iden-
tified by a user identity (UUID) created during configuration
on the LRA server. Maintaining a mapping between the
client’s SN or token and its matching UUID in the LRA
server.

Public key: The cryptography procedure is applied, and
the enclosed device carries the public key as a bit string.
Our lightCert4IoT certificate will use the ECDSA with the
SHA256 algorithm.

The expiration date, which includes the certificate’s begin-
ning and ending dates, indicates how long the certificate will
be valid.

LRA domain name: depicts the local registration author-
ity’s domain name. LRA IP address: This is a representation
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of the LRA’s primary IP address, which is 32 bits,
or 0.004 kilobytes.

We estimate below the size of each field as defined in the
X509 standard:

• Version IoT Profile: Version 3 is the only supported
version for this field. Versions of certificates other than
3 will be denied. Although there is no size increase in
this field, limiting it to a single value makes it possible
to condense the data by altogether removing the field.

• Serial Number: The x509 specification mandates that
every certificate issued by the same CA has a distinct
serial number. In our idea, the certificate is self-signed
and issued by the IoT device. In this scenario, the serial
number may serve as the IoT device’s unique identifier.
It may either be the SN or the Token given by the LRA.
In this instance, a certificate’s unique identification is
represented by the serial number field.

• Signature: The X.509 specification’s limitations are the
only ones that apply to this field because no other restric-
tions have been introduced. A self-signed certificate that
was not completed by a CA. The algorithm is used
to sign the certificate, together with any associated
parameters. Because this information is repeated in the
Signature field at the end of the certificate, this field has
little if any, utility. The value is Zero.

• Issuer: X.500 name of the certificate authority (CA)
that created and signed this certificate. This field will
be used for the LRA domain name or IP address, limited
to a common name (CN) of the LRA name’s UTF8String
type.

• Validity: In this profile, dates are represented using
the format YYMMDD of the ASN.1 UTC Time. Even
if this format becomes outdated in 2049, it would be
undesirable to lose compatibility with the DTLS Profiles
for IoT, and as this is a much bigger issue, a solution
may come. The time can be changed to any value if
the certificate is applied to gadgets without a source of
absolute time. This field could be optional if the validity
is not required.

• Subject: IoT Profile does not require this field. If the
subject is an IoT device, the subject field contains the
EUI-64, otherwise it contains the name of the CA if the
subject is a CA.

• Subject Public Key: The only way to achieve the stated
design goal would be to limit the cryptographic tech-
nique to 256 bits ECC keys from the curve prime256v1
according to the X.509 specification, which states that
this field holds the public key in a bit string and defines
which algorithm the key is used.

• Extension: Any extension
• Issuer and subject: No for the LightCert4IoT
• Signature algorithms: Since SHA256 is secure, there
is no reason to support it, and using a longer hash
would be useless due to the use of a 256-bit ECC
curve. The elliptic curve variant of the Digital Signature

TABLE 4. Certificate Size from reference [1].

Algorithm (DSA), or ECDSA, differs from ECC and
RSA in the same ways. For instance, compared to DSA,
an ECDSA signature generates a smaller signature and
utilizes smaller keys. The support from hardware is also
a key consideration when choosing a signature method.
ECC public key cryptography-compatible hardware is
quite likely to enable ECDSA signatures as well. Due
to the aforementioned factors, this profile’s signature
method is limited to ECDSA with SHA256, giving rise
to the ASN.1 OID ecdsaWithSHA256

• Signature: We can also calculate the size of individual
fields of the LightCert4IoT certificate based on [9]. The
individual size of the lightCert4IoT is the smallest.

V. SECURITY ANALYSIS
The security of the suggested system is examined in this
section. Due to the widespread use of IoT devices, new types
of assaults, like DDoS andman-in-the-middle attacks that use
IoT nodes as attackers, are now possible. We believe that a
hacker might intercept and manipulate network communica-
tion to attack the LRA and client using a man-in-the-middle
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FIGURE 8. Different certificate sizes.

technique. The lightCert4IoT has the following adversaries
on the security level:

1. LightCert4IoT implements Trusted Authentication of
IoT devices. The authentication is based on Hardware
tokens and blockchain. The globally unique HW serial
number SN or a token issued by the (Electronic Notary)
EN may be used to uniquely identify an IoT device.
During the IoT device’s registration in the LRA, the
binding between the user ID and its token or SN is com-
pleted. These devices, however, might be physically
replicated and hacked. In case of an IoT device is com-
promised, it will be identified by LRA and Blockchain.

2. To limit attacks on the network from IoT devices and
vice versa, a new and enhanced firewall or Content
Delivery Network (CDN) may also help to protect
servers against some common malicious attacks, such
as DDoS. Additionally, servers should employ fun-
damental preventative techniques such as a back-off
following potentially risky connection attempts to limit
the impact of an active attacker.

3. The most serious issue with blockchain is a sort of
assault, such as a 50% attack, which occurs when an
attacker gains control of more than 50% of the pro-
cessing power. As a result, the blockchain network
would come under the attacker’s control and be vul-
nerable to attacks. Due to this, the attacker will fully
alter the blockchain information, such as tampering
with the transactions and preventing other miners from
mining legitimate blocks as part of their routine oper-
ations. Despite this, since both Bitcoin and Ethereum
employ the PoW algorithm to obtain agreement, it is
challenging to carry out more than 50% of attacks
in practice [27] whether on the Bitcoin or Ethereum
blockchains. The PoW algorithm implements the idea
of a simple majority of the chain protocol [27]. Addi-
tionally, other studies, including [28], [29], and [30],
provide theoretical evidence of how 50% of attacks
might impact the public blockchain network and make
the platform unstable. A blockchain network with a

proportion is assumed to be controlled by full nodes in
our proposed system, making it computationally chal-
lenging for an attacker to take control of the network
and launch a greater than 50% attack.

4. Scalability Challenge
The exponential development of IoT devices raises con-

cerns about the scalability of blockchain systems for device
registration and transaction handling. But we have considered
in our design the following

Ethereum Layer 2: With the new release of blockchain
Ethereum Sharding and Off-Chain. Execute sharding tech-
niques and off-chain arrangements to decrease the load on
the main blockchain network and create blockchain protocols
and libraries optimized for IoT devices to minimize resource
utilization. The Ethereum has undergone a major upgrade,
the most notable changes were the deactivation of the proof
of work consensus algorithm and switching to the proof of
stake, the Ethereum layer 2 upgrade improves the scalability.
The following are the main features of layer 2:

Sharding: is the process of splitting a database horizon-
tally, to spread the load. In the Ethereum network, sharding
by splitting up the burden of handling the large amount of data
needed by rollups over the entire network. This will continue
to reduce network congestion and increase transactions per
second.

Rollups: Rollups bundle (or ‘roll up’) hundreds of transac-
tions into a single transaction on layer 1. This distributes the
L1 transaction fees across everyone in the rollup, making it
cheaper for each user

Edge Computing: which is identified by LRA which
offloads blockchain-related to more capable edge devices
or gateways inside the IoT network to preserve assets on
constrained devices

5. Resource Limitations Challenge:
IoT devices regularly have constrained computational power,
memory, and bandwidth, making it challenging to run full
blockchain hubs. But we built the network consisting of
several LRA where IoT registration is handled by the EDGE
node (LRA)

6. Private Information Handling Challenge:
IoT devices handle sensitive information, and the transparent
and immutable nature of blockchain can raise information
protection and privacy concerns.

1. Privacy-Enhancing Innovations: Utilize privacy-
enhancing innovations like zero-knowledge proofs
(ZKPs) and confidential exchanges to secure sensitive
information on the blockchain.

2. Permissioned or Consortium Blockchains: Deploy per-
missioned or consortium blockchains for applications
where information protection and limited access are
fundamental.

7. Smart Contract Security Challenge:
Smart contracts utilized in blockchain frameworks can be
vulnerable to bugs and security misuses, posturing risks to
IoT applications.
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1. Code Auditing and Testing: Thoroughly audit and test
smart contracts to recognize and amend vulnerabilities
before deployment.

2. Formal Confirmation: Actualize formal verification
methods to guarantee the correctness and security of
smart contract

8. Network Partitioning Challenge:
IoT devices work in situations with intermittent con-
nectivity or network partitioning, making it trouble-
some to preserve a consistent view of the blockchain.
Organize Network Partitioning Arrangements
State Synchronization: Empower IoT devices to resyn-
chronize with the blockchain when arranged connec-
tivity is reestablished.

9. The analysis of communication overhead
The communication overhead (CoAP, MQTT,
DTLS. . . ) is improved as the computational over-
head was decreased with LightCert4IoT. To reduce
the overhead of certificate management and secure
communication in IoT networks, lightweight com-
munication protocols must be employed Constrained
Application Protocol (CoAP) is a specific Inter-
net application protocol for restricted hardware and
MQTT: The publish-subscribe lightweight MQTT
(Message Queues Telemetry Transport) network. It is
recommended to employ lightweight cryptographic
protocols like LightCert4IoT, making use of ECC
allows for smaller key sizes, thus resulting in less
communication overhead.

10. Side Channel attacks
This paper does not focus on the Hardware attacks
including side channel attacks and physical attacks on
IoT. Side-channel attacks are attempts to uncover secret
information based on physical property (e.g., power
consumption or EM radiation) of a cryptosystem, rather
than exploiting the theoretical weaknesses in the imple-
mented cryptographic algorithm. Timing attacks and
power-analysis attacks are examples of side-channel
attacks.

VI. CONCLUSION
This paper focused on the performance analysis of the
LighCert4IoT by measuring the processing power consump-
tion and memory size of the certificate in IoT devices which
are usually classified as constrained devices. Lightcert4IoT
was implemented using a different model than the stan-
dard PKI/CA. Our target is the client-side certificate, which
could materialize by an IoT device, not the server-side.
LightCert4IoT is a new method for issuing certificates
for IoT devices called LightCert4IoTs, bypassing the need
for a trusted PKI/CA. LightCert4IoT enables end users
to generate self-signed certificates validated by local reg-
istration authorities (LRAs) or edge nodes and stored in
the Ethereum blockchain. This approach overcomes the

challenges associated with certificate client-side solutions,
especially in broader IoT infrastructure.

The performance evaluation results of LightCert4IoT were
achieved by utilizing the Cooja-Contiki network simulation.
The results show that the energy consumption due to compu-
tation of the LightCert4IoT certificate uses less power when
compared to the conventional X509 certificate, and the mem-
ory size needed is around 200 bytes far less than the X509
standard and IoT profile. In conclusion, the LightCert4IoT
meets the requirements of major constraints IoT devices and
could be standardized to be used in secure IoT protocols like
CoAP and adopted as the authentication method for 4G and
5G mobile networks.

In our future work, we will investigate the adoption of the
LightCert4IoT based on Blockchain as a general method for
issuing certificates for IoT devices and used in constrained
protocols like CoAP over DTLS and others. A new method
in DTLSHandshake for IoTAuthentication and device public
key verification with the Applications server will be also
designed, along with our effort to propose this solution at the
standardization body.
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