
Received 2 August 2024, accepted 17 August 2024, date of publication 26 August 2024, date of current version 3 September 2024.

Digital Object Identifier 10.1109/ACCESS.2024.3450313

Blockchain-Enhanced Zero Knowledge
Proof-Based Privacy-Preserving Mutual
Authentication for IoT Networks
ADITYA PATHAK 1, (Graduate Student Member, IEEE),
IRFAN AL-ANBAGI 1,2, (Senior Member, IEEE),
AND HOWARD J. HAMILTON 3
1Faculty of Engineering and Applied Science, University of Regina, Regina, SK S4S 0A2, Canada
2Department of Electrical and Computer Engineering, College of Engineering, University of Saskatchewan, Saskatoon, SK S7N 5A9, Canada
3Department of Computer Science, University of Regina, Regina, SK S4S 0A2, Canada

Corresponding author: Irfan Al-Anbagi (irfan.al-anbagi@uregina.ca)

ABSTRACT Authentication in low-latency Internet of Things (IoT) networks must satisfy three require-
ments, namely, high security and privacy preservation, high scalability, and low authentication time. These
requirements arise because devices in IoT networks must operate in a secure and scalable manner despite
being limited in computational resources. Existing authentication mechanisms focus on the security and
privacy of IoT networks but neglect the importance of scalability and authentication time. Therefore,
existing authentication mechanisms are unscalable and unsuited to low-latency IoT networks. With a focus
on increasing scalability and reducing the authentication time while providing high security and privacy
preservation in low-latency IoT networks, we propose a mutual authentication mechanism called Zero-
Knowledge Proof-based Privacy-PreservingMutual Authentication (Z-PMA) for IoT networks. The Z-PMA
mechanism utilizes a combination of a zero-knowledge proof, an incentive mechanism, and a permissioned
blockchain to provide secure, privacy-preserving, scalable, low-latency authentication for IoT networks.
We develop a new approach to address the trade-off between the three requirements for authentication
mechanisms for low-latency IoT networks that has the potential to improve the overall performance of
these networks. A permissioned blockchain is incorporated in the approach to provide secure and immutable
data storage using its distributed and unforgeable ledger. Our experimental results show that the Z-PMA
mechanism reduces authentication time than existing state-of-the-art authentication mechanisms, while
providing high security and privacy preservation as well as high scalability.

INDEX TERMS Authentication, blockchain, IoT networks, privacy-preserving, zero-knowledge proof.

I. INTRODUCTION
The use of Internet of Things (IoT) technologies has
expanded tremendously in recent years, with a wide range of
applications that leverage the connectivity and data exchange
capabilities of IoT devices. As IoT networks become increas-
ingly decentralized with the help of blockchains, the need
for robust and efficient authentication mechanisms increases.
Authentication plays a vital role in ensuring the security
and integrity of IoT networks by verifying the identities of
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devices, protecting against identity forgery, and preventing
unauthorized access. However, existing blockchain-based
authentication mechanisms in decentralized IoT networks
often have limitations with respect to privacy preservation,
scalability, and authentication time [1], [2], [3], [4], [5],
[6]. Based on these limitations, the three main requirements
for future authentication mechanisms in low-latency IoT
networks are high security and privacy preservation, high
scalability, and low authentication time. Authentication
mechanisms should be secure and privacy-preserving because
decentralization of IoT networks increases the attack surface,
allowing adversaries to exploit multiple nodes at different
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layers of the network. Since IoT networks are sometimes
large and are expected to grow larger [7], the performance
of authentication mechanisms should also scale well as the
number of IoT devices increases. Authenticationmechanisms
should be designed to provide low authentication time tomeet
the requirements of various low-latency IoT applications,
including healthcare, telemedicine, industrial IoT, and smart
grids [7].

Neither traditional authentication mechanisms nor recent
provide privacy preservation in terms of anonymity, unlink-
ability, and traceability. Anonymity ensures the identities
and communication keys of IoT devices remain concealed.
Unlinkability prevents the authentication messages from
being traced back to the real identities of IoT devices. Trace-
ability enables the identification and tracking of IoT devices,
which is crucial for removing malicious devices from net-
works. Although traditional authentication mechanisms [8],
[9], [10], [11] provide authentication, they may not preserve
anonymity, unlinkability, and traceability [2], [4]. Some
recent authentication mechanisms solve the anonymity prob-
lem by authenticating devices anonymously. Anonymous-
based authentication mechanisms [12], [13], [14] provide
strong anonymity, unlinkability, and traceability at the
price of inefficiency. The existing mechanisms use bilinear
mapping, group signatures, and other complex algorithms,
which can impose heavy computational burdens on IoT
devices. Other recent approaches, named pseudonym-based
authentication mechanisms [15], [16], provide anonymity
and traceability, but cannot guarantee the unlinkability
of IoT devices, which may reveal their real identities if
an adversary tracks long-term pseudonyms. Besides, these
mechanisms must frequently change their pseudonyms to
improve security, which increase the computational burden
on IoT devices.

Zero-knowledge proof (ZKP) [17] is a cryptography
tool that allows the provers to show their identity without
providing any valuable information to the verifier. ZKP-
based mechanisms are used in anonymous payments [18]
and supply chains to keep consumption and transportation
information private [19]. Current ZKP-based authentica-
tion mechanisms for IoT networks [1], [2], [4] provide
security and privacy preservation, while not imposing a
large computational burden on the IoT device. However,
these mechanisms do not simultaneously fulfill two of the
main requirements of authentication mechanism for a low-
latency IoT network, which are high scalability and low
authentication time.

Therefore, this paper proposes a novel Zero Knowl-
edge Proof-based Privacy-Preserving Mutual Authentication
(Z-PMA) mechanism to simultaneously achieve the three
main requirements of authentication mechanisms for low-
latency IoT networks. The Z-PMA mechanism uses ZKP
and a permissioned blockchain to provide high security
and privacy preservation in authentication, along with high
scalability. The main reason that we use a blockchain
network in the Z-PMA mechanism is to provide secure

storage for the parameters that are used for mutual authen-
tication. In addition, we use the permissioned type of
blockchain to increase the scalability of the IoT network,
because permissioned blockchain networks are more scalable
than permissionless blockchain networks [20]. Furthermore,
an incentive mechanism is provided to select additional
authenticators (AAs) from the base station (BS) devices,
which provide low authentication time and contribute to high
scalability. The main operations of the Z-PMA mechanism
are authentication and base station incentive operations.
In the authentication operation, we use the quadratic residue
(QR) technique to implement ZKP-based authentication
between edge devices and IoT devices. This operation
makes the IoT network secure, privacy-preserving, and
scalable. In the base station incentive operation, we use
concepts from contract theory to implement an incentive
mechanism to offload the computation of authentication
operations from edge devices to additional authenticators
(selected BSs). This operation decreases authentication time
and increases scalability. Overall, both operations in the
Z-PMA mechanism make it suitable for low-latency IoT
networks.

The main contributions of this paper can be summarized as
follows:
1) We develop a novel Zero Knowledge Proof-based

Privacy-Preserving Mutual Authentication (Z-PMA)
mechanism, which uses a ZKP-based mutual authenti-
cation mechanism, a permissioned blockchain network,
and an incentive operation to achieve the three main
requirement of low-latency IoT network, which are high
security and privacy preservation, high scalability, and
low authentication time. A blockchain network is used
to provide secure storage of the parameters used in the
Z-PMA mechanism.

2) We develop a ZKP-based mutual authentication mecha-
nism using the quadratic residue (QR) technique and a
permissioned blockchain network to provide high secu-
rity and privacy preservation as well as high scalability.
This authentication mechanism is implemented as a
smart contract in a blockchain network to secure the
authentication process.

3) We develop a base station incentive operation using
contract theory to provide low authentication time and
contribute to high scalability.

4) We present a four-part analysis of the effectiveness
of Z-PMA that includes an analysis of security
requirements, a formal security analysis using Proverif,
a simulation-based analysis, and an IoT testbed-based
analysis.

The remainder of this paper is organized as follows.
Section II discusses related work. Section III provides
background knowledge. Section IV explains the network
architecture and assumptions. Section V describes the design
of the Z-PMA mechanism. Section VI presents experimental
results and analysis. Finally, Section VII provides conclu-
sions and describes future work.
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II. RELATED WORK
In this section, we review existing research on authentication
to determine its suitability for low-latency IoT networks.
We divide the related work into privacy-preserving secu-
rity mechanisms, authentication mechanisms, and privacy-
preserving authentication mechanisms. To evaluate existing
work, we focus on five key criteria: security, privacy
preservation, scalability, authentication time, and suitability
for low-latency IoT applications. A detailed comparison
of the related work in terms of the security criterion
is shown in Table 1. The security criterion is evaluated
based on six subcriteria: mutual authentication (MA), secure
incentive operation (SIO), secure key agreement (SKA),
attack resistance (AR), immunity to malicious AAs (IMA),
and non-repudiation (NR). Here, ✔ means that subcriteria
is fulfilled and ✕ means that subcriteria is not fulfilled.
In addition, a comparison of related work in terms of privacy
preservation, scalability, authentication time, and suitability
is shown in Table 2. The criteria for the parameters shown
in Table 2 are evaluated based on the following information.
Privacy preservation is evaluated based on four subcriteria:
privacy (P), anonymity (A), traceability (T), and unlinkability
(U). The authentication time is high or low depending on
whether computationally expensive operations are performed
on IoT devices or not because if the IoT device performs such
operations, the authentication time will be high. Scalability is
high or low, depending on whether the mechanism supports
a large number of IoT devices or not. Suitability is high
or low, depending on whether the cryptographic operations
performed by IoT devices are lightweight (computationally
inexpensive) or not. The remainder of this section describes
the related work and justifies the ratings shown in the tables.
For a quantitative analysis of some of these mechanisms, see
Section VI, where the Z-PMA mechanism is compared to
existing mechanisms.

Previous research provides a variety of privacy-preserving
security mechanisms for IoT networks. Zöscher et al. [23]
propose a security-based automatic fare collection system
that anonymizes unique identifications for smart cards
to conceal linkages with cardholder tagging and location
patterns. Although the mechanism preserves the privacy of
the location patterns between the smart card and the RFID
reader, the data transmission between the public transport
system and the RFID readers is in raw format. Furthermore,
no encryption algorithm is used to keep stored RFID data
secure and private, resulting in low privacy preservation.
Kumar et al. [25] propose a lightweight Advanced Encryption
Standard (AES) and a Secure Hash Algorithm 1 (SHA1)-
based mechanism to maintain the privacy of content in smart
homes. However, implementing AES operations on sensor
devices leads to a high computation and memory overhead.
Additionally, the use of a centralized service provider leads
to a single point of failure and reduces the scalability of the
mechanism. Dorri et al. [22] propose a decentralized privacy-
preserving mechanism using Diffie-Hellman key exchange

and hashing to overcome the single point of failure problem
due to centralized processing and storage. However, the
mechanism does not scale well because it requires a high-
resource, always-online device known as a miner, which
is responsible for all communication within the network.
Ivacscu et al. [21] propose a security mechanism in a multi-
agent architecture for privacy preservation in a healthcare
system; in this mechanism, the data are transmitted to a
central medical server for long-term storage. The use of a
central server creates a Distributed Denial-of-service (DDoS)
attack vulnerability and could lead to data loss caused
by a single point of failure. The above-discussed privacy-
preserving security mechanisms mainly use centralized
servers, which lead to scalability problems and increase
the chances of single point of failure problems in low-
latency IoT networks. To tackle these problems, the work
presented in this paper uses a distributed edge computing
layer and a permissioned blockchain to create a secure,
distributed, and decentralized mechanism that provides high
privacy preservation and high scalability for low-latency IoT
networks.

Recent papers propose a variety of authentication-based
security mechanisms for IoT networks. Shivraj et al. [24]
propose a one-time password (OTP) authentication mecha-
nism for IoT networks. The mechanism employs Identity-
Based Elliptic Curve Cryptography (IBE-ECC) to provide
lightweight end-to-end authentication between IoT devices.
However, IoT devices face increased computational complex-
ity with increased OTP size. Kumar et al. [26] propose a
lightweight, authentication-based session-key establishment
mechanism for smart home-based IoT applications. The
mechanism requires a security service provider, which is
a trusted centralized server, to assign parameters, generate
tokens, and distribute the tokens to the IoT devices. This
mechanism provides low scalability because it uses a trusted
centralized server, which leads to single point of failure. Gope
et al. [27] propose a non-traceable authentication mechanism
in a IoT network using hash functions and bitwise XOR oper-
ations. This mechanism provides low security and privacy
preservation, as well as low scalability. Ying et al. [28] pro-
pose an anonymous, lightweight authentication mechanism
for vehicle ad-hoc networks (VANET). The mechanism uses
a hash function and bitwise XOR operations to verify the
legitimacy of the vehicle and the data messages. Chen et al.
[29] propose a patch to the mechanism of Ying et al. [28].
The patched mechanism provides better security than the
original mechanism [28]. However, no security evaluation of
the patched mechanism [29] is reported. Lansky et al. [30]
propose BCmECC, an Elliptic Curve Cryptography-(ECC)
based lightweight authentication mechanism, that relies on
a public blockchain to validate the users’ public keys.
However, BCmECC has high computational complexity
and resource consumption, which increase authentication
time and thus make it unsuitable for low-latency IoT net-
works. The above-discussed mechanisms exhibit low privacy
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TABLE 1. A comparison of the related work on security criterion.

TABLE 2. A comparison of the related work on privacy preservation, scalability, authentication time, and suitability criteria.

preservation, low scalability, and high authentication time.
Therefore, to address these problems, our proposed Z-PMA
mechanism uses distributed edge computing, a permissioned
blockchain network, and a contract theory-based incentive
mechanism to provide high security and privacy preservation,
high scalability, and low authentication time.

Blockchain-based authentication mechanisms address
some of the security problems observed in IoT networks.
Syed et al. [6] propose a lightweight, continuous device-
to-device authentication (LCDA) mechanism that uses
dynamically changing session keys for continuous device-
to-device authentication. However, the mechanism does
not perform cost and scalability analyses, which makes
it difficult to analyze the suitability for IoT networks.
Rasheed et al. [4] propose a blockchain-based ZKP
authentication mechanism, which uses a blockchain network
to protect authentication records from tampering. However,
the blockchain structure is relatively simple, causing it
to be unsecure and unscalable. Song et al. [2] propose a
ZKP-based authentication mechanism for Radio Frequency
Identification (RFID) and describe a polynomial time
simulator that proves the security of the mechanism.
However, the mechanism is centralized, which leads to a
lack of scalability. Dwivedi et al. [5] propose a ZKP-based
authentication mechanism that provides privacy preservation
in IoT networks. They also propose a ZKNimble-based

data encryption technique that can be used for encryption
and decryption by users for communications after the
authentication process. The idea seems promising but they
do not provide a performance analysis of the mechanism.
Ramezan et al. [3] propose a ZKP-based authentication
and key agreement mechanism to mitigate DDoS attacks in
IoT networks. However, the mechanism has a single-point-
of-failure and scalability problems due to its centralized
design. Wang et al. [31] propose a ZKP-based authentication
mechanism for IoT-embedded devices, aiming to address
the challenges associated with resource limitations in
computation, communication, and storage. Their mechanism
employs hash commitments during the registration phase
to associate identity information with a unique identifier,
which simplifies the verification process and reduces
resource usage. They also introduce direct communication
between the embedded device and the authentication
server for key management, which incorporates Chebyshev
Polynomial chaotic maps. However, while the mechanism
decentralizes certain aspects of the authentication process,
it still relies on central components for key management
and registration, potentially introducing single points of
failure and scalability problems. Sharma et al. [32] propose
a secure authentication and privacy-preserving blockchain
framework for the Industrial Internet of Things (IIoT).
They develop a Fully Homomorphic Encryption Neural
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Network (AFHENN) to ensure secure user authentication
and optimal blockchain node selection. The proposed
system includes cryptographic measures like Transient Key
Congruential Generator-based Elliptic Curve Cryptography
(TKCG-ECC) and Dual Keyed Cipolla’s Extended Euclidean
Algorithm-based Lattice Cryptosystem (DKCEED-LC) to
safeguard registered user data. Additionally, the blockchain
network employs Keyed-ZKP (k-ZKP) and a Approximation
Fully Homomorphic encryption neural network for data
authentication, enhancing security against common cyber
threats. Although the system achieves higher throughput and
Packet Delivery Ratio (PDR) with reduced computing time
than other methods, it still relies on centralized components
for key management and registration, introducing potential
single points of failure and scalability problems. Yang
et al. [1] propose a secure and lightweight ZKP-based
authentication mechanism for IoT networks. The mechanism
achieves mutual authentication between IoT devices and
servers, and maintains IoT data privacy using the modular
square root (MSR) technique. A public blockchain network
is used to store the smart contract that registers the devices on
the network to prevent malicious devices from transmitting
data to the network. However, the mechanism has scalability
problems due to the use of a public blockchain and the IoT
devices in the mechanism perform computationally-intensive
operations, which makes it unsuitable for large-scale, low-
latency, resource-constrained IoT applications. The above-
discussed mechanisms typically have low scalability and
high authentication time, which make them unsuitable for
low-latency IoT applications. Our Z-PMA mechanism is
included in Tables 1 and 2 for comparison purposes. This
newmechanism uses a ZKP-based authentication mechanism
based on the Quadratic Residue (QR) technique to provide
secure and privacy-preserving authentication between IoT
devices and edge devices. In addition, Z-PMA uses an
incentive mechanism to increase scalability and decrease the
authentication time in the network, which allows it to support
low-latency IoT applications. Furthermore, the authentication
mechanism in Z-PMA is implemented as a smart contract,
which is an immutable self-executing program in a
blockchain network. To further increase the security of the
Z-PMA mechanism, edge devices host the main blockchain
network and AAs host the sidechain network, in both
cases to store information in a distributed and unforgeable
manner.

III. BACKGROUND KNOWLEDGE
This section overviews the quadratic residue (QR) technique
and the blockchain technology.

A. QUADRATIC RESIDUE TECHNIQUE
To understand the QR technique, we first need to understand
the modular square root (MSR) problem. The MSR problem
is to determine a square root of y mod n for given integers y,

n, and x, such that

x2 = y(mod n) (1)

No polynomial time algorithm is known to solve the MSR
problem for an arbitrary value of n. However, if n is a prime
or a product of two odd primes, such a polynomial time
algorithm exists. Two examples of such values of n are 13
and 15:

x|x2 = 1(mod 15) = {1, 4, 11, 14}

x|x2 = 1(mod 13) = {1, 12} (2)

where 13 is a prime and 15 is a product of two odd primes
(i.e., 3 and 5).
Definition: Let n be a prime number. The integer a is

said to be a quadratic residue (QR) of modulo n if the
congruence a ≡ b2 mod n has a solution. Otherwise, a is
called a quadratic non-residue (QNR). Here, a, b ∈ Z∗n and
Z∗n = {a|1 ≤ a ≤ n, gcd(a, n) = 1} is the set of integers
between 1 and n that are relatively prime to n (i.e., they do
not share any factors other than 1). If n is prime, then Z∗n is
the values from 1 up to (n− 1).

For any prime n, the set QR(n) has (n − 1)/2 elements.
For n = p · q, where p and q are odd prime numbers, the
set QR(n) has (p − 1)(q − 1)/4 elements. To find all QR(n)
of Z∗n, we can compute the squares of all elements in Z∗n. For
example, n = 13 is an odd prime andQR(13) is calculated as:

Since

n = 13 , Z∗13 = {1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12}
1 ≡ 12(mod 13), 4 ≡ 22(mod 13), 9 ≡ 32(mod 13)

3 ≡ 42(mod 13), 12 ≡ 52(mod 13), 10 ≡ 62(mod 13)

10 ≡ 72(mod 13), 12 ≡ 82(mod 13), 3 ≡ 92(mod 13)

9 ≡ 102(mod 13), 4 ≡ 112(mod 13), 1 ≡ 122(mod 13)

∴ QR(13) = {1, 3, 4, 9, 10, 12} (3)

According to Euler’s Criterion, a is a QR modulo n, such
that gcd(a, n) = 1, iff a(n−1)/2 ≡ 1(mod n). Similarly, if n =
p · q and gcd(a, n) = 1, where p and q are odd primes that
satisfies p = q = 3(mod 4), then a is a QR iff a(p−1)/2 ≡
1(mod p) and a(q−1)/2 ≡ 1(mod q).
We use the Chinese Remainder Theorem (CRT) to find the

solutions for a QR congruence a ≡ b2(mod n), given n = p·q
(where p = q = 3(mod 4)), such that

S1,2,3,4 = (±a1.q.y1 ± a2.p.y2) mod n (4)

where a1 = a(p+1)/4(mod p), y1 = q−1(mod p), a2 =
a(q+1)/4(mod q), y2 = p−1(mod q), and S1,2,3,4 are the
four solutions of the QR congruence. For example, the
QR congruence of x2 ≡ 11 mod 133, where 133 =

7 · 19, has four solutions, using Equation (4), i.e.,
121, 12, 107, 26(mod 133).

A problem is called tractable iff an efficient (i.e.,
polynomial-time) algorithm is known that solves it.
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Otherwise, it is called intractable. Given n = p · q, where
p and q are unknown, there is no known polynomial-time
algorithm to find a solution to QR(n) [33], which means that
finding the QR set is an intractable problem. Since the QR
technique, where the factors of n are unknown, is based on an
intractable problem, this technique is secure. Also, if p and
q are large odd prime numbers, it is difficult to factor n in a
given polynomial time. In addition, p and q should be updated
in each round to prevent their disclosure, which would make
the problem tractable.

B. BLOCKCHAIN TECHNOLOGY
A blockchain is a decentralized and secure digital ledger
that records transactions across a network of computers.
A blockchain consists of blocks that are linked together
using cryptography. Each block contains a unique digital
signature and a record of multiple transactions. Once a block
is added to the blockchain, its information is verified and then
becomes permanent and immutable. This immutabilitymakes
blockchain technology particularly useful for maintaining
secure and trustworthy records of transactions. Although
blockchains were introduced as the underlying technology
behind the Bitcoin cryptocurrency, their potential has since
been recognized in other industries as well. For example,
in an IoT network, a blockchain can be used to provide secure
and trustworthy communication for data exchange between
IoT devices. Blockchain technology provides the following
features relevant to IoT networks:
• Decentralization: The decentralized nature of a
blockchain ensures that there is no single point of
failure in the network and eliminates the need for
intermediaries, resulting in a secure and efficient system.

• Security: Blockchains use cryptographic techniques,
such as hash functions, to secure the data in the network,
making it immutable.

• Transparency: Transactions on a blockchain are trans-
parent and can be easily audited, making it easier to
detect any suspicious activity.

• Scalability: The distributed nature of a blockchain
enables it to scale effectively to accommodate large
numbers of connected devices.

• Trust: The use of smart contracts in blockchain tech-
nology enables the automated execution of transactions,
reducing the risk of fraud and increasing trust between
devices.

IV. NETWORK ARCHITECTURE AND ASSUMPTIONS
This section explains the network architecture of the IoT
network, the assumptions about the network, the adversary
model, and the security requirements.

A. NETWORK ARCHITECTURE
Our proposed network architecture includes three layers:
Edge Layer, Base Station (BS) Layer, and IoT Device Layer,
as shown in Figure 1.

FIGURE 1. Network architecture for Z-PMA mechanism.

1) Edge Layer: consists of edge devices, which runs the
main blockchain network. Edge devices are equipped
with higher computational resources than IoT devices.
Each edge device maintains a ledger that stores certain
parameters (discussed in Section IV-A) and the transac-
tions of the authentication phase.

2) BS Layer: consists of base stations (BSs), which run
a sidechain blockchain network and can be used as
Additional Authenticators (AAs). AAs are used in the
authentication phase to decrease the authentication time.
A sidechain network is a separate blockchain network
running in parallel to the main blockchain network [34].
Adding a sidechain network can increase the data
privacy and scalability of the blockchain network [35].
The communication between the sidechain and the
main blockchain is carried out using cross-chain smart
contracts. These smart contracts are installed on both
chains and they transfer values between the main
blockchain and the sidechain [36]. A simple example
of cross-chain communication is shown in Figure 2.
If there is a cross-chain communication transaction from
the sidechain to the main blockchain, the sidechain
generates a timestamp and sends the transaction to the
main blockchain using TCP. Later, both chains update
their ledgers. Each BS maintains a ledger that stores
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certain parameters (discussed in Section IV-A) and the
transactions between BSs and other devices. The BS
layer and edge layer are connected via a wired link.

3) IoT Device Layer: consists of IoT devices that are
authenticated using the Z-PMA mechanism. The IoT
device layer and BS layer are connected via wireless
links. Also, the IoT devices in the network are connected
via wireless links.

B. NETWORK ASSUMPTIONS
In the Z-PMA mechanism, we make the following
assumptions:
• Edge devices are trustworthy during the authentication
process. In addition, edge devices do not disclose private
information about IoT devices.

• BSs may be trustworthy, curious, or malicious. A curi-
ous BS follows the authentication mechanism but
eavesdrops on the communication channel to gather
information. A malicious BS intentionally disrupts the
authentication phase.

• When a BS or an IoT device is compromised and is
detected by the blockchain network, its credentials are
revoked and removed from the blockchain network.

• In the blockchain network, most nodes are honest and
follow the authentication process. Specifically, if the
total number of nodes in the blockchain network is
N , the risk that a malicious node can disrupt the
authentication process is 1/N .

FIGURE 2. Flowchart of simple cross-chain communication.

C. ADVERSARY MODEL
In this paper, we use the classical Dolev-Yao model [37] to
evaluate the security of the Z-PMA mechanism. The model

assumes that the cryptographic primitives used in the protocol
are secure and that an adversary can intercept, tamper with,
delete, store, and replay any message from the open channel.
An adversary can only decrypt or sign a message if it has the
correct key. Adversaries can only forge new messages from
the keys and messages in their possession [38].

In the Z-PMA mechanism, an adversary A has the
following abilities.
1) A can eavesdrop on the communication channel to

obtain private information.
2) A can impersonate a legitimate device (a BS or an IoT

device) to modify, delete, or replay the messages to
affect the performance of the network.

3) A can collude with a BS to disrupt the authentication
phase.

4) A can try to obtain the private information of the IoT
devices.

FIGURE 3. Authentication phase for Z-PMA mechanism.

D. SECURITY REQUIREMENTS
We list the security requirements that the Z-PMAmechanism
must achieve to provide secure, scalable and privacy-
preserving authentication [1], [2], [3], [4], [5], [6], [7]:
1) Mutual Authentication: Any devices in the IoT network

must be registered and capable of identifying and
authenticating other devices.
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2) Privacy Preservation: Any private information about an
IoT device’s ID and communication key, and a base
station’s idle time must either not be disclosed to the
devices in the network or disclosed in such a manner
that an attacker cannot obtain this information.

3) Secure Incentive Operation: The security of the base
station incentive operation must be ensured to keep the
network secure and privacy-preserving.

4) Secure Key Agreement: After successful mutual authen-
tication between the IoT devices and edge devices,
a session key must be established to facilitate future
secure communication and maintain the confidentiality
and integrity of the transmitted data.

5) Attack Resistance: Any malicious or unauthorized IoT
device that tries to access the network must be identified
and excluded from the network, and any security attacks,
such as eavesdropping, replay, and Man-in-the-Middle
(MITM) attacks, must be mitigated.

6) Immunity toMalicious AAs: Anymalicious AAmust be
identified and removed during the authentication phase.

7) Non-repudiation: Any device in the IoT network that
transmits a message must not later deny that it transmit-
ted the message.

We use these requirements to perform our security analysis
in Sections VI-A and VI-B.

V. THE OPERATION OF THE Z-PMA MECHANISM
The Z-PMA mechanism performs two operations: (1) the
privacy-preserving mutual authentication (PMA) operation,
which mutually authenticates edge devices and IoT devices
using QR-based ZKP techniques in such a way that IoT
device are authenticated without revealing valuable informa-
tion (ID and sk) to edge devices and AAs [39], and (2) the
base station incentive (BSI) operation, which encourages BSs
to provide their extra computing resources to achieve fast and
secure authentication.

A. PRIVACY-PRESERVING MUTUAL AUTHENTICATION
(PMA) OPERATION
This subsection describes the PMAoperation, which achieves
mutual authentication between edge and IoT devices. The
PMA operation consists of two phases.

1) NETWORK INITIALIZATION PHASE
Themain blockchain assigns each joining IoT device a device
ID and a communication key, expressed as ⟨ID, sk ⟩. The
main blockchain also generates two pairs of prime numbers
(p1, q1) and (p2, q2), and calculates N1 = p1 × q1 and N2 =

p2 × q2. Here, p1, q1, p2, and q2 are considered to be private
parameters, whereas N1 and N2 are considered to be public
parameters. Themain blockchain, hosted on the edge devices,
stores the ID, sk,N1, p1, q1,N2, p2, and q2 parameters in
its ledger to provide distributed and unforgeable storage of
these parameters. In addition, a sidechain hosted on the
AAs, stores the N1,N2, p2, and q2 parameters in its ledger.
When an IoT device wants to leave the network, it sends

a deregistration request (which is a nonce-size message) to
the main blockchain. Later, the main blockchain invalidates
the corresponding IoT device’s ID and sk in its ledger and
terminates the IoT device’s authentication status. The edge
devices and AAs use these parameters to authenticate the
IoT devices. Later, the edge devices select multiple BSs
based on the base station incentive mechanism (explained
in Section IV-B) to act as AAs to decrease authentication
time. The AAs use their redundant computing power to
authenticate IoT and edge devices and receive incentives for
successful authentications.

2) AUTHENTICATION PHASE
To understand the authentication phase, let the total number
of AAs be α, such that i ∈ {1, 2, 3, . . . ., α} and α is
always less than or equal to the total number of BSs.
Before the authentication phase begins, the AAs check the
authentication status of an IoT device d . If the authentication
status has expired, the IoT device d must be re-authenticated.
The authentication phase consists of six steps and is shown in
Algorithm 1 and Figure 3.

In Step 1 of Algorithm 1, each AA performs the following
tasks. First, each AA generates a random number ri selected
from Z∗N2

. Here, Z∗N2
represents a set of integers in a

multiplicative group of N2. Secondly, each AA produces
a vector −→vi with j elements, which are randomly selected
from {0, 1} using a uniform distribution, such that −→vi =
[vi1, vi2, . . . , vij]. Then, each AA sends a ZKP-based chal-
lenge to the IoT device as the challenge message m1 :=

⟨ri,
−→vi ⟩. The role of −→vi is to reduce the probability of

unauthorized IoT devices bypassing the authentication phase
to 1/2j.
In Step 2, the IoT device d performs the following tasks.

First, it aggregates all the received messages m1 into ⟨R,
−→
V ⟩,

where R = {r1, r2, . . . , rα} and V = {−→v1 ,
−→v2 , . . . ,

−→vα }.
Second, the IoT device generates a random number rd
selected from Z∗N2

and calculates y = sk ⊕ rd , where ⊕ is
the xor operation. This process is repeated in a loop until
y ∈ Z∗N1

is satisfied. Then, rd and y are encrypted using
the QR technique as Rd ← QRE (rd ) = r2d mod N2 and
Y ← QRE (y) = y2 mod N1, respectively. Note that Rd
and Y cannot be decrypted without knowing p1, q1, p2 and
q2. Third, the IoT device calculates kd = H (ID||sk), where
H () is a hash function and || is a concatenation function.
The value of kd is encrypted as K = QRE (kd ) ⊕ rd , where
QRE (kd ) = k2d mod N1. Fourth, in response to the vector
−→vi sent by AAs, the IoT device generates a corresponding
vector −→ui = [ui1, ui2, . . . , uij], such that each element uij =
rdk

vij
d mod N1, where i ∈ {1, 2, 3, . . . , α}. All −→ui values

are aggregated into U = {−→u1 ,
−→u2 , . . . ,

−→uα }. Additionally,
hash values of y and rd are calculated as H (y) and H (rd ),
respectively. Finally, the IoT device sends a ZKP-based reply
to AAs as reply message m2 := ⟨Rd ,Y ,K ,

−→
U ,H (y),H (rd )⟩.

In Step 3, each AA verifies the ZKP-based reply in the
following ways. First, since AAs know private parameters
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like p2 and q2, and also know Rd and N2, each AA decrypts
Rd using CRT and obtain four solutions of rd ← QRD(Rd ),
such as (rd1 , rd2 , rd3 , rd4 ). Then, the original value of rd is
identified by comparing H (rd ) and H (rdi ) for 1 ≤ i ≤
4. Second, each AA calculates the authentication result
using xij = (uij)2 mod N1 − r2d (K ⊕ rd )vij mod N1, where
i ∈ {1, 2, 3, . . . , α}. Finally, each AA sends reply forward
message m3 := ⟨Xi,m1,m2⟩ to the edge devices, where
Xi = {xi1, xi2, xi3, . . . , xij}.
In Step 4, each edge device aggregates all the received

Xi into a set X , such that X = {X1,X2,X3, . . . ,Xα}. Then,
each edge device performs two tests. In the first test, if the
IoT device is legitimate, all the elements in each Xi for
1 ≤ i ≤ α of the set X must be equal to 0. Otherwise, the
IoT device is illegitimate. Each edge device decryptsRd using
CRT and obtains four solutions for rd ← QRD(Rd ), such as
(rd1 , rd2 , rd3 , rd4 ). Then, the original value of rd is identified
by comparing H (rd ) with H (rdi ) for 1 ≤ i ≤ 4. In the second
test, each edge device decrypts Y to obtain y using CRT (same
as step 3) to mitigate the possibility of malicious AAs in the
network. Using the decrypted y, each edge device calculates
sk ′ such that sk ′ = y⊕ rd and matches sk ′ with the sk stored
in the main blockchain with the ID. If it matches, the IoT
device is legitimate; otherwise, it is illegitimate. If both tests
yield the same result, no AAs in the network are malicious;
otherwise, malicious AAs are detected and identified using
set X . Next, if the IoT device is legitimate, each edge device
calculates Ep = ID ⊕ rd ⊕ y as evidence to prove the edge
device’s identity to the IoT device. Also, each edge device
updates sk to skn = H (sk||rd ) for future communication with
IoT devices. Finally, each edge device sends final decision
message m4 := ⟨Res,H (Ep)⟩ to AAs, where Res represents
the final decision of the edge devices, i.e., whether the IoT
device is authenticated (legitimate) or not.

In Step 5, each AA records the Res value into the sidechain
and forwards H (Ep) to the IoT device as final decision
forward message m5 := ⟨H (Ep)⟩.

In Step 6, the IoT device calculates H (sk ⊕ rd ⊕ y)
and compares it with H (Ep). If both are equal, the edge
devices are legitimate, and mutual authentication has been
achieved between IoT devices and edge devices. Finally,
the IoT devices update sk to skn = H (sk||rd ) for future
communication.

B. BASE STATION INCENTIVE (BSI) OPERATION
The BSI operation is designed to incentivize BSs acting as
AAs to provide their spare computing resources for use in
the authentication phase. Incentivization is reasonable given
the energy cost incurred by the base stations to execute
authentication tasks offloaded by the edge devices. One
problem to be faced when designing a BSI operation is lack of
easy access to information about a base station’s availability
for offloading. The resources for the authentication task may
not be available at a BS if it has allocated its resources to
IoT devices. The authentication process may be interrupted if

Algorithm 1 Authentication Phase

Input: ri, −→vi , rd
Output: sk or REJECT

1: Set statusIoT = illegitimate
2: Set statusEdge = illegal
3: Set Test1 = 0
4: Set Test2 = 0
5: /* Step 1: Each AA does the following */
6: for i from 1 to α do
7: Generate ri ∈ Z∗N2
8: Generate −→vi = [vi1, vi2, . . . , vij] with j elements
9: Send m1 := ⟨ri,

−→vi ⟩ to IoT device
10: end for
11: /* Step 2: IoT device does the following */
12: Aggregate all received m1 into ⟨R,

−→
V ⟩

13: do
14: Generate rd ∈ Z∗N2
15: Compute y = sk ⊕ rd
16: while y /∈ Z∗N1

17: Compute Rd ← QRE (rd ) = r2d mod N2
18: Compute Y ← QRE (y) = y2 mod N1
19: Compute kd = H (ID||sk)
20: Compute QRE (kd ) = k2d mod N1
21: Compute K = QRE (kd )⊕ rd
22: for i from 1 to α do
23: Compute −→ui = [ui1, ui2, . . . , uij], where uij =

rdk
vij
d mod N1

24: end for
25: Aggregate all uij into U = {

−→u1 ,
−→u2 , . . . ,

−→uα }
26: Compute H (y) and H (rd )
27: Send m2 := ⟨Rd ,Y ,K ,

−→
U ,H (y),H (rd )⟩ to AAs

28: /* Step 3: Each AA does the following */
29: Compute (rd1 , rd2 , rd3 , rd4 )← QRD(Rd ) using CRT
30: Compute rd ← rdi s.t. H (rd ) = H (rdi ) for 1 ≤ i ≤ 4
31: for i from 1 to α do
32: Compute xij = (uij)2 mod N1−r2d (K⊕rd )

vij mod N1
33: Aggregate Xi = {xi1, xi2, xi3, . . . , xij}
34: Send m3 := ⟨Xi,m1,m2⟩ to edge devices
35: end for
36: /* Step 4: Each edge device does the following */
37: Aggregate all received Xi into X = {X1,X2, . . . ,Xα}
38: if X == 0 then
39: Set Test1 = 1
40: end if
41: Compute (rd1 , rd2 , rd3 , rd4 )← QRD(Rd ) using CRT
42: Compute rd ← rdi s.t. H (rd ) = H (rdi ) for 1 ≤ i ≤ 4
43: Compute (y1, y2, y3, y4)← QRD(Y ) using CRT
44: Compute y← yi s.t. H (y) = H (yi) for 1 ≤ i ≤ 4
45: Compute sk ′ = y⊕ rd
46: if sk ′ == sk then
47: Set Test2 = 1
48: end if
49: if Test1 == Test2 then
50: if Test1 == 1 then
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51: Set statusIoT = legal
52: else
53: return REJECT
54: end if
55: else
56: Find Malicious AAs using Xi
57: return REJECT
58: end if
59: Compute Ep = ID⊕ rd ⊕ y
60: Compute sk ← skn = H (sk||rd )
61: Send m4 := ⟨Res,H (Ep)⟩ to AAs
62: /* Step 5: Each AA does the following */
63: Record Res into sidechain
64: Send m5 := ⟨H (Ep)⟩ to IoT device
65: /* Step 6: IoT Device does the following */
66: Compute H (ID⊕ rd ⊕ y)
67: if H (ID⊕ rd ⊕ y) == H (Ep) then
68: Set statusEdge = legal
69: Compute sk ← skn = H (sk||rd )
70: else
71: return REJECT
72: end if

the authentication task is deployed on a BS without knowing
whether its resources are currently available. Resource
availability in BSs is private information and is not disclosed
to edge devices, which leads to information asymmetry
between edge devices and BSs. To avoid delays during
authentication, the BSI operation should be designed to
overcome this information asymmetry.

We use contract theory [40], a powerful tool from
economics, to handle the problem of information asymmetry
in the BSI operation. Using contract theory, the group of
edge devices is modeled as an employer who offers a work
contract to each BS. Each work contract consists of a reward-
resource pair, i.e.,

(
$,CC

)
, where $ represents the reward and

CC represents the required computing capacity. Also, $ is an
increasing function of CC to ensure that rewards increase as
required computing capacity increases. The reward can be in
the form of monetary value or any privileged access, such
as an amount of free computing power to offloading data,
high traffic processing priority [41], [42]. Due to information
asymmetry, edge devices are unaware of the idle times of the
BSs. Therefore, the edge devices partition all the BSs into
N discrete types using statistical distributions of the BSs’
behaviors from historical data to improve the efficiency of
offering work contracts. For clarity, we refer to the type i as
ti. Let T = {t1, t2, . . . , tN } represent the set of N discrete
types, such that

t1 < . . . < ti < . . . < tN , i ∈ {1, . . . .,N } and N ≤ α (5)

Here, BSs with higher types are more likely to be selected
as AAs and each type ti is associated with a work contract
denoted WCi = ($i,CCi), ∀ti ∈ T . The type of BS b,
represented as type (x), is calculated based on two factors,

which are the credibility cb of the computing capacity of the
BS b evaluated by the edge devices based on historical data
about interactions, and the probability pb that the BS b is idle
for at least τ time. In other words, type(b) = cb · pb, where ·
denotes multiplication.

The expected utility function of a BS of type ti under the
work contract offered by edge devices is the expected reward
minus the energy cost of task execution.

EBS (i) = Ri − ECi
= (ti$i)− (ewµ(CCi)2) (6)

where Ri is the expected reward for offloaded computation
based onWCi, $i is the reward earned by a BS of type ti from
edge devices for the offloaded computation, ECi is the energy
cost incurred by task execution based onWCi, e is the energy
cost per unit workload, w is the the given workload, µ is the
energy co-efficient, and CCi is the computing capacity of a
BS of type ti.

To decrease the authentication time, the BS must meet
the latency requirements of the edge devices. Therefore, the
expected utility function of the edge devices for a BS of type
ti is given by:

EED(i) = (τi − $i) (7)

where τi is the amount of time saved by offloading
computation to a BS of type ti. The factor τi is calculated as:

τi = η

(
w

CCedge
−

w
CCi
−

w
TRi

)
(8)

where η is the profit co-efficient for the unit time saved,
CCedge is the computing capacity of the edge device, and TRi
is the transmission rate between a BS of type ti and the edge
devices. A BS with a higher value forCCi can provide greater
benefit to the edge devices.

Here, the BSI operation aims to maximize the expected
utility function of the edge devices (EED), the rewards earned
by the BS, and the expected utility function of the base station
(EBS ). Such a scenario leads to an optimization problem,
which is formulated as follows:

max
⟨$i,CCi⟩

N∑
i=1

ψi

[
η

(
w

CCedge
−

w
CCi
−

w
TRi

)
− $i

]
s.t. (9a) (ti$i)− (ewµ(CCi)2) ≥ 0, ∀i ∈ {1, ..,N }

(9b) (ti$i)− (ewµ(CCi)2) ≥ (ti$j)− (ewµ

(CCj)2), ∀i ̸= j, i, j ∈ {1, ..,N }

(9c) 0 ≤ $1 ≤ . . . ≤ $i ≤ . . . ≤ $N (9)

where ψi is the probability that edge devices select a base
station of type ti and

∑N
i=1 ψi = 1. The individual rationality

(IR) constraint in (9a) guarantees that the utility function
of each BS is non-negative. Otherwise, it is ineffectual for
the BS to participate in the BSI operation. The incentive
compatibility (IC) constraint in (9b) guarantees that a BS
of type ti can receive a maximum reward by selecting the
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work contract WCi = ($i,CCi). In other words, IC shows
that BSs receive work contracts according to their types. The
constraint in (9c) shows the monotonicity of the contract,
which means that BS of higher types receive higher rewards
for performing computations.

VI. RESULTS AND ANALYSIS
In the previous sections, we highlighted three main require-
ments of an authentication mechanism, such as security
and privacy preservation, scalability, and authentication
time. We provide a detailed experimental evaluation of the
performance of the Z-PMA authentication mechanism to
show that the above requirements are satisfied. We divide
our evaluation into four parts, namely, informal analysis of
security requirements, formal analysis of security require-
ment using the Proverif tool, simulation-based analysis, and
IoT testbed-based analysis. In the first part, we provide a
detailed security analysis of the Z-PMA mechanism showing
that all the security requirements listed in Section IV-D
are satisfied. In the second part, we formally evaluate the
security requirements of the Z-PMA mechanism using the
Proverif tool. In the simulation-based analysis, we simulate
Z-PMA to evaluate its performance in terms of scalability
and authentication time. We also simulate various existing
mechanisms, namely Yang et al. [1], Wang et al. [31],
and Sharma et al. [32] and compare their performance
with the Z-PMA mechanism. We selected these mechanisms
because our survey of previous work shows that they are
the most similar mechanisms to the Z-PMA mechanism.
Table 3 shows the parameter values used to implement the
mechanisms. In the IoT testbed-based analysis, we use a
Raspberry Pi as an IoT device, a PC as an edge device, and
another PC as a BS device to analyze the efficiency of the
Z-PMA mechanism for overall authentication time and time
taken to perform specific operations in the authentication
phase.

TABLE 3. Defaults parameter values of constants.

A. INFORMAL ANALYSIS OF SECURITY REQUIREMENTS
In this section, we show how the security requirements listed
in Section IV-D are satisfied by the Z-PMA mechanism.

1) MUTUAL AUTHENTICATION
In the Z-PMA mechanism, mutual authentication takes place
between IoT devices and edge devices. Also, Z-PMA takes
advantage of base stations as AAs using the BSI operation
to decrease the authentication time. In the PMA operation,
mutual authentication takes place using QR. Therefore, it is
infeasible for an attacker to decrypt the encrypted messages
without knowing private parameters, such as p1, q1, p2, and
q2. Furthermore, due to the intractability of QR (explained
in Section III), the attacker cannot factor public parameters,
such as N1 and N2. All of these parameters are stored on the
blockchain, which makes them immutable and decentralized
(i.e., the same parameters are stored at different peer
nodes). Overall, the Z-PMA mechanism achieves mutual
authentication between IoT and edge devices in a secure
manner.

2) PRIVACY PRESERVATION
In the Z-PMA mechanism, the private information of
IoT devices, such as ID and sk , are hashed as kd =
H (ID||sk) and encrypted as K = QRE (kd ) ⊕ rd , where
QRE (kd ) = k2d mod N1. Also, sk is transmitted after hashing
and encrypting it as y = sk ⊕ rd and Y ← QRE (y) =
y2 mod N1. Therefore, an attacker who obtains K and Y
during communication cannot decrypt it because the private
parameters (i.e., p1 and q1) to decrypt the encrypted data are
unavailable to the attacker. Also they are not stored on the
sidechain to mitigate privacy leakage in case of malicious
AAs. Similarly, under an asymmetric information scenario,
private information, such as the idle time of base stations,
is not disclosed on the communication channel, and edge
devices use the BSI operation to select base stations as AAs.

3) SECURE INCENTIVE OPERATION
The BSI operation is secure because it is written as a smart
contract and cannot be modified. Hence, the execution of the
BSI operation is automatic and cannot be disturbed. Also,
the output of the BSI operation is written in the blockchain
directly. Since it cannot be revised by any devices, the
impartiality of the AA selection in the authentication phase
is ensured. Therefore, the BSI operation is secure.

4) SECURE KEY AGREEMENT
In the Z-PMA mechanism, the communication key sk is
updated between IoT devices and edge devices after each
successful mutual authentication. Due to the intractability of
QR, the attacker cannot decrypt K without the knowledge of
p1 and q1 and ultimately cannot obtain sk , which is required
for communication. Overall, the key agreement is achieved
between IoT and edge devices after the successful mutual
authentication. The attacker cannot obtain the key, given that
decrypting K is infeasible if p1 and q1 are unknown. This
proves that the attacker cannot obtain the key sk without
the knowledge of p1 and q1, which proves the anonymity
properties of the Z-PMA mechanism.
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5) ATTACK RESISTANCE
Z-PMA identifies malicious IoT devices and is guaranteed to
resist the following security attacks in the described manners:
a) Eavesdropping attack: In an eavesdropping attack, the

attacker obtains information by capturing the messages
transmitted over the communication channel. How-
ever, the communication in the authentication phase is
encrypted using QR, which reduces the chance of the
attacker decrypting the message and obtaining private
information, given the intractability of QR. Therefore, the
attacker cannot obtain private information by capturing
the messages communicated between the devices.

b) Replay attack: In a replay attack, the attacker captures
a message (encrypted or not) by eavesdropping and
resends the entire message to misdirect the receiver into
doing what the attacker wants. There are three ways
to prevent replay attacks, which are to use random
session keys, timestamps, and one-time passwords for
each transaction [43]. Therefore, to mitigate reply attacks,
Z-PMA uses a random session key as the communication
key sk (it changes after every authentication phase)
and timestamps every message the devices send. The
freshness of the timestamp is checked by all devices
receiving the message, and if it is not satisfactory, the
message is discarded. Overall, the attacker cannot pass the
authentication phase using the reply attack.

c) MITM attacks: An MITM attack is a type of imperson-
ation attack in which attackers intercept the communi-
cation between two devices and relay a forged/altered
message in an attempt to steal important information.
In Z-PMA, all devices communicate using encrypted
messages and timestamps, and each IoT device is assigned
one ID, which is stored in the main blockchain. Therefore,
the attacker cannot impersonate any legitimate IoT device
and launch a MITM attack (because the attacker cannot
decrypt the message given the intractability of QR).

6) IMMUNITY TO MALICIOUS AAs
Using BSI operation, edge devices select AAs after evalu-
ating the base station’s credibility based on historical data
and the probability that the base station is idle for at least a
time period of τ . However, a base station can turn malicious
after it is selected as an AA for the authentication phase.
Z-PMA mitigates such a scenario in two ways. First, Z-PMA
performs two tests (shown in lines 37-56 of Algorithm 1)
to detect malicious AAs in the authentication phase. This
ensures that malicious AAs are detected and removed from
the network, which proves the traceability properties of the
Z-PMA mechanism. Secondly, to mitigate privacy leakage
due to malicious AAs, certain private parameters such as
p1, q1, ID and sk are not stored in theAA’s sidechain network.
To explain, AAs receive Y along with H (y) in m2 from an
IoT device, but AAs cannot decrypt Y to learn sk because
p1 and q1 are not known by AAs. In addition, edge devices
send H (Ep) where Ep = ID ⊕ rd ⊕ y to AAs. However,
AAs cannot know ID without knowing y. This shows that

AAs (whether legitimate or malicious) cannot decrypt the Y
parameter to learn sk and ID from themessages, which proves
the anonymity and unlinkability properties of the Z-PMA
mechanism. Overall, Z-PMA can detect malicious AAs in the
authentication phase and can also mitigate privacy leakage
due to malicious AAs.

7) NON-REPUDIATION
The property of non-repudiation is that any device cannot
deny the message on the network after sending it. Here, the
IoT device sendsm2 to AAs, which cannot be altered without
knowing private parameters. Also, Z-PMA stores ID and sk in
the main blockchain, where data cannot be altered. Therefore,
Z-PMA guarantees non-repudiation, such that m2 is sent by
a particular IoT device, and ID and sk stored in the main
blockchain belong to a particular IoT device.

B. FORMAL SECURITY ANALYSIS USING PROVERIF
In this section, we perform formal security analysis using
the Proverif tool to evaluate the security of the Z-PMA
mechanism.

FIGURE 4. Declaration statement in Proverif code.

Proverif [44] is a π -algorithm based automated cryp-
tographic protocol verification tool developed by Bruno
Blanchet using the Prolog language. ProVerif has been
widely used for the formal verification of cryptographic
protocols [45], [46], [47], [48], [49], [50].

Our ProVerif validation code is divided into three sec-
tions, which are declaration, queries, and process for each
participant. The declaration section defines the name and
type for each variable. We use two channel types, Private
Channel SCh for communicating participants to pass sensitive
messages during the registration phase, and Public Channel
PCh for communicating participants to pass messages
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FIGURE 5. Queries in Proverif code.

FIGURE 6. Process of AA in Proverif code.

FIGURE 7. Process of IoT device in Proverif code.

FIGURE 8. Process of edge device in Proverif code.

publicly. The variables, functions, and events required for the
authentication process are also defined. The Proverif code of
the declaration section is shown in Figure 4.

As shown in Figure 5, we define a set of query statements
to verify the key security and mutual authenticity of each
participant, and the security of the Z-PMA mechanism.
We define 15 queries–three for each participant and 12 for
the attacker–to indicate that the parameters are secure and
the attacker cannot intercept the communication process. The
attacker in Proverif is defined based on our Adversary model

(Section IV-C). In 12 queries, we assess whether an attacker
can deduce critical information such as sk , rd , kd , N1, N2,
p1, p2, q1, q2, ri, vi, and ID because ensuring the secrecy
of these parameters is crucial for the security of the Z-PMA
mechanism. In the remaining three queries, the inj-event
tests the event injection for each participant process to check
whether the connection is successfully opened and closed.

In ProVerif, processes are used to model the behavior of
participants in a security protocol. In the Z-PMAmechanism,
we define three participants, which are AA, IoT device, and
Edge device.We explain the processes of AA, IoT device, and
Edge device in Figure 6, 7, 8, respectively.

The verification summary for our Proverif validation is
shown in Figure 9. In the summary, the first 12 lines
indicate that all 12 parameter queries are secure, i.e., the
result is ‘‘Query not attacker() is true’’ for all 12 queries.
Therefore, the parameters are deemed secure, and an attacker
cannot intercept any of them from the public channel. For
the remaining three queries, the result indicates that the
event injection from end to begin is true, meaning that the
participant’s communication channel is functioning correctly.

FIGURE 9. Verification summary for our Proverif validation.

To understand the verification result according to the
security requirement (listed in Section IV-D and analyzed in
Section VI-A), we observe that all the security requirements
rely on the security of parameters, namely, sk , N1, N2, p1,
p2, q1, q2, and ID, except the secure incentive mechanism
requirement, which relies on the security of the permissioned
blockchain and smart contract. Also, Figure 9 shows that
all the parameters are secured from the attacker. Since the
security of the permissioned blockchain and smart contract is
ensured by cryptographic techniques, such as hash functions,

118630 VOLUME 12, 2024



A. Pathak et al.: Blockchain-Enhanced ZKP-Based Privacy-Preserving MA for IoT Networks

the security requirements for the Z-PMA mechanism are
satisfied using formal security analysis.

FIGURE 10. Elapsed time to authenticate IoT devices in the network.

C. SIMULATION RESULTS AND ANALYSIS
We use docker containers [51] and Hyperledger Com-
poser [52] to simulate IoT devices, BS, and edge devices in
the Z-PMA mechanism. We use an Ubuntu-based operating
system on a desktop configured with a 3.5 GHz i9-10900KF,
10 cores & 64 GB RAM. The consensus algorithm used
is Kafka (which performs better than Raft and Practical
Byzantine Fault Tolerance (PBFT) in terms of throughput
and latency as the size of the network is increased [53]), the
number of peer nodes is 25 and the number of orderer nodes
is 8 [20]. The authentication algorithm (Algorithm 1) and BSI
operation are implemented as smart contracts and written in
Golang. In this analysis, we vary the number of IoT devices.
By doing so, we can compare our mechanism to existing
authentication mechanisms (Yang et al. [1], Wang et al. [31],
and Sharma et al. [32]) with respect to scalability.

TABLE 4. Device configuration for IoT testbed.

We perform scalability analysis to evaluate the authentica-
tion time by varying the number of IoT devices in the net-
work for four authentication mechanisms, namely Z-PMA,
Yang et al. [1], Wang et al. [31], and Sharma et al. [32].

Figure 10(a) shows the authentication time for a varying
number of IoT devices. The number of edge devices and BSs
is constant (25 each). We observe that, despite having more
steps in the authentication phase, the Z-PMA mechanism
requires less time to mutually authenticate IoT devices and
edge devices than the existing mechanisms. Z-PMA uses
two layers (i.e., BS layer and edge layer) to achieve mutual
authentication. Computationally expensive processes, like
decryption using CRT, are carried out on BSs. Since existing
mechanisms require IoT devices to perform expensive oper-
ations such as quadratic decryption using CRT, symmetric
encryption, elliptic curve scalar multiplication, and finding
Chebyshev Polynomial points, their authentication time is
higher than for the Z-PMA mechanism.

TABLE 5. Average execution time (in milliseconds) for cryptographic
operations using MIRACL and Chebyshev libraries.

D. IoT TESTBED RESULTS AND ANALYSIS
The configurations of all devices are shown in Table 4.
The BSs and edge devices run a Hyperledger Fabric (HLF)
blockchain as docker images [20]. This blockchain stores
the parameters listed in Table 3 in its ledger. The HLF
blockchain is a permissioned blockchain and provides higher
transaction throughput and lower confirmation latency than
the Ethereum blockchain [20]. Table 5 shows the time
taken to perform the cryptographic operations using the
devices specified in Table 4. The cryptographic operations
included in this analysis are Random Number genera-
tion (TRN ), Exponentiation (TEXP), Modular Exponentiation
(TME ), Modular Addition (TMA), ECC Scalar Multiplica-
tion (TESM ), Modular Inverse (TMI ), Modular Reduction
(TMO), Hash Function (THF ), Modular Multiplication (TMM ),
Chebyshev Polynomial (TCP), Message Authentication Code
(TMAC ), AES Encryption/Decryption (TAESE/TAESD), and
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TABLE 6. Comparison of authentication time (in milliseconds).

QR Encryption/Decryption (TQRE/TQRD). We use the MIR-
ACL library1 and the Chebyshev library2 to implement
cryptographic operations for this analysis.

In Table 6, we compare the cryptographic operations of
the Z-PMA mechanism with existing mechanisms, namely
Yang et al. [1], Wang et al. [31], and Sharma et al. [32].
We divide the Wang et al. [31] mechanism into two phases,
namely, if no key is generated, and if the key is generated and
about to expire, because different cryptographic operations
are used for each phase. We observe that the Z-PMA mech-
anism has the lowest authentication time than the existing
mechanisms because Z-PMA performs lightweight, secure
operations on IoT devices and computationally expensive
operations such as TQRD on BS devices and edge devices.
In contrast, existing mechanisms perform computationally
expensive operations such as TCP, TME , and TESM on IoT
devices.

E. NASH EQUILIBRIUM ANALYSIS
In this section, we analyze the interactive behavior between
the IoT, edge, and BS devices in the Z-PMA mechanism.
We also include a table of different scenarios to demonstrate
the existence of a Nash equilibrium in which all three types

1https://github.com/miracl/MIRACL
2https://github.com/mlazaric/Chebyshev

of devices collaborate in the Z-PMA mechanism. We state
a several assumptions and key-points before performing the
analysis. From Equations (5) and (9a), we observe that
the utility value of a BS device is a non-negative value.
We assume that the utility value of an edge device is also
non-negative as it is maximized in the optimization problem
(Equation (9)) and obviously τi > $i in Equation (7).
In addition, we also assume that the operations performed by
the BS device other than the required mutual authentication
process are not relevant to this analysis and are not rewarded
by the edge devices.

In Table 7, we show the interactive behavior of the
three types of devices along with the utility values for an
edge device (EED) and a base station (EBS ). In the Z-PMA
mechanism, each device can choose one of two actions.
An IoT device can choose to authenticate or not authenticate.
An edge device can choose to participate or not participate
in the authentication process. A BS device can choose to
collaborate or not collaborate as AA for the authentication
process. Therefore, a total of eight scenarios are generated,
as shown in Table 7. Furthermore, we also give the utility
values for the edge device and base station to show the Nash
equilibrium. Among all scenarios, we only observe non-zero
positive utility values for the edge device and the BS device
when the three devices of the Z-PMA mechanism choose
to collaborate (i.e., the IoT device chooses to authenticate,
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TABLE 7. Interactive behavior table with specific utility values.

TABLE 8. Average execution time (in milliseconds) for cryptographic
operations using the MIRACL and Chebyshev libraries for P2P energy
trading scenario.

the edge device chooses to participate, and the BS device
chooses to collaborate). Why? When an IoT device chooses
not to authenticate, there is no work contract between edge
devices and BS devices, resulting in zero utility values
for both. Likewise, when the edge device chooses not to
participate or the BS device chooses not to collaborate, there
is no collaboration between the edge device and BS device,
resulting in zero utility values for both.

F. USE CASE: IMPLEMENTATION OF THE Z-PMA
MECHANISM IN A PEER-TO-PEER ENERGY
TRADING SCENARIO
To illustrate the practicality of the Z-PMA mechanism,
we provide a use case for a decentralized peer-to-peer
(P2P) energy trading scenario [54]. The Z-PMA mechanism
architecture for this context is illustrated in Fig. 11. It includes
the following components:

• Prosumers: Consist of energy purchasers (EPs) and
energy sellers (ESs). These are typically electric vehicles
(EVs), smart homes, and smart buildings engaged in P2P
energy trading. Each prosumer has three energy trading
options: purchasing energy, selling energy, or remaining

FIGURE 11. Z-PMA implementation in P2P energy trading scenario.

idle, chosen based on their current energy levels and
anticipated future demands.

• Smart Meters (SMs) (identical to IoT devices): Embed-
ded devices in each prosumer setup that monitor and
record the volume of energy transacted and the identity
of the counterparties. The records maintained by smart
meters are designed to be tamper-proof to ensure the
integrity and reliability of transaction data.

• Substations (identical to BS devices): Act as local aggre-
gators within the network, facilitating communication
between smart meters and edge devices. They also
serve as AAs in the Z-PMA mechanism, enhancing
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TABLE 9. Authentication time (in milliseconds) for the P2P energy trading scenario.

the scalability and reducing latency in authentication
processes.

• Data Control Centers (identical to Edge Devices):
More powerful computational hubs located strategically
within the network, such as at utility company facilities
or community centers. They manage the permissioned
blockchain and handle the bulk of computational tasks,
including the execution of smart contracts, and authen-
tication of transactions using the Z-PMA mechanism.

• Blockchain Network: A permissioned blockchain oper-
ated by the edge devices, which securely logs all
transactions, manages smart contracts, and ensures
privacy and security through mutual authentication
protocols. This blockchain effectively supports the
scalability and privacy requirements of the P2P energy
trading market.

FIGURE 12. Scalability analysis by varying no. of prosumers for Z-PMA
implementation in a P2P energy trading scenario.

The above architecture supports a secure, scalable, and
efficient platform for P2P energy trading, showing how the
Z-PMA mechanism can provide low latency, security, and
privacy preservation in the practical context of energy trading.
To further validate our claims, we provide a scalability
analysis of the Z-PMA mechanism for a varying number of
prosumers in terms of throughput and latency in Fig. 12.
The throughput is defined as the number of transactions
confirmed per second by the blockchain network and the
latency is defined as the time taken for the authentication
between prosumers for energy trading. In this analysis,
we assume 25 substations and 25 data control centers

and vary the number of prosumers (100 to 500). We use
HLF blockchain network with Kafka consensus mechanism
(similar to Section VI-C). In Fig. 12, we observe that the
throughput decreases and the latency increases as the number
of prosumers increases. This is because the number of
transactions in the network increases with the number of
prosumers. Consequently, the blockchain network requires
more time to process the transactions needed to achieve
authentication.

We analyze the authentication time of the Z-PMA mech-
anism to demonstrate its cost-effectiveness in a smart grid
application scenario. In this analysis, a Raspberry Pi 3 model
B+ with a 1 GB RAM and a 1.4 GHz quad-core ARM CPU
is used as the central processing unit for a smart meter,
a personal computer with a 4 GB RAM and a 2.5 GHz dual-
core i5 CPU is used as the central processing unit for a
Phase Measurement Unit (PMU), and a personal computer
with a 16 GB RAM and a 1.8 GHz quad-core i7 8565U
CPU is used as the Data Control Center node. The PMU
is a component of the substation network layer that has
computational processing capabilities [55], [56]. All devices
run the Ubuntu operating system. Table 8 shows the execution
time (in milliseconds) of the cryptographic operation on
each device. Table 9 shows a comparison between the
Yang et al. [1] and Z-PMA mechanisms in terms of authen-
tication time (in milliseconds) to achieve authentication for
the P2P energy trading scenario. We compare the Z-PMA
mechanism with the Yang et al. [1] mechanism because both
mechanisms employ ZKP-based technique for authentication
in the blockchain-based IoT network. We observe that
the time taken to achieve authentication is lower in the
Z-PMA mechanism than the Yang et al. mechanism because
the Z-PMAmechanism performs computational operations in
the substation and data control center layers rather than in the
smart meters layer. Therefore, we observe that the Z-PMA
mechanism is cost-effective in this smart grid application
scenario despite using the resource-intensive ZKP technique.

VII. CONCLUSION
In this article, we highlighted three main requirements for
authentication mechanisms in low-latency IoT networks. The
requirements are high security and privacy preservation,
high scalability, and low authentication time. To fulfill
these requirements, we proposed a novel, secure and
privacy-preserving mutual authentication mechanism, named
Z-PMA, for low-latency IoT networks. The Z-PMA mecha-
nism uses a combination of zero-knowledge proof, an incen-
tive mechanism, and a permissioned blockchain to provide
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secure, privacy-preserving, and scalable authentication for
IoT networks. We performed four analyzes, namely infor-
mal security analysis, formal security analysis, simulation-
based analysis, and IoT-based testbed analysis, to show that
the requirements for high security and privacy preservation,
high scalability, and low authentication time are satisfied.
In our analysis, we compared the Z-PMAmechanism with an
existing authentication mechanism to evaluate scalability and
authentication time. The evaluation shows that the Z-PMA
mechanism provides fast and secure authentication for low-
latency IoT networks. For future work, we plan to investigate
the use of Self-Sovereign Identities (SSI) based on ZKP
and implement them in a blockchain network for performing
mutual authentication in an IoT network. In addition, we plan
to investigate a scalable solution of the PBFT consensus
mechanism, which helps to overcome the 51% attack on the
blockchain network.
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