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ABSTRACT Smart grid (SG) has evolved as a recent topic of discussion and research globally, due to the
integration of communication and internet in its network. It facilitates the bidirectional flow of information
and power making it vulnerable to attacks including denial of service, fault injection, man-in-the-middle,
etc. An integral part of the SG, is the advanced metering infrastructure (AMI), which in turn embodies
within itself a critical component of SG such as smart meter (SM), utility company (UC), etc. The AMI also
exchanging data and electricity within itself, is a goldmine for adversaries. In addition, the smart meter, being
a hardware entity, is susceptible to hardware oriented attacks. In this work, a novel authentication scheme,
ZEBRA, for the AMI is proposed. ZEBRA utilizes a combination of Ring Oscillator Physical Unclonable
Functions (ROPUFs) for authentication and blockchain for traceability in a Zero Trust Architecture (ZTA)
to enhance the security of the AMI. The architecture entails a design that allows for the smart meters in
the AMI network to be retrofitted with the new hardware and does not require any use of onboard memory.
The authentication scheme, itself, is built to function using the Hamming code parity bits of the ROPUF’s
response, rather than the direct responses from the ROPUFs. This ensures a higher degree of difficulty
towards a malicious actor attempting to hack the device. By combining ROPUFs and blockchain technology
for ZTA a maximum security, real-time AMI authentication scheme is realized. The investigation aimed
at satisfying the tenets of ZTA laid down by National Institute of Standard and Technology. ROPUF and
blockchain have been used individually and together to realize these tenets for sucessful implementation of
ZEBRA.

INDEX TERMS Advancedmetering infrastructure, blockchain technology, hardware security, ring oscillator
physical unclonable functions, zero trust architecture.

I. INTRODUCTION
In efforts to modernize the electrical grid, the smart grid
system has been proposed to update the traditional archi-
tecture. The smart grid utilizes a two-way communication
between the entities in a network and enhances the computing
power in order to improve the efficiency and reliability of
the current system [1]. The two-way communication is a
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key characteristic of the smart grid (SG) and allows for all
participants of the network to exchange information that is
valued and trusted. The secure interaction of actors in a smart
grid is shown in Fig. 1, reproduced from NISTIR [2].
At the core of this smart grid is the Advanced Metering

Infrastructure (AMI), which consists of the Smart Meters
(SMs), Data Collectors (DCs) and the data management
systems running in the Utility Company (UC) which control
all the communication and data exchange [3]. The AMI
consists of different networking channels and systems that
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gather and analyze the data transmitted via smart grids.
Moreover, various power service applications are attached to
AMI to gather the relevant data from smart grids and meters.
AMI plays an important role in the analysis and functions of
smart grids [4].

Most of the equipment used in grids and energy distribution
is made up of embedded systems. These systems have
limited processing and computational power. The equipment
and infrastructure required for smart grids are critical to
the implementation of seamless communication and data
analysis. As a result, security for these systems must be high
to avoid any malicious attacks. Such attacks can potentially
damage the infrastructure and distribution systems. As AMI
is an integral and essential part of the smart grid; it is the
most sought after attack target for adversaries. Manipulation
through IoT attack, falsified data injection and system faults
attacks are some of the possible attacks that can disrupt the
normal functioning of the AMI [5]. These attacks may lead
the smart grid to cause blackouts, imbalance in response-
demand systems, incorrect load management, tripping and
faults, and many more [6]. A large portion of known
attacks on the AMI focus on exploiting the entities within
the network. A masquerade attack is an example of an
exploitation attack, in which an illegitimate user may attempt
to gain greater privileges than they should have to perform
unauthorized actions on devices in the AMI [7].

FIGURE 1. Smart grid network model [2].

Researchers are exploring various methods to enhance
Advanced Metering Infrastructure (AMI) security.
A lightweight solution for managing cryptographic keys
in smart meter networks is proposed in [8], enabling
secure key sharing and efficient private key updates using
physical unclonable functions. In terms of data transmission
security, a Concealed Based Security Scheme (CBSS)
was introduced in [9] that reduces computational load
and energy consumption while providing data authentica-
tion. Taking a network-centric approach, authors in [10]

develop a secure smart metering platform based on the
SCION network to address communication vulnerabilities.
Investigation conducted in [11] focuses on the impact of
increased data loads from grid edge devices and Distributed
Energy Resources (DERs) on network performance, offering
models to manage latency, packet loss, and congestion.
Finally, authors in [12] address privacy concerns in the
Electric Smart Grid (ESG), highlighting the effectiveness
of Multi Authority Access Control (MAAC) in protecting
sensitive data.

Another potent weapon is blockchain technology, which
can be used to protect the AMI during authentication and to
assess real-time energy consumption data. The real-time data
is collected from smart meter that can provide the required
useful information regarding the hardware. The collection of
data is vital to ensure the security of smart meters. Another
technique in security of AMI is physical unclonable functions
(PUFs) which are used to protect hardware [13]. PUFs act as
a fingerprint to any device that enhances the security of the
device significantly [14].

The combination of PUFs and blockchain have been
used in various domain including microelectronics sup-
ply chain [15]. The use of PUFs for verification along
with blockchain technology can prevent the smart grid
from providing falsified data and protect it from malware
attacks [16]. The combination of these two technologies
can prevent Trojans and malware from accessing sensitive
data and solve security vulnerabilities. Moreover, these
technologies can easily be integrated with smart meter
and grid infrastructures. Modern systems and networking
channels are more sophisticated and advanced with various
applications. At the same time, these modern systems are
more vulnerable to both physical and software attacks. The
traditional system architecture is not enough to provide the
required security from such attacks.

Therefore, the latest systems utilize zero trust architecture
(ZTA) in networks to protect sensitive data from security
breaches. Kindervag [17] first introduced ‘‘Zero Trust’’ in
mid-2010 to tackle modern attacks in the information security
domain. According to NIST SP 800-207 [18] ‘‘a cyberse-
curity plan that implements the concepts of zero trust and
encompasses component relationships, workflow planning,
and access policies is called a zero-trust architecture (ZTA)’’.
The main advantages of ZTA are enhanced security and
universal authentication for computational resources and
relevant data.

Malicious attacks target the vulnerabilities in AMI infras-
tructure. Therefore, it is essential to provide AMI with
the necessary tools and systems to protect sensitive data
against adversaries that can cause significant damage to the
smart grid andmetering infrastructure.Many current methods
of security [19], [20], [21], [22], [23], [24], [25], [26],
as discussed and cited in Section II, do not defend against
such attacks, as it is assumed that, since the user appears to
be legitimate based on everything except intention, the user
is trustworthy and can be given access to any information or
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actions that are within their level of access. It is for this reason
that this paper proposes a novel protocol for the verification
of the AMI.

This protocol implements a zero trust architecture (ZTA)
that is enabled by blockchain for monitoring and physical
unclonable functions (PUFs) on field programmable gate
arrays (FPGAs) for authentication. Due to PUFs’ ability to
replicate outputs unique to the device they are located on,
such a protocol allows for the removal of the requirement
for any entity that is not the utility company (UC) to have
any secure nonvolatile memory to keep track of secret keys.
The implementation of ZTA allows for the nullifying of many
attacks that rely on access being maintained by a malicious
actor and offers complete traceability of the transaction of any
data that is sent between all devices in the network due to the
blockchain.

The main contributions of this paper are as follows:
• Building a novel authentication protocol for securing
AMI using zero trust architecture realized by blockchain
and PUFs.

• Developing an ANN-based modeling attack resistant
ROPUF with close to ideal performance metrics.

• Developing a blockchain system to ensure traceability
and accountability between participants in the AMI.

• Developing an ANN-based modeling attack to test the
security level of ROPUF.

• Calibrating the three concepts viz., ROPUF, blockchain
and ZT to work in tandem for security of AMI.

II. RELATED WORK
Many authentication schemes for the AMI have been used
previously for key authentication, communication networks,
smart meter, and data collection. Current technologies used
for smart meter usually include cryptography that is based on
electrically erasablememory programs or uses random access
memory [19], [20], [21]. These techniques are, however,
susceptible to malicious attacks.

These vulnerabilities have been significantly investigated
and attempts for their countermeasures are presented and
exclusively available in literature. Authors in [22], present
an efficient security protocol for AMI communication,
called Integrated Authentication and Confidentiality (IAC).
However, the authentication here is done via an authentication
server located at a local management office, which poses
integrity and availability threats. Also, a server under attack,
can leak the information stored, risking the AMI and SG.
Another countermeasure is provided in [31], where the
authors present a mutable AMI configuration technique for
proactive defense.

The authors in [27] highlight limitations in traditional
Access Control (AC) for securing Internet of Things (IoT)
and Edge computing. A central server managing AC policies
creates a single point of failure. Traditional AC also has
difficulty scaling to manage complex policies in large and
dynamic IoT networks. Additionally, resource limitations
in some edge devices might make them incompatible

with existing AC hardware requirements. Implementing
blockchain for access control in the Internet of Things
(IoT) holds promise, but there are hurdles to overcome.
Choosing the right consensus mechanism for the blockchain
depends on the specific network design and security threats,
but all options involve trade-offs between the number of
devices involved and the processing power needed. Existing
research hasn’t looked into large-scale deployments for
managing device identities using blockchain because current
solutions are too demanding for resource-constrained IoT
devices. Even established platforms like Ethereum are
impractical for IoT due to slow update times and the
significant storage space they require [28], [29]. Despite these
limitations, blockchain’s potential for access control remains.
Future research focused on developing lightweight consen-
sus algorithms and storage strategies specifically designed
for resource-limited devices is crucial for realizing this
potential [28].
Further research in the security of AMI led to the

implementation of PUFs in this area. The authentication
scheme proposed by [13] and [24] use a PUF-based
authentication method, meaning no data is stored on the
vulnerable SMs. Such a technique is strong against the attacks
on memory in AMI, but there is no mention of logging
the transactions between entities which can be realized
using blockchain technology. Authors in [25] propose an
authentication process with the use of PUFs to securely
transmit data from smart grids and prevent any future
malware attacks. The work in [26] proposes a new privacy
authentication scheme (PAC) for the smart grid that is based
on PUFs. Experimental results suggest the high efficiency of
this scheme; however, neither [25] nor [26] discuss internal
breach and traceability within the system. To combat the
traceability issue with the AMI, blockchain is considered to
be a strong contender. There are numerous authentication
schemes implemented using blockchain.

In [30] the researchers, put forward a security scheme
using Rainbowchain. Rainbowchain uses dual chains using
seven different authentication algorithms. The implemen-
tation of the Rainbowchain in this manner is to assist in
the decision-making regarding access. Kim and Huh [31]
propose a mutual authentication protocol using blockchain
to act as the register authority of the network. However, this
paper does not describe how the SMs, and UCs are meant
to authenticate each other, and instead focuses on the reg-
istration of the entities within the blockchain. Additionally,
implementation of blockchain in access control, especially
in IoT and healthcare systems has been investigated by
authors in [32], and [33]. In [32], authors introduce a
novel system to provide the data sharing that integrates
blockchain based access control system for IoT devices.
Authors in [33] propose a trustworthy access control system
that uses smart contracts to achieve greater security while
sharing electronic health records among various patients
and healthcare providers. However, in both these works, the
device adversity has not been regarded.
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The implementation of ZTA in this paradigm through the
use of a digital twin is presented in [34]. In the paper,
a dynamically aligned digital twin to reflect the state of the
real-world network is proposed. The twin is then used as
an enforcement agent for provided policies, however this
design is applied broadly to the smart grid as a whole
and focuses on the addition and removal of entities from
the smart grid network. The security issues and networking
problems have led the work in [35] to come up with a solution
to employ the architecture that uses the zero-trust-based
approach for authentication purposes, though not explicitly
for the AMI. The stenographic overlay was used to induct
the authentication tokens. Rose et al. [18] explained how
the inclusion of ZTA improves the security structure for
various systems. ZTA is proven to be more reliable to
prevent any future malware attacks. The main drivers for the
implementation of ZTA are explained in [36]. ZTA offers a
better solution to enhance security and control at the device
level.

III. PRELIMINARY CONCEPTS
In this section, we introduce some concepts that are integral to
understanding both the functional behaviors and the security
of the proposed protocol.

A. ADVANCED METERING INFRASTRUCTURE (AMI)
The AMI is one of the 4 subsystems of the smart grid.
In the AMI, there are two primary goals: to establish
communications with customers, and to provide timestamped
information to the other 3 elements of the smart grid. The
AMI uses a variety of technologies to achieve these goals,
such as Meter Data Management Systems, communication
networks, and SMs.

At the core of the AMI is a utility network through which
the customers indirectly communicate with the UC. This
begins with a Home Area Network that communicates to
its own SM. The SM then communicates with a backhaul
link that acts as a bridge to a Data Collector (DC). The DC
is indirectly connected to the UC through a core backbone.
For the purposes of this paper, this description of the utility
network can be further abstracted to simply include the UC,
DC, and SM, in which the DC acts as a middleman and
aggregation point for the data, as seen in Fig. 2.
Given the complex nature of the AMI, the network is

inherently vulnerable to attacks of many forms. Thus, there
are 4 key factors that any proposed security protocol for the
communication network must satisfy [37]:

1. Confidentiality– This refers to the privacy of the
customers metrology and consumption data. In the case of an
attack in any form, it is vital that the customers’ data are not
accessed. Access to this data is to only be given to authorized
system, such that a malicious actor is never able to view the
information.

2. Integrity – This is the network’s ability to guarantee
that data sent and received between any pairs of entities
in the network is from the entity that is claimed and not

FIGURE 2. AMI network in smart grid [2].

from a malicious actor masquerading as an authorized entity.
Therefore, an SM, DC, or the UC must be able to ignore any
requests coming from unauthorized entities.

3. Availability– While some data are not time-sensitive,
it is expected for all data to be transferred in a timely manner.
This is particularly the case for data that are taken at short
intervals, which relay vital information regarding the health
of components.

4. Accountability– Metadata regarding aspects of a
message, such as a timestamp, must be kept so there is a
level of traceability for vulnerabilities should an attack take
place. This also means that, so long as both entities have
shown themselves as authorized entities through the applied
authorization protocol and the request is of a valid security
level, communication from one entity to another should not
be denied.

These factors are taken care by the blockchain, which is
further discussed in Subsection C.

B. PHYSICAL UNCLONABLE FUNCTIONS (PUFs)
A PUF is a physical, one-way function designed to take in
a challenge Ci e C input and output a response Ri e R
unique to that challenge. PUFs take advantage of hardware
manufacturing variances to generate the response, which
provides the advantage of the PUF being unique to a specific
device and making it impossible for an identical copy to
be made using the same design [38], [39]. An ideal PUF
is expected to output a unique response for each unique
challenge. PUFs offer the inherent advantage of not requiring
any memory space, which can be vulnerable to a multitude of
attacks.

1) RING OSCILLATOR PUF (ROPUF)
The Ring Oscillator PUF, commonly known as ROPUF,
is a type of delay based Physical Unclonable Function
(PUF). The fundamental design of the ROPUF relies on
delay loops created using an odd number of inverters [40].
In an ROPUF circuit, n- identical Ring Oscillators (ROs)
(RO1 to ROn) are utilized to generate oscillator frequencies
within a delay loop. These ROs exhibit unique oscillation
behavior, producing distinct frequencies due to variations in
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the manufacturing process [38], [39]. As a result, when pairs
of ROs are mapped to different chip locations, they generate
different frequencies, denoted as (fa and fb). To select
these frequency pairs, a pair of multiplexers is employed,
with the PUF challenge serving as the select bits for the
multiplexers. By quantitatively comparing these real-valued
frequencies (fa and fb) using a simple comparison method,
a response bit (rab) is generated. The comparison method is
as follows-

rab =

{
1, if fa > fb,
0. otherwise.

(1)

2) ARCHITECTURE OF IMPLEMENTED ROPUF
Various types of Physical Unclonable Functions (PUFs)
have undergone analysis and been proposed for security
applications in hardware. Among these, the Ring Oscillator
PUF (ROPUF) has emerged as the most appropriate choice
for FPGA-based applications because it does not require the
mirror symmetry necessary for other variants of PUF [41].
In this investigation, we employ an XOR-inverter based Ring
Oscillator PUF represented in Fig. 3, previously developed
within our lab and published in [42]. This PUF produces
challenge-response pairs (CRPs) with enhanced uniformity,
uniqueness, randomness, bit aliasing, and reliability.

FIGURE 3. Representation of the implemented ROPUF [42].

The ROPUF design employed for this paper as depicted in
Fig. 3 comprises NAND, XOR, and INV gates. The Artix-7
FPGA architecture features 2 slices per Configurable Logic
Block (CLB), with each CLB containing 4 Look-Up Tables
(LUTs). Five-stage oscillators are realized within 5 LUTs.
To ensure consistent routing for the oscillators, 256 oscil-
lators are positioned within the FPGA using hard macro
configurations, as depicted in Fig. 4. Challenges for selecting
the RingOscillators (ROs) are generated by a 10-bit challenge
generator. Each RO is activated for 0.4 ms, followed by a
0.1 ms delay for transitioning to the next RO specified by the
challenges. Subsequently, a frequency counter is enabled for
0.4 ms to capture the response from the ring oscillator.

3) PERFORMANCE METRICS OF THE IMPLEMENTED ROPUF
PUF metrics are a set of parameters that define the
performance of different PUF designs [43]. The ROPUF
produces an ‘n’ bit response for every ‘n’ bit challenge
provided. The following subsection discusses the different
performance metrics of the ROPUF including uniformity,
uniqueness, bit aliasing, and reliability.

FIGURE 4. Hard Macro design of the ROPUF for fixed routing of
oscillators [42].

• Uniformity: PUF uniformity approximates the consis-
tence ratio of 0’s and 1’s in the response bits of a
PUF [44]. For an ideal PUF the uniformity should be
50% [45]. Mathematically, it is represented as-

(Uniformity)k = 1/n
∑n

i=1
ri;X100%

• Uniqueness: The uniqueness of a PUF is the ability of a
PUF to generate different results in different locations
of the same device or different devices [46]. For
different RO PUF, we calculate inter-chip uniqueness
by determining Hamming Distance of response bits
corresponding to the challenges across all the chips. The
uniqueness is calculated by –

Uniqueness = 2/k(k − 1)
100%

∑k−1

i=1

∑k

i=1+1
HD (Ri,Ri) /N ∗

• Bit Aliasing: Bit aliasing estimates the bias of a response
bit across different devices [47]. It can be represented as
follows-

(bit − aliasing) = 1/k
∑k

i=1
rijX100%

• Reliability: Reliability measures the ability of a PUF to
reproduce the response bit in different conditions [48].
The equation to compute it is given by-

Reliability = 1 − 1/K.T.L/0K
ik=10

T
i=1

∑L

I=1
rv,l ⊗ rnktj

All the parameters have been calculated according to the
equations mentioned and the results for them are tabulated in
Table 1. The bit-aliasing, uniformity, and uniqueness for the
implemented ROPUF are 50%, 49.8% and 47.64% which are
close to the ideal value of 50% given in [45]. The reliability
obtained is 98.5%.
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C. BLOCKCHAIN TECHNOLOGY
Blockchain is a distributed database and a peer-to-peer
network that stores a registry of transactions [49]. In a
blockchain, each block can be likened to a folder on
a computer (node) that contains specific data [50]. The
blockchain itself, comprises these interconnected subfolders.
Blockchain is categorized into different types based on two
factors: the type of ownership and the level of access granted
to participants.

TABLE 1. Performance metrics of the ROPUF.

• Public Blockchain – This type of blockchain is an
open blockchain, where participation is unrestricted, and
anyone can join the network at any time [51].

• Private Blockchain – This network is one where a sin-
gle entity operates and runs the blockchain. In this type
of blockchain, ownership is concentrated in the hands of
one party, unlike the public blockchain. Consequently,
it does not possess the full decentralization characteristic
typically associated with blockchain networks [52].

• Consortium Blockchain – In this blockchain, multiple
parties are granted permissioned control over the entire
network, distinguishing it from the previously described
types. This blockchain is characterized by a fair and
transparent decision-making process, contributing to
smooth operations. Additionally, it offers reduced costs
and increased efficiency compared to other models [53].

For the purpose of this investigation, a consortium
blockchain is utilized [54].
The smart contract plays a pivotal role in blockchain

technology and is vital for establishing trust within the
network. Despite its name, the smart contract does not have a
legal context and is simply a computer program. The code of
the smart contract is stored on the blockchain and is linked to
a unique address [55]. In adherence to the terms defined by
the smart contract, any updates made within the blockchain
network are considered valid only when a majority of the
involved parties reach an agreement or consensus. If a
consensus is not achieved, the update is deemed invalid and
consequently rejected.

In a blockchain, mathematical algorithms known as
consensus algorithms are employed to verify transactions
and establish trust among the participating parties [56].
Different consensus mechanisms are utilized by different
blockchains, while for the purpose of this investigation,
the proposed model utilizes the Proof-of-Authority (PoA)
consensus mechanism [57]. The consensus algorithms are
beyond the scope of this work, however interested readers

can refer to [41], [48], [58], [59], and [60], detailed, in-depth
information about them.

In the proposed model, all transactions taking place within
the network are recorded in the blockchain, ensuring a
transparent and immutable record of actions. This recording
of transactions serves to track the sequence of events and
maintain accountability within the network.

D. ZERO TRUST
The term zero trust was first introduced in 2010 by the
analyst firm Forrester Research to address modern attacks
in the information security domain [57]. In the traditional
security model, everything within the security boundaries
is assumed to be trusted. However, with recent advances in
technology, this assumption has become obsolete. Zero trust
is a cybersecurity paradigm that concentrates on resource
protection and acknowledges that trust cannot be blindly
placed in anything but must be continually evaluated.
It is centered on the belief that organizations should not
automatically trust anything inside or outside their periphery.
Instead, every access request and connection attempt should
be verified before granting access. This leads to micro
segmentation of the network which is the foundation of a zero
trust network as illustrated in Fig. 5.

FIGURE 5. A zero trust access model.

In practice, the concept of zero trust entails that access to
any resource within the network must adhere to predefined
trust dimensions or parameters. Failure to meet these
parameters should result in the denial or revocation of access
to the specific resource [61]. Zero trust encompasses a set of
concepts and ideas aimed at reducing uncertainty in enforcing
precise, least-privilege, and per-request access decisions in
information systems and services. This approach leads to the
creation of a micro-segmented network [62].
Unlike the traditional access control mechanisms, zero

trust does not base authorization on pre-defined conditions.
Access to a network in the traditional manner is based on
fine grained access control [63] such as Mandatory Access
Control (MAC), Discretionary Access Control (DAC), and
Role based Access Control (RBAC) [64]. However, in a zero
trust model, access is based on a critical concept ‘‘never trust,
but verify.’’ A traditional access control can be a part of zero
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trust model, however every access needs to be verified, before
entry is granted, even for pre-defined users and entities.

Based on this principle, the National Institute of Standards
and Technology (NIST) has defined seven tenets that
characterize zero trust in a special publication [18]. These
tenets are as follows:
(i) Data and computation are considered as resources
(ii) Information is secured regardless of location
(iii) Access to resources on a per-session basis
(iv) Access is determined by a dynamic policy
(v) Device and assets are held in the most secure state

possible
(vi) Authentication and authorization are strictly enforced
(vii) Collection of information on current state to improve

security
These above tenets are satisfied in this work. Moreover,

as part of this investigation, policies for access control and
authentication have been formulated to enhance the security
and integrity of the AMI ecosystem.

IV. THREAT MODEL
Any AMI authentication scheme may face a multitude
of potential security threats with a variety of objectives.
However, all of these attacks aim to disrupt at least one
of the key factors of the AMI’s security. These attacks
can be categorized based on the target layer of AMI:
the data layer, the hardware layer, or the communication
layer [65]. This paper attempts to secure the hardware layer,
which subsequently aligns with the security of data and
communication layer.

The data layer is focused on the storage and transfer
of data, which are vulnerable to manipulation, insertion,
and hijack attacks [66]. One threat is of a malicious actor
manipulating the firmware of the SM (smart meter) or
DC (data collector) that could modify data or limit the
functionality of the device. Since this authentication model
would require any file transfers to come from authenticated
entities, meaning the SM or DC would never accept files
from some unauthenticated entity. The limiting of such
unauthorized file transfers, whether transferring to an AMI
entity or taking data from an AMI entity, is at the core of
the proposed model. Another possible attack in the data layer
relates to internet protocol (IP) based systems, in which an
actor may be able to spoof an IP, use a teardrop attack,
or simply use a Denial of Service (DoS) attack to harm AMI
functionality or steal data [67]. Again, due to the limiting
of unauthorized communication, such attacks should not be
possible since any communication would simply be denied.

In the hardware layer, one of the primary problems is the
lack of onboard storage for the SM. Thismeans that theremay
not be enough space for the chip to perform cryptographic
calculations, and any storage added retroactively would
increase the chip’s vulnerability to physical and cyber-
attacks. Both of these problems are solved by the proposed
authentication scheme, as a PUF requires no onboard storage,
meaning the SM is capable of using all of its storage

for metering purposes. While PUFs may be vulnerable to
machine learning attacks, this can be minimized depending
on the PUF’s design, such that the PUFs become resistant
to such attacks [68]. It is also possible to launch these
attacks against the DC, though since the DC is treated
no different from an SM, there is no more risk for one
than the other. There is also the possibility of malicious
code being sent to an SM or DC, but this should not
have any impact on the devices due to the authentication
required. Lastly, many of the same problems are relevant
in the communication layer, such as a malicious firmware
update. Nevertheless, fears of a man-in-the-middle (MitM)
attack can be avoided through the authentication mechanism
and traced due to the implementation of blockchain in
the scheme.

On top of attacks specific to these three layers, there
are also more generalized attacks that may impact multiple
layers. One possibility is an attacker inserting their own node
to act as a DC, rerouting all traffic through itself so that it can
manipulate the data before sending it onward. However, since
someone at the UC firsts need to take note of each device’s
CPBPs and add them to a list in the UC before allowing
any communication with a device, an attacker attempting to
insert a new device into the AMI needs to have full access
to the UC, itself, before doing so. There is also a possibility
of an attacker masquerading as the UC, though this attack
is dealt with, trivially due to the authentication scheme and
is entirely traceable because of the implementation of the
blockchain. Another attack may be if a user manages to
bypass the entire authentication scheme due to poor imple-
mentation. While this certainly impacts the system, due to
the blockchain, any such attack is entirely traceable, and it is
very simple to discover all details on the attack and deal with
it accordingly.

V. PROPOSED ZEBRA ARCHITECTURE
To achieve a successful implementation of a zero trust
architecture, it is essential to adhere to the tenets outlined
by NIST, which establish a secure perimeter around the
supply chain network. These tenets focus on access control,
authorization, supervision, and overall security. For user
authorization, blockchain technology is primarily utilized,
leveraging its features such as transparency and decentralized
control. PUFs, on the other hand, play a crucial role in
authenticating the FPGAs within the network. Monitoring
and security are addressed through the traceability and
immutability features offered by blockchain. These features
enable the recording and tracking of transactions, ensuring
that any tampering attempts or unauthorized changes can be
identified and prevented. The combination of these features
in the proposed architecture helps establish a secure and
trustworthy supply chain network.

A. ZERO TRUST POLICIES
As mentioned in subsection D of Section III, the zero
trust architecture incorporates micro-segmentation within
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a network through authorization and verification policies.
In this section, the policies necessary for the successful
implementation of the zero trust architecture in the FPGA
supply chain are discussed. These policies draw inspiration
from the zero trust tenets defined by NIST [18]. The tenets
are interpreted specifically for AMI domain and are presented
in Table 2. The application of these tenets within the
proposed research is discussed in detail, highlighting how
they contribute to establishing a secure and trustworthy AMI
network.

TABLE 2. Zero trust tenets and their interpretation for AMI security.

B. THE BLOCKCHAIN SUPPORT
The development of smart contracts plays a crucial role in
providing the key features of blockchain technology [44].
These features, in combination with smart contracts, con-
tribute to the successful fulfillment of the zero trust tenets,
described in the subsection above, within the proposed work.
Smart contracts enable the automation and enforcement
of predefined rules and policies, ensuring transparency,
accountability, and secure transactions within the FPGA
supply chain network.

In order to ensure authorization and verification of users in
the system, the proposed research implements a blockchain-
enabled multi-factor authentication (MFA) application. It is
important to note that the authors have used the MFA
scheme presented in [45] and do not claim any credit for
it. The multi-factor authentication application is integrated
into the system to enhance security. By leveraging blockchain
technology, trust is established in the users, devices, appli-
cations, and traffic within the network. This is achieved
through the recording and storage of all authentication
and verification actions in the blockchain, along with
corresponding timestamps.

In addition to the users and FPGAs, this work also aims
at securing the FPGA bitstream file from being tampered.
An application of blockchain called Inter Planetary File
Storage (IPFS) is utilized in this work to store the bitstream
file [46]. IPFS is a blockchain based peer-to-peer file storage
system, which allocates a unique hash for the stored file
upon uploading [47]. This hash changes with every modified
version of the uploaded file [46].

C. THE ROPUF SUPPLEMENT
In conjunction with blockchain technology, the implementa-
tion and execution of the zero trust architecture are further
reinforced by the utilization of ring oscillator physical
unclonable functions. PUFs serve as a Root-of-Trust (RoT)
for the chips involved in the FPGA supply chain, focusing
primarily on ensuring their security. The challenge and
response pairs generated by the PUFs play a crucial role in
authenticating and verifying the FPGAs. By leveraging the
unique characteristics provided by the PUFs, the authentica-
tion process enhances the overall security of the supply chain,
mitigating potential risks and ensuring the integrity of the
FPGAs.

D. PROPOSED ZEBRA MODEL: IMPLEMENTATION
The individual roles of zero trust, blockchain, and ROPUFs
in this research are elucidated in previous subsections.
This subsection delves into the functioning of blockchain
and ROPUFs to fulfill the requirements of the zero trust
tenets. While Table 2 provides an interpretation of the zero
trust tenets, their practical implementation in this work is
described as follows:
- Disparate resource set: This involves the management

of different resources and granting user access only after
verification. To achieve this, a multi-factor authentication
scheme is integrated into the system.

- Independent security implementation across all
resources: This ensures that only authorized individuals have
access to the resources they should have access to. It involves
providing the least privilege access or role-based access.
This is accomplished through the use of modifier and event
functions in the smart contract.

-Maintain traceability of access to all the resources:
This involves maintaining a record and tracking of

individuals who accessed the resources, along with the
timestamp of their access and the actions they performed.
This is accomplished through the traceability feature offered
by the blockchain.

- Checking the provenance of the policy that determined
the grant of access: This means that a record is maintained
to track who accessed the resources, when they accessed
them, and what actions they performed with the resources
or the associated information. This level of tracking and
accountability is enabled by the provenance feature provided
by the blockchain.

- Preserve confidentiality: Critical information should be
restricted to a specific set of participants and not accessible to
others. The use of modifier functions in smart contracts helps
in ensuring the confidentiality of such information, allowing
access only to authorized participants.
-Maintain integrity of the process: Ensuring that indi-

viduals are carrying out their designated tasks is achieved
through the use of a shared ledger, which is immutable. Every
action or transaction occurring in the network is recorded and
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updated on the shared ledger, guaranteeing the integrity of the
system.
-Persistent evaluation: This involves the collection of

information and conducting persistent and rapid analysis.
Constant monitoring of blockchain performance enables
continuous evaluation and analysis of the system.

TABLE 3. Zero trust tenets and their implementation in ZEBRA.

All these policies have been formulated based on the
principles laid down by NIST and are summarized in Table 3.

The proposed zero trust architecture for the AMI net-
work, as depicted in Fig. 6, integrates various components
and mechanisms to ensure authentication, access control,
traceability, and security. The authentication and access
control of the users is mainly done through the blockchain
enabled MFA and FPGA (SM) is authenticated via CRPs
obtained from ROPUF. The transactions performed in the
network is updated on the shared blockchain ledger and
hence are trackable and traceable. To maintain confidentiality
and integrity of the assets, features offered by blockchain
are utilized. Furthermore, this work enforces that all the
devices used in the network are updated with latest security
patches and all the computer codes are developed taking into
consideration the concepts of secure coding, thus adhering
to the ZT compliance. The zero trust policy engine evaluates
and enforces all the policies formulated for the architecture.
Upon enforcement of the protocols, access to the network
resources is either allowed or blocked, depending upon the
evaluation of the policies laid and their implementation. With
these protocols in place, everything that enters the network
to fetch access to the resources is verified and authenticated,
with very less or no room for an untrusted element to enter
the network.

While access control mechanisms are crucial for cloud
data storage security and other applications, our work focuses
on a different aspect of security within the context of
AdvancedMetering Infrastructure (AMI).We are particularly
interested in strengthening the device, user, and ultimately
network authentication through zero-trust access control.
This approach inherently mitigates insider threats by not
trusting any pre-authenticated user. Our work covers all the
threat models presented in [69]. Implementation of ZEBRA

blocks access to any user or intruder and does not grant power
to any component to authorize access except for the policy
enforcement and evaluation engine in Fig. 6. This focus on
device authentication aligns well with the security needs of
embedded environments commonly found in AMI systems.

VI. CASE STUDY: SIMULATION
For the purpose of this investigation, a smart meter embedded
with a Artix 7 Xilinx FPGAs mounted on a Nexys 4 Digilent
board FPGA [13] is employed. This FPGA is implemented
with ROPUF. The smart contracts developed have been tested
on the Ganache framework provided by the Truffle suite [70].
Ganache is a personal blockchain designed for rapid devel-
opment of Ethereum distributed applications. It offers both
a UI and a CLI for development, deployment, and testing of
dApps in a secure and deterministic environment. GanacheUI
is a desktop application that supports Ethereum technology.
It provides ten accounts, each with a hundred Ethers (for
testing purposes only, not to be used in a real blockchain
network), which can be used for transactions. These accounts
allow for running tests, executing commands, and inspecting
the blockchain state while controlling the operations on
a personal Ethereum blockchain. All the transactions and
commands in the investigation are acronymized and a list of
abbreviations is provided in Table 4.

TABLE 4. Abbreviations and their full forms.

Firstly, the policies for the architecture are devised and
the corresponding components required for their successful
implementation are designed. These components include
building a blockchain network developing a smart contract
and implementing ROPUFs on the FPGA boards to produce
CRPs for authentication. The ROPUF has been designed as
discussed in subsection B of Section III and the CRPs are
generated using an Agilent 16801A logic analyzer. These
CRPs are stored in the blockchain for later authentication and
validation.

The developed application, which facilitates all trans-
actions within the AMI network, is blockchain-enabled.
It incorporates smart contracts that provide role-based or least
privilege access to users. The application also integrates a
multi-factor authentication mechanism inspired by [71]. The
smart contracts are not only responsible for access control but
also for recording transactions within the network.
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FIGURE 6. Proposed zero trust architecture, ZEBRA, for AMI network security.

There are three primary entities within the AMI: the UC,
the SM, and the DC. In the AMI, all data collected from an
SM must go through a series of other SMs until reaching a
DC and finally being forwarded to the UC. Likewise, though
the UC is never considered trusted by any of the SMs, the UC
is to store the Hamming code parity bit pairs (CPBPs) that
have been generated by each ROPUF depicted in Fig. 7. The
UC is assigned this task since it has a much greater capacity
for storage than a single SM. Furthermore, the UC is less
vulnerable to physical attacks than the SMs since it is not in
the field, and it is also less vulnerable to cyberattacks due to
the firewall it should have in place. Nevertheless, this does
mean that the security of the UC is of the utmost importance.

From a security standpoint, a DC should be treated as an
SM by the UC in all aspects. It is proposed that every SM
be retroactively outfitted with a ROPUF. These ROPUFs’
CPBPs and their respective challenges are registered with the
UC before being integrated into the network. It is therefore
necessary that the set of challenges (Ci) for each ROPUF is
provided by the manufacturer.

FIGURE 7. Smart meter registration with utility company.

The use of PBi over simply using Ri as the authentication
mechanism for Ci is to improve the security of the system
against attacks that aim to model the ROPUF from its
responses. The advantage of using the CPBP rather than the
challenge-response pairs is that an adversary would not be
able to match a response to a specific challenge [72]. In the
case that the UC is hacked it is possible to reconfigure the
system. This is done by replacing the ROs, and therefore Ri
and PBi.

FIGURE 8. (a) Smart meters to utility company authentication. (b).Utility
company to smart meter authentication.

In order to add an SM to the network, the new SM and its
ROPUF’s CPBPs are registered with the UC. It is important
to note that this does not mean the UC is a ‘‘trusted party’’
as this would violate ZTA; instead, this is to provide the
UC the ability to authenticate the entity it is communicating
with and for the UC to authenticate itself to a secondary
entity. Upon registration, the SM can be added to the network
for initial authentication to begin. The initial authentication
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verifies to the UC that the SM is legitimate. First, the SM
sends a request to the UC, following which the UC responds
with a challenge. The SM then generates the CPBP and sends
it back to the UC. Upon receiving the SM’s response, the UC
will then acknowledge or not acknowledge the SM based on
whether the response is consistent with what was given in the
registration process. This process is shown in Fig. 8 (a). Upon
acknowledgement, the SM authenticates the UC, as seen in
Fig. 8 (b). This is done by the UC requesting high-level access
to the SM. Included in this request is a challenge Ci and CPBP
PBi. The SM then challenges itself with Ci and verifies PBi.
The SM then either acknowledges or does not acknowledge
the UC based on this verification. After acknowledgement is
made, the connection is closed, and the SM calls a function
on the blockchain which stores details of the transaction.
This ensures the satisfaction of the ZTA tenets regarding the
monitoring of the system and the collection of information
regarding the network.

Due to the zero trust nature of the proposed model, authen-
tication by both the UC and SM is required for each session.
Upon a need to exchange data, the entities are to authenticate
each other in a similar manner as when the SM was first
added to the network. The process of mutual authentication
is shown in Fig. 9. The UC must first authenticate the SM
by sending a challenge to the SM and verifying the CPBP,
then acknowledging or not acknowledging the SM based
on whether the CPBP is consistent with what the known
response should be. Likewise, the SM is to authenticate the
UC in the same manner as when it was added to the network,
though limiting the access of the UC only to the minimum
level access required, in accordance with the tenets of zero-
trust. The UC will post a request with the access needed
and send a challenge Ci and a CPBP PBi to the SM. The
SM will then generate its own CPBP and compare it with
PBi. Based on this comparison, it will either acknowledge or
not acknowledge the UC. After both the UC and SM have
acknowledged each other, data can be exchanged. Once the
exchange is complete, the connection is closed. After that
point, authentication will be required again to exchange any
more data. The SM then documents the exchange on the
blockchain. This is the process of mutual authentication and
data transfer between UC and SM as depicted in Fig. 9.

FIGURE 9. Mutual authentication and data transfer protocol.

The blockchain provides traceability and accountability
within the system [73]. For successful implementation of
the blockchain, smart contracts have been developed using
Solidity and were used to perform the communication
between the UC and SM and finally authenticate it. All the
transactions are recorded on the distributed ledger with a
timestamp, ensuring no wrongdoings within the AMI system
as depicted in Fig. 10, which shows the ‘request’ transaction
between the UC and SM.

FIGURE 10. Example of a blockchain transaction between UC and SM.

It is expected for the UC to act as a watchdog for the
blockchain in the case that any requests are made from an
unauthorized source. In the case that the UC recognizes a
suspicious request for a blockchain entry, it should throw a
warning. Physical investigation is then required of a party
at the UC to find the reason behind the request and decide
the correct course of action. Such a warning will be placed
on the blockchain, so that any consistent suspicious requests
from the same party or demonstrating some other pattern may
be looked at. This is to further enhance the traceability and
accountability of the system, thereby assisting in any future
investigations, regardless of if past warnings have turned up
little evidence.

It may be possible for a malicious actor to model a ROPUF
usingmachine learning as described in [39]. However, in such
a case they can predict the Ri for a respective Ci. This would
give them the ability to exchange data with a UC. Though this
attack would eventually be caught due to the implementation
of the blockchain, temporary damage may still be possible.
To prevent such an attack, the authentication scheme instead
uses the Hamming code parity bits PBi. This scheme utilizes
the (8,4) Hamming code, a linear error correcting code,
as a one-way function to create a consistent output for the
ROPUF and to make it impossible to model the ROPUF
using machine learning [57]. While a hash function may
also have the same effect of preventing machine learning
attacks, if even a single bit of the Ri suffers a bit-flip, the
hash cannot be recovered. However, the use of the PBs
allows for a predefined level of discrepancy, such that the
authentication can still take place even under anomalous
circumstances. Furthermore, the Hamming code algorithm is
trivial and require very little computational power, meaning
it is far more efficient than a hash, without any decrease
in security. While it may be possible for an attacker to
gather the PBi and Ci, that information becomes immediately
useless since a new challenge is used for every session of
communication.
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TABLE 5. Authentication time for each security level defined by ANSI C12.22.

VII. PROOF OF CONCEPT
This section discusses different aspects of the methodology
including performance, storage requirements, and robustness.

As seen in Table 5, there are 3 elements of the PUF that
must be analyzed to evaluate the time taken to generate
the parity bits PBi and transfer the challenge bits Ci. Since
the parity bits PBi are generated using the Hamming code
function, the response Ri that is generated by the PUF is
used as an input. While this does come with the advantage
of being more secure and requiring less data to transfer,
this also means the transferring of the calculation of the
parity bits takes longer than simply using the response bits
generated directly by the PUF. Nevertheless, the generation
of the response bits and the calculation of the parity bits
meets the requirements of the smart grid and can still be
achieved in real-time. The number of bits used for the
challenge Ci is 16 times (example: 16 × 128 = 2048) that
of the response bits and, consequently, 16 times that of the
parity bits. Since the transfer time of the challenge can be
expected to scale linearly along with the number of bits in
the challenge, the challenge typically takes 16 times as long
to transfer, as seen in Table 3, which discusses the different
levels of security defined by ANSI C12.22 [74]. Despite this
increase in transfer time, it maintains real-time responses.
Furthermore, the flat overhead created by implementing
the blockchain, has no impact in the responsiveness of the
communication, since this is done after the communication
takes place.

As described in Section V, we use Ganache as our
simulation environment. One notable feature of Ganache is
the ability to customize the block mining time. Unlike the
real-world Ethereum blockchain, where the time between
two blocks is determined by network consensus, Ganache
allows users to pre-define the block interval. The block
mining time can be set within a range of 1 to 200 seconds.
In the case study described, the accounts are assigned to
different users within the network, and the blockchain system
is tested and simulated accordingly. Simulations, for our case
are conducted using block times of 60 seconds. In these
60 seconds of block interval, the number of transactions
stored in each block is 19, with the number of blocks created
for the entire case study being 17. For these values, the
transactions per second (TPS) obtained are 0.017. With these
numbers, one transaction takes place in 50 seconds, which is
tabulated in Table 5.

The PUF implemented in this design is done so on an
FPGA. This comes with the advantage of the PUF being
easily reconfigurable. In the case of an attack, the PUF can
simply be altered such that any predictive model is useless
after reconfiguring. Furthermore, due to the volatile nature
of the response bits generated by the PUF, it is difficult
to launch an invasive attack on this aspect of the scheme,
despite being in the most vulnerable of positions. Even in
the case that the PUF on the FPGA is perfectly modeled,
it would still be nearly impossible to fully infiltrate even a
single SM without having complete access to that specific
PUF’s CPBPs. Assuming such an attack was able to succeed,
it would still only give the malicious actor control of that
single SM until the PUF is reconfigured.

Thus, the securing of the database containing all the
challenges and their respective parity bits should be the
highest priority. There are many obstacles any attacker would
have to overcome before becoming a threat to the UC.
While the database should inherently be more secure due
to its firewall and physical location, attacks are theoretically
possible. Fortunately, the system is reconfigurable such that
any attacks may be rendered ineffective. Furthermore, due to
the nature of the database, it is expected that it is easier to
address problems in the case of a system failure, an attack,
or some other fault.

The storage calculated in Table 6 is by assuming that
level 1 security exchanges occur every 15 minutes, as this
is the most frequent communications typically found, and
that higher level security exchanges happen 5 times a day.
However, the size of this changes based on the frequency
of communications, such that the longer time between data
exchanges, the less storage capacity required to authenticate
over a similar period of time. If the devices exchange data
every 15 minutes, there is a need of 35,064 CPBPs on
average for each year. This means that one year of low-level
authentications would take only 9.3 MB of storage. While
this is low, as the storage is dependent upon the frequency
of communications, it is possible to lower this even further
by increasing the amount of time between communications.
Assuming a 50-year lifespan of the AMI, one device will
take a total of 1.187 GB of storage, as seen in Fig. 11.
Thus, if the AMI contains a total of 2000 devices, the total
storage required is only 2374.852 GB. However, this is also
heavily impacted by communication frequency, and it may
be realistic to half this by limiting communication frequency.

VOLUME 12, 2024 119879



F. Alsulami et al.: ZEBRA: ZTA Employing Blockchain Technology and ROPUF for AMI Security

Nevertheless, even if the 15-minute period is maintained,
the storage capacity is low for the entirety of the AMI’s
lifespan, meaning the protocol is efficient regarding storage
requirements.

TABLE 6. Data storage size for each authentication level.

Note that this experiment, has been successfully imple-
mented on Ganache in the research lab, and it can also
be migrated on Ethereum Mainnet. However, deploying
it and executing the transactions on the real network
would cost real Ethers and hence was only tested on
the test network and not on actual blockchain network.
In addition, the authors understand the technical chal-
lenges anticipated to be encountered during the real-life
deployment such as implementation, scalability etc. Solving
these challenges while still keeping ZEBRA architecture
efficient is future research investigation the authors intend to
work on.

ZEBRA’s implementation hurdles can be addressed
through FPGA-based System-on-Chip (SoC) technology.
SoCs integrate processing power, memory, and reconfig-
urable logic for ROPUFs onto a single chip, eliminating
complex and expensive smart meter retrofits. This simplifies
deployment and enhances scalability as SoCs can handlemul-
tiple ROPUFs and potentially some blockchain verification,
reducing hardware requirements for new meter additions.
Furthermore, SoCs offer improved security by incorporating
features like secure boot and tamper detection, mitigating
concerns associated with traditional hardware integration
methods. By overcoming these limitations, FPGA-based
SoCs pave the way for a more feasible and secure ZEBRA
implementation in AMI systems.

In addition to the above challenges, we understand
the implementation issues in fitting ZEBRA for different
AMI environment. This work provides a high-level security
framework for AMI. The ZEBRA framework will have to be
tailored for different AMI settings, to suit the specifications
of the particular AMI. In such scenario, ZEBRA will act as
the basis on which the specific zero trust based AMI security
framework is built.

VIII. SECURITY THREAT EVALUATION
To test the ROPUF security level, an ANN-based modeling
attack is used to model the ROPUF based on the challenges
(Ci) and parity bits (PBi). The parity bits are derived from
ROPUF responses (Ri) using (8,4) parity bit generation. The
attack is performed based on the assumption that an adversary
somehow manages to acquire a small set of Ci and PBi and
tries to predict the parity bits for the remaining challenges.
A sample of 10% of the available Ci and PBi is considered
stolen. With this 10% of the data, ANN-based models have
been trained using three different optimizations, namely,
RMSprop, Adam, and Nadam.

FIGURE 11. Data storage size needed based on number of devices on the
AMI.

Fig. 12 shows the training and prediction accuracy for
ANN-based modeling using RMSprop optimizer. Though
the training accuracy reaches close to 100%, the prediction
accuracy stays between 59-60.5%. The best accuracy is
obtained for RMSprop optimization, which is 60.25%,
showing that the Ci and PBi data cannot be used for predicting
the remaining parity bits (PBi) from the remaining responses.
This experiment justifies the use of ROPUF with PBi so
that the AMI system is not harmed by modeling attacks on
ROPUF.

FIGURE 12. Training and testing accuracy of (Ci, PBi ) for RMSprop
optimization.
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TABLE 7. Comparison of zebra with previous literature on concepts implemented.

While there are many papers attempting to secure the AMI,
no prior literature proposes an authentication scheme that
is fully traceable while simultaneously fulfilling the ZTA
tenets. By creating a system that satisfies ZTA tenets, lateral
movement can be entirely halted, and masquerade attacks are
mademuchmore difficult. Furthermore, the reconfigurability
of the PUF and the usage of blockchainmeans that, even in the
case of an attack, the damage can be quickly noticed, and the
system can be reconfigured, limiting the damage and making
it easier to take an action that may repair or even nullify the
damage caused. While previous individual literatures may
support pieces of these capabilities using one or two of the
three concepts, this is the first work to satisfy ZT using other
two concepts, and thus, combine the advantages that come
with each. Table 7 shows the different elements incorporated
into the various authentication and permission systems in
previous literature compared with the proposed framework,
ZEBRA.

Given the increasing sophistication of attacks and the
cunning nature of threat actors, the blockchain ecosys-
tem finds itself susceptible to various malicious activities,
such as majority attacks or 51% attacks, back-running,
front-running and sandwich attacks [75], [76], [77], [78].
Furthermore, smart contracts might also be susceptible to
various attacks [79], [80]. It is important to recognize that
in light of this vulnerability, our future research endeavors
are primarily directed towards bolstering the security of the
blockchain network.

IX. CONCLUSION
A novel authentication scheme and network security mea-
sures are proposed in this work. Utilizing ROPUFs for the
authentication and blockchain for traceability, the scheme
ensures a system that fulfills the ZTA tenets and minimizes
the impact of any unforeseen attacks on the AMI. The use of
ROPUFs rather than typical cryptography limits the effective-
ness of physical attacks and the use of Hamming code parity
bits over the response bits limits the effectiveness of machine
learning attacks. The authentication times for L1 and L2, the
most common security levels, are 126.80 ms and 203.603 ms,
respectively, satisfying the real-time requirements of such a
system. In addition, due to the scheme’s use of FPGAs, new
design and technology can be retroactively fitted into current
smart meters making them future proof.

Furthermore, through the implementation of blockchain
technology, communications are fully traceable, allowing for
ease in investigation and establishing the trustworthiness of
the AMI network. Not only the proposed scheme satisfy the
requirements of ZTA, but by making the transaction data
on the blockchain available to all nodes, the data becomes
immutable and secure.
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