
Received 17 July 2024, accepted 18 August 2024, date of publication 21 August 2024, date of current version 2 September 2024.

Digital Object Identifier 10.1109/ACCESS.2024.3447531

Enhancing Secrecy Performance Using Fountain
Codes and NOMA Under Joint Cooperative
Jamming Technique and Intelligent
Reflective Surface
PHU TRAN TIN 1, (Member, IEEE), MINH-SANG VAN NGUYEN 2,
TRAN TRUNG DUY 2, (Member, IEEE), BUI VU MINH 3,
BYUNG-SEO KIM 4, (Senior Member, IEEE), AND LUBOS REJFEK 5
1Data Science Laboratory, Faculty of Information Technology, Ton Duc Thang University, Ho Chi Minh City 70000, Vietnam
2Department of Electrical Engineering, Posts and Telecommunications Institute of Technology, Ho Chi Minh City 70000, Vietnam
3Faculty of Engineering and Technology, Nguyen Tat Thanh University, Ho Chi Minh City 754000, Vietnam
4Department of Software and Communications Engineering, Hongik University, Sejong 30016, South Korea
5FEI, University of Pardubice, 53210 Pardubice, Czech Republic

Corresponding author: Byung-Seo Kim (jsnbs@hongik.ac.kr)

This work was supported in part by Vietnam National Foundation for Science and Technology Development (NAFOSTED) under Grant
102.04-2021.57; and in part by Culture, Sports and Tourism R&D Program through the Korea Creative Content Agency grant funded by
the Ministry of Culture, Sports and Tourism in 2024 (Project Name: Global Talent Training Program for Copyright Management
Technology in Game Contents, Project Number: RS-2024-00396709, Contribution Rate: 100%).

ABSTRACT Ensuring content security and copyright protection is a critical concern in wireless
communication networks. Furthermore, the emergence of services demanding high-band width and very
low delay such as online Games, extended reality (XR), Metaverses, etc., Non-Orthogonal Multiple Access
(NOMA) is a technology with the potential to enhance the spectral efficiency of fifth-generation (5G)
wireless network and beyond. Hence, this paper studies a NOMA-based downlink system that employs
intelligent reconfigurable surfaces (IRS) and operates in a physical-layer security environment. Our study
also incorporates the utilization of Fountain codes (FCs), all while contending with the presence of a
malicious eavesdropper. Furthermore, a cooperative jamming technique is employed to degrade the quality of
the eavesdropping channel. The main contribution of this paper is to derive precise closed-form expressions
of outage probability (OP), energy efficiency (EE), intercept probability (IP), and average secrecy rate
(ASR) for the proposed system. We also develop a Deep Neural Network (DNN) model to evaluate
OP, IP, ASR and the average number of time slots (ATS). Subsequently, Monte Carlo simulations are
presented as a means to validate the theoretical findings. The simulation results yield the following insights:
i) Their primary purpose is to validate the analytical formulas. ii) This research significantly contributes to
deepening our understanding of IRS-NOMA systems, providing a foundation for future investigations into
practical implementations. iii) We investigate the optimal power allocation factors within the IRS-NOMA
framework, offering valuable insights into designing IRS-NOMA systems to achieve reliable and secure
communication. iv) The results illustrate the superior performance of IRS-NOMA in comparison to the
conventional IRS-Orthogonal Multiple Access (OMA) method.

INDEX TERMS Fountain codes, content security, intelligent reflecting surface, non-orthogonal multiple
access, physical layer security.
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I. INTRODUCTION
The emergence of the beyond fifth generation (B5G) and
the subsequent development of the sixth generation (6G)
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wireless communications have ushered in a new era of
possibilities for wireless networks across diverse domains [1],
[2]. These advancements bring with them the promise
of significantly higher data transmission speeds, enhanced
operational efficiency, and the potential for groundbreaking
applications. Furthermore, services requiring high bandwidth
and very low delay such as online games, extended reality
(XR), Metaverse, etc., can be supported over wireless
connections. However, with these remarkable advancements,
the rising demands of the general public may introduce new
vulnerabilities in secure content and information deliveries in
wireless networks.

In response to these evolving challenges, a technology
that has garnered considerable attention, and holds promise
for mitigating some of these security concerns is intelligent
reconfigurable surfaces (IRS) [2], [3], [4]. An IRS comprises
many low-cost reconfigurable passive components, each
capable of manipulating the amplitude and phase of incoming
signals [5]. The utilization of IRS is now being recognized as
a cost-effective solution to substantially enhance the spectrum
and energy efficiency (EE) of forthcoming wireless commu-
nication networks [6]. In [7] and [8], particular emphasis is
given to IRS technology, notable for its remarkable potential
to achieve substantial reductions in energy consumption.
IRSs have garnered attention from both academic and
industrial sectors, sparking intensive research efforts. Their
capacity to contribute to energy-efficient communication
systems has made them a focal point of interest and
investigation within the field [9]. Moreover, several studies
have studied the integration of Nakagami-m fading channels
into internet of things (IoT) systems with RIS [10], [11],
[12], [13]. In [10], the distribution of the sum of double-
Nakagami-m random vectors is analyzed, providing exact
closed-form expressions for the probability density function
(PDF), cumulative distribution function (CDF), moments,
and characteristic function. These statistical properties are
also derived for the sum of Rayleigh-Nakagami-m random
vectors. In [11], the impact of aerial IRS on data collection
is examined by deriving outage probability (OP) for ran-
domly deployed devices, considering both imperfect channel
state information and unmanned aerial vehicles (UAV)
fluctuations. Building on this, [12] investigates IRS-assisted
device-to-device (D2D) communication under Nakagami-m
fading, discussing both overlay and underlay modes. Novel
closed-form analytical expressions for outage probability
are derived for each mode, along with the diversity order.
The findings reveal that in the overlay D2D mode, the
diversity order depends on the number of elements and fading
parameters, whereas in the underlay D2Dmode, it is zero due
to interference.

Non-Orthogonal Multiple Access (NOMA) emerges as a
pivotal technique, especially in the context of B5G massive
IoT [14], [15], [16]. NOMA enables the simultaneous
utilization of the same time and frequency slot for two
users by adjusting their power allocation levels. Unlike
traditional orthogonal multiple access (OMA) schemes like

Time Division Multiple Access (TDMA) and Frequency
Division Multiple Access (FDMA), where each user is
assigned time or frequency slots, NOMA facilitates multiple
users to share resources concurrently, resulting in increased
spectral efficiency and enhanced capacity. This enhancement
is made possible by allocating different power levels to
users, assigning higher power levels to those with weaker
channel conditions and lower power levels to those with
stronger conditions. Hence, such power allocation opti-
mization aims at maximizing the overall system capacity.
Moreover, numerous studies have presented combination
between NOMA and other advanced wireless communica-
tion techniques [5], [6], encompassing OMA, millimeter-
wave (mmWave) communication, UAV communications, and
satellite communications. These models provide insights into
the potential applications and benefits of IRS technology in
enhancing system capacity, fairness, energy efficiency, and
security.

In the realm of Physical Layer Security (PLS), various
strategies are employed to safeguard wireless communication
systems against eavesdropping and unauthorized access.
One efficient technique in PLS is jamming, which operates
by deliberately introducing noise or interference into the
communication channel, thereby disrupting the reception
of signals by eavesdroppers [17], [18], [19]. Furthermore,
jamming can be dynamically adjusted in real time to adapt
to evolving threats, offering a robust defense mechanism
against sophisticated adversaries. In contrast to encryption
techniques which may incur computational overhead and
latency, jamming imposes minimal processing demands and
can be seamlessly integrated into existing communication
infrastructures. Thus, jamming emerges as a compelling
PLS strategy, offering a potent combination of effective-
ness, adaptability, and efficiency in safeguarding wireless
communication systems against unauthorized access and
exploitation [20], [21], [22].

Fountain codes (FCs) offer a promising solution for
reliable data transmission in wireless communication. Unlike
traditional codes, they generate an unlimited number of
encoded symbols from a finite set, adapting dynamically
to changing channel conditions [23], [24]. This adaptability
makes them ideal for environments with variable noise
and interference levels. FCs also boast resilience to burst
errors and achieve high performance with minimal compu-
tational complexity. Their versatility extends across various
applications, including satellite communication, multimedia
streaming, and distributed storage systems. As a result,
FCs have gained traction as an efficient and adaptable
error correction technique in wireless communication [25].
Moreover, FCs belong to a family of linear block codes
renowned for their ability to generate potentially unlimited
encoded packets [26], [27], [28]. Among these, systematic
FCs, exemplified by RaptorQ codes [29], have found
widespread adoption as Application-Layer Forward Error
Correction (AL-FEC) codes within the 3GPP Multimedia
Broadcast and Multicast Services (MBMS) standard. This
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is primarily due to their exceptional coding performance.
In a related context, a study presented in [30] highlighted
that systems relying solely on pure physical-layer coding,
without the assistance of AL-FEC coding, are significantly
suboptimal when operating in wireless fading channels. In
the pursuit of achieving reliable packet transmission over
wireless links, the proposed layered coding approach not
only addresses error correction within each packet and
erasure correction across packets but also emphasizes the
security-enhancing benefits of FCs. The inherent resilience
of FCs to packet loss contributes to an improved security
posture, ensuring data integrity and reliable communication
in wireless environments prone to disruptions or adversarial
interference. This underscores the critical role of AL-FEC
codes in enhancing communication reliability and robustness.
Moreover, in [31], researchers introduced a cross-layer
optimization approach. This approach involves the joint
selection of Raptor code parameters at the application layer
and physical layer coding parameters. The goal is to enhance
transmission efficiency, particularly for unicast streaming of
high-quality video. By optimizing parameters across multiple
layers of the communication stack, this approach aims to
deliver a more efficient and reliable streaming experience.

A. MOTIVATION
Due to the significant potential of integrating NOMA with
IRS and the current research trend of incorporating deep
neural networks (DNN) into system models, coupled with
the enhancement of system performance and security through
the integration of FCs in data transmission, it is imperative
to address these areas. Security concerns have always
been a top research priority to ensure signal transmission
integrity. Therefore, designing a jammer device to mitigate
eavesdropping effects is also a highly effective measure.
However, there is a scarcity of studies addressing these issues
comprehensively. In [32] and [36], the authors investigated
the IRS-NOMA system model focusing on system perfor-
mance and security analysis. Their model included signal
transmission to two users, with one near user receiving a
direct transmission from the base station (BS) and one far
user receiving transmission via the IRS, in the presence of
an eavesdropper. Nonetheless, these models did not consider
scenarios where all users are served via the IRS, nor did
it address eavesdropping through the IRS. Additionally, the
impact of a jammer device on the system performance
was not considered. In this paper, we have addressed the
aforementioned issues. Moreover, we have also incorporated
DNN techniques and applied FCs in the considered system.

In [23], a cross-layer design for a FCs two-user NOMA
system with finite blocklength is proposed to achieve high
reliability and low latency. Messages are encoded with
application-layer fountain codes and physical-layer channel
codes, then transmitted using superposition modulation.
Numerical analysis shows that this design significantly
reduces transmission latency compared to using only

physical-layer channel codes. In [24], redundancy allocation
between packet-level fountain coding and physical-layer
channel coding in a downlink NOMA system with Rayleigh
fading channels is optimized, maximizing overall code rates
while ensuring successful decoding for both users. Numerical
results highlight the importance of rapidly increasing the
code rate for the weaker user to maximize overall rates,
with minimal redundancy needed for fountain coding when
transmit power is high and channel gain differences are small.
However, these studies have not yet considered incorporating
IRS into the system model, nor have they addressed security
issues, integrated DNN, or implemented jammer devices.

In [37], the authors study transmit power control in
mobile communication systems using a recurrent neural
network (RNN) to maximize system capacity. Their proposed
scheme reduces the need for extensive pilot signals in
dense networks. Simulation results show that their approach
outperforms conventional power control techniques and other
neural network-based methods, as evidenced by lower mean
square error and higher overall system capacity. In [38],
a deep learning method is proposed for the online wireless
configuration of IRSs in indoor environments. A coordinate
fingerprint database is created during offline training to
train a DNN, which maps user locations to optimal IRS
configurations for maximizing signal strength. In the online
phase, the DNN uses real-time location data to optimize IRS
phases. Simulations show this method significantly increases
throughput at the target user location. However, it is noted
that, unlike the aforementioned works [37], [38], this paper
studies the application of DNN to predict and optimize key
performance metrics, specifically outage probability (OP),
intercept probability (IP), and average secrecy rate (ASR).
By leveraging the capabilities of DNNs, the study aims to
enhance the accuracy and efficiency of these predictions and
optimizations. TheDNNmodel is trained on a comprehensive
dataset to learn the complex relationships between various
input parameters and performance metrics. Once trained,
the DNN can efficiently predict OP, IP, and ASR under
different conditions, providing valuable insights and enabling
the optimization of network performance. This approach
demonstrates the potential of DNNs in handling complex
prediction and optimization tasks in communication systems,
leading to improved reliability and efficiency.

Generally speaking, it is necessary to investigate IRS-aided
systems relying on PLS in four key domains: (i) the
emergence of IRS raises a significant challenge: How can
we integrate IRS into the NOMA-based wireless systems
to ensure that the reflected signals are constructive for
the intended NOMA users?; (ii) how can we apply FCs
to enhance the security and performance of the system?;
(iii) how can we integrate the jamming techniques into
IRS-NOMA systems to further enhance security?; (iv) how
can a DNN-based optimization contribute to predicting sys-
tem outcomes, thereby reducing computational complexity
and increasing accuracy in practical applications? Therefore,
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TABLE 1. A comparison between related works and the current study.

this paper aims to study the secure performance and overall
efficiency of IRS-NOMA-aided IoT systems.

B. CONTRIBUTIONS
Inspired by the above discussion, this paper studies a novel
secure communication system that effectively leverages the
unique properties of FCs. Unlike the existing approaches,
our system ensures that encoded packets are used to enhance
security, making it difficult for eavesdroppers to intercept
a sufficient number of packets to decode the original data.
Specifically, the proposed system allows a BS to transmit
encoded packets to multiple users via the IRS-NOMA
technique. Furthermore, users send feedback to the BS
once they have received enough encoded packets to decode
the original data. This ensures that secure transmission
relies on users receiving enough encoded packets before
eavesdroppers can do so, thereby fully exploiting the unique
characteristics of FCs. The main contributions of this paper
can be concisely described as follows:

• A novel secure communication protocol is introduced,
effectively leveraging the unique properties of FCs.
Unlike the existing approaches, this protocol ensures
that the encoded packets enhance security, making
it difficult for eavesdroppers to intercept a sufficient
number of packets to decode the original data.

• The IRS-based NOMA system is proposed, where the
BS communicates with user 1 (D1) and user 2 (D2)
through the IRS. The proposed system also addresses
the challenge of potential eavesdroppers. To mitigate
this security risk, the system incorporates a jamming
device to disrupt the eavesdroppers’ ability to intercept
the data. This approach not only leverages FCs but also
innovates by integrating jamming techniques to degrade
the eavesdropping channel quality.

• This paper presents a comprehensive evaluation of
the PLS of the proposed system, leveraging FCs.
It derives analytical expressions for key performance
metrics, including OP, EE, and the average number
of time slots (ATS). Furthermore, it assesses the IP
and the ASR necessary for secure communication
among legitimate users (D1 and D2) and potential

eavesdroppers. By incorporating FCs, this thorough
evaluation ensures a robust analysis of both reliability
and security aspects, highlighting the benefits of FCs in
enhancing communication security. Moreover, we have
extended the IRS-NOMA model by considering the
impact of multiple users. Specifically, we have con-
ducted simulations for the OP case and evaluated their
outcomes.

• Unlike the previous studies, our proposed IRS-based
NOMA system leverages both FCs and DNN tech-
niques to evaluate the OP, ASR, and IP. The DNN
model, combined with the properties of FCs, serves
as an efficient tool for assessing system performance,
especially when closed-form analytical expressions are
challenging to obtain. This approach simplifies the
complexity associated with evaluating highly nonlinear
functions, providing accurate estimations of system
performance metrics. Thus, the application of DNN
and FCs is not superficial but deeply integrated into
performance evaluation.

• Extensive simulations are conducted to validate the
theoretical analysis and gain valuable technical insights.
The effectiveness of the DNNmodel, combined with the
application of FCs, is evaluated using the mean squared
error (MSE) metric and compared with conventional
approaches. Furthermore, various other results are
examined to confirm the benefits of integrating IRS,
NOMA, and FCs in enhancing the system performance,
particularly in scenarios with potential eavesdroppers.
Finally, the optimal performance of theOP is determined
accordingly.

C. ORGANIZATION AND NOTATIONS
The paper is divided into the 06 sections. The proposed
system paradigm is examined in Section II. Section III
provides an overview of the methodology and the analyzes of
secrecy performance. In Section IV, we introduce the DNN
model for estimating the OP performance. Section V presents
an extended case for multiple users within the considered
system. On the basis of the DNN model predictions and the
derived analytical results, we show representative numerical
results in Section VI. This paper is concluded in Section VII.
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Notations: In this paper, we represent scalars using
italicized letters, while vectors and matrices are indicated by
boldface letters. For a vector z, the notation diag [z] refers to a
diagonal matrix in which each diagonal element corresponds
to the elements of vector z, respectively. The notation zT

represents the transpose of vector z. arg (.) represents the
argument of a complex number. Pr (.) and E (.) signify the
probability and the expectation, respectively. A complex
circular symmetric Gaussian random variable with a zero
mean and a variance of λ is denoted as CN (0, λ). The CDF
and PDF of the random variable Y are denoted by FY (y) and
fY (y), respectively.

FIGURE 1. The IRS downlink system model.

FIGURE 2. Fountain-encoded transmission for security.

II. SYSTEM MODEL
The IRS-based downlink NOMA network is shown in
Figure 1. It comprises a BS, an IRS with N reflecting
elements, and two receivers,1 Di, (i = 1, 2). An eavesdropper

1The two-user IRS-NOMA emerges as the prime choice, acclaimed for
its exceptional spectral efficiency and amplified user fairness, extensively
supported by prior research [36], [39]. By allocating distinct power levels
according to priority based on individual channel conditions, it not only
amplifies system capacity but also guarantees fair service distribution among
users, establishing itself as a compelling solution within contemporary
wireless communication systems. We focus on the secure performance of
a user pair because the performance characteristics for other groups are
similar. In the context of an IoT user pair, one user may send high-data-rate
videos while the other sends low data rate text messages. The motivation
includes ensuring high-quality service, testing scalability, and identifying
potential issues early. This system model is suitable for multimedia
communication applications, social networking platforms, collaborative
tools, online gaming, and IoT systems.

(E) is listening to the network while it is in use. More
specifically, D1 and D2 are the users who need an IRS’s help
to communicate because of the far distance and obstacles.
In addition, D1 is a user who is closer to the IRS than user
D2. The cooperative jamming technique is used to degrade
the quality of the eavesdropping link, i.e., the jammer (J ) is
employed to continuously generate the artificial noises to E .

The BS partitions its initial data into V packets, ensuring
their proper encoding to yield the encoded packets. Subse-
quently, during each time slot, the BS transmits these encoded
packets individually to the Di. Concurrently, the E tries to
intercept the encoded packets. It is assumed that both the Di
and the E achieve successful retrieval of the original data
upon correctly capturing a minimum of G encoded packets,
where G = (1 + α)V , and α is the decoding overhead
which depends on concrete code design [28], [33], [40].
Furthermore, once the Di accumulates enough number of
encoded packets, it issues an ACK message, prompting the
BS to terminate the data transmission. If the eavesdropper
fails to capture enough encoded packets, it remains incapable
of accessing the BS data. Conversely, the eavesdropper
intercepts the original BS data. Moreover, Figure 2 depicts
the FCs technique utilized in the system model [24].

Furthermore, we assume that the N reflecting elements
of the IRS will be divided into N = N1 + N2
[41], where N1 elements are set to steer towards user
D1, and the remaining N2 elements are set to steer
towards user D2; the reflection coefficient matrix asso-
ciated with the BS-IRS-Di and BS-IRS-E are symbol-

ized by 8i = diag
[
δ1ejφ

i
1 , δ2ejφ

i
2 , . . . , δNie

jφiNi
]
, 8e =

diag
[
δ1ejφ

e
1 , δ2ejφ

e
2 , . . . , δNie

jφec
]
,
(
j =

√
−1
)
, c ∈ {N1,N2},

where δNi ∈ [0, 1] is the amplitude-reflection coefficient,
the assumption that δ = δ1 = δ2 = · · · = δNi [42], and
φini ∈ [0, 2π) represents the adjustable phase shift variable
of the ni-th element, which can be controlled by the IRS with
ni = (1, . . . ,Ni). The Rayleigh fading model2 characterizes
the small-scale fading for both the link from J to Di and
the link from J to E , and these are represented by li ∼

CN
(
0, λli

)
, and le ∼ CN

(
0, λle

)
, respectively. Particularly,

h = [h1, h2, . . . , hc], g1 =
[
g1,1, g1,2, . . . , g1,N1

]T , and
g2 =

[
g2,1, g2,2, . . . , g2,N2

]T , ge =
[
ge,1, ge,2, . . . , ge,c

]T
represent the complex channel coefficients corresponding
to BS-IRS, IRS-D1, IRS-D2, and IRS-E , respectively. Each
element within h and gi conforms to the Nakagami-m fading

2The jamming links are considered as Rayleigh instead of Nakagami-
m because the Rayleigh fading model is a common and widely accepted
assumption for modeling wireless channels in environments with many
scatterers, such as urban areas [17], [19]. This model is particularly suitable
when there is non line-of-sight (NLOS) path. On the other hand, the
Nakagami-m fading model, which generalizes the Rayleigh model (m= 1)
[19], is often used to model scenarios with varying degrees of LOS and
multipath fading. In this paper, we assume the jamming links are represented
by the Rayleigh model due to the specific characteristics of the environment
we are considering. However, we acknowledge that using Nakagami-m could
be an alternative approach and may be explored in future work.
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model,3 with distinct fading parameters, namely mh and mgi ,
respectively. We assume that the channel coefficients do not
change during the transmission of one Fountain packet, and
they change independently after each transmission of one
Fountain packet.

Let W represent the length of each encoded packet.
If the BS transmits the signal xsi [w] , (w = 1, . . . ,W ) to the
Di. Assume that BS sends the packets c1 [l] (denotes the
l-th packets of D1) and c2 [l] (denotes the l-th packets of
D2) to D1 and D2, (l = 1, 2, . . .), respectively. Following
the NOMA principle, BS linearly combines the modulated
signals of c1 [l] and c2 [l] as xs [w] =

√
β1Psxs1 [w] +

√
β2Psxs2 [w], where Ps (dB) represents the transmit power

of the BS, and xs1 [w] and xs2 [w] represent the transmitted
signals of the w-th symbol of c1 [l] and c2 [l], respectively.
Additionally, βi is used to denote the power allocation
coefficients for Di, with β1 + β2 = 1 and βi ∈ [0, 1].
Be aware that we set β1 < β2 for user fairness and assume
fixed power allocation sharing between two users [44]. The
received signal at D1 is provided by [36], [45]

yND1
= d

−
η
2

s d
−

η
2

r1 g181hxs [w] + d
−

η
2

J1

√
PJal1xJa [w]

+ σ1 [w] , (1)

where ds, dri and dJi are the distances between the BS and
IRS, between the IRS and Di and between the J and Di,
respectively, η signifies the path loss exponents, xJa [w] refers
to the w-th jamming signal transmitted by nodes J , and PJa
represents the transmit power of J . Additionally, σi [w] ∼

CN (0,N0) is the additive white Gaussian noise (AWGN) at
Di, and N0 is the variance.

At D1, the initial detection prioritizes the signal from D2,
and the corresponding signal-to-interference-plus-noise ratio
(SINR) is denoted by4

γ
x2
D1

=
d−η
s d−η

r1 β2τs|g181h|
2

d−η
s d−η

r1 β1τs|g181h|
2
+ d−η

J1
τJa|l1|2 + 1

, (2)

where τs =
Ps
N0

, τJa =
PJa
N0

.
After the SIC process, the decoding of the signal fromD1 is

realized, and the obtained SINR is given by

γ
x1
D1

=
d−η
s d−η

r1 β1τs|g181h|
2

d−η
J1

τJa|l1|2 + 1
. (3)

3The justification for assuming Rayleigh fading and Nakagami-m fading,
as highlighted in [34] and [35], arises from potential blockages on various
links or suboptimal positioning of the IRS, which may compromise the
establishment of robust LOS connections, thus enhancing the received signal
strength. Additionally, Nakagami-m fading has the capability to replicate
diverse wireless fading channels through the manipulation of channel fading
parameters m [43].

4We assumeD1 is a near user to the BS and IRS, andD2 is a user far to the
BS and IRS [41]. In NOMA, the successive interference cancellation (SIC)
is applied to decode the signal for D1, as follows: first, decode the signal of
the far user, D2, then apply the SIC technique to decode D1’s own signal.
For D2, the SIC technique is not applied; D2 only decodes its own signal
and treats D1’s signal as interference.

Next, the signal received at D2 can be expressed as

yND2
= d

−
η
2

s d
−

η
2

r2 g282hxs [w] + d
−

η
2

J2

√
PJal2xJa [w]

+ σ2 [w] . (4)

At D2, its signal is directly decoded (the D1’s signal is
considered as noise), and the resulting SINR is then given
by

γ
x2
D2

=
d−η
s d−η

r2 β2τs|g282h|
2

d−η
s d−η

r2 β1τs|g282h|
2
+ d−η

J2
τJa|l2|2 + 1

. (5)

The signal received by the E can be described as [35], [45]

yNE = d
−

η
2

s d
−

η
2

re ge8ehxs [w] + d
−

η
2

Je

√
PJalexJa [w]

+ σe [w] , (6)

where dre and dJe are to the distances from the IRS to E and
from the J to E , respectively, σe [w] ∼ CN (0,Ne) represents
the AWGN at E , and Ne is the variance.
In this study, like [46], [47], and [48], parallel interference

cancellation (PIC) is employed at E to separate the superim-
posed mixture. Consequently, the corresponding SINR at E
can be formulated as

γ
xi
E =

d−η
s d−η

re βiτe|ge8eh|
2

d−η
Je τJe|le|2 + 1

, (7)

where τe =
Ps
Ne

, τJe =
PJa
Ne

.

III. PERFORMANCE ANALYSIS
This section mainly focuses on the performance analysis of
our proposed systems from the perspectives of the OP, EE, IP,
ASR, and ATS.

A. ANALYSIS OF OP
1) OP FOR D1
In this paper, we assume that the SIC operation is perfect,
and if D1 is unable to decode the encoded packet of xs1 [w],
this event is considered to be an outage. On the other hand,
for xs1 [w] to be successfully decoded by D1, two conditions
must be met: i) D1 successfully decodes xs2 [w], and
2) D1 successfully decodes its own data xs1 [w]. Therefore,
the OP of one Fountain packet atD1 can be expressed as [28],
[49]

OPD1 = 1 − Pr
(
γ
x2
D1

> γ th2 , γ
x1
D1

> γ th1

)
, (8)

where γ thi = 2Ri − 1, Ri is the user Di’s target data rate.
Theorem 1: The exact expression of the OP at D1 for one

encoded packet is given by

OPD1 = exp

(
ω

ωd−η
J1

τJaλl1

−
λ1

2

)

×

∞∑
m=0

λm1

m!22m+1/2

(
τs

ωd−η
J1

τJaλl1

+
1
2

)−(m+1/2)

,

(9)

where ξ1 =
d−η
s d−η

r1 δ2

N1(1−ε1)
, ω = max

(
γ th2(

β2−γ th2 β1
)
ξ1

,
γ th1
ξ1β1

)
.
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Proof: Appendix A contains the comprehensive details.
Due to the delay constraint, the number of time slots allocated
or the number of Fountain packet transmissions by BS
is limited. We denote Mth as the maximum number of
transmission times for the BS, and MBS as the number of
transmission times that BS uses, where Mth ≥ MBS ≥ G.
This means that after Mth transmission times, BS stops the
transmission, and the Di will not be able to reconstruct the
original data (orDi is outage) if it does not receive aminimum
ofG encoded packets. We also denoteMDi andME as number
of Fountain packets successfully received by nodesDi and E ,
respectively. If MDi < G, Di is outage. Therefore, the OP of
D1 can be expressed as in [23]:

OPGD1
= Pr

(
MD1 < G

∣∣MBS = Mth
)
. (10)

Then, based on [23, Eq. (21)], we can obtain an exact
formula of the OP of D1 as

OPGD1
=

G−1∑
MD1=0

(
Mth
MD1

) (
1 − OPD1

)MD1

×
(
OPD1

)Mth−MD1 . (11)

2) OP FOR D2
ForD2, the OP of one encoded packet is expressed as in [50]:

OPD2 = Pr
(
γ
x2
D2

< γ th2

)
. (12)

Similar to the steps for performing the OP calculation for
D1, the OP for D2 with one Fountain packet is given by

OPD2 = exp

(
γ th2

γ th2 d
−η
J2

τJaλl2

−
λ2

2

)

×

∞∑
m=0

λm2

m!22m+1/2

((
β2−γ th2 β1

)
ξ2τs

γ th2 d
−η
J2

τJaλl2

+
1
2

)−(m+1/2)

,

(13)

where ξ2 =
d−η
s d−η

r2 δ2

N2(1−ε2)
.

Similar to (11), an exact closed-form expression of the OP
at the D2 can be written by

OPGD2
=

G−1∑
MD2=0

(
Mth
MD2

) (
1 − OPD2

)MD2

×
(
OPD2

)Mth−MD2 . (14)

B. OPTIMIZING POWER ALLOCATION IN THE IRS-NOMA
SYSTEM
In this section, we consider the optimization of power
allocation to improve the performance of the proposed
IRS-NOMA system. Firstly, we identify the optimal power
allocation coefficients at the BS (denoted as β∗

1 ) to indi-
vidually minimize the OP in the IRS-NOMA network. This
task focuses on finding the power allocation coefficients of

β∗

1 at the BS that result in the lowest OP. To achieve this,
we formulate the following minimization problems:

min︸︷︷︸
β1

OPGDi (β1) ,

st.

{
β1 + β2 = 1
β1 < β2.

(15)

To determine β∗

1 , we adopt the alternating optimization
procedure [51] for numerical evaluation. The essential steps
of this process are outlined in Algorithm 1. The procedure
begins by selecting an initial feasible solution β

(0)
1 within

the range (0,1), and then iteratively generates a sequence of
optimized power allocation coefficients, denoted as β

(1)
1 →

β
(2)
1 → · · · . This approach allows us to find the jointly

optimal value of β∗

1 that minimizesOPGDi (β1). The algorithm
yields a sequence ofOPGDi (β1) values that are non-increasing.
Notably, OP is a bounded function with OPGDi (β1) ≥ 0,
and the constraint set is convex. Thus, the convergence
of a non-increasing sequence within a convex set with
a bounded objective function is guaranteed. Furthermore,
it has been shown that OPGDi (β1) is convex with respect to
β1 individually, ensuring that Algorithm 1 converges to the
global optimal solution β∗

1 .

Algorithm 1Method for Identifying β∗

1 Using an Alternating
Optimization Approach
1: Input: Initialize the index s = 0 and set a tolerance level

1 > 0. Choose an initial value β
(0)
1 ∈ (0, 1). Calculate

the initial performance metric ∂ (0) = OPGDi (β
(0)
1 ).

2: Output: The optimal value of β∗

1 that minimizes the
outage performance, OPGDi (β

∗

1 )

3: To determine the optimal β1, set β1 = β
(s)
1 and solve

equation (15).
4: Compute ∂(s+1) = OPGDi

(
β

(s+1)
1

)
, and ∂∗

= ∂(s+1)

5: Set β∗

1 = β
(s+1)
1

6: Until
∣∣∂(s+1) − ∂(s)

∣∣ ≤ 1

7: Else s = s+ 1
8: Proceed to step 2

C. ANALYSIS OF EE
Building on the outage performance, we evaluate throughput
within the constraints of delay-limited transmission mode.
In this context, throughput represents the system’s capacity
at a fixed data rate. Indeed, the system throughput for
IRS-NOMA in delay-limited transmission mode can be
expressed as in [52, Eq. (21)] as

TPSy = (1 − OP1)R1 + (1 − OP2)R2. (16)

In the IRS-NOMA system, the overall power usage includes
the BS’s transmitting power, the static power consumed by
hardware at the BS, IRS, and user terminals [53]. This can be
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formulated as [52, Eq. (33)]:

Ptong =
Ps
ε

+ Pbs + PI + PD1 + PD2 + PJa, (17)

where ε represents the efficacy of the power amplifier in
transmission. Pbs denotes the cumulative hardware static
power dissipation at the BS, while PI = NPn (a) signifies
the corresponding power dissipation at the IRS, where Pn (a)
represents the energy usage of individual phase shifters,
each operating at a a-bit resolution [54]. PDi represents
the hardware power dissipation specific to the Di. As
throughput in the delay-limited transmission is acquired,
there’s a necessity for a more comprehensive study of EE in
IRS-NOMA. The EE can be formulated as [52]:

ϒ =
TPSy
Ptong

. (18)

D. ANALYSIS OF IP
From (7), we can formulate the IP of one Fountain packet of
the user Di as in [55]:

IPDi = Pr
(
γ
xi
E > γ thi

)

= 1 − Pr

|le|2 >

ξeβiτe

(
c∑

n=1
|hn|

∣∣ge,n∣∣)2

− γ thi

γ thi d
−η
Je τJe


= 1 −

∫
∞

0

(
1 − F

|le|2

(
ξeβiτex − γ thi

γ thi d
−η
Je τJe

))
× f(

c∑
n=1

|hn||ge,n|

)2 (x) dx, (19)

where ξe =
d−η
s d−η

re δ2

c(1−εe)
, c ∈ {N1,N2}.

Based on (35), (38), and by employing [56, Eq. (3.381.4)],
IPDi can be derived as

IPDi = 1 − exp

(
γ thi

γ thi d
−η
Je τJeλle

−
λe

2

)

×

∞∑
r=0

λre

r !22r+1/20 (r + 1/2)

×

∫
∞

0
xr+1/2−1 exp

(
−

(
ξeβiτe

γ thi d
−η
Je τJeλle

+
1
2

)
x

)
dx

= 1 − exp

(
γ thi

γ thi d
−η
Je τJeλle

−
λe

2

)

×

∞∑
r=0

λre

r !22r+1/2

(
ξeβiτe

γ thi d
−η
Je τJeλle

+
1
2

)−(r+1/2)

.

(20)

It is worth noting that if E collects a sufficient number ofG
encoded packets before the BS’s transmission ends, the data

intended for Di is intercepted. Hence, The IP of Di can be
formulated as [40]:

IPGDi = Pr (ME = G |MBS ≤ Mth ) . (21)

Utilizing the binomial distribution’s definition, the IP ofDi
in (20) can be obtained as in [57, Eq. (9)]:

IPGDi =

Mth∑
v=G

(
v−1
v−G

)(
IPDi

)G(1 − IPDi
)v−G

. (22)

where v=MBS is the number of Foutain-packet transmission
times realized by BS.
Equation (22) implies that the eavesdropper E successfully

receivesG Fountain packets after v transmission times by BS.
Therefore, it can intercept the the data intended for Di.

E. ANALYSIS OF ASR
1) ASR FOR D1
The ASR of D1 with one Fountain packet is written as [58]

ASRD1 = E

[
log2

(
1 + γ

x1
D1

1 + γ
x1
E

)]+

= E
[
log2

(
1 + γ

x1
D1

)]
︸ ︷︷ ︸

91

−E
[
log2

(
1 + γ

x1
E

)]︸ ︷︷ ︸
92

, (23)

where [X ]+ = max {0,X}.
Theorem 3: The exact expression for the ASR at D1 with

one Fountain packet is given by

ASRD1=
1
ln 2

 ∞∑
m=0

K∑
k=1

λm1

√
1 − t2k

m!2m0 (m+ 1/2)

Qπ exp
(
−

λ1
2 −

4
λl1

)
2Kλl1

× G3,1
2,3

 0, 1
0,m+

1
2 , 0

∣∣∣∣
(
d−η
J1

τJa4 + 1
)

2ξ1β1τs


−

∞∑
m=0

K∑
k=1

λme

√
1 − t2k

m!2m0 (m+ 1/2)

Qπ exp
(
−

λe
2 −

4
λle

)
2Kλle

×G3,1
2,3

 0, 1
0,m+

1
2 , 0

∣∣∣∣
(
d−η
Je τJe4 + 1

)
2ξeβ1τe

 , (24)

where 4 =
Qtk+Q

2 , tk = cos
[

(2k−1)π
2K

]
, K is a trade-off

parameter for accuracy and complexity.
Proof: You can find the information in Appendix B.

2) ASR FOR D2
The ASR of D2 with one Fountain packet can be written as

ASRD2 = E

[
log2

(
1 + γ

x2
D2

1 + γ
x2
E

)]+

= E
[
log2

(
1 + γ

x2
D2

)]
︸ ︷︷ ︸

93

−E
[
log2

(
1 + γ

x2
E

)]︸ ︷︷ ︸
94

. (25)
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Theorem 4: The exact expression for the ASR at D2 with
one Fountain packet is given by

ASRD2 =
1
ln 2

 ∞∑
m=0

K∑
k=1

U∑
u=1

λm2

√
1 − t2k

√
1 − z2u

m!2m0 (m+ 1/2)

×

β2Qππ exp
(
−

λ2
2 −

4
λl2

)
4β1KUλl2 (1 + 2)

0

m+
1
2
,
2
(
d−η
J2

τJa4 + 1
)

2 (β2 − 2β1) ξ2τs


−

∞∑
m=0

K∑
k=1

λme

√
1 − t2k

m!2m0 (m+ 1/2)

Qπ exp
(
−

λe
2 −

4
λle

)
2Kλle

×G3,1
2,3

 0, 1
0,m+

1
2 , 0

∣∣∣∣
(
d−η
Je τJe4 + 1

)
2ξeβ2τe

 , (26)

where zu = cos
[

(2u−1)π
2U

]
, 2 =

β2zu+β2
2β1

, U is a trade-off

parameter for accuracy and complexity.
Proof: Consult Appendix C for the information.

F. ANALYSIS OF ATS
Theorem 5: The exact expression for the ATS at Di, with the
G Fountain packet requirement, are given by

ATSDi =

G−1∑
v=0

Mth

(
Mth
v

)(
1 − OPDi

)v(OPDi)Mth−G

+

Mth∑
z=0

z
(
z−1
z−G

) (
1 − OPDi

)G(OPDi)z−G. (27)

Proof: The ATS employed for sending encoded packets to
the Di can be formulated as:

ATSDi =

G−1∑
v=0

Mth Pr
(
MDi = v |MBS = Mth

)
︸ ︷︷ ︸

11

+

Mth∑
z=G

zPr
(
MDi = G |MBS = z

)
︸ ︷︷ ︸

12

. (28)

In (28), 11 presents the case where Di is outage, and the
number of transmission times that BS uses is Mth. For 12,
it presents the case where Di successfully recovers its data
within z transmission times realized by BS.
In a similar manner to (11) and (22), 11 and 12 can be

rephrased as follows:

11 =

G−1∑
v=0

Mth

(
Mth
v

) (
1 − OPDi

)v(OPDi)Mth−G, (29)

and

12 =

Mth∑
z=0

z
(
z−1
z−G

) (
1 − OPDi

)G(OPDi)z−G. (30)

From (29) and (30) into (28), we have (27).

IV. PREDICTION OF MAIN OP BASED ON DNN
In this section, we formulate a DNN model for assessing
OP. The DNN model serves as a data-driven alternative
in cases where the system model is intricate, rendering
traditional mathematical derivation approaches challenging
to apply.5 The DNN model will be utilized to both enhance
and minimize execution time.

The novelty of our approach lies in the hybridmethodology
that combines traditional mathematical derivation with a
DNNmodel. This integration provides amore comprehensive
understanding and prediction capability for performance
metrics. The DNN enhances the traditional model by learning
from data, thus potentially improving accuracy and robust-
ness in complex scenarios. This dual approach represents a
significant innovation in handling complex system models.
The concern about the applicability of the DNN to other
problems is valid. This paper includes a detailed discussion of
the adaptability of the DNN framework. Moreover, the DNN
approach can be generalized to other complex systems with
appropriate modifications. This study provides guidelines
for these modifications to ensure the DNN model remains
relevant and effective across various applications.

The paper’s contribution is twofold: firstly, we offer a
rigorous mathematical derivation for performance metrics;
secondly, we introduce a DNN model that complements and
enhances these derivations. This combined approach offers a
robust solution that leverages the strengths of both traditional
and modern methodologies. The value of this research lies in
its potential to improve performance evaluation in complex
systems, thereby making a substantial contribution to the
field.

A. THE DNN DESIGN DESCRIPTION
The DNN model employed here is a feed-forward neural
network. For a comprehensive view of the DNN’s configu-
ration, please refer to Figure 3. The DNN design consists of
multiple layers, including an input layer, Dhid hidden layers,
and an output layer. The functions of each layer in training
the DNN model with sample datasets can be summarized as
follows [17] and [61].

• The primary function of the input layer is to receive input
data, allowing the DNN model to establish connections
between system parameters and their corresponding

5DNN scheme is similarly applied in [17], [59], and [60]. While we
have indeed derived mathematical expressions for performance metrics, the
DNN model is introduced to address scenarios where the complexity of
the system model may exceed the capabilities of traditional mathematical
derivation. The DNN serves as a supplementary tool that can capture intricate
patterns and nonlinearities that might be overlooked or too complex to model
mathematically.
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FIGURE 3. DNN model construction for prediction.

OP/ASR/IP (the residual DNN training cases follow
a similar process). Neurons in the input layer do not
employ activation functions, and their count matches the
number of system parameters.

TABLE 2. The system parameters that DNN employs for both testing and
training [28], [36], [63], [64].

• The hidden layers primarily focus on computing the
relationship between input data and output data. Con-
sequently, each connection within these hidden neurons
possesses distinct weights and biases to accurately
compute this relationship. Furthermore, each hidden
neuron integrates a nonlinear activation function to
optimize computational efficiency.

• The responsibility of the output layer is to forecast the
OP/ASR/IP by incorporating the outcomes from the
multiple hidden layers. Consequently, the output layer
is composed of a single neuron. Similar to the input
layer, the neuron in the output layer does not employ
any activation function.

In this model, the primary system parameters are relayed
to the server for inclusion as input values, each associated
with one of the 23 neurons, as outlined in Table 2. We utilize
the output layer, consisting of a single neuron, to generate

predictions for OP/ASR/IP. This involves the application of
a linear function in conjunction with its associated activation
function, as described in [17] and [62]. Moreover, there
exist 23 neurons that correspond to the 23 input features
(parameters are just weight and bias). In the hidden layers,
denoted by layer v with v = 1, . . . ,Dhid , has Di,If neurons,
and the system utilizes the rectified linear unit (RLUn)
function as its activation function.

B. GENERATION OF THE DATA SET
The server connected to the BS processes v samples from
our dataset, with the relationship between input and output
represented as Data [v] =

[
Inp [v] ,OutGDi

]
, where Inp [v] is

a feature vector comprising all the input parameters listed in
Table 2. Monte-Carlo simulations utilize the feature vector
Inp [v] and subsequently yield an expected secure metric
denoted as OutGDi . In summary, we generate a total of 5 ×

105 data points and concatenate them to form the dataset.
Subsequently, we partition the dataset into three subsets: 80%
for training (ℑtra), 10% for validation (ℑval), and 10% for
testing (ℑtes).

We use the Mean Square Error (MSE), which is defined

as MSE =
1

|ℑtes|

|ℑtes|−1∑
v=0

(OutPr e − Outtes), to evaluate the

performance of the suggested DNN approach. We use
Algorithm 1 from [17] and [62] as a guide for the critical steps
required for training and evaluating this DNN.

FIGURE 4. The extended scenario involving multiple users.

V. EXTENSION TO MULTI-USER IRS-NOMA SYSTEM
Next, this paper considers the extended IRS-NOMA system
with with H users, as presented in Figure 4. We denote
the users as (D1,D2, . . . ,DH−1, . . . ,DH ), where D1 is the
user closest to BS and IRS, while DH is the farthest one.
In this system, BS sends the packets ca [l] (denotes the l-th
packet of Da, a = {1, 2, . . . ,H}) to Da. Similar to the two-
user scheme, BS linearly combines the modulated signals of

ca [l] as
H∑
a=1

√
βaPsxsa [w], and then broadcasts the combined

signals to the users via RIS, where βa is used to denote the
power allocation coefficients for Da, subject to constraints
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β1 < β2 < · · · < βH and
H∑
a=1

βa = 1 [65], under the

condition that g181h > · · · > gH−18H−1h > · · · >

gH8Hh [66]. We also assume that the N reflecting elements
of the IRS are allocated as follows: N = N1 +N2 +· · ·+NH
[41], where N1 elements are set to steer towards D1, and the
N2 elements are set to steer towards D2, . . . , and the NH
elements are set to steer towards DH .
Next, the received signal at Da, for receiving one encoded

packet from BS through IRS, can be expressed as [65]:

yNDa = d
−

η
2

s d
−

η
2

ra ga8ah
H∑
a=1

√
βaPsxsa [w]

+ d
−

η
2

Ja

√
PJalaxJa [w] + σa [w] , (31)

where dra and dJa are the distances between the IRS
and Da, between the J and Da, respectively. ga =[
ga,1, ga,2, . . . , ga,Na

]T represent the complex channel coef-
ficients corresponding to IRS-Da. The reflection coefficient
matrix associated with the BS-IRS-Da is symbolized by

8a = diag
[
δ1ejφ

a
1 , δ2ejφ

a
2 , . . . , δNae

jφaNa
]
, where δNa ∈ [0, 1]

is the amplitude-reflection coefficient, the assumption that
δ = δ1 = δ2 = · · · = δNa [42], and φana ∈ [0, 2π)

represents the adjustable phase shift variable of the na-th
element, which can be controlled by the IRS with na =

(1, . . . ,Na). Additionally, σa [w] ∼ CN (0,N0) is the AWGN
at Da, and N0 is the variance. The Rayleigh fading model
characterizes the small-scale fading for both the link from J
to Da, and these are represented by la ∼ CN

(
0, λla

)
.

After receiving the combined signals, the user Da
performs SIC to decode its desired data. In particular, Da
first decodes the signal xsH [w], while treats other signals
xsb [w] , (b = 1, 2, . . . ,H − 1) as noises [66]. Next, Da
removes xsH [w] out from the combined signals, and then
decodes the next signal xsH−1 [w]. This process is repeated
until Da can decode its data. It is worth noting that DH
only directly detects its signal without performing SIC,
while D1 must detect all the signals of the remaining
users [65]. To more clearly present the SIC operation,
we express the SINR at Dd , (d = 1, 2, . . . ,H − 1,H)

for detecting the signals of Dp, (p ≥ d, p ̸= 1) as
in [65]:

γ
xsp
Dd =

d−η
s d−η

rd τsβp|gd8dh|
2

d−η
s d−η

rd τs|gd8dh|
2
p−1∑
b=1

βb + d−η
Jd τJa|ld |2 + 1

. (32)

For the user D1, the obtained SINR at this node to decode
its desired data (after decoding and removing all the signals
of the other users) can be expressed as in (3).
We note that Da can decode its desired signal successfully,

it must successfully decode the signals of the users Db, b =

H ,H − 1, . . . , a + 1. Thus, the OP at Da for one fountain

packet can be expressed as [65]:

OPDa = 1−

Pr

(
γ
xsH
DH ≥ γ thH ∩ γ

xsH−1
DH−1

≥ γ thH−1

∩ · · · ∩ γ
xsa
Da ≥ γ tha

)
, (33)

where γ
xs3
D3

= 2R3 − 1, 3 ∈ {H ,H − 1, . . . , a}, R3 is the
user D3’s target date rate.

Then, similar to (11), the OP at the Da with G Fountain
packets can be written by

OPGDa =

G−1∑
MDa=0

(
Mth
MDa

)(
1 − OPDa

)MDa

×
(
OPDa

)Mth−MDa . (34)

As part of our efforts, the operational principles of
the proposed multi-user IRS-NOMA system are presented
above. As demonstrated, extending the proposed IRS-NOMA
system from two users to multiple users is straightforward.
However, due to space limitations, we cannot present the
performance analysis of the extended system in this paper.
In future research, we will further develop and analyze this
extended system.

VI. NUMERICAL RESULTS
Numerical findings illustrating the performance assessment
of the network under consideration are presented in this
section. Furthermore, the correctness is periodically verified
through Monte Carlo simulations. Sim. and Ana. are
abbreviations for simulation and analytical, respectively.

FIGURE 5. The convergence of MSE for OP during the training and
validation of DNN with N1= N2= 50.

Figure 5 verifies that the DNN attains the anticipated
accuracy as we compare the curves of the training set and
validation set. Notably, these two curves closely align with
each other. This alignment signifies that the MSE is capable
of approaching its lowest error level, and this minimal MSE
is achieved after completing 15 epochs.

In Figure 6, we present the OP for two users as a function
of τs while varying the number of elements N . In the low-
τs range, the simulation produces precise results for users

VOLUME 12, 2024 117409



P. T. Tin et al.: Enhancing Secrecy Performance Using FCs and NOMA

FIGURE 6. OP of D1, and D2 versus τs, with N1 = N2 = 25, 30, 50 [35]
(β1 = 0.2 [63], R1 = R2 = 0.2 bps/Hz, η = 2 [63], δ = 0.9 [36], G = Mth =

10 [28], ds = dr1 = 10 m [64], dr2 = 30 m [64], dJi
= 1 [63], τJa = 10 dB,

mh = mg1 = mg2 = 2, λl1
= λl2

= 1 [63], [64]).

D1 and D2. Yet, imprecisions manifest in the high-τs range
attributed to employing channel statistics grounded in the
central limit theorem [36] (while we sought to enhance
accuracy by augmenting the iteration count, our computer’s
limitations capped it at a maximum of 104 loops). The
simulation results for users D1 and D2 closely correspond to
the numerical results derived from equations (11) and (14)
respectively. As the system increases the number of elements
N , there is an observable improvement in OP performance.
It is important to note that the augmentation of the number
of elements in the IRS contributes to this enhancement in
OP. However, these factors cannot be ascertained at the
BS without the assistance of DNN. We can observe that
user D1 exhibits superior OP performance compared to user
D2. The performance gap between these two users, D1 and
D2, becomes more pronounced as N becomes larger. This
discrepancy can be attributed to user D1 being closer to
both the IRS and the BS than user D2. Additionally, the
results highlight that as the number of IRS elements increases,
not only does the overall OP performance improve, but the
relative positioning of the users becomes more critical. This
indicates that optimizing the placement and configuration
of IRS elements can significantly enhance signal reliability
and quality for end-users. Furthermore, the implementation
of DNNs to assist in managing the IRS configurations can
potentially bridge the performance gap observed between
users, ensuring more uniform service quality. These insights
are crucial for practical deployments in dense urban areas
and large venues, where strategic placement and advanced
configuration of IRS elements can make a substantial
difference in network performance and user experience.

In Figure 7, we have plotted the OP for two users as a
function of τs while varying the power allocation values.
When comparing the OPs of D1 and D2, the simulation
results reveal that user D1 experiences a more favorable
scenario due to its proximity to the IRS compared to user
D2. Furthermore, it’s important to note that power allocation
has a significant influence on OP performance. Furthermore,

FIGURE 7. OP of D1, D2, and the work of [32] versus τs, with β1= 0.3, 0.4
(R1 = R2 = 0.2 bps/Hz [36], η = 2 [63], δ = 0.9 [36], G = Mth = 10 [28],
ds = dr1 = 10 m [64], dr2 = 30 m [64], dJi

= 1 [63], τJa = 10 dB, mh =

mg1 = mg2 = 2 [36], λl1
= λl2

= 1 [63], N1 = N2 = 25 [36]).

IRS-NOMA consistently outperforms IRS-OMA for both
users D1 across τs ranging from 36 dB to 47 dB and
D2 across τs ranging from 44 dB to 53 dB. This superiority
of IRS-NOMA highlights the efficiency gains achieved
through NOMA, leveraging the unique capabilities of IRS for
improved spectral efficiency and user fairness. Additionally,
as evident from the comparison, the OP in τs range of 36 dB to
45 dB in [32] is lower than that of this paper. This difference
can be attributed to the consideration of the jamming device’s
impact on the systemmodel in this paper, resulting in a higher
OP compared to [32]. Figure 8 illustrates the OP for two
users as a function of τ s while varying the number of Mth.
It is also noteworthy that the outage performance improves
with a higher value ofMth because the BS has more available
time slots to transmit the encoded packets to the Di. When
Mth increases from 10 to 15 and from 15 to 20, it means
there are more time slots available for transmitting encoded
packets within the system. This increase in available time
slots allows for amore efficient transmission process from the
BS. So, the system experiences reduced congestion because
more time is allocated for transmitting packets, which leads to
a decrease in packet loss and an increase in throughput at Di
[28]. Consequently, this improvement results in a significant
enhancement in overall system performance. These findings
underscore the importance of dynamic power allocation
strategies and the optimization of time slot allocation
in IRS-assisted communication systems. By intelligently
managing power and time resources, we can maximize the
utilization of the available spectrum and enhance system
reliability and efficiency, ultimately improving the user
experience in diverse wireless communication scenarios.

Transitioning to Figure 9 illustrates theOP diagram relative
to the parameter β1. The results highlight the impact of
α1, showcasing the power allocation’s influence on users.
As α1 increases from 0.05 to 0.45, the OP performance
improves at D1, indicating enhanced performance at that
location. Conversely, the OP decreases at D2, demonstrating
that increasing power allocation atD1 comes at the expense of
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FIGURE 8. OP of D1, and D2 versus τs, with Mth = 10, 15, 20 (β1 = 0.2
[63], R1 = R2= 0.2 bps/Hz [36], η = 2 [63], δ = 0.9 [36], G = 10 [28], ds =

dr1 = 10 m [64], dr2 = 30 m [64], dJi
= 1 [63], τJa = 10 dB, mh = mg1 =

mg2 = 2 [36], λl1
= λl2

=1 [63], N1 = N2 = 25 [36]).

FIGURE 9. OP of D1, and D2 versus optimal β1 (R1= R2 = 0.2 bps/Hz [36],
η = 2 [63], δ = 0.9 [36], G = Mth = 10 [28], ds = dr1 = 10 m [64], dr2 =

30 m [64], dJi
= 1 [63], τJa = 10 dB, mh = mg1 = mg2 = 2 [36], λl1

=

λl2
= 1 [63], N1 = N2 = 25 [36]).

reduced performance at D2. This underscores the importance
of power allocation and the need for performance balance
across different locations. Particularly noteworthy is that for
user D1, optimal performance is achieved at β∗

1 = 0.45,
whereas for user D2, performance peaks at β∗

1 = 0.05.
Figure 10 demonstrates how the system’s EE changes

concerning τs while τJa varies. The curve representing the EE
of IRS-NOMA networks is plotted based on equation (18).
It’s apparent that τJa = 10 dB stands out as the highest point
of system EE among the three cases observed within the τs
range from 30 dB to 57 dB. However, this heightened EE
is constrained specifically in the high range of transmitting
τs. This limitation arises from the fact that system EE is
reliant on outage probability, particularly associated with
transmission limitations due to delays. The prominence
of τJa= 10 dB as the optimal point for maximizing EE
underscores the delicate balance between signal strength,
interference mitigation, and transmission efficiency in IRS-
NOMA networks. This optimal point represents a trade-off
between achieving high signal-to-noise ratios for improved
communication reliability and minimizing interference from

FIGURE 10. System EE versus τs, with τJa = 10, 20, 30 dB (β1 = 0.2 [63],
R1 = R2 = 0.2 bps/Hz [36], η = 2 [63], δ = 0.9 [36], G = Mth = 1 [28], ds =

dr1 = 10 m [64], dr2 = 30 m [64], dJi
= 1 [63], mh = mg1 = mg2 = 2 [36],

λl1
= λl2

= 1 [63], N1 = N2 = 25 [36]), ε = 1.2, Ps = 5 dBW, Pbs = 2 dBW,
Pn (a) = 10 dBm, PDi

= 10 dBm, PJa = 10 dBm [52].

external sources, such as jammers. However, it’s important to
note that this heightened EE is constrained within specific
ranges of τs, indicating the need for adaptive transmission
strategies to optimize EE across varying environmental
conditions and network configurations. Understanding the
dynamics of EE under different SNR conditions is crucial for
designing and deploying efficient wireless communication
systems, particularly in scenarios where energy consumption
and spectral efficiency are critical factors. By leveraging
insights from Figure 10, network operators and system
designers can tailor transmission parameters and resource
allocation strategies to maximize EE while ensuring reliable
and uninterrupted communication services for end-users.

FIGURE 11. IP of D1, and D2 versus τs, with R1 = R2 = 0.2, 0.3, 0.4 bps/Hz
(β1 = 0.2 [63], η = 2 [63], δ = 0.9 [36], G = Mth = 10 [28], ds = dr1 = dre =

10 m [64], dr2 = 30 m [64], dJi
= dJe = 1 [63], τJa = τe = τJe = 10 dB,

mh = mg1 = mg2 = mge = 2 [36], λl1
= λl2

= λle = 1 [63], N1= N2= 25
[36]).

The impacts of the IP of the two users on the τs with
changing the goal data rate of the two users are shown in
Figure 11. It’s evident that the IP experiences a notable
increase as τs increases. This means that higher τs results
in worse system security. The primary reason for a higher
IP is that a higher SNR provides a clearer signal to the
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FIGURE 12. ASR of D1, and D2 versus τs, with δ = 0.3, 0.5, 0.9 (β1 = 0.2
[63], η = 2 [63], G = Mth = 1 [28], ds = dr1 = dre = 10 m [64], dr2 =

30 m [64], dJi
= dJe = 1 [63], τJa= τe = τJe = 10 dB, mh = mg1 = mg2 =

mge = 2 [36], λl1
= λl2

= λle = 1 [63], N1 = N2 = 3 [36], K = Q = U = 100
[14]).

eavesdropper, thereby increasing the likelihood of intercep-
tion [67]. Please note that, under the given design parameters,
the proposedD1 exhibits a slightly lower intercept probability
under the given design parameters than the D2 model
in low-transmission-power regions. Furthermore, it’s worth
mentioning that the IP for the analyzed schemes also rises as
the data rates of both users increase. In Figure 12, ASR curves
for users D1 and D2 are shown, and the simulated results
align with the analytical results obtained from equations (24)
and (26). Subsequently, we notice that the ASR of user
D2 also reaches a plateau. Furthermore, the value of δ is
relatively high, resulting in an increase in the ASR. Finally,
it becomes evident that the DNN-based predictions closely
align with the simulation and analysis outcomes for ASR and
IP, showcasing the DNN’s exceptional predictive prowess.
These findings underscore the intricate interplay between
system security, data rates, and signal robustness within wire-
less networks. An in-depth comprehension of the dynamics
governing IP and ASR is pivotal for optimizing network
security protocols and fortifying communication pathways.
Moreover, the corroborative validation of DNN-based prog-
nostications against established methodologies accentuates
the potential of machine learning paradigms in fortifying
network security and refining performance prognostication
within forthcoming wireless communication frameworks.

Figure 13 shows the ATS plotted against the threshold τs
for different power allocation values. It can be observed that
as the transmit power of the BS increases, the number of
time slots used decreases. This underscores the significance
of power allocation, as when more power is allocated to one
user, it reduces the number of time slots used for that user but
increases the number of time slots used for the other users.
Additionally, the trend depicted in Figure 13 offers valuable
insights into the dynamics of resource allocation in wireless
communication systems. As the transmit power of the BS
increases, resulting in higher SNRs, the system adapts its time
slot allocation strategy accordingly. The observed reduction

FIGURE 13. ATS of D1, and D2 versus τs, with β1 = 0.2, 0.3, 0.4 (R1 = R2 =

0.2 bps/Hz, η = 2 [63], δ = 0.9 [36], G = 8 [28], Mth = 10 [28], ds = dr1 =

dre = 10 m [64], dr2 = 30 m [64], dJi
= dJe = 1 [63], τJa = τe = τJe =

10 dB, mh = mg1 = mg2 = mge = 2 [36], λl1
= λl2

= λle = 1 [63], [64],
N1 = N2 = 25 [36]).

FIGURE 14. Multiple Users Scenario: OP versus τs in IRS-NOMA and
IRS-OMA systems (β1 = 0.25, β2 = 0.35, β3 = 0.4, R1 = R2 = R3 =

0.2 bps/Hz [36], η = 2 [63], δ = 0.9 [36], G = Mth = 10 [28], ds = dr1 =

10 m [64], dr2 = 30 m [64], dr3 = 35 m [64], dJi
= 1 [63], τJa = 10 dB,

mh = mg1 = mg2 = mg3 = 2 [36], λl1
= λl2

= λl3
= 1 [63],N1 = N2 = 25

[36], H = 3).

in the number of time slots used is indicative of a more
efficient utilization of resources, as higher SNRs allow for the
transmission of data with greater reliability and efficiency in
fewer time slots. Moreover, the inverse relationship between
power allocation and time slot usage highlights the trade-offs
inherent in optimizing system performance. By judiciously
allocating power, network operators can prioritize users
with higher quality channel conditions, ensuring optimal
utilization of available resources while maintaining fairness
among users. However, it’s crucial to strike a balance between
maximizing throughput for individual users and overall
system efficiency to meet diverse user requirements and
mitigate potential congestion issues. In essence, Figure 13
underscores the intricate interplay between power allocation,
time slot utilization, and system performance in wireless
communication networks. Understanding these dynamics
is essential for designing efficient resource allocation
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algorithms and optimizing network operation to meet the
evolving demands of modern communication systems.6

When considering multiple user scenarios, as shown in
Figure 14, user D3, with a power allocation factor of β3 =

0.4, performs worse than the others. This can be explained by
the increased interference among all users in a specific group,
which becomes a crucial issue when the number of users
is greater than two. Moreover, as noted in previous figures,
the performance of the IRS-NOMA system consistently
surpasses that of the IRS-OMA system as τs increases from
40 dB to 59 dB.

VII. CONCLUSION
In this research paper, we analyzed the performance aspects
of IRS-based NOMA networks, with a particular focus on
security implications. To enhance secure communication,
we introduced techniques such as FC-based and cooperative
jamming. Additionally, we leveraged DNN capabilities to
incorporate intelligent functionality within the base station of
the IRS-NOMA system, addressing specific security needs
and improving the performance of two legitimate users.
We validated our theoretical expressions for various security
metrics, including ASR and IP, along with performance
metrics like OP, EE, and ATS, through extensive simulations.
Our analysis of the OP demonstrated that IRS-NOMA
consistently outperforms IRS-OMA in terms of outage
behavior. Notably, our findings highlighted the critical roles
of several factors in enhancing the security and performance
of IRS-NOMA systems, including the number of reflecting
elements at the IRS, the power allocation coefficient, the
upper limit encountered by encoded packets, the power of
the jamming device, the user data rate, and the amplitude-
reflection coefficient. In the future, we plan to integrate Relay
NOMA with adaptable intelligent surfaces and explore the
IRS-NOMA system model with multiple users to further
enhance system performance metrics.

APPENDIX A PROOF OF THE THEOREM 1
Based on [36] and [41], in the BS-IRS-Di link and BS-IRS-E
link, our goal is to optimize the channel quality for Di and
E through adjustments in the IRS parameters. This entails

maximizing
∣∣gq8qh

∣∣ =

∣∣∣∣ c∑
n=1

δhngq,nejφ
q
n

∣∣∣∣, q ∈ {1, 2, e}, c ∈

{N1,N2}, where hn and gq,n represent the nth elements
of h and gq, respectively. Achieving this optimization
requires intelligent manipulation of the phase-shift variable
φ
q
n for each element, with all hngq,nejφ

q
n phases set to

be identical. Consequently, there isn’t a unique solution
for φ

q
n , (n = 1, . . . , c), and the comprehensive solution is

provided by φ
q
n = φ̄ − arg

(
hngq,n

)
, with φ as an arbitrary

6Our findings can serve as valuable guidelines for brainstorming new
features in real-world applications. For instance, a recent study [68]
developed a prototype of a IRS as a proof of concept, thoroughly evaluating
its potential benefits in practical wireless communication environments.
Initially, a 160-element reconfigurable surface was designed, manufactured,
and tested to demonstrate how this IRS technique mitigates path loss and
extends coverage in real-world outdoor communication scenarios.

constant within the range of [0, 2π). Upon implementing the

optimal
{
φ
q
n
}
, we obtain:

∣∣gq8qh
∣∣2 = δ2

∣∣∣∣ c∑
n=1

hngq,n

∣∣∣∣2 [36].
The PDF and CDF of Yq =

(
c∑

n=1
|hn||gq,n|

)2

c(1−εq)
are expressed

as follows [36]:

fYq
(
yq
)

=
λ
1/4
q

2
exp

(
−
yq + λq

2

)
y−1/4
q I−1/2

(√
λqyq

)
= exp

(
−
yq + λq

2
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m=0

λmq y
m−1/2
q

m!22m+1/20 (m+ 1/2)
, (35)

and

FYq
(
yq
)

= 1 − Q1/2
(√

λq,
√
yq
)

= exp
(

−
λq

2
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m=0

λmq γ
(
m+ 1/2, yq/2

)
m!2m0 (m+ 1/2)

, (36)

where

εq =
1

mhmgq

(
0 (mh + 1/2)

0 (mh)

)2
(

0
(
mgq + 1/2

)
0
(
mgq

) )2

,

λq =
cεq

1 − εq
.

As the number of reflecting elements N becomes sub-
stantial, Yq tends to conform to a noncentral chi-square
distribution like Yq ∼ Y 2

q
(
λq
)
. Iy (.) represents the modified

Bessel function of the first kind,Qy (.) stands for the Marcum
Q-function, 0 (.) denotes the gamma function, and γ (., .) is
the lower incomplete gamma function.

The PDF and CDF of
∣∣lq∣∣2 can be written as [69]

f
|lq|

2 (x) =
1
ϕY

e
−

x
λlq , (37)

F
|lq|

2 (x) = 1 − e
−

x
λlq . (38)

From (8), we can rewrite the OP at D1 as

OPD1 = Pr

|l1|2 >

τs

(
N1∑
n=1

|hn|
∣∣g1,n∣∣)2

− ω

ωd−η
J1

τJa


=

∫
∞

0

(
1−F

|l1|2

(
τsx − ω

ωd−η
J1

τJa

))
f( N1∑

n=1
|hn||g1,n|

)2 (x) dx,

(39)

where ξ1 =
d−η
s d−η

r1 δ2

N1(1−ε1)
, ω = max

(
γ th2(

β2−γ th2 β1
)
ξ1

,
γ th1
ξ1β1

)
. Based

on (35) and (38), OPD1 can be calculated as

OPD1=exp

(
ω

ωd−η
J1

τJaλl1

−
λ1

2

)
∞∑
m=0

λm1

m!22m+1/20 (m+ 1/2)
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×

∫
∞

0
xm+1/2−1

exp

(
−

(
τs

ωd−η
J1

τJaλl1

+
1
2

)
x

)
dx. (40)

With the use of the [56, Eq. (3.381.4)] the equation (9) can
be obtained from the (40) expression. The proof is finished.

APPENDIX B PROOF OF THE THEOREM 3
From (23), 91 can be written by

91 =
1
ln 2

∫
∞

0

1 − F
γ
x1
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(x)

1 + x
dx. (41)

Next, F
γ
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(x) can be derived as
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Since it is challenging to get an exact formula for F
γ
x1
D1

(x)

from (42), we suppose that when Q is big and we apply
Gaussian-Chebyshev quadrature [56], we have
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where 4 =
Qtk+Q

2 , tk = cos
[

(2k−1)π
2K

]
, K is a trade-off

parameter for accuracy and complexity.
From (43) into (41), 91 can formulate
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where Gm,n
p,1 (.) is the Meijer G-function [56, Eq. (9.301)].

Additionally, we use equality [70, Eq. (2.6)] as 0 (S, Ix) =

G2,0
1,2

(
1
S, 0

∣∣∣∣ Ix).
Utilizing the additional assistance provided by equation

[56, Eq. (7.811.5)], we can express 91 as

91 =
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From (23), 92 can be written by

92 =
1
ln 2

∫
∞

0

1 − F
γ
x1
E

(x)

1 + x
dx. (46)

92 is calculated similarly to 91, for ease of presentation,
we omit the derivation steps, and express 92 as below:
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1
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We may extract expression (24), which is obtained by
converting equations (45) and (47) into (23). The proof is
finished.

APPENDIX C PROOF OF THE THEOREM 4
From (25), 93 can be written by

93 =
1
ln 2

∫
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Based on equations (42) and (47), F
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expressed as follows:
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× f
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Similar to (43), since obtaining an exact closed-form
formula for F

γ
x2
D2

(x) from (49) is difficult, we assume

that when Q is large and we use Gaussian-Chebyshev
quadrature [56], we have
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(50)

Similar to (44), we employ the equality [70, Eq. (2.6)],
and in addition, by utilizing Gaussian-Chebyshev quadra-
ture [56], we obtain:
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2 (β2 − xβ1) ξ2τs

 dx

=
1
ln 2

∞∑
m=0

K∑
k=1

U∑
u=1

λm2

√
1 − t2k

√
1 − z2u

m!2m0 (m+ 1/2)

×

β2Qππ exp
(
−

λ2
2 −

4
λl2

)
4β1KUλl2 (1 + 2)

× 0

m+
1
2
,
2
(
d−η
J2

τJa4 + 1
)

2 (β2 − 2β1) ξ2τs

 , (51)

where zu = cos
[

(2u−1)π
2U

]
, 2 =

β2zu+β2
2β1

, U is a trade-off

parameter for accuracy and complexity.
The calculation procedure for 94 closely resembles that of

92. Therefore, as we proceed through the calculation steps,

the expression of 94 can be provided below:

94 =
1
ln 2

∞∑
m=0

K∑
k=1

λme

√
1 − t2k

m!2m0 (m+ 1/2)

Qπ exp
(
−

λe
2 −

4
λle

)
2Kλle

× G3,1
2,3

 0, 1
0,m+

1
2 , 0

∣∣∣∣
(
d−η
Je τJe4 + 1

)
2ξeβ2τe

 . (52)

Expression (26) can be derived by transforming
equations (51) and (52) into (25). This concludes the proof.
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