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ABSTRACT In this paper, we present a novel key-indexed channel phase permutation method designed
to enhance the security of physical-layer (PHY) authentication in the presence of correlated sub-channels.
In wireless communication, secret keys should be protected from eavesdroppers, as unauthorized access to
these keys may compromise user security, expose sensitive information, and allow attackers to impersonate
legitimate users, bypassing authentication mechanisms. To avoid the malicious interception of the pre-shared
secret keys in wireless communication, the proposed scheme takes advantage of the inherent characteristics
of reciprocal radio frequency channel phases and the key indices between authorized users. This ensures
the completion of PHY authentication process at the PHY layer without divulging the actual secret key to
potential attackers. Channel phase data are permuted based on binary key indices and concealed within phase
information, thwarting unauthorized access. Through extensive testing using a Universal Software Radio
Peripheral testbed, we validate the robustness of our scheme to various attacks, ensuring the confidentiality of
secret keys and distinguishing legitimate users from attackers attempting illicit authentication. This method

strengthens PHY layer security, offering practical applicability in wireless communication scenarios.

INDEX TERMS Physical-layer authentication, wireless security, universal software radio peripheral.

I. INTRODUCTION

Physical layer authentication (PLA) is a wireless security
technique that authenticates users by leveraging the unique
characteristics of signals in the physical layer (PHY). Using
specific signal properties in the PHY, PLA provides several
advantages such as real-time operation, efficient resource
usage, and simple implementation [1]. Because PLA offers
high attack defense capability that enhances cryptography-
based security [2], low resource consumption, and fast
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execution time because of its small computational effort [3],
it has been widely researched in the field of wireless
security [4].

In wireless communication, users can easily access signals,
so important information used for user authentication may be
exposed to unauthorized users. Therefore, PLA scheme must
effectively protect this information from eavesdropping [4].
PLA includes methods for sharing secret keys between
legitimate users and methods for not sharing such keys.
Methods in the latter category proposed by [5], [6], and [7]
check user legitimacy by comparing the channel data with
the data from the legitimate user at the adjacent transmission
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time. Several other methods attempt authentication without
the secret key. Moreover, schemes that can be used to
distinguish legitimate users from unauthorized users using
secret keys have been proposed [8], [9], [10], [11], [12], [13].
The PHY phase challenge-response authentication scheme
(PHY-PCRAS) [8] encapsulates secret keys by subtracting
the channel phase between two users from the phase of
the secret key (0 or ). Artificial-noise-aided PHY-PCRAS
(ANA-PHY-PCRAS) [9] encapsulates secret keys by adding
an artificial noise to the concealment method used in PHY-
PCRAS. The PLA scheme PHY-PPECRAS [10] quantizes
a secret key into 2¥ pieces. For example, in the case
of M = 2, the secret key is hidden by dividing the
secret key by M bits and quantizing the key phase to
[0 % T 37”]. Three of the aforementioned schemes exhibit
excellent security performance when an attacker attempts
to eavesdrop on a legitimate signal in independent channel
fading environments. However, they do not solve problems
related to sub-channel correlation and channel reciprocity.
PHY phase secret key encapsulation in correlated sub-
channels (PHY-PSIONICS) [11] encapsulates secret keys
by quantizing the channel phase between legitimate users.
PHY-PSIONICS shows notable security performance against
eavesdropping and replay attacks in correlated sub-channels,
but it cannot prevent man-in-the-middle attacks.

In this paper, we present a novel key permutation
method designed to conceal secret keys effectively in the
presence of correlated sub-channels. We conduct experiments
in a real communication environment to collect channel
phase data specifically within the context of correlated
sub-channels, and we leverage these data to assess the
security performance of our proposed scheme within such
an environment. We evaluate various attack scenarios may
reveal vulnerabilities and rigorously examine the security
performance of the approach in each case. Furthermore,
we introduce a robust method for quantifying criteria that
can be used to distinguish authenticated users from potential
attackers. These criteria play an important role in our
experimental evaluation, providing a basis for assessing the
effectiveness of the proposed approach. The contributions of
this paper are as follows:

o We verify the security performance of the proposed
method using channel data in an actual indoor envi-
ronment using a universal software radio peripheral
(USRP). Specifically, we check its performance in a
correlated sub-channel environment, which is similar to
an actual communication environment. Results confirm
that the method can be used sufficiently in reality.

o In our design, the secret key is safely hidden without
complex calculations. An attacker cannot infer the
secret key through eavesdropping and can be distin-
guished from a legitimate user despite a brute-force
attack.

o We propose criteria for distinguishing attackers from
legitimate users. Our finding confirms that the secu-
rity performance of the proposed approach, evaluated
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through the proposed criteria, makes the method suffi-
ciently useful in a real communication environment.
The remainder of this paper is structured as follows:
Section II provides an overview of PHY-PCRAS and the
necessary calculations for integrating channel phase data.
Section III introduces our novel system model, phase
extended permutation approach, and authentication method
of the proposed scheme. Section I'V outlines our experimental
setup, and Section V presents results obtained in various
attack scenarios. We conclude our work in Section VI.
Throughout the paper, we denote exp(-) as the natural
exponential function (i.e., e(')), ® as the element-wise
multiplication, (-)T as the transpose operation, and j as =1,
respectively.

Il. PRELIMINARIES

This section provides a concise overview of the PHY-PCRAS
system model, which is integral to our proposed method,
along with essential calculations needed for integrating
URSP-measured channel phase data.

A. PHASE CHALLENGE-RESPONSE AUTHENTICATION
In authentication systems, secret keys should remain imper-
vious to deduction, even in the event of eavesdropping. The
proposed scheme conceals the secret key so that an attacker
cannot infer it even if they eavesdrop in a communication
environment with a high correlation between sub-channels.
In the PLA scheme, the secret key shared with legitimate
users follows binary phase-shift keying (BPSK) modulation
or quadrature phase shift keying (QPSK) modulation, so it
is composed of O and 1. In this scheme, channel phase
data between users are permuted for sub-channels using the
indexes of 0 and 1 of the secret key to conceal the key. The
conditions of the proposed scheme are as follows:
o This scheme is based on multi-carrier transmission in the
frequency domain.
o The signal transmitted in this system are of the following
form:

s =1 O exp(jf), ey

wherer = [r1, 72, ..., ry1T and @ = [61, 62, ..., 651"
represent amplitudes and phases of the signal of s in N
sub-carriers transmission, respectively.

« Alice and Bob are legitimate users who share the secret
key ¢, and Bob requests authentication from Alice. Eve
is an illegitimate user (attacker).

o The channel without noise between Alice and Bob, hag,
is of the following form:

hap = ra © exp(jé aB), )

where raAp = [VAB,L FAB,25 - - rAB,N]T and 0AB =
[0AB.1,0AB 2, - - -, QAB,N]T represent the amplitude and
the phase responses of the channel, respectively.

¢ Due to the noise between Alice and Bob, estimated
channel ﬁAB, is of the following form:

hag = hap + Wag, 3)
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where wapg is noise tpat oceurs when Alice transmits the
signal to Bob. Here, hap ~ hpa holds assuming channel
reciprocity.

o As the signal used in this scheme has N sub-carriers,
each i sub-carrier in s = [s1, 52, . . ., sy ] suffers from
channel noise.

B. PHY-PCRAS [8]

Upon Bob’s request for authentication, Alice transmits a
challenge signal to Bob, and the phase of this signal is set
to 0 (Bchar; = 0). Bob receives the signal containing the
channel information between Alice and Bob, including the
noise generated during the communication process. Using
this signal, Bob can estimate the channel information (éAB,-)
between Alice and Bob. Then, Bob transmits the response
signal (Ores; = @i — éABl.) to Alice. As the channel phase
between Alice and Bob satisfies reciprocity, Alice receives
aresponse signal similar to ¢;. Therefore, Alice distinguishes
whether the user requesting authentication is Bob or Eve by
examining the similarity between the secret key and received
response signal.

C. PHASE FINGERPRINTING

We cannot directly execute phase challenge-response authen-
tication scheme in actual environments. The symbol time
offset (STO), sampling frequency offset (SFO), carrier
frequency offset (CFO), and initial phase caused by unsyn-
chronized transmitters and receivers distort channel data [14].
Therefore, after correcting the measured channel phase
using method proposed in [15], we confirmed the security
performance of the proposed method in this paper. The
channel phase of sub-carrier i is expressed as follows:

0; = 0; + 2wiAt + B+ w, 4)

where é,- is the measured channel phase and 6; is the actual
channel phase. At is a variable caused by STO and SFO,
B is the initial phase, and w is random noise generated
during signal propagation. Accurately measuring At and B
is difficult. However, as the values of At and 8 are constant
foralli =1, 2, ..., N for each measurement, we can infer the
value of 6; + w using the method shown in [11]. We denote
this process as phase fingerprinting, and 6; + w is expressed
as 0;.

D. CHANNEL RECIPROCITY FOR PRACTICAL
IMPLEMENTATION

For practical implementation of the proposed authentication,
we considered temporal wireless channel correlation between
Alice and Bob where the channel coherence depend on
their relative movement. As in [20], the temporal channel
correlation can be expressed as follows:

p =JorfpTa-B), (%)

where Jj is the zero-order Bessel function of the first kind,
fp is the Doppler shift, and T4_p is the time period for
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FIGURE 1. System model of the proposed scheme.

authentication process, respectively. Considering that the
relative speed of Alice and Bob is likely to be slow in indoor
environments, fp can be expected to be generally insignificant
for within coherence time in the proposed system model.

lll. METHOD

The system model, phase extended permutation method, and
user authentication method of the proposed scheme are as
follows.

A. SYSTEM MODEL

Fig. 1 shows the system model of the proposed scheme.
Upon Bob’s request for authentication, he simultaneously
transmits a request signal to Alice, and the phase of this
signal is set to 0 (0y, = 0). Then, Alice receives the signal
containing the channel data between Bob and Alice, including
the noise generated during the communication process. Using
this information, Alice estimates the channel phase (éBA,-)
between Bob and Alice. Subsequently, Alice transmits a
challenge signal to Bob, and the phase of this signal is also
set to 0 (6cpa;; = 0). Bob receives the signal containing the
channel data between Alice and Bob, including the noise.
Using this signal, Bob estimates the channel phase (éAB,-)
between Alice and Bob.

Alice and Bob undergo the phase extended permutation
process using the channel phase between them and the
secret key they share. Because their obtained channel phases
have reciprocity, they both have similar permuted phases.
The phase extended permutation method is detailed in
Section I1I-B. Bob transmits the response signal (6,cs; = éB,- —
éABi) to Alice using the permuted phase éBi. Upon receiving
the response signal, Alice subtracts her permuted phase (éA )
from the phase of the received response signal (6,.) and
performs calibration. Using the phase of the calibrated signal
(Baut;), Alice proceeds with the authentication process.

If Alice and Bob rearrange the phases identically, then the
authentication signal after calibration will contain only noise.
Therefore, Alice can evaluate the legitimacy of the user using
the standard deviation of @am.

B. PHASE EXTENDED PERMUTATION
We present the phase extended permutation algorithm
designed to enhance security by rearranging phase
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information based on the calibrated channel phase and the
phase of the secret key. The algorithm takes 6; and the phase
of the secret key ¢; as inputs and produces the rearranged
phase 6; as the output.

First, depending on the modulation scheme, the algorithm
initializes the number of bits per symbol (sys) and phase
boundaries. For example, in BPSK modulation, sys = 1 and
¢1 and ¢, are defined as 0 and =, respectively. In QPSK
modulation, sys = 2 and the phase values ¢1, ¢», ¢3, and
¢4 are defined as 7, 3jf , Sf ,and X 7” , respectively.

Next, the algorithm iterates over each sub-carrier () from
1 to N /sys, calculating the number of sub-carriers satisfying
©; = ¢ that is defined by ny. If i is identified as the m™ sub-
carrier satisfying ¢; = ¢, it assigns lx , = i. Next, for each
phase value ¢ (1 < k < 2%9), the algorithm calculates the
starting index: firstNum = 14+ > *Z1 ..

Finally, for each (1 <= n <= ny), set num = firstNum +
n — 1. Meanwhile, for each system variable p (1 < p < sys),
it calculates x as sys - (num — 1) + p and y as sys - (lx, —
1) + p. If k is odd, the algorithm sets the rearranged phase

0, = y/num + (— 1)y9 If k is even, it calculates NUM as
firstNum+ny — 1 and sets the rearranged phase 8, = (NUM —
y)/num + (—l)yéy.

By following these steps, the algorithm ensures that the
exchanged signal contains no secret information against both
eavesdropping and man-in-the-middle attacks. The details is
described in Algorithm 1.

C. USER AUTHENTICATION
If the user requesting authentication is legitimate (Bob), then
Alice and Bob will use the same channel data and same
secret key to undergo phase rearranging; consequently, the
standard deviation of éaml. will be close to zero, with only
noise remaining. By contrast, as Eve does not know the
secret key, she will attempt authentication using a randomly
generated key. Because that key differs from the secret key,
the rearranged keys created by Alice and Eve are different.
Therefore, the standard deviation éaut ; calculated by Alice for
authentication will be much greater than the noise.
Consequently, Alice can distinguish whether the requested
user for authentication is Bob or Eve using the standard
deviation of éam ;- Therefore, in this case, the test statistic for
authentication is as follows:

¢ = std(O gur)- (6)

To check the security performance of the proposed scheme,
a binary hypothesis testing based on the test statistic reported
by [16] is employed in this paper. The hypothesis test Alice
conducts is as follows:

Ho:¢ <t @)
and

Hi:¢ >, (®)
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Algorithm 1 Phase Extended Permutation

Input: calibrated channel phase 6, phase of the secret key

(@) 3
Output: rearranged phase (6;)

if BPSK modulation then
sys =1
¢1=0and ¢ =7

end if

if QPSK modulation then
sys =2
$1="T.dr=,¢3=F andps = I

end if

fori=1,2,...,~ do

> 5ys

ni: Number of i satisfying ¢; = ¢x
if i is m™ sub-carrier satisfying ¢; = ¢y then
lk,m =i
end if
end for
fork =1,2,...,2% do
firstNum = 1 + z “im
forn=1,2,...,n; do
num =firstNum +n—1
forp=1,2,...,sysdo
x =sys-(num—1)+p
y=sys-(lkn—1D+p
end for
if mod (k,2) =1 then
Or = ﬁ + (_l)ygy
end if
if mod (k, 2) = 0 then
NUM = firstNum + ny — 1
br = "+ (=10
end if
end for
end for

where Hy and H; are the test results obtained when the
legitimate user (Bob) and the attacker (Eve), respectively,
transmit the response signal. Here, 7 is the threshold
distinguishing Bob and Eve. In this case, the specific
threshold should ensure that Eve can be never mistaken for
Bob [16]. The specific threshold g is set as follows:

T = argmax F 3, (1) = 0, ©)]
T

where 1 is the threshold from Eve’s data and F 3¢, (7) is the
value of the cumulative distribution function (CDF) of Eve at
that point. However, because Eve’s data cannot be collected
in a situation where the threshold is set, the threshold must be
collected from Bob’s data, and it is as follows:

Tp = argmin Fy|7¢,(7) > Py, (10)
T
where 13 is the threshold from Bob’s test statistic and P, is

the level of significance «.
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TABLE 1. USRP and testbed settings.

Bandwidth 20 MHz
LTE application framework | Center frequency 915 MHz
(LabVIEW Transmission Alice 6.12 dBm
NXG 4.0) power Bob 7.50 dBm
(coerced) Eve 7.25 dBm
Distgnce between 36m
Position Alice and Bob :
Eve 25cm x 40=1m
Cube type Quantity (em XS;;ICX cm)
1 30 x 30 x 30
Aluminum 1 20 x 20 x 20
Obstacle specifications 1 10 % 10 % 10
8 30 x 35.3 x 33
Plastic 1 30 x 37.3 x 33
1 29 x 34 x 23.8

FIGURE 2. USRP testbed for measuring channel data in indoor
communication environments.

IV. EXPERIMENTAL SETUP
A. SETTINGS
We investigated the security performance of the proposed
scheme in two environments: a computer simulation envi-
ronment and an actual communication environment. In the
simulation, the signal-to-noise ratio (SNR) was set to 5 dB
and the test was performed in the same manner as that
reported by [8]. In the experiment, we used a USRP to
measure channel state information (CSI) in an actual indoor
environment. Because USRPs facilitate the manipulation of
communication parameters in a software-defined environ-
ment, they are widely employed by researchers to measure
CSI [11], [12], [17], [18], [19]. We employed the testbed
configuration as described in [19]. We considered three
USRP-2944R devices as three users (Alice, Bob, and Eve),
and a total of 120,000 pieces of data were collected by fixing
the positions of Alice and Bob while moving the position of
Eve by 2.5 cm 40 times, with 3,000 pieces collected at each
position. For the experiment, we relied on the LTE application
framework on LabVIEW NXG 4.0 for digital waveform
and baseband signal processing. Each user was equipped
with a VERT900 vertical antenna, which supports a carrier
frequency of 824-960 MHz. The detailed parameter settings
are described in TABLE 1. Fig. 2 shows the experimental
environment where we measured indoor channel data.

In an actual communication environment, data are stored
in all the 200 sub-carriers of the experimental device for
transmission and reception, but not all the data stored in these
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FIGURE 3. Channel phase data between two users: (a) raw channel phase
data, and (b) fingerprinted channel phase data.

sub-carriers are used in the authentication process. From the
200 sub-carriers, only N sub-carriers are extracted using a
certain rule, and the data stored in these N sub-carriers are
used. Because we extracted data from the 200 sub-carriers
of the experimental device, we extracted N at evenly spaced
intervals as much as possible to assume the most general
situation. In this paper, N was set to 32, 64, 96, 128, and
200, and the experiment was conducted. Because the value
of N did not significantly affect the experimental results,
for convenient analysis of the experimental results, as in
ordinary wireless communication standards, in this paper, the
discussed results were obtained at N = 64 at a bandwidth
of 20 MHz.

B. FINGERPRINTING

According to Section II-C, we processed the measured
channel phase into desired data through fingerprinting. The
desired data were usable channel phase data (i.e., reciprocity
of channel phase data was established between two users).
Fig. 3 shows the raw and fingerprinted channel phases
between two users.

V. RESULTS

The authentication signals calculated by Alice from Bob and
Eve are shown in Fig. 4. As mentioned in Section III-C, in the
case of the response signal transmitted by Bob, the signal
processed by Alice for authentication remains only as noise.
The response signal transmitted by Eve is processed into a
signal with a much larger phase than noise.

Eve can attempt two types of attacks [13]: a passive attack,
in which Eve does not take any action to infer or obtain
the secret key, and an active attack, in which a signal is
transmitted to Bob or Alice to infer or obtain the secret key.
Fig. 5 shows the system model of Eve’s eavesdropping on
Bob’s signal. Eve can eavesdrop on the request signal through
a man-in-the-middle attack or eavesdrop on the response
signal via an eavesdropping attack or a replay attack.

A. PASSIVE ATTACK

1) EAVESDROPPING ATTACK

Eve eavesdrops on Bob’s response signal transmitted to Alice
and infers the secret key. During the eavesdropping, Eve
receives the signal shown in Fig. 6. By checking the phase
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Phase [rad]
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32 48
Subcarrier Index i
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FIGURE 4. Authentication signals of Bob and Eve calculated by Alice.
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Request signal
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Phase
extended permutation
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Bob Alice Eve

Response signal
T

1

2
| Key inference |
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FIGURE 5. System models for (a) man-in-the-middle attacks, (b)(1) replay
attacks, and (b)(2) eavesdropping attacks.

difference between two continuous sub-carriers, we confirm
that under the use of PHY-PCRAS, the secret key, following
BPSK modulation, can be inferred from the eavesdropped
signal. By contrast, under our proposed scheme, Eve cannot
infer the secret key from the eavesdropped response signal.
Assuming that Eve infers indexes where the key changes
to consecutive points on the sub-carriers according to the
phase extended permutation method, Eve’s unit key inference
accuracy expressed as probability mass function (PMF) is
as shown in Fig. 7. The accuracy of randomly generating
a unit key in BPSK (QPSK) modulation is 50% (25%).
Thus, the experimental results do not differ considerably from
those obtained when randomly generating a unit key. As the
number of sub-carriers increases, the unit key accuracy graph
becomes increasingly similar to a normal-distribution graph.
As the unit key guessing accuracy in BPSK modulation is
50%, the probability of correctly guessing the entire key is
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FIGURE 6. Channel phase during Eve’s eavesdropping on the Bob’s
response signal out of the secret key following BPSK modulation:
(a) PHY-PCRAS, and (b) proposed scheme.
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FIGURE 7. PMF of the accuracy of key inferred by Eve via eavesdropping
attack: (a) BPSK modulation, (b) QPSK modulation in actual
communication environments, (c) BPSK modulation, and (d) QPSK
modulation in simulation environments.

(%)N ; in QPSK modulation, it is (%)%, which is the same as
that in BPSK modulation.

2) MAN-IN-THE-MIDDLE ATTACK

In the man-in-the-middle attack, Eve eavesdrops on Bob’s
request signal and pretends to be Alice. Eve makes Bob
rearrange the key with the channel phase data between him
and Eve and then transmit the response signal. Eve infers the
key from the response signal received from Bob, and attempts
authentication using the inferred key.

As with our analysis of the eavesdropping attack, we check
whether Eve can infer the secret key from the response
signal she obtains from Bob. As shown in Fig. 8, with PHY-
PCRAS, the secret key following BPSK modulation can be
inferred from the obtained by Eve, but it cannot be inferred
under our scheme. Assuming that Eve infers indexes where
the key changes to consecutive points on the sub-carriers
according to the phase extended permutation method, Eve’s
unit key inference accuracy is as shown in Fig. 9. In the
man-in-the-middle attack, Eve’s unit key guessing accuracy
is similar to that of randomly generating the unit key, as in
the eavesdropping attack. Therefore, the probability that Eve
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FIGURE 8. Channel phase during Eve’s impersonation by Alice using a
man-in-the-middle attack and receipt of the response signal from Bob

obtained out of the key following BPSK modulation: (a) PHY-PCRAS, and
(b) proposed scheme.
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FIGURE 9. PMF of the accuracy of key inferred by Eve infers via
man-in-the-middle attack: (a) BPSK modulation, (b) QPSK modulation in
actual communication environments, (c) BPSK modulation, and (d) QPSK
modulation in simulation environments.

will correctly guesses the entire authentication key through
a man-in-the-middle attack is approximately (%)N , which is
similar to that obtained through a brute-force attack.

B. ACTIVE ATTACK

1) REPLAY ATTACK

In the replay attack, Eve eavesdrops on the response signal
that Bob sends to Alice, and then replays it to Alice for
authenticating as Bob. The signal sent by Eve in this attack
differs from that sent by Bob to Alice for authentication,
just like in the brute-force attack. The CDF of the Bob and
Eve’s test statistic in the replay attack is shown in Fig. 10 (b).
The threshold obtained using Eve’s data 7p is —2.1705 with
a =0for N = 64.

2) BRUTE-FORCE ATTACK

A brute-force attack is a technique in which an attacker,
Eve, tries to gain authentication by generating keys randomly,
without any prior knowledge of the correct key. Eve’s
approach to authentication is similar to that of Bob’s, as she
uses her randomly generated key for the authentication.
However, because Eve’s key differs from the secret key that

Alice shares with Bob, Alice can distinguish Eve from Bob
VOLUME 12, 2024
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FIGURE 10. CDF of test statistic during Eve’s (a) brute-force attack and
(b) replay attack.
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FIGURE 11. ROC curve of proposed scheme, PHY-PCRAS, and
PHY-PSIONICS approaches in correlated indoor channel.

by computing éam. Fig. 10 (a) illustrates the CDF of the
test statistic ¢ calculated by Alice using the signals of Bob
and Eve. From eq. (10), we find that the threshold 3 is
—2.1987 with « = 0 for N = 64. To assess the security
performance of our scheme, we randomly generate Eve’s
data and compute the threshold. In the absence of Eve’s
data, as mentioned in Section III-C, the threshold can be set
sufficiently using Bob’s data.

C. RECEIVER OPERATING CHARACTERISTIC (ROC) CURVE
In attack scenarios, Eve attempts to authenticate as legit-
imate users using the authentication key inferred through
eavesdropping or man-in-the-middle attack. Fig. 11 shows
the ROC curves for PHY-PCRAS-based approaches where
the sub-channels are correlated in indoor environment. PHY-
PCRAS [8] is highly vulnerable even to eavesdropping since
the attacker can distinguish the secret key from the received
signal. Additionally, Eve can acquire the secret key in a
man-in-the-middle attack by intercepting the request signal
between legitimate users, which degrades authentication
reliability. PHY-PSIONICS [11] employs secret key encapsu-
lation using quantized channel phase to prevent the key from
being revealed in correlated sub-channels; however, it has low
reliability in man-in-the-middle attack since the legitimate
users still transmit the secret primitive over the air. In contrast,
the proposed scheme achieves excellent security performance
against both attacks by ensuring that the exchanged signal
contains no secret information after extended permutation.
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VI. CONCLUSION

In this paper, we proposed a PLA scheme for practical
communication scenarios. This scheme employs key indexes
to permute channel phases and hide the secret keys shared
by legitimate users. The proposed method effectively dif-
ferentiates between legitimate users and potential attackers
by leveraging channel data and secret keys shared by
authorized users. We verified the security performance of
this scheme in a real communication environment, which
has correlated sub-channels, by collecting channel data
from such an environment using USRP. We verified that
this scheme can effectively determine if an unauthorized
user attempts authentication. We comprehensively examined
the security of our scheme under various attack scenarios:
eavesdropping attacks, man-in-the-middle attacks, brute-
force attacks, and replay attacks. Our analysis results show
that the proposed scheme adequately enhances the margin to
set the security threshold, enabling clear distinction between
legitimate users and potential attackers. Similar to other
wireless channel PLA, the proposed scheme may exhibit
performance degradation in high dynamic communication
networks.
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