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ABSTRACT Public Key Encryption with Equality Test (PKEET) is a cryptographic primitive that allows
an authorized entity to test whether two given ciphertexts are the encryption of the same message without
decrypting them. The security of cryptographic schemes is analyzed using security model, and thus in order
to derive reasonable security against the real attackers, the security model should reflect the real attack
as closely as possible. However, security model widely used by PKEET fails to capture corruption attack,
since it does not cover the real attacker who can adaptively corrupt users. On the other hand, many PKEET
schemes suffer from a security loss that is linear in the number of users when using security model with
adaptive corruption attack, which causes that the actual security guarantees of the schemes linearly degrade
in that. Therefore, the goal of this paper is to resolve these two problems. We present a PKEET scheme in
setting with adaptive corruptions in which the security loss is a constant, and in particular, the comparison
shows that our scheme is efficient.

INDEX TERMS Multi-user setting, adaptive corruptions, tight reduction, public key encryption, equality
test.

I. INTRODUCTION
Public Key Encryption with Equality Test (PKEET) [1] is a
cryptographic primitive that allows an authorized entity to
test whether two given ciphertexts are the encryption of the
same message without decrypting them. More specifically,
assume that ctA and ctB be the encryption of message mA
under Alice’s key pkA and the encryption of the message
mB under Bob’s key pkB, respectively. An entity, with the
permission of Alice and Bob, can decide by running the Test
algorithm whether ctA and ctB are the encryption of the same
message, namely, whether or not mA = mB. Such equality
test functionality is very useful, and thus PKEET becomes
a tool for providing and enhancing privacy in a variety of
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approving it for publication was Jiafeng Xie.

settings from encrypted database [1] to cloud computing [2],
outsourced private set [3], and smart grid [4].
Over the past decade, much progress has been made

on the design and analysis of PKKETs, leading to many
theoretical achievements, for example, the construction in
the standard model [5], [6], [7], the construction against
quantum adversaries [8], [9], the construction against inside
adversaries [10], the generic construction [11] and strong
security [12]. However, there are still fundamental problems
needed to resolve.

A. MOTIVATION
Specifically, we focus on the following problems.

1) COVERING REAL CORRUPTION ATTACK
The security of cryptographic schemes is analyzed using
security model, and thus in order to derive reasonable security
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against the real attackers, the securitymodel should reflect the
real attack as closely as possible. However, security model
widely used by PKEET fails to capture corruption attack,
defined as follows.

• The adversary must declare a target user before
seeing any parameter. (2) The challenger generates
µ public/secret keys and sends those public keys to
the adversary. (3) The adversary can make a series of
queries, including the corrupted key query in which it
can get many users’ secret key except the target user’s
secret key. (4) The adversary outputs the guess.

Observe that the adversary can make corrupted key query,
and indeed, the corruption attack should be taken into
account. However, the description of corruption attack from
the real attacker is far from sufficient. As to the real attacker,
it could reveal secret keys of some users (probably through
hack attack or bad key management), and in particular,
it can choose the target at any time. That means that it is
unreasonable to require the adversary to choose the target
before the system is built, as the security model above. In fact,
adaptive corruption in which the adversary can adaptively
choose the target users and corrupted secret keys at any time,
is an important feature to define security model in multi-
user setting [13], [14]. Some multi-user cryptosystems, for
example, proxy re-encryption [15], [16], [17], has discussed
adaptive corruptions and the design of constructions against
adaptive corruptions [18], [19]. Henceforth we say that a
scheme is adaptively secure if the corruption of the adversary
is adaptive, and otherwise selectively secure.

2) OBTAINING TIGHT SECURITY REDUCTION
The security of the scheme is proven by designing a
reduction algorithm which converts a (tA, ϵA)-adversary
against the scheme into an efficient (tB, ϵB)-algorithm against
the computational hard problem, and the scheme is secure if
the computational hard problem holds. In general, tA ≈ tB,
and we only concern on ϵA and ϵB. The security loss is
defined by L = ϵA/ϵB, and the scale of L reflects the gap
between security level of the scheme and hardness of the
computational hard problem. A tight security reduction is one
where L is a constant. We say a scheme is tightly secure if the
security reduction is tight.

The difficult in constructing a PKEET scheme proven in
setting with adaptive corruptions is to derive tight security
reductions. Actually, a PKEET scheme that is selectively
secure is also adaptively secure: the proof of adaptive security
can be reduced to selective security by initially guessing
the targe user with a successful probability 1/µ. However,
this reduction always suffers from a security loss of µ,
and therefore the loss is linear in the number of users.
Consequently, the actual security guarantees of the scheme
degrade linearly in that, which can be potential problems:

• If a PKEET system has a huge number of users, the
security guarantees could degrade heavily. For instance,
there are 230 users, which is possible, imagining

billions of users over mobile Internet. When choosing
the security parameter providing, for example, 128-bit
security level, the actual security guarantees is only
98-bit security level, which is insufficient. One may
select the security parameter providing 158-bit security
level in order for actual 128-bit security level. However,
the large security parameters result in the large size
of the underlying groups, and accordingly increase the
running time of the implementation [20].

• On the other hand, if the number of actual users grows
beyond 230, the security guarantees will be less than
128-bit security level, and we have to reinitialize the
system, which is unrealistic, of course.

Therefore, the goal of this paper is to address the two
problems above. Concretely, we aim to designs a PKEET
scheme in which the security model defines adaptive
corruption attack and the security reduction should be tight.

B. OUR RESULTS
We present a tightly secure PKEET scheme in setting
with adaptive corruptions. We note that in our security
model, the adversary can adaptively corrupt users and is not
needed to submit any target user before seeing parameters,
which models the real-world attacker. Besides, our scheme
achieves tighter security reduction, obtaining better security
guarantees in practice as well as better results in theory.

Table 1 gives comparison of Efficiency and Feature
between our scheme and related PKEET schemes. Here we
choose PKEET schemes designed by Tang [21], Ma et al.
[22], Zhang et al. [5], Zeng et al. [6], denoted by Tan12,
MZH+15, ZCL+19, ZCZ+19, respectively. We need to point
out that our scheme is CPA secure, and other schemes are
CCA secure. In fact, CPA security is sufficient for actual
use. From the table, we can conclude that our scheme is
efficient, compared to other schemes, and most importantly,
our scheme can achieve tightly adaptive security.

Our Techniques. Firstly, let us explain whymany PKEET
schemes fail to obtain tight security reductions in proving
adaptive security. Generally, in PKEET schemes, each user
has a public/secret key pair formed as

(pk, sk) = ((gx , gy), (x, y)),

Without loss of generality, we suppose that the parameter
of the instance of the hard problem is embedded in gx .
Specifically, given an instance (gu, gv,T ) of CDH/DDH
problem, the simulator does not know which user the
adversary will choose as the target, so it randomly chooses
an expected user i and generates the public key pki as follow.

1) Choose y(i)
$
←− Zq, and compute gy

(i)
;

2) Set gx
(i)
= gu.

We note that u is unknown to the simulator, and thus the
simulator cannot answer this user’s secret key ski. The
reduction succeeds if the adversary
• never requests the secret key ski;
• chooses the expected user i as the target.
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TABLE 1. Comparison of Efficiency and Feature between our scheme and related PKEET schemes. Column |pk|, |sk|, |td|, |ct| show the size of public keys,
secret keys, trapdoors and ciphertexts, respectively. Column TEnc, TAut and TTest show encryption cost, trapdoor generation cost and test cost, respectively.
Ẽ and E refer to exponentiations on group G with pairings and exponentiations on group G without pairings, respectively. P refers to pairings.

Since the probability of successful reduction is 1/µ, the
reduction loss is at least µ. Hence this proof strategy
inherently suffers from a loss of O(µ).
Now we give our solution. The key point is to avoid the

guess. Our PKEET scheme is presented as follows.

pp := (q,G, g, ga, H),

(pk, sk) := ((gx1+ax2 , gy1+ay2 ), (x1, x2, y1, y2)),

ct := (gr , gar , g(x1+ax2)r · H(m), g(y1+ay2)r ·m),

td := (x1, x2).

At a high level, in our proof, the simulator generates and can
know any secret key of users, and the reduction is always
successful regardless of which user will be the target.

Proving OW-CPA security against Type-I adversary.
The goal of this adversary is to recover the message in the
ciphertext. In the first step, we convert ct into ct′ which has
the following form.

ct′ = (gr , gr
′

, gx1r+x2r
′

· H(m), gy1r+y2r
′

·m),

Note that we draw boxes to highlight the difference.
Intuitively, this should follow from the DDH assumption,
which says that {ga, gr , gar } ≈c {ga, gr , gr

′

}. Note that given
(gu, gv,T ), we have the following setting.

ga = gu, gr = gv, gar = T .

Apparently, no parameter of (gu, gv,T ) is embedded in public
keys. Thus, the simulator generates and can know all secret
key, and is able to return any user’s secret key. Furthermore,
the setting of T is independent from the target user, in other
words, the adversarymust answer the hard problem, nomatter
which user is selected as the target. Thus the reduction is
always successful.

In the second step, we use information-theoretic arguments
to prove that gy1r+y2r

′

is a perfect one-time pad, so we can
replace the message m with a random message mR, namely,
we can convert ct′ into ct′′ which has the following form.

ct′ = (gr , gr
′

, gx1r+x2r
′

· H(m), gy1r+y2r
′

· mR ).

To see this, given

y1 + ay2

from the public key,

y1r + y2r ′

from the ciphertext is uniformly distributed from the
adversary’s view, since y1, y2 are picked at random over Z2

q,
and in addition, the determinant∣∣∣∣1 a

r r ′

∣∣∣∣ ̸= 0

and the solution is unique. Finally, as to H(m), the adversary
cannot recover m fromW due to the one-wayness of the hash
function.

Note that in this step, we do not employ any computational
assumption, and thus the simulator generates and can know
all secret key, and is able to return any user’s secret key.
In addition, for any target user i∗ chosen by the adversary,
the following two distributions are statistically identical:{

y(i
∗)

1 + ay
(i∗)
2 , y(i

∗)
1 r + y(i

∗)
2 r ′

}
and

{
y(i
∗)

1 + ay
(i∗)
2 , z

}
,

where z
$
←− Zq. That means that we can always mask the

message regardless of which user will be the target.
Proving IND-CPA security against Type-II adversary.

The goal of this adversary is to decide the ciphertext is the
encryption of which message. In the first step, we convert ct
into ct′ which has the following form.

ct′ = (gr , gr
′

, gx1r+x2r
′

· H(mβ ), gy1r+y2r
′

·mβ ),

This step is completely analogue to the above.
In the second step, we use information-theoretic arguments

to prove that gy1r+y2r
′

is a perfect one-time pad, and gx1r+x2r
′

is also a perfect one-time pad. These are analogue to the
above. Thus, β is independent from the adversary’s view.

C. RELATED WORK
The concept of PKEET was proposed by Yang et al. [1].

Later, Tang et al. [21], [24] introduced the authorization
mechanism into PKEET, where the users can specify an entity
to perform the equality test and any unauthorized entity is
unable to get correct test results. Ma et al. [22], [25] and
Ma et al. [26] further designed flexible authorization mech-
anisms to satisfy various privacy requirements, for example,
Alice can specify which ciphertexts can be compared by the
entity.

In terms of basic constructions of PKEET, Zhang et al. [5],
Zeng et al. [6] and Lee et al. [7] proposed the constructions
in the standard model; Lee et al. [11] showed the generic
constructions; Roy et al. [8] and Duong et al. [9] gave the
constructions against quantum adversaries.
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To decrease the workload of public key certificate distribu-
tion, Identity-Based Encryption with Equality Test (IBEET)
schemes [27], [28], [29], [30] were presented. The offline
message recovery attack is an inherit attack in PKEET and
IBEET. Roughly speaking, given a ciphertext, the insider can
pick a guessing message, encrypts it and then tests whether
the resulting ciphertext and the given ciphertext contain
the same message. Since the size of the message space is
polynomial, the insider can efficiently implement its attack
and recover the message. In order to resist this type of attack,
the two-tester setting [31], [32] and the authentication in
encryption [10], [33], [34] were suggested.
For richer functionality, Susilo et al. [2] introduced the

multi-ciphertext equality test where the equality test can be
performed among n ciphertexts for n users; Xu et al. [35] and
Zhao et al. [36] presented the verifiable functionality where
the equality test results can be verified by the users; Yang et al.
[37] proposed the revocable revocation functionality where
the users can revoke the test right of the third parties; Ma et al.
[38] gave the time-based authorization for forward security.
In summery, the above work does not consider adaptive

corruption attack and tight security reduction.
Organization. This paper will be organized as follows.

Section II reviews several basic notions. Section III intro-
duces the definition of PKEET. Section IV presents our
PKEET scheme. In Section VI, we conclude this work.

II. PRELIMINARIES
Notation. Table 2 presents symbols, abbreviations and their
descriptions.

TABLE 2. Symbols, abbreviations and their descriptions.

Definition 1 (Decisional Diffie-Hellman (DDH) Assump-
tion): For any PPT adversary A the following advantage
function is negligible in λ.

AdvDDH
A (λ) =

∣∣Pr [A(q,G, g, gu, gv, guv) = 1
]

− Pr
[
A(q,G, g, gu, gv, gw) = 1

]∣∣ ,
where u, v,w

$
←− Zq.

Definition 2 (One-way Hash Function): A one-way hash
function H can be efficiently computed, but for any PPT
adversary A the following advantage function is negligible
in λ.

AdvOW
A (λ) = Pr

[
A(y = H(x)) = x

]
where x

$
←− {0, 1}∗.

III. DEFINITION OF PKEET
A. FORMAL DEFINITION
We propose the syntax of PKEET.
Definition 3 (Syntax of PKEET): PKEET consists of six

PPT algorithms:

– Setup(1λ)→ pp: The setup algorithm takes as input a
security parameter λ, and outputs a public parameter pp.

– KeyGen(pp) → (pk, sk): The key generation algo-
rithm takes as input the public parameter pp, and outputs
a public/secret key pair (pk, sk).

– Enc(pk, m) → ct: The encryption algorithm takes as
input a public key pk and a message m, and outputs a
ciphertext ct.

– Dec(sk, ct) → m: The decryption algorithm takes as
input a secret key sk and a ciphertext ct, and outputs the
message m.

– Aut(sk) → td: The authorization algorithm takes as
input a secret key sk, and outputs a trapdoor td.

– Test(td, td′, ct, ct′)→ 0/1: The test algorithm takes as
input two trapdoors td, td′ and two ciphertexts ct, ct′,
and outputs 1 or 0.

Correctness.We say that a PKEET scheme is correct if the
following three conditions hold:

1) For ∀λ ∈ Z+ and ∀m ∈M, it holds that

Pr

m← Dec(sk, ct)
pp← Setup(1λ)

(pk, sk)← KeyGen(pp)
ct← Enc(pp, pk, m)

=1.
2) For ∀λ ∈ Z+, ∀m, m′ ∈M, if m = m′, it holds that

Pr



Test


td,

td′,
ct,
ct′

 = 1 pp← Setup(1λ)

(pk, sk)← KeyGen(pp)
(pk′, sk′)← KeyGen(pp)

ct← Enc(pk, m)
ct′← Enc(pk′, m′)

td← Aut(sk)
td′← Aut(sk′)


=1.

3) For ∀λ ∈ Z+, ∀m, m′ ∈M, if m ̸= m′, it holds that

Pr



Test


td,

td′,
ct,
ct′

 = 1 pp← Setup(1λ)

(pk, sk)← KeyGen(pp)
(pk′, sk′)← KeyGen(pp)

ct← Enc(pk, m)
ct′← Enc(pk′, m′)

td← Aut(sk)
td′← Aut(sk′)


is negligible in λ.
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B. SECURITY NOTIONS
We consider the following adversaries:
• Type-I adversary who can obtain trapdoors issued by
users, namely, testers;

• Type-II adversary who cannot obtain trapdoors, namely,
dishonest users;

We first define ADaptive One-Way under Chosen Plaintext
Attacks (AD-OW-CPA) security against Type-I adversary.
Definition 4 (AD-OW-CPA security againstType-I adver-

sary): The game played between a challenger C and an Type-I
adversary A1 is defined as follow.
• C runs pp← Setup(1λ) once and then KeyGen(pp) µ

times to generate µ key pairs (pki, ski) for i ∈ [µ], and
sends pp, pk1, pk2, . . . , pkµ to A1.

• Osk. A1 submits an index i ∈ [µ]. C returns the secret
key ski, and updates Qsk = Qsk ∪ {i}.

• Otd. A1 submits an index i ∈ [µ]. C runs tdi ←
Aut(ski), returns the trapdoor tdi.

• Oct. A1 submits an index i∗ ∈ [µ]. C randomly picks a
message m $

←−M and then runs ct∗ ← Enc(pki∗ , m),
returns the challenge ciphertext ct∗, and updates QE =

QE ∪ {i∗}. We note that this oracle can be queried once.
• Finally, A1 outputs a message m′, and wins the game if

m′ = m.
We say that a PKEET scheme is AD-OW-CPA secure

against Type-I adversary A1 if for Qsk ∩ QE = ∅, the
advantage function is negligible in λ, µ, namely,

AdvAD-OW-CPA
PKEET,A1

(λ, µ) ≤ negl(λ).

Next we define ADaptive INDistinguishability under
Chosen Plaintext Attacks (AD-IND-CPA) security against
Type-II adversary.
Definition 5 (AD-IND-CPA security against Type-II

adversary): The game played between a challenger C and an
Type-II adversary A2 is defined as follow.
• C runs pp ← Setup(1λ) once and then KeyGen(pp)

µ times to generate µ key pairs (pki, ski) for i ∈ [µ],
and sends pp, pk1, pk2, . . . , pkµ to A2. It tosses a coin

β
$
←− {0, 1}.

• Osk. A2 submits an index i ∈ [µ]. C returns the secret
key ski, and updates Qsk = Qsk ∪ {i}.

• Oct. A2 submits an index i∗ ∈ [µ] and two messages
m0, m1 ∈M. C runs ct∗← Enc(pki∗ , mβ ), returns the
challenge ciphertext ct∗, and updates QE = QE ∪ {i∗}.
We note that this oracle can be queried once.

• Finally,A2 outputs a bit β ′, and wins the game if β ′ ∈ β.
We say that a PKEET scheme is AD-IND-CPA secure

against Type-II adversary A2 if for Qsk ∩ QE = ∅, the
advantage function is negligible in λ, µ, namely,

AdvAD-IND-CPAPKEET,A2
(λ, µ) ≤ 1/2+ negl(λ).

IV. THE PROPOSED PKEET SCHEME
We present our PKEET scheme.

– Setup(1λ): It takes as input a security parameter λ, and
generates a public parameter pp as follows.
1) Generate a group description G = (q,G, g).
2) Sample a

$
←− Zq and compute ga.

3) Pick a one-way hash function H: {0, 1}∗→ G.
Output a public parameter pp.

pp =: (q,G, g, ga, H).

– KeyGen(pp): It takes as input the public parameter pp,
samples x1, x2, y1, y1

$
←− Zq, computes

pk := (gx1+ax2 , gy1+ay2 ),

sk := (x1, x2, y1, y2).

and outputs a public/secret key pair (pk, sk).
– Enc(pk, m): It takes as input a public key pk and a

message m, samples r
$
←− Zq, computes

U := gr ,V := gar ,

W := g(x1+ax2)r · H(m),

Z := g(y1+ay2)r ·m,

and outputs a ciphertext ct

ct := (U ,V ,W ,Z ).

– Dec(sk, ct): It takes as input a secret key sk and a
ciphertext ct, and outputs the message

m′ := Z/(U y1 · V y2 ).

– Aut(sk): It takes as input a secret key sk, and outputs a
trapdoor td

td := (x1, x2).

– Test(td, td′, ct, ct′): It takes as input two trapdoors
td = (x1, x2), td′ = (x ′1, x

′

2) and two ciphertexts
ct = (U ,V ,W ,Z ), ct′ = (U ′,V ′,W ′,Z ′), and checks
whether the equation holds

W/(U x1 · V x2 ) = W ′/(U ′x
′

1 · V ′x
′

2 ).

If so, it outputs 1; otherwise, it outputs 0.
The correctness is demonstrated as follows:
1) As for the first condition, we have that

Z/(U y1 · V y2 )

= (g(y1+ay2)r ·m)/((gr )y1 · (gar )y2 )

= m

2) As for the second condition, if m = m′, we have that

W/(U x1 · V x2 )

= (g(x1+ax2)r · H(m))/((gr )x1 · (gar )x2 ))

= H(m)

W ′/(U ′x
′

1 · V ′x
′

2 )

= (g(x
′

1+ax
′

2)r
′

· H(m′))/((gr
′

)x
′

1 · (gar
′

)x
′

2 ))

= H(m′)

The equation holds as H(m) = H(m′).
3) According to 2), the third condition must hold.

115272 VOLUME 12, 2024



Y. Ling: Tightly Secure PKEET in Setting With Adaptive Corruptions

V. SECURITY ANALYSIS
Theorem 1: For any PPT Type-I adversaryA1 who makes

at most qsk and qtd queries to Osk and Otd respectively and
one query to Oct, there exist B such that

AdvAD-OW-CPA
PKEET,A1

(1λ, µ) ≤ AdvDDH
B (λ)+ AdvOW

H (λ)+ 1/q.

Proof: We define the advantage function of any PPT
adversary A1 in Gamex as

AdvGamex
A1

(λ).

– Game0: is the real game. We thus have that

AdvAD-OW-CPA
PKEET,A1

(1λ, µ) = AdvGame0
A1

(λ).

– Game1: is identical to Game0 except that the challenge
ciphertext ct∗ = (U ,V ,W ,Z ) is converted into the
following form:

U := gr ,V := gr
′

,

W := gx
(i∗)
1 r+x(i

∗)
2 r ′

· H(m),

Z := gy
(i∗)
1 r+y(i

∗)
2 r ′
·m.

Lemma 1: For any PPT adversary A1,∣∣∣AdvGame0
A1

(λ)− AdvGame1
A1

(λ)
∣∣∣ ≤ AdvDDH

B (λ).

Proof:We describe the simulation as below.
• Given an instance (q,G, g, gu, gv,T ) of the DDH
problem where either T = guv or T = gw, B selects
a one-way hash function H : {0, 1}∗→ G, and sets

pp =: (q,G, g, gu, H),

where we implicitly define ga = gu. For i ∈ [µ],B picks
x(i)1 , x(i)2 , y(i)1 , y(i)2

$
←− Zq and generates

pki := (gx
(i)
1 +ux

(i)
2 , gy

(i)
1 +uy

(i)
2 ),

ski := (x(i)1 , x(i)2 , y(i)1 , y(i)2 ).

Send pp, pk1, . . . , pkµ to A1.
• Osk: Given an index i,B returns ski = (x(i)1 , x(i)2 , y(i)1 , y(i)2 ),
and updates Qsk = Qsk ∪ {i}, where Qsk is an initially
empty set.

• Otd: Given an index i, B returns tdi = (x(i)1 , x(i)2 ) and
updates Qtd = Qtd ∪ {i}, where Qtd is an initially empty
set.

• Oct: Given an index i∗, B picks m $
←− M, forms

challenge ciphertext as

U := gv,V := T ,

W := U x(i
∗)

1 · V x(i
∗)

2 · H(m),

Z := U y(i
∗)

1 · V y(i
∗)

2 ·m,

returns ct∗ = (U ,V ,W ,Z ), and updates QE = QE ∪

{i∗}, where QE is an initially empty set.

• Finally, A1 outputs a message m′, and wins the game if
m′ = m.

Analysis.We claim that if T = guv, the challenge ciphertext
ct∗ is properly distributed as the challenge ciphertext in
Game0. To see this, ct∗ is formed as

U := gv,V := guv,

W := (gv)x
(i∗)
1 · (guv)x

(i∗)
2 · H(m),

Z := (gv)y
(i∗)
1 · (guv)y

(i∗)
2 ·m,

that is,

U := gv,V := guv,

W := g(x
(i∗)
1 +ux

(i∗)
2 )v
· H(m),

Z := g(y
(i∗)
1 +uy

(i∗)
2 )v
·m.

Note that we implicitly define r = v. Otherwise, we have that
T = gw. The challenge ciphertext ct∗ is properly distributed
in Game1. To see this, ct∗ is formed as

U := gv,V := gw,

W := (gv)x
(i∗)
1 · (gw)x

(i∗)
2 · H(m),

Z := (gv)y
(i∗)
1 · (gw)y

(i∗)
2 ·m,

that is,

U := gv,V := gw,

W := gx
(i∗)
1 v+x(i

∗)
2 w
· H(m),

Z := gy
(i∗)
1 v+y(i

∗)
2 w
·m.

Note that we implicitly define r ′ = w. □
– Game2: is identical to Game1 except that the challenge

ciphertext ct∗ = (U ,V ,W ,Z ) is converted into the
following form:

U := gr ,V := gr
′

,

W := gx
(i∗)
1 r+x(i

∗)
2 r ′
· H(m),

Z := gy
(i∗)
1 r+y(i

∗)
2 r ′
· mR .

Lemma 2: For any PPT adversary A1,∣∣∣AdvGame1
A1

(λ)− AdvGame2
A2

(λ)
∣∣∣ = 1/q.

Proof: Observe that in Game1, the challenge ciphertext
ct∗ = (U ,V ,W ,Z ) is formed as

U := gr ,V := gr
′

,

W := gx
(i∗)
1 r+x(i

∗)
2 r ′
· H(m),

Z := gy
(i∗)
1 r+y(i

∗)
2 r ′
·m,

We argue that Z is exactly a perfect one-time pad, and thus
in Game2, we can replace the message m with a random
message mR but with a small error. It suffices to show that

y(i
∗)

1 r + y(i
∗)

2 r ′ (1)
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is uniform over Zq. Considering A1 is given

y(i
∗)

1 + ay
(i∗)
2 (2)

from the public key pki∗ . Using (1) and (2), we have that(
y(i
∗)

1 + ay
(i∗)
2

y(i
∗)

1 r + y(i
∗)

2 r ′

)
=

(
1 a
r r ′

)
·

(
y(i
∗)

1

y(i
∗)

2

)
.

Since the determinant of the above matrix is not equal to 0,
the solution is unique. Hence when y(i

∗)
1 and y(i

∗)
2 are picked at

random, y(i
∗)

1 r+ y(i
∗)

2 r ′ is uniform over Zq. Therefore, we can
replace the message m with a random message mR, namely,
the challenge ciphertext ct∗ = (U ,V ,W ,Z ) is formed as

U := gr ,V := gr
′

,

W := gx
(i∗)
1 r+x(i

∗)
2 r ′
· H(m),

Z := gy
(i∗)
1 r+y(i

∗)
2 r ′
·mR,

□
In Game2, only W contain the information about the

message m. We argue that the adversary A1 can recover the
message with a negligible probability.
Lemma 3: For any PPT adversary A1,

AdvGame2
A1

(λ) ≤ AdvOW
H (λ).

Proof: Observe that in Game2, the challenge ciphertext
ct∗ = (U ,V ,W ,Z ) is formed as

U := gr ,V := gr
′

,

W := gx1r+x2r
′

· H(m),

Z := gy1r+y2r
′

·mR.

We note that A1 can obtain all trapdoors, thus it is easy
for A1 to get H(m). But if A1 can find out the message
from H(m), there must be an efficient algorithm breaking the
one-wayness of the hash function H. □
This completes the proof. □
Theorem 2: For any PPT Type-II adversaryA2 whomakes

at most qsk queries to Osk and one query to Oct, there exist
B such that

AdvAD-IND-CPAPKEET,A2
(1λ, µ) ≤ AdvDDH

B (λ)+ 2/q+ 1/2.

Proof: We define the advantage function of any PPT
adversary A2 in Gamex as

AdvGamex
A2

(λ).

– Game0: is the real game. We have that

AdvAD-IND-CPAPKEET,A2
(1λ, µ) = AdvGame0

A2
(λ).

– Game1: is identical to Game0 except that the challenge
ciphertext ct∗ = (U ,V ,W ,Z ) is converted into the
following form:

U := gr ,V := gr
′

,

W := gx
(i∗)
1 r+x(i

∗)
2 r ′
· H(mβ ),

Z := gy
(i∗)
1 r+y(i

∗)
2 r ′
·mβ .

Lemma 4: For any PPT adversary A2,∣∣∣AdvGame0
A2

(λ)− AdvGame1
A2

(λ)
∣∣∣ ≤ AdvDDH

B (λ).

Proof:We describe the simulation as below.

• Given an instance (q,G, g, gu, gv,T ) of the DDH
problem where either T = guv or T = gw, B selects
a one-way hash function H : {0, 1}∗→ G, and sets

pp =: (q,G, g, gu, H),

where we implicitly define ga = gu. For i ∈ [µ],B picks

x(i)1 , x(i)2 , y(i)1 , y(i)2
$
←− Zq and generates

pki := (gx
(i)
1 +ux

(i)
2 , gy

(i)
1 +uy

(i)
2 ),

ski := (x(i)1 , x(i)2 , y(i)1 , y(i)2 ).

It sends pp, pk1, . . . , pkµ toA2. Tosse a coinβ
$
←− {0, 1}.

• Osk: Given an index i,B returns ski = (x(i)1 , x(i)2 , y(i)1 , y(i)2 ),
and updates Qsk = Qsk ∪ {i}, where Qsk is an initially
empty set.

• Oct: Given an index i∗ and two messages m0, m1, B
forms the challenge ciphertext as

U := gv,V := T ′,

W := U x(i
∗)

1 · V x(i
∗)

2 · H(mβ ),

Z := U y(i
∗)

1 · V y(i
∗)

2 ·mβ ,

returns ct∗ = (U ,V ,W ,Z ), and updates QE = QE ∪

{i∗}, where QE is an initially empty sets.
• Finally,A2 outputs a bit β ′, and wins the game if β ′ = β.

Analysis.We claim that if T = guv, the challenge ciphertext
ct∗ is properly distributed as the challenge ciphertext in
Game0. To see this, ct∗ is formed as

U := gv,V := guv,

W := (gv)x
(i∗)
1 · (guv)x

(i∗)
2 · H(mβ ),

Z := (gv)y
(i∗)
1 · (guv)y

(i∗)
2 ·mβ ,

that is,

U := gv,V := guv,

W := g(x
(i∗)
1 +ux

(i∗)
2 )v
· H(mβ ),

Z := g(y
(i∗)
1 +uy

(i∗)
2 )v
·mβ .

Note that we implicitly define r = v. Otherwise, we have that
T = gw. The challenge ciphertext ct∗ is properly distributed
in Game1. To see this, ct∗ is formed as

U := gv,V := gw,

W := (gv)x
(i∗)
1 · (gw)x

(i∗)
2 · H(mβ ),

Z := (gv)y
(i∗)
1 · (gw)y

(i∗)
2 ·mβ ,
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that is,

U := gv,V := gw,

W := gx
(i∗)
1 v+x(i

∗)
2 w
· H(mβ ),

Z := gy
(i∗)
1 v+y(i

∗)
2 w
·mβ .

Note that we implicitly define r ′ = w. □

– Game2: is identical to Game1 except that the challenge
ciphertext ct∗ = (U ,V ,W ,Z ) is converted into the
following form:

U := gr ,V := gr
′

,

W := gx
(i∗)
1 r+x(i

∗)
2 r ′
· H(mR′ ) ,

Z := gy
(i∗)
1 r+y(i

∗)
2 r ′
· mR .

Lemma 5: For any PPT adversary A2,∣∣∣AdvGame1
A2

(λ)− AdvGame2
A2

(λ)
∣∣∣ = 2/q.

Proof: Observe in Game1, the challenge ciphertext
ct∗ = (U ,V ,W ,Z ) is formed as

U := gr ,V := gr
′

,

W := gx
(i∗)
1 r+x(i

∗)
2 r ′
· H(mβ ),

Z := gy
(i∗)
1 r+y(i

∗)
2 r ′
·mβ .

Followed by the proof of Lemma 2, it is not difficult to get
that Z is exactly a perfect one-time pad. We now argue thatW
is exactly a perfect one-time pad as well, and thus in Game2,
we can replace the message mβ with a random message mR′
but with a small error. It suffices to show that

x(i
∗)

1 r + x(i
∗)

2 r ′ (3)

is uniform over Zq. Considering A2 is given

x(i
∗)

1 + ax
(i∗)
2 (4)

from the public key pki∗ . Using (3) and (4), we have that(
x(i
∗)

1 + ax
(i∗)
2

x(i
∗)

1 r + x(i
∗)

2 r ′

)
=

(
1 a
r r ′

)
·

(
x(i
∗)

1

x(i
∗)

2

)
Since the determinant of the above matrix is not equal to 0,
the solution is unique. Hence when x(i

∗)
1 , x(i

∗)
2 are picked at

random, x(i
∗)

1 v+ x(i
∗)

2 w is uniform over Zq. Therefore, we can
replace the message mβ with two random message mR, mR′ ,
namely, the challenge ciphertext ct∗ = (U ,V ,W ,Z ) is
formed as

U := gr ,V := gr
′

,

W := gx
(i∗)
1 r+x(i

∗)
2 r ′
· H(mR′ ),

Z := gy
(i∗)
1 r+y(i

∗)
2 r ′
·mR.

□

In Game2, there is no information about the message mβ .
Therefore, the adversaryA2 can guess β with probability 1/2,
namely,

AdvGame2
A2

(λ) = 1/2.

This completes the proof. □

VI. CONCLUSION
In this paper, we discussed real corruption attack and tight
security reduction for PKEET. Firstly, we pointed out that in
order to derive reasonable security against the real attackers,
the security models should reflect the real attacks as closely
as possible. Thus, we have to capture the real corruption
attack in the security model and allow the adversary to
adaptively corrupt users. Secondly, we argued that tight
security reduction is meaningful to the implementation of
the scheme. However, many PKEET schemes suffer from
a security loss of µ in proving adaptive security. Finally,
we presented a tightly secure PKEET scheme in setting with
adaptive corruptions and showed our techniques.

For the future work, we will improve our security model.
Concretely, we consider a strong security model in which the
adversary can request multiple ciphertexts to attack, which
can further narrow the gap between security model of PKEET
and the real attacks, and derive concrete security guarantees
against the real attackers. We note that in the real word, there
are always many ciphertexts in the system. We note also
that our current techniques cannot prove tight security in the
multi-ciphertext setting, since the entropy provided by public
keys is insufficient to hide many messages. This motivates us
to study new proof techniques.
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