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ABSTRACT Recently, there has been more interest in Decentralized Data-Sharing (DDS) because of the
introduction of Dataspace 4.0. DDS is becoming increasingly popular as a safe, open, and effective way for
many parties to data-sharing. Unlike conventional, centralized methods, DDS has several benefits, such as
better knowledge exchange, higher accessibility and interoperability, and data privacy and security. The paper
covers DDS’s advantages, including improved resilience, higher security, increased privacy, and improved
interoperability. DDS gives people and organizations more control and ownership over their data while
reducing the dangers of centralized data management. In this survey, we highlight promising technologies
for DDS in Dataspace 4.0, including Federated Learning (FL), blockchain, decentralized file systems,
semantic web and knowledge representation, and Peer-to-Peer (P2P) networks. We highlight the challenges,
opportunities, and future directions of technology enabling further DDS advancement in Industry 4.0.

INDEX TERMS Industry 4.0, P2P network, dataspace, federated learning, dataspace 4.0, decentralized data-
sharing, blockchain, decentralized file systems, semantic web.

I. INTRODUCTION

The Industrial Internet of Things (IIoT), big data, and cloud
computing have all proliferated, leading to the emergence
of Dataspace 4.0, a digital ecosystem that makes it simpler
for stakeholders to connect and share massive amounts
of data from many sources in a seamless manner [1],
[2], [3]. “Dataspace 4.0” describes data management and
sharing expected to facilitate data integration throughout
various businesses and domains in Industry 4.0 [2], [4],
[5], [6]. The capabilities of Dataspace 4.0 are anticipated
to be significantly expanded with the introduction of 6G,
opening up new possibilities for data-driven services and
applications [2], [6], [7], [8]. Similarly, in Dataspace 4.0,
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data-sharing facilitates the establishment of networked data
ecosystems where enterprises may safely share, access, and
employ data to spur innovation and ensure a competitive edge
in quickly changing markets. Dataspace 4.0’s capabilities
are expected to increase significantly, creating chances for
data-driven services and applications in Industry 4.0 [9].
With the ability to analyze and access massive data for
many reasons, including research, innovation, and decision-
making, data-sharing has become a crucial part of modern
society for organizations, governments, and individuals.
Data-sharing has several advantages that may affect
people, businesses, and society. Data-sharing promotes
collaboration between various stakeholders by enabling the
sharing of data which supports the development of discov-
eries and innovations in addition to effective and efficient
problem-solving. Data-sharing supports the development of
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stakeholder trust, lowers corruption, promotes justice, and
raises accountability and transparency [10], [11]. Addition-
ally, data-sharing increases productivity and reduces waste by
facilitating more effective resource use, which lowers costs
and increases efficiency. Providing access to data that would
not otherwise be available promotes innovation and results
in discoveries, insights, goods, and services. By allowing
people and organizations to submit data to open datasets and
repositories, data-sharing may also advance the public good
by promoting research and development in healthcare, the
environment, and society.

However, there are several drawbacks to traditional
centralized data-sharing systems, such as their restricted
accessibility, privacy and data security concerns, inter-
operability problems, and reliance on single points of
failure [12], [13], [14], [15], [16]. Centralized systems
have facilitated data-sharing, but limitations hinder collab-
oration and innovation. Decentralized Data-Sharing (DDS)
has emerged and empowered data-sharing collaborations
and interactions effectively and efficiently overcoming the
shortcomings of Centralized systems. In contrast to systems,
DDS provides control and management of data, increased
privacy, and security measures, as well as enhanced levels
of accountability, accessibility, and transparency through the
distribution of data across multiple nodes without the reliance
on a central authority [17], [18], [19]. Table. 1 presents a
comparison of centralized data sharing. DDS enables data
sharing among parties in Dataspace 4.0 without the need
for centralized control enhancing aspects, like data security,
privacy, collaboration, and economic opportunities [20].

DSS-enabled technologies have shown promise in address-
ing data-sharing issues, which include blockchain [21], [22],
Decentralized File Systems (DFS) and Semantic Web (SW),
and Knowledge Representation (KR), Federated Learning
(FL) [23], and Peer-to-peer (P2P) networks [24],. Therefore,
the aforementioned technologies are empowered by DDS
within the Dataspace 4.0 paradigm. When combined, the
DSS-enabled technologies open the door to improved secu-
rity, cooperation, and creativity in data exchange and manage-
ment. Thus, According to the best of the authors’ knowledge,
studies have yet to address DDS, particularly about enabling
technologies in supporting DDS in Dataspace4.0 domains
and applications.

A. MOTIVATION AND CONTRIBUTIONS

Driven by the requirement to address issues related to
data security, privacy, accessibility, and interoperability, this
survey is to investigate the useful uses of DDS in the context
of Dataspace 4.0. To understand how DSS-enabled tech-
nologies support Dataspace 4.0 domains and applications,
we examine upcoming technologies such as blockchain,
DFS, SW KR, FL, and P2P networks. Promising answers
are provided by DDS models, which make it possible
to create more safe, interoperable systems that effectively
promote cooperation and information sharing. We provide
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a comprehensive survey to investigate the practical use of
DDS technologies within the context of Dataspace 4.0.
Ultimately, this article provides readers with a comprehensive
grasp of the present situation regarding DDS for Dataspace
4.0 while highlighting the main prospects and obstacles for
further study and advancement. The survey’s findings offer
insightful information on DDS needs and requirements. This
information helps shape technologies to make data-sharing
in the sector more effective, safe, and interoperable. The
contributions of this study are summarised as follows:

1) We provide a comprehensive overview of DDS within
the context of Dataspace 4.0, identifying and discussing
the advantages, requirements for DSS, challenges, and
potential of DDS.

2) This paper provides a novel framework for integrating
FL, blockchain, decentralized file systems, semantic
web, and P2P networks to create a cohesive and effec-
tive DDS environment. We describe the framework
layers to achieve the DSS effectively and efficiently by
highlighting the enabling technologies roles process-
ing, and methods. Dataspace 4.0 is empowered by this
multifaceted technology, which guarantees the many
areas of data management, including privacy, security,
accessibility, and interoperability.

3) We describe the enabled technologies that go into DDS,
emphasizing the benefits, drawbacks, and possible uses
of enabling Dataspace 4.0 for decentralized network
management and upkeep, data security and privacy
assurance, privacy and utility balance, impartial and
equitable network participation, energy efficiency, and
sustainability.

4) The proposed framework offers a structured framework
for integrating DDS technologies in Dataspace 4.0. The
framework intends to expand the capabilities of DDS,
blockchain technology, and Industry 4.0 by combining
important DDS technologies and tackling their issues
with creative solutions. To improve data-sharing in the
digital age and make it more safe, efficient, and interop-
erable, the findings provide insightful information for
future study and development.

5) We provide insights into the future directions of DDS in
Dataspace 4.0 to improve efficiency and accuracy, the
standardization of DDS protocols, the development of
governance models, and the focus on energy efficiency
and sustainability.

B. RELATED SURVEYS

In the context of Dataspace 4.0, DDS emphasizes the
method’s increasing popularity and many advantages. The
disadvantages of conventional centralized techniques are
addressed by DDS, which is acknowledged for offering a
safe, transparent, and effective means of data sharing for
several parties [25], [26]. Improving data security and privacy
is one of the main benefits of DDS, as highlighted in
the surveys. DDS lessens the hazards of centralized data
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TABLE 1. Comparison of centralized and DDS.

Items Centralized Data-Sharing DDS

Data Control Central authority controls access and permissions forall ~ Data owners control access and permissions for their
data data

Scalability Limited scalability due to reliance on a single central ~ High scalability due to distribution of data across mul-
server tiple nodes

Security Vulnerable to attacks and data breaches due to reliance ~ More secure due to distribution of data and use of
on a single point of failure encryption

Interoperability Limited interoperability with other systems and data  High interoperability through standard data formats and
sources protocols

Flexibility and Agility
decision-making
Cost Efficiency
tralized server

repositories, including cyberattack vulnerabilities and single
points of failure, by decentralizing data management [5],
[27]. DDS enhances data interoperability and accessibility,
promoting improved information sharing across various
institutions [28], [29].

Many surveys identify key enabling technologies for
DDS in Dataspace 4.0. FL maintains confidentiality and
privacy by enabling machine learning model training across
decentralized data sources without sharing the data [30].
Given its reputation for security and transparency, blockchain
technology plays a critical role in maintaining trust and
data integrity in decentralized environments [31]. Distributed
storage and file access are made possible by decentralized
file systems like IPFS, which improve data availability
and lessen the need for central servers [32]. Semantic
web and knowledge representation approaches enhance data
interoperability and increase data usability across many
systems [2].

C. PAPER STRUCTURE

The rest of the paper is organized as follows and is shown
in Figure.1. Section II introduces DSS, while the Dataspace
4.0 framework is provided in Section III. Section I'V discusses
the enabling technologies for DSS in Dataspace 4.0 including
blockchain, FL, P2P network, DFS, and SW and KR.
Section V discusses the comparative analysis of enabling
technologies of DSS in Dataspace 4.0.

Il. DECENTRALIZED DATA-SHARING

The framework consists of five layers, including data acquisi-
tion and preprocessing, data encryption and decryption, data-
sharing and collaboration, data analysis and insights, and
governance and ethics, as shown in Figure 3. To guarantee
quality and consistency, raw data from various sources,
including IoT and IIoT devices, is cleaned, formatted, nor-
malized, and preprocessed at the first layer of data acquisition
and preprocessing. This preliminary stage is crucial to
transforming unprocessed data into a format that may be
used for further examination. IoT and IIoT technologies
are essential in this context because they make gathering
data from sensors and devices in real-time more accessible,
especially in industrial settings where optimization and
monitoring are critical.
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Limited flexibility and agility due to centralized

Higher cost due to maintenance and operation of cen-

High flexibility and agility due to distributed decision-
making and collaboration

Lower cost due to the distribution of data and reduced
infrastructure requirements

Distributing data across a network of autonomous par-
ticipants instead of depending on a centralized body to
oversee and regulate data access is known as DDS. Every
participant in a DDS is in charge of keeping their copy of
the data up to date and in good condition. Participants can
exchange data using P2P networks or direct data-sharing with
other participants. DSS minimizes the chance of unwanted
access or data breaches and offers better security and privacy
than centralized approaches, making security and privacy
distinct. DDS gives people and businesses more control
over their data, improving the safeguarding and transparency
of intellectual property. DDS promotes increased network
and platform compatibility, which lessens fragmentation
and enhances data interchange. Additional advantages of
decentralized sharing include trust and transparency, facili-
tating safe, verifiable data-sharing, and lessening disputes.
Furthermore, by offering a platform for data-sharing and
insights that result in discoveries, goods, and services, DDS
across industries fosters creativity and cooperation.

Critical concepts of DDS include P2P networks, dis-
tributed ledgers, data ownership, and governance, security,
and privacy. In P2P, DDS allows for direct communication
and data-sharing between participants without relying on
a centralized intermediary. This way offers benefits such
as increased security, improved scalability, and reduced
latency compared to centralized systems [33]. Depending
on the system’s specific requirements, P2P networks are
designed in various ways, such as structured, unstructured,
or hybrid. In distributed ledgers, DDS maintains a log of
all modifications and transactions. Instead of being kept
by a single entity, the ledger is shared among all network
nodes, preventing fraud and manipulation and ensuring all
users get an accurate picture of the data. Compared to
centralized solutions, distributed ledgers can offer better
security and transparency. Multiple individuals with varying
degrees of ownership and control over the data are involved
in DDS. Because of this, data ownership and governance
are intricate and must be managed carefully. Without open
governance, DDS is vulnerable to disagreements, data loss,
and misuse. Therefore, a strong governance structure is essen-
tial to guaranteeing equitable and open data management
procedures. To guard against data breaches and unwanted
access to sensitive information, DDS is built with security
and privacy [5]. To safeguard the data, DDS uses access
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TABLE 2. Comparison of related surveys and enabling technologies.

Ref. Highlighted Enabled techn.

Benefits of DDS FL
[251(2021)

Accessibility and interoper- ~ SW, knowledge representa-
[26](2023)  ability in DDS tion

Control and ownership in  DFS, P2P Networks
[27](2023)  decentralized data manage-

ment
[51(2024) Security benefits of DDS Blockchain, FL.

FL for Privacy-Preserving FL
[28](2021) ML

Blockchain in DDS for en-  Blockchain
[29](2022)  suring data integrity

DFS for data sharing DEFS (e.g., IPES)
[30](2022)

Enhancing interoperability =~ Semantic Web, Knowledge
[31]1(2022) with SW Representation

P2P networks in decentral-  P2P Networks
[32](2020)  ized systems
[2](2023) DDS for secure data sharing ~ Blockchain, FL, Dataspace
This DDS and enabling technolo- ~ Blockchain, FL, P2P, SW,
survey gies DFS, Dataspace, Dataspace

Paper
structure

4.0

Benefits

Enhanced data privacy and
security

Improved data accessibility
and interoperability

Greater control and owner-
ship over data, reduced cen-
tralized risks

Higher security, minimized
single points of failure
Preserves privacy by localiz-
ing data

Secure and transparent data
transactions

Enhanced data availability,
reduced reliance on central
servers

Better data usability across
systems

Direct data sharing, reduced
need for intermediaries
Identification of major im-
plementation challenges
Advantages, security, pri-
vacy, accessibility, and inter-
operability

Introduction  |—>

Decentralized
data sharing

—|

Enabling technologies of

Dataspace 4.0

Decentralized Data
Sharing in Dataspace 4.0

Comparative analysis of
enabling technologies of
Decentralized Data
Sharing in Dataspace 4.0

—

—)l Industry 4.0

| —)l Blockchain |

—)l Dataspace 4.0

| %I Decentralized File Systems |

Conclusion

Decentralized Data
Sharing in Dataspace 4.0

Development of
Decentralized Data
Sharing in Dataspace 4.0

L]

FIGURE 1. Paper structure.

restrictions, encryption, and other security measures [19],
[34].

DDS does not require a central body to administer the data
to be shared across several parties. Instead of being controlled
by a single company or institution, the parties that possess the
data store and manage it in a DDS.

Enhanced Security: By doing away with the requirement
for a single central authority that might be the target of data
breaches or cyberattacks, DDS can increase security [35].
Instead, information is dispersed among a network of nodes,
increasing the difficulty with which malevolent actors may
access all the data. DDS improved security by lowering
the possibility of cyberattacks and data breaches [36]. For
instance, a centralized system puts all of the data under
one control or in one place, which makes it a target for
hackers. In contrast, a decentralized system distributes data
over a network of nodes, increasing the difficulty of data
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ic Web and
Knowledge Representation

Peer-to-peer network

access for hackers [37]. DDS platforms use cryptography to
protect the data. A private key is stored on each network node
to encrypt and decode data. An extra degree of security is
provided when shared data is encrypted using the recipient’s
public key, guaranteeing that only the intended recipient
can access the data. The hacker manages to get access to
the network, but the hacker will be unable to access the
data without the private keys [38]. DDS uses consensus
algorithms to guarantee the accuracy and immutability of
data. Consensus methods provide every node in the network
consensus on the data’s current state and ensure that the
network validates any alterations made to the data [39].
Thus, decentralised data-sharing delivers improved security
by lowering the possibility of data breaches, securing the
data with encryption, guaranteeing data correctness with
consensus methods, and giving users more control over data
access, as illustrated in Table. 3.
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FIGURE 2. DDS framework.

Increased Privacy: DDS gives users control over who
may access their data, which helps to safeguard their
privacy. Instead of depending on a centralized body to
oversee data access, people only provide access to those
they can trust [40]. Each person or organization in a
DDS controls the data dispersed over a network of nodes.
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DDS commonly employ cryptography to safeguard the
confidentiality of data. A person or organization needs
a private key to encrypt and decrypt data. This helps
prevent unwanted data access, ensures that only the intended
recipient can access it, and provides individuals with more
privacy.
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Improved Interoperability: By leveraging open protocols
and standards for data-sharing across many applications
and platforms, DDS may enhance interoperability across
various systems and organizations. DDS enhances interoper-
ability across systems and organizations by leveraging open
protocols and standards to communicate data across many
platforms and applications. DDS surpasses these restrictions
by adopting open protocols and standards that allow data to
be shared across many platforms and apps. A DDS enabled
by blockchain technology enables safe and transparent
data-sharing across many businesses. Through open proto-
cols and standards facilitating data-sharing between many
platforms and applications, DDS enhances interoperability
and delays in data exchange, allowing different businesses to
function more productively and successfully.

Greater Transparency: DDS improves transparency by
enabling everyone to see and validate the shared data.
DDS, therefore, promotes cooperation and helps to establish
confidence between participants. Furthermore, by allowing
everyone in a network to view and validate data, DDS
can increase openness by producing a transparent and
impenetrable record of data-sharing activities [41]. DDS can
address transparency issues by recording transactions on a
distributed ledger validated and approved by a node network.
DDS promotes increased transparency by utilizing smart
contracts to guarantee that data is utilized only for intended
purposes and by producing a visible, tamper-proof record
of data-sharing actions. As a result, data-sharing operations
may become more trustworthy and accountable, improving
productivity for both individuals and companies.

Improved Resilience: By guaranteeing that data is still
accessible even if one or more network nodes fail, DDS
increases resilience. The danger of data loss or outage is
decreased since the data is dispersed throughout the network,
allowing access from several places. DDS increases resilience
by establishing a dispersed node network that keeps running
even if nodes malfunction or are hacked. To mitigate the
dangers, DDS establishes a dispersed node network that can
function even if any of the malfunctions are hacked. Every
node in the network keeps a copy of the data, and a consensus
process involving many nodes verifies and approves transac-
tions. Blockchain technology, for instance, establishes a DDS
framework that boosts resilience. Blockchain technology
records transactions approved and confirmed by a node
network using a distributed ledger. Furthermore, even if
specific nodes malfunction or are compromised, the system
can still function since the data is prevalent among nodes.

Decentralized Integrated Governance: The seamless
data-sharing within and across borders and sectors is a
key requirement for gaining data sovereignty which is
one of the foundational concepts of Dataspaces and the
centre of the strategic goal of the European Union (EU).
Nevertheless, cross-border and cross-sector data-sharing
foster governance challenges which essentially creates a
huge barrier for adopting Dataspaces. A well-defined data
governance framework is a sine quo non for facilitating
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TABLE 3. Summary of benefits of DDS.

Benefit
Enhanced security

Description

Nodes distributed across the network
improve resilience, while encryption
enhances data security.

Encryption and smart contracts ensure
that data is used for its intended pur-
pose.

Decentralized standards and protocols
enhance interoperability.

Streamlined processes and reduced
costs through the elimination of inter-
mediaries.

Increased privacy

Improved
interoperability
Improved efficiency

data-sharing within Dataspaces. The need for an overarching
governance framework is imminent for federated Dataspaces.
Governance is one of the critical instruments of standardized
Dataspaces prescribed in the design concepts proposed by
Open DEI! and the reference framework developed by the
IDSA.?

IDSA defined data governance principles as common
standards due to the decentralized design of Dataspaces
and hence the lack of a central supervisory authority.
These principles are developed from user needs and specify
the rights and duties for data management. Open DEI’s
governance model is composed of three building blocks,
including overarching cooperation agreement, service level
agreement (SLA), and continuity model. These building
blocks are needed to guide the responsibilities of different
roles (e.g., data owner, data provider, etc.), placing an
SLA between stakeholders, and compliance with the rules
specifying how data can be used by the different parties.
To ensure data sovereignty in data-sharing and exchange, the
governance framework is needed to enforce organizational
and operational agreements within the Dataspace ecosystem.
These agreements are critical requirements to support and
allow data usage regulations and instill trust in the whole data
ecosystem by acting as a trust anchor connecting the physical
and digital worlds. Therefore, it is evident that the overall
interoperability in Dataspaces largely depends on operational
and organizational agreements which ensure that all parties
must maintain and synchronize an acceptable interoperability
strategy on an ongoing basis. Some sectors such as energy and
healthcare need a tailored governance framework. However,
cross-sectorial and cross-border governance frameworks
are critically important for data sovereignty. The EU has
developed Data Governance Act’ which aims to facilitate
data-sharing across sectors and EU countries to leverage
the potential of data for the benefit of European citizens
and businesses. The governance act is fully in line with EU
values and principles and will bring significant benefits to EU
citizens and companies.

The current regulatory frameworks focus on a centralized
authority to govern data within Dataspaces. The centralized

lOpen DET: https://www.opendei.eu/

2IDSA: https://internationaldataspaces.org/

3Data Governance Act: https://digital-strategy.ec.europa.eu/en/policies/
data-governance-act

VOLUME 12, 2024



S. H. Alsamhi et al.: Empowering Dataspace 4.0: Unveiling Promise of Decentralized Data-Sharing

IEEE Access

regulatory frameworks might be challenging for cross-border
Dataspaces, specifically for the ones that involve non-
European participants. A decentralized governance- currently
missing for Dataspaces- is required to address this challenge.
The decentralized framework would enable to engage
multiple independent governing authorities from different
regimes. The governing authorities work concertedly to
maintain the control policies stemming from local and
global jurisdictions, organizational policies, and directives
for operational, organizational, and data governance. Further-
more, Dataspaces need an integrated governance approach
to facilitate intra and inter-Dataspace interoperability [42].
The current governance frameworks do not apply to intra
and inter Dataspace interoperability. Therefore, the existing
governance framework needs to be extended to support
integration as well as decentralization.

Summary: Data collecting, preprocessing, encryption,
data-sharing, analysis, and governance are the five levels
that make up the framework. IoT and IIoT technologies help
collect real-time data, especially in industries where raw data
is cleaned and formatted before being analyzed. By allowing
direct sharing across P2P networks and requiring users to
keep copies of the data, while DDS guarantees security and
anonymity. DDS promotes confidence and makes verified
data exchange across sectors possible by improving security,
privacy, and transparency. Distributed ledgers, P2P networks,
and governance are vital ideas that guarantee Dataspace 4.0’s
improved security, privacy, interoperability, and resilience.
For data to be shared seamlessly, integrated governance
frameworks must ensure data sovereignty and interoperability
inside and beyond industries and borders.

Ill. DATASPACE 4.0 FRAMEWORK

Data encryption and decryption deal with crucial components
of data security. Methods such as homomorphic encryption
allow for calculations on encrypted data, protecting privacy
without sacrificing analytical power. Blockchain technology
uses decentralized, immutable ledger systems to guarantee
data integrity and transparency. FL significantly improves
privacy by enabling machine learning model training on
decentralized edge devices without exchanging sensitive
data. P2P networks, smart contracts, and decentralized
designs are ways the data-sharing and collaboration layer
promotes decentralized data interchange and collaboration.
Together, these layers create a robust framework that
protects the privacy and security of data and encourages
responsible data management and teamwork in a world where
connectivity is growing.

A. INDUSTRY 4.0

Industry 4.0 refers to the process of integrating cutting-edge
digital technologies into production and industry, including
the IoT, big data, and Al [43], [44], [45]. Industrial
4.0 strongly emphasizes data-sharing throughout various
industrial segments, sometimes in real-time. Industry 4.0 is
beginning to emphasize the need for DDS [46]. Businesses
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may lower the risk of single points of failure, increase data
integrity, and improve security by decentralizing data storage
and access. Technologies like P2P networks and blockchain,
which offer an irreversible, transparent, and safe record of
transactions and spread data throughout a network instead
of storing it centrally, facilitate DDS [47]. Furthermore,
dispersing data among several nodes through decentralized
data storage might improve data security by increasing
the difficulty of a single cyberattack compromising the
entire system [48], [49]. Additionally, DDS encourages more
productive cooperation among various industry participants.
A decentralized method allows each institution to manage
who has access to its data, allowing trusted partners to share
data securely [50]. However, standardization, interoperabil-
ity, and data privacy considerations must be considered while
adopting DDS in Industry 4.0 [51]. It will take ongoing study
and advancement in DDS to overcome these obstacles.

Supply Chain Management: Every company that deals
with product or service transportation must have a robust
supply chain management system. Typically, several parties
are involved, including distributors, retailers, suppliers,
manufacturers, and customers. Data in supply chains is
often compartmentalized and sluggish to flow, resulting in
inefficiencies and a lack of transparency [52]. DDS platforms,
on the other hand, greatly enhance this concept. Greater
efficiency and transparency are made possible by the real-
time data-sharing that all supply chain actors may do in
a DDS [53]. This rapid access to data from production
levels to inventory and demand to delivery status supports
better decision-making, an enhanced reaction to changes or
interruptions in the supply chain, and performance.

Manufacturing: DDS allows for more flexible and efficient
operations, significantly affecting production. Take a network
of 3D printers, for instance, that are connected via a
DDS network yet can function independently. With this
configuration, printers may work together in a coordinated
manner on production activities by sharing design files and
manufacturing instructions via the network [54]. Manufac-
turing processes may be made more flexible and efficient
through DSS. For instance, by data-sharing amongst the
printers, a decentralized network of 3D printers might be
utilized to produce goods as needed. For example, design
data may be distributed around the network of 3D printers
in response to a specific product demand, and they can
subsequently work together to build the necessary pieces.
A highly flexible manufacturing process that can quickly
adapt to shifting demands and eliminate the requirement for
centralized finished goods storage is the outcome of DSS.
The dangers connected to a single point of failure are also
decreased by this decentralized strategy [55].

Energy Management: DDS can completely change the
energy industry by enabling it to manage energy resources
more sustainably and effectively. Consider, for example,
a system of linked smart energy grids, each able to generate,
store, and use power. These networks can communicate
real-time energy generation, consumption, and storage data
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TABLE 4. Benefits of DDS in industry 4.0.

Items Centralized Data-Sharing

Supply Chain Manage-  Suffer from data silos and limited visibility across the
ment supply chain.

Manufacturing Centralized data-sharing systems can be vulnerable to

cyber attacks, causing disruptions to production lines.

Healthcare
privacy and patient confidentiality.

Energy Management

TABLE 5. Opportunities for DDS in industry 4.0.

Opportunities Description of DDS in Industry 4.0

Increased effi- DDS can streamline operations and reduce costs by

ciency eliminating data silos and enabling real-time collabo-
ration.

Personalization =~ DDS can enable personalized products and services

by providing access to real-time data from multiple
sources.

DDS can help optimize supply chain management by
providing real-time visibility into inventory levels, pro-
duction schedules, and shipping status.

DDS can support sustainability initiatives by enabling
more efficient use of resources and reducing waste.

Improved sup-
ply chain man-
agement
Sustainability

TABLE 6. Challenges of DDS in industry 4.0.

Direction
Standardization

Description of DDS in Industry 4.0

Developing standard data formats and communication
protocols can achieve interoperability between different
systems and facilitate DDS.

ML Al and ML algorithms can help identify patterns
and insights in large datasets, enabling more effective
decision-making and improving operational efficiency.
Blockchain technology can provide a secure and trans-
parent way to store and share data, enabling DDS in
various contexts.

Advanced ana-  Advanced analytics tools can help extract insights from
Iytics large and complex datasets, enabling organizations to
make data-driven decisions and improve operational
performance.

Blockchain
technology

thanks to DDS [56]. Grids can better balance supply and
demand by exchanging this data. For instance, a grid that
generates excess energy can communicate this information
with another grid that needs more energy, and another grid
can use this surplus. Similarly, a grid with extra energy saved
may share it with people in need. Energy costs are stabilized,
waste is decreased, and resources are used efficiently thanks
to this real-time data interchange. Furthermore, the grid’s
integration of renewable energy sources is facilitated by
DDS. Grids may prepare for and adjust to variations in
renewable energy output by exchanging meteorological data,
such as wind speed or sunlight, to forecast the generation of
renewable energy [57].

Industry 4.0, the fourth industrial revolution defined
by the integration of cutting-edge technology to develop
intelligent and autonomous systems, heavily relies on DSS.
These systems run on data; thus, efficiently and securely
transferring data is essential. A DDS architecture facilitates
smooth data-sharing between various businesses and organi-
zations, improving efficiency, transparency, and cooperation.
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Centralized data-sharing may raise concerns about data

Centralized data-sharing can be prone to system failures
and blackouts due to the central point of failure.

DDS

Enables greater transparency and collaboration across
the supply chain, reducing the risk of bottlenecks and
improving efficiency.

DDS allows for greater security and resilience against
cyber threats, while also enabling collaboration and
information sharing across the manufacturing process.
DDS can provide greater privacy and security, while
also facilitating collaboration among healthcare profes-
sionals and patients.

DDS allows for greater flexibility and scalability, while
also enabling more efficient use of energy resources.

To manage supply chains, forecast maintenance require-
ments, and improve production processes, for example,
several equipment, devices, and systems can data-sharing in
a smart factory environment [58], [59], [60]. Furthermore,
new avenues for development and innovation may be opened
by combining DDS with cutting-edge technologies like
blockchain, artificial intelligence, and the Internet of Things.
For instance, IoT devices may provide a wealth of real-time
data that can be shared and used throughout the network,
blockchain can offer safe and impenetrable data-sharing, and
Al can analyze shared data to extract insights and automate
operations [61].

The main advantages of DDS in Industry 4.0 are shown
in Table.4. DDS can result in improved results and more
innovation, promoting enhanced efficiency, transparency, and
cooperation across several industries. The challenges and
opportunities of DDS in Industry 4.0 are shown in Tables 5
and 6.

B. DATASPACE 4.0

A new paradigm for data management and sharing called
Dataspace 4.0 is founded on decentralization, openness, and
interoperability [1]. Dataspace 4.0 is based on a decentralized
architecture in which data is stored and managed across
a distributed network of participants [62], [63]. Therefore,
Dataspace reduces the risk of data loss or tampering,
increasing data management’s flexibility and scalability.
Dataspace 4.0 is designed to be open and accessible to
various participants, including individuals, organizations,
and machines [64]. The openness promotes collaboration
and innovation and allows participants to share and access
data more efficiently. Dataspace 4.0 supports interoperability
between different data sources and platforms, allowing
participants to share and integrate data from other sources
easily [64]. Dataspace 4.0 is based on standardized protocols
and technologies, ensuring consistency and reliability across
different data sources and platforms [65].

Data-sharing has changed dramatically as new concepts
and technologies have emerged. The next step in this
progression is Dataspace 4.0, which promises a more
efficient and integrated method of exchanging and managing
data [2], [66]. Dataspace 4.0, with its focus on seamless
data access and interoperability, can completely transform
how businesses handle their data, resulting in increased
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productivity and improved decision-making. The next stage
of the industrial revolution, Dataspace 4.0, will further merge
the digital and physical realms. DDS will be necessary to
facilitate cooperation and creativity safely and effectively.
To promote innovation and economic progress in the digital
age, DDS will enable many stakeholders to share data while
maintaining control over their data. This will ensure privacy,
security, and confidence in the data exchange.

On the other hand, several challenges are associated
with implementing Dataspace 4.0, including security and
privacy, data governance, complexity, and interoperability.
Data breaches and unwanted access to private information
can occur when data is dispersed and exchanged across
network members. Keeping data private and secure is a
significant obstacle in the development of Dataspace 4.0.
Several parties are involved in Dataspace 4.0, each with
varying ownership and influence over the data. Establish-
ing precise data governance standards and processes may
become difficult as a result. Dataspace 4.0 uses cutting-
edge technologies, including edge computing, semantic web
technologies, and distributed ledgers. Dataspace 4.0 systems
might be challenging to build and implement because of their
technological complexity. While interoperability is a crucial
feature of Dataspace 4.0, achieving interoperability between
different platforms and technologies can be challenging,
particularly given the wide range of data sources and
platforms.

C. DDS IN DATASPACE 4.0

DDS paradigm distributes data across several independent
nodes or devices instead of storing it in one central location.
More control, security, privacy, and scalability are possible
with DDS and fault tolerance. With the growing adoption
of distributed ledger technologies like blockchain [67],
DDS has recently acquired popularity. In Table.1 compares
decentralized versus centralized data-sharing. Dataspace
4.0 depends on DDS, which makes it possible for systems
and stakeholders to share data safely and effectively. The
shortcomings of centralized data silos, which are frequently
dispersed, ineffective, and difficult to combine, can be
mitigated with the aid of DDS [68]. Organizations may
better interact with partners, consumers, and stakeholders
and realize the full potential of their data resources by
implementing DDS.

DDS is a technique that allows for more security, privacy,
and transparency by distributing data processing over several
nodes. For Dataspace 4.0, DDS has several advantages.
Participants can access a greater variety of platforms and data
sources through DDS, potentially increasing the quantity and
quality of data accessible for analysis and decision-making.
By allowing users to access and validate data from many
sources, DDS can raise the quality of the data by increasing
its correctness and completeness. Through encryption, access
restrictions, and other safeguards against illegal access and
manipulation, DDS can improve data security and privacy.
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By allowing participants to create explicit standards and
procedures for data management and sharing and fostering
accountability and transparency throughout the process, DDS
can enhance data governance.

However, there are several limitations to using DDS
for Dataspace 4.0. The technical complexity of DDS
might necessitate cutting-edge tools like edge computing,
distributed ledgers, and semantic web technologies. DDS
development and deployment may be complex due to their
complexity. A network of participants is needed for DDS
for data to be contributed and shared. This implies that the
more people join the network, the more valuable it becomes,
but it can also make it harder for smaller or less connected
businesses to join. Data governance issues arise from DDS,
such as determining who owns and controls the data and
developing clear policies and procedures for sharing it.
DDS can lead to difficulties with data governance, including
figuring out who owns and controls the data and creating
explicit guidelines and protocols for sharing it. The capacity
to share and integrate data from many sources may be limited
by DDS, which can lead to difficulties with interoperability
across various platforms and technologies.

D. DEVELOPMENTS OF DDS IN DATASPACE 4.0

With several technical advancements, DDS has been the
subject of intense research and development in recent
years. It takes methods to make DDS safe and effec-
tive. Creating DDS protocols and platforms, such as P2P
networks, distributed ledger technologies, and blockchain-
based systems, has been a crucial field of study. With
features like data encryption, access limits, and consensus
processes to guarantee data integrity, the platforms and
protocols let users share and access data safely and decen-
tralizedly. Moreover, the advancements in edge computing
and ML make decentralized data-sharing possible. By pro-
cessing and analyzing data closer to the data source, edge
computing lowers communication costs and latency and
facilitates real-time decision-making. By creating models
for learning from decentralized data sources, ML tech-
niques allow users to use the collective wisdom of the
network.

Another central area of research in DDS is semantic web
technologies [69]. Semantic web technologies facilitate data
integration and interoperability across many platforms and
systems by enabling data to be represented and compre-
hended. Studies on the governance and incentive structures of
DDS have also been conducted. Token economies, reputation
systems, and other incentive mechanisms are among the
strategies to incentivize users to submit data and preserve
the network’s integrity. Secure, effective, and cooperative
data-sharing over decentralized networks is made possible by
the most recent advancements and research in DDS for Datas-
pace 4.0. However, many issues still need to be resolved,
including data governance, scalability, and interoperability,
necessitating continued study and development.
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FIGURE 3. Empowering dataspace 4.0 with DSS technologies framework.

IV. ENABLING TECHNOLOGIES FOR DDS IN DATASPACE
4.0

DDS is a method in which several parties share control
over the data instead of it being centralized in one place.
Increased security, privacy, transparency, resilience, and
interoperability are just a few advantages of this strategy.
DDS is essential to tackling the difficulties of handling the
enormous volumes of data produced by the 10T, Al, and other
developing technologies in the framework of Dataspace 4.0,
which refers to the data-sharing and management systems as
shown in Figure 3. As a result, Dataspace 4.0 is distinguished
by a distributed design that permits decentralized data
processing and storing, fostering increased creativity and
cooperation. DDS is possible with several technologies,
including FL, P2P networks, and blockchain.

A. BLOCKCHAIN

Blockchain is a well-known distributed and DDS solution
with solid security and openness characteristics, functions
as a ledger, with data divided into sections and linked
in a chronological and unchangeable order. A network of
nodes employs a consensus process to authenticate and
approve a sequence of transactions stored in each block,

112646

as shown in Figure 4. Blockchain is a dependable solution
for data recording and sharing because of the procedure that
guarantees the ledger’s correctness and timeliness [70], [71],
[72].

Several things need to be considered to develop a
blockchain-based system for DSS. First and foremost, the
system must be highly scalable and performant to handle
massive amounts of data and transactions. Secondly, the
integrity and confidentiality of the data depend on strong
security measures like encryption and tamper-proofing.
Lastly, the system has to be adaptable to accommodate a
range of use cases and applications, including digital identity
verification, supply chain management, and financial transac-
tions [73]. A vital role in the development of data-sharing sys-
tems like Dataspace 4.0 is played by blockchain technology
because of its fundamental requirements and potential, which
open the door to the creation of highly transparent, safe, and
effective DDS platforms [74], [75].

Blockchain technology offers several advantages for DSS.
By offering a safe and impenetrable method of storing and
exchanging data, blockchain improves the security of DSS.
Cryptographic methods safeguard data on blockchains, mak-
ing it nearly hard to change or corrupt the data without being
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discovered. Furthermore, proof-of-work and proof-of-stake,
two sophisticated consensus techniques, may be used by
blockchain-based systems to guarantee that only authorized
users can see and alter the data. Blockchain enhances privacy
in DDS by allowing data owners to retain control over
their data and selectively offer access to authorized parties.
Blockchain-based systems encrypt and decode data using
cryptographic methods like public and private keys, which
makes it harder for unauthorized parties to access confidential
information. Data encryption and decryption are managed
using cryptographic techniques like public and private keys,
making it very difficult for unauthorized people or entities to
access sensitive information [74]. Consequently, blockchain
technology’s intrinsic security and privacy features highlight
its applicability and significance in creating data-sharing
frameworks for cutting-edge technologies like Dataspace 4.0.

With a standard data format and cryptographic tech-
niques, blockchain technology provides a unified foundation
that enables secure and efficient system-to-system interac-
tion [76], [77]. This dramatically improves interoperability in
DSS. Blockchain-based technologies preserve data integrity
while enabling safe data interchange across enterprises
and systems. Another essential component of blockchain
is transparency, which guarantees that all users have an
extensive and shared understanding of the data and its
history. Using a distributed ledger to store data allows
for transparency and provides an immutable, transparent
record of all transactions and data modifications [78]. The
feature encourages responsibility and compliance while
enhancing confidence amongst the involved parties. For DDS
to work, blockchain technology’s durability is essential. Data
availability is ensured despite system failures or network
outages because of its decentralized and distributed structure
consisting of several nodes. This resilience is strengthened by
sophisticated consensus processes, which lessen the system’s
vulnerability to hostile assaults and data breaches [79].

The inventive potential of blockchain technology is
a crucial factor in the evolution of 3DS4.0. The main
characteristics of blockchain, such as its transparency and
security, make it a valuable platform for exchanging and
storing sensitive data [76]. Blockchain can securely store
and distribute data by generating tamper-proof, decentralized
ledgers, which reduces the possibility of unwanted access or
manipulation. One domain in which blockchain technology
has demonstrated immense use is supply chain management,
a crucial facet of Industry 4.0. The safe and transparent
tracking of products via blockchain across the supply chain
substantially lowers the risk of fraud and guarantees reg-
ulatory compliance [80]. Additionally, because blockchain
offers real-time tracking of commodities and eliminates
the need for intermediaries, it is far more efficient and
reduces costs [81]. Medical data security and privacy are
critical for patient confidentiality in the healthcare sector.
By offering a private and secure platform for handling
and storing health data, blockchain technology allays these
worries [82]. Additionally, blockchain technology makes it
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easier for healthcare professionals to share medical data.
Collaboration and patient outcomes can be improved through
data-sharing [83].

Blockchain technology has been widely applied in many
sectors and use cases, such as voting systems, supply
chain management, digital identity verification, and financial
services. Blockchain enhances efficiency, accountability, and
transparency by offering a transparent and safe platform for
data recording and sharing across all situations [76]. With
its enticing features like strong security, transparency, and
decentralization, blockchain is a promising technology for
DDS that may be used for various purposes [78]. To fully
realize blockchain’s potential for DDS,. However, certain
limitations and challenges must still be addressed despite the
potential benefits [84]. These include scalability issues, the
high energy consumption of some consensus mechanisms,
and the requirement for legal and regulatory frameworks
for blockchain applications. The challenges, prospects, and
future directions of blockchain-based DDS are outlined in
Table 7 and Figure.5.

B. DECENTRALIZED FILE SYSTEM

A decentralized file system (DFS) is a type of file system
that works without the need for a central server, distributing
files among several network nodes or devices. DFS is a
revolutionary data management and storage approach that
disperses files over several network nodes or devices instead
of relying on a single central server. This distributed approach
has several advantages over traditional centralized file
systems, such as increased data availability, fault tolerance,
and resistance to censorship and single points of failure.
Decentralized file systems can provide people and organi-
zations more control over their data as technology develops
and promotes an open and robust internet infrastructure.
Decentralized file systems are appropriate for DSS. One
network and protocol aiming to build a distributed file system
that enables users to share and access data decentralized
is the InterPlanetary File System (IPES). It uses a content-
addressable system, which guarantees that identical files are
only saved once and allows for deduplication by identifying
files based on their content rather than their location.

DFS stores files across several network nodes by divid-
ing them into smaller chunks. This distribution ensures
redundancy and fault tolerance as data loss does not occur
from the loss of a single node. Data replication systems,
which store several copies of the same file on different
nodes, are widely used by DFSs. Data availability is ensured
by this redundancy, even in node failures. Cryptographic
techniques are employed to guarantee data security and
integrity. Files are regularly checked and encrypted to guard
against tampering and unwanted access. Content addressing,
which recognizes and retrieves files based on their content
rather than their location, is used by several DFS. This
technique makes content distribution more effective by doing
away with the need for preset file paths. P2P architecture,

112647



lEEEACC@SS S. H. Alsamhi et al.: Empowering Dataspace 4.0: Unveiling Promise of Decentralized Data-Sharing

;

lConsumers

909
9 — oge

Smart contract Blockchain consensus Smart data provider

A

\ 4
o] O
- GOVERNANCE
o === 0O
Decentralized data management Data storage and retrieval Decentralized data government
FIGURE 4. DDS of dataspace 4.0 using blockchain.
\/i/"‘—"\‘ .io\‘
(ARE
o@/@ aﬂ Blockchain for DDS Scalability
Enhanced Securlty
=] '
-

Energy consumption

Opportunities O —— O Challenges Compellability
Traceablllty %ﬂq
=N
© =
il

Regulatory

Reduced Costs

[
o A

Interoperability

&

X o—

Regulatory Interoperability Standardization Energy efficiency

1l

FIGURE 5. Blockchain for DDS challenges, opportunities and future directions.

which allows network nodes to interact and share data server unnecessary and enables direct data communication
directly, is a common feature of DFSs. This makes a central between nodes.

112648 VOLUME 12, 2024



S. H. Alsamhi et al.: Empowering Dataspace 4.0: Unveiling Promise of Decentralized Data-Sharing

IEEE Access

TABLE 7. Challenges and opportunities of DDS using blockchain.

Issue
Scalability

Items
Challenges

High energy consumption

Complexity

Regulatory

Standardization and interoper-

ability
Opportunities Enhanced Security
Improved Privacy
Traceability
Reduced Costs
Future Directions  Interoperability
Standardization

Energy efficiency

Regulatory frameworks

Description

As the number of users and transactions on the blockchain network increases, the processing time
and costs also increase, leading to slow and congested networks. This can limit the usability and
effectiveness of blockchain for large-scale data-sharing applications.

In blockchain mining and validation, the consensus mechanism used in blockchain networks requires
many nodes to validate transactions, which requires significant computational power and energy. High
energy consumption can make blockchain less environmentally sustainable than other decentralized
technologies and limit scalability.

Blockchain technology is still relatively new and complex, making it challenging to implement and use
effectively, leading to a lack of adoption and hindering the growth of blockchain-based DDS.

As blockchain-based data-sharing systems often operate in a decentralized and borderless environment,
these systems can pose regulatory challenges for governments and organizations. Therefore, adopting
blockchain-based solutions for DDS leads to uncertainty and hesitation.

Standardization and interoperability between different blockchain networks can make integrating and
data-sharing between different systems challenging. This challenge can limit the potential of blockchain
for DDS and hinder collaboration between different organizations and networks.

Blockchain’s distributed ledger technology can provide enhanced security by ensuring data immutabil-
ity, transparency, and accountability.

DDS solutions can help to improve privacy by enabling users to control their data and only share it with
authorized parties.

Blockchain can provide a traceable audit trail for data, improving supply chain efficiency and enabling
better data usage tracking.

DDS can reduce operational costs by eliminating the need for intermediaries and enabling direct P2P
transactions.

Efforts are being made to develop interoperability solutions between blockchain networks to facilitate
seamless data-sharing across multiple systems.

Standardization of blockchain protocols can improve the scalability and interoperability of DDS
solutions.

Research and development are being conducted to create more energy-efficient blockchain networks to
reduce environmental impact and operational costs.

Developing regulatory frameworks can create a conducive environment for blockchain technology and
facilitate the adoption of DDS solutions.

TABLE 8. Merits of decentralized file systems.

Advantages
Data Availabil-
ity and Relia-
bility

Descriptions

By distributing files across multiple nodes, decentral-
ized file systems ensure high data availability, even if
some nodes go offline or become inaccessible. This
redundancy increases reliability and reduces the risk of
data loss.

Decentralized file systems are resistant to censorship
since there is no central authority controlling access to
the files. This makes it difficult for any entity to block
or remove specific files or content.

DFSs can scale efficiently by adding more nodes to the
network. As the number of nodes increases, the storage
capacity and overall performance of the system can
improve.

Censorship Re-
sistance

Scalability

Cost- Since decentralized file systems utilize resources from

Effectiveness participating nodes in the network, they can reduce the
need for dedicated infrastructure and costly data cen-
ters. This can result in lower storage and maintenance
costs.

Data Privacy DFSs can offer enhanced data privacy since files are of-

ten encrypted and stored across multiple nodes. This re-
duces the risk of unauthorized access or data breaches.

C. SEMANTIC WEB AND KNOWLEDGE REPRESENTATION

Semantic Web (SW) and Knowledge Representation (KR)
refers to technologies allowing the sharing and integration of
data and knowledge on the web. These technologies provide
a standardized way of representing and describing data,
making it possible to automate the processing and integration
of information from multiple sources. The Semantic Web
is an expansion of the World Wide Web that allows
machines to share, connect, and understand data. It seeks
to give information semantic meaning, allowing computers
to perceive and process it more intelligently. Knowledge
Representation, on the other hand, is the act of encoding and
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organising knowledge in a form that computing systems can
use. This can be particularly useful in DDS for Dataspace 4.0,
as it can help to ensure that data is accurately understood and
interpreted by all participants.

Knowledge representation is the basic building block of
Semantic Web. It plays critical roles predominantly defining
data semantics and intelligent reasoning. Several technolo-
gies and standards have been created to aid in the imple-
mentation of the Semantic Web. The Resource Description
Framework (RDF) provides a framework for defining online
resources and their interactions. Web Ontology Language
(OWL) enables the building of ontologies that specify
ideas, connections, and restrictions. OWL is built around
a description logic, which is a sub-language of first-order
predicate logic that uses only unary and binary predicates
and a limited usage of quantifiers and is structured in such
a way that logical deductive reasoning over the language
is possible [85]. Even after the standard was published,
the community debated whether description logics were the
best paradigm option, with rule-based languages a strong
rival [86]. Although the debate was finally resolved, the
Rule Interchange Format RIF [85], which was subsequently
adopted as a rule-based W3C standard, received little traction.
SPARQL is a query language for retrieving information from
RDF databases. These technologies collaborate to enable the
representation, integration, and querying of semantic data.

Linked Data [87] is a major driver for Semantic Web
applications and persist as such until the early 2010s. What
is commonly associated with the phrase “Linked Data” is
that it comprises of a (now fairly extensive) group of RDF
graphs that are “linked” in the sense that many IRI identifiers
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TABLE 9. Challenges and opportunities of DDS using DFS.

Items
Challenges

Opportunities

Future
Directions

Issue
Performance
Data Consistency

Storage and Bandwidth
Requirements

Reliability

Data Ownership and
Control

Censorship Resistance
Fault Tolerance and Re-
silience

Collaboration and

Data-sharing

High Scalability and
Performance

Data Integrity
Interoperability
Dynamic Network En-
vironment

Integration

Sustainability

Ease of Use

Description

When opposed to centralized systems, the decentralized structure of file systems might impose extra delay and
slower data transfer speeds. When retrieving files, data may be fetched from many nodes, which can have an
influence on speed, especially for bigger files.

Maintaining good data integrity across a decentralized file system can be difficult. When several nodes store
and replicate data, there may be delays in updating or conflicts that must be resolved.

To store and distribute files, decentralized file systems sometimes necessitate large storage and bandwidth
resources from participating nodes. For devices with limited resources or slower network connections, this
might be a hindrance.

The network’s dependability and availability can have an influence on the overall performance and accessibility
of decentralized file systems. Data availability and retrieval can be impacted if a large number of nodes go
unavailable or the network encounters disturbances.

User control and data ownership are increased through decentralized file systems. Users may store and manage
their files directly on the network, without the need for centralized organizations, giving them complete control
over data-sharing and access permissions.

Due to their distributed structure, decentralized file systems make it challenging for any one body to restrict or
control material. This might promote more freedom of expression and stop data censorship.

Decentralized file systems distribute data across multiple nodes, ensuring redundancy and fault tolerance. If a
node goes offline or fails, the data can still be accessed from other nodes, providing resilience to the system.
File sharing and collaborative workflows are made easier by decentralized file systems. By sending the distinct
content address or cryptographic hash, users may effortlessly share files with others. This makes cooperation
easier and does away with the need for complicated authorization systems or central servers.

Research is needed to improve the scalability and performance of decentralized file systems, such as optimizing
data storage and retrieval algorithms, reducing latency, and exploring techniques to handle large-scale deploy-
ments and high-volume data transfer efficiently.

Consistency models should be developed to ensure strong data consistency, incentive mechanisms should be
explored to encourage cooperation, and privacy and security mechanisms should be enhanced.

Interoperability and standardization should be explored to facilitate seamless integration across different
systems and networks.

The system should be adaptable to dynamic network conditions, ensuring reliability and performance in
changing environments.

The integration between decentralized file systems and blockchain technologies should be explored, leveraging
their complementary features.

Distributed file systems consume more energy than centralized systems as they include more resources (e.g.,
computing nodes). Energy efficiency should be explored to mitigate environmental impact, considering factors
such as implementation, number of nodes, algorithms used, and consensus mechanisms.

Usability and user experience should be improved by developing user-friendly interfaces, data discovery
mechanisms, and intuitive tools.

in the graphs also exist in other, and sometimes multiple,
graphs. In some ways, the collection of all these connected
RDF graphs may be thought of as one massive RDF graph.

Google launched the Knowledge Graph in 2012 [88].
knowledge graph technology has found a prominent role in
business, including key information technology companies
other than Google, such as Microsoft, IBM, Facebook, and
eBay. However, given the history of Semantic Web tech-
nologies, particularly linked data and ontologies, it appears
that knowledge graph is mostly a new framing of ideas that
originated in the Semantic Web sector, with, of course, some
noteworthy variations in emphasis. Knowledge graphs are
often seen as considerably more internally consistent and
carefully managed objects. As a result, the usefulness of
“external links,” i.e., to external graphs without strict quality
control, is questioned25, while the quality of content and/or
the underlying schema is emphasized.

In the context of DDS for Dataspace 4.0, the use of
semantic web technologies can help address the challenges
of data integration and interoperability, making it easier for
participants to share and use data from multiple sources. This
can enable more accurate and comprehensive data analysis
and decision-making and support the development of new
applications and services.

The Semantic Web and Knowledge Representation have
a bright future with plenty of room for growth. One
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approach is to combine ML techniques with semantic data
to improve automated reasoning and knowledge extraction.
Extending the usage of ontologies and vocabularies across
domains and sectors can help to improve interoperability.
Furthermore, solving scalability issues and encouraging the
use of Semantic Web technologies will be critical in achieving
the full potential of these techniques.

Future research directions in this area also include the
development of more advanced ontologies and knowledge
representation techniques and exploring new approaches to
integrating semantic web technologies with other advanced
technologies such as blockchain, edge intelligence, and
FL. Additionally, the research could focus on developing
new applications and services that leverage semantic web
technologies to support DDS in Dataspace 4.0.

D. FEDERATED LEARNING

With FL, multiple parties may jointly train a shared ML
model while protecting the confidentiality and privacy
of their data [89]. FL is a revolutionary approach to
ML. By storing data locally on each device or network,
FL participants do away with the necessity to transmit private
information to a central repository. A significant development
in privacy-preserving machine learning, FL processing is
essential in many industries where data security is vital. More
on how the FL procedure operates: After training an ML
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model on their local data, each participant transmits the model
updates—the variations in the model parameters—to a central
server. The server combines all participants’ updates [90].
Depending on the configuration, the aggregation procedure
may entail applying a more sophisticated algorithm or
calculating an average or median. After collecting changes,
the central server delivers each participant’s new global
model (updated with the aggregated parameters).

Until the global model meets specific stopping require-
ments or reaches an acceptable degree of accuracy, the steps
of local training, updating the server, and receiving the
updated model from the server are repeated several times.
Many individuals can participate in the ML process without
disclosing their raw data because of FL’s unique structure.
A more accurate global model results from the procedure
being performed consistently thanks to the common ML
model that all participants utilize [91], [92]. However, for
FL to work well, there has to be a vital communication
infrastructure. This infrastructure is required to effectively
share the ML models between participants and the central
server. A weakened learning process and slower model
updates might result from inadequate infrastructure or poor
connectivity.

For example, the decentralized infrastructure layer has
three nodes (Nodes 1, 2, and 3; as shown in Figure 6). The FL.
Framework layer represents an instance of the FL framework
unique to each node. Through the decentralized architecture,
the nodes interact with one another to work together on
training a MLmodel with their local data while protecting the
privacy and security of the data utilizing FL methods.

By storing sensitive data locally, FL significantly improves
data security and privacy and reduces the possibility of data
breaches during transmission [90]. Potential attackers cannot
readily access sensitive data since the raw data remains on
the local device. They would have to hack several devices
to reconstitute the entire dataset, which is significantly
more complex than just focusing on one centralized server.
Furthermore, FL’s design suggests that the model updates—
which usually involve aggregated and abstracted data—are
the only ones delivered to the central server. The updates
further preserve data privacy by avoiding disclosing the
raw data generated from [91]. FL guarantees user privacy
by refusing to share user data with a central server. The
information stays local to each user’s device, so third
parties—including the organizations running the learning
process—cannot directly access it. To strengthen privacy
even more, FL. uses methods like differential privacy [93].
Differential privacy makes it challenging to re-identify people
based on the shared information by adding statistical noise to
the data or the model updates. FL makes it easier for disparate
entities to collaborate and creates a single model without
requiring direct data transfer. The FL function is handy in
industries like healthcare, banking, and telecommunications,
where direct data interchange is restricted by stringent data
protection requirements [94].
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To ensure that no sensitive data is disclosed throughout
the model-building process, transparency is also essential for
fostering trust between cooperating parties [95]. FL improves
the system’s robustness in several ways, contributing to
its resilience. For example, FL enables efficient data use
even in settings with spotty network access [96], [97],
[98]. This is achieved by having most of the computation
done locally on the edge devices, requiring only sporadic
network connectivity to transfer aggregated model changes.
Furthermore, FL is built to withstand data corruption and
device malfunctions with resilience. Due to its reliance on
several devices that carry out local calculations, the FL
process is not significantly disrupted if a device becomes
unavailable or its data is damaged. Due to this redundancy,
FL models are far more reliable and continue to work even in
the worst situations [91]. The combination of blockchain and
FL plays a vital role in improving security and privacy [5],
[6], [99], [100]. However, the challenges and opportunities
shows in Table. 10.

E. P2P NETWORKS

DDS is made possible via P2P networks with a decentralized
network design. Every node in a P2P network is equal and
in charge of sending and receiving data. The robustness of
P2P networks to single points of failure is a plus for DDS.
The availability of the data is unaffected by the failure of
a single node because there is no central server. Because
P2P networks eliminate the need for middlemen and enable
direct data-sharing between users, they significantly increase
privacy and security [33]. P2P networks protect data in transit
and guarantee that only authorized users can access it using
encryption and authentication procedures. P2P networks can
allow consumers more control over their data regarding
privacy. For instance, P2P networks enable users to store
and data-sharing directly and decentralized with other users
instead of storing it on centralized servers managed by
a single body. As a result, users have control over what
information they disclose and with whom. They can also
ensure that their information is only accessed or utilized with
their permission.

P2P networks benefit significantly from being resilient to
single points of failure. The lack of a centralized server allows
the network to function even if a node fails, guaranteeing
data availability [101]. P2P networks place much emphasis
on security. These systems ensure that only authorized users
may access specific data using encryption and authentication
mechanisms to safeguard data in transit and verify user iden-
tities. This decentralization further improves data security
by doing away with the need for middlemen. P2P networks
provide consumers more control over their data in terms of
privacy. Users can keep data on their devices and distribute
it directly over P2P networks instead of having it stored on
centralized servers under the control of a single party. Users
can choose what information they disclose and with whom,
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FIGURE 6. DDS of dataspace 4.0 using FL.

TABLE 10. Challenges and opportunities of DDS using FL.

Items Issue Description
Challenges Computational Limited computational resources on some devices can restrict participants’ ability to train complex machine-
Resources learning models.
Data Heterogeneity Different participants may have varying data types and quality, which makes it challenging to build an accurate
and representative shared machine-learning model.
Privacy Concerns FL does not eliminate the risk of exposing sensitive data. Updated model parameters sent to the central server
may still contain some information about local data, raising concerns about data privacy and security.
Communication Over-  FL requires frequent communication between participants and the central server, which can lead to high
head communication overhead and latency.
Lack of Standardiza- Insufficient standardization and interoperability between different FL systems make integrating and sharing
tion models challenging.
Model Convergence FL requires careful tuning of hyperparameters to ensure model convergence.
Opportunities Collaboration FL allows multiple organizations to collaborate and train models on decentralized data without sharing raw
data, enabling them to leverage each other’s expertise.
Privacy Preservation FL enables the training of models while preserving data privacy, making it ideal for industries where data
privacy is paramount.
Resource Utilization FL enables the efficient use of resources across multiple organizations, reducing the need for each organization
to have dedicated infrastructure and personnel.
Future FL for Heterogeneous Future research can focus on developing techniques to handle heterogeneous data effectively in FL.
Trends Data
Privacy and Security = Research can focus on developing new methods and protocols to enhance the security and privacy of FL models.
Enhancements
Communication Future research can explore ways to optimize communication overhead in FL, such as through compression
Optimization techniques or edge devices.

FL for Dynamic Envi-
ronments

Future work can explore using FL in dynamic environments, where data distribution may change over time.

adding a degree of permission and preventing unauthorized
access to or use of their data [102].

The power of P2P networks is to promote interoperability
among various applications and systems. P2P networks

facilitate data-sharing and communication across systems,
even ones that may otherwise be incompatible or isolated,
by relying on open technologies and standard protocols.
P2P networks facilitate cooperation between stakeholders
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TABLE 11. Challenges and opportunities of DDS using P2P networks.

Items
Challenges

Opportunities

Future
Trends

Issue

Limited Scalability
Lack of Standardiza-

tion
Security Risks

Dependence on Net-
work Connectivity
Enhanced Privacy

Improved Data Access

Decentralized Control

Cost Savings

Integration with Other

Technologies

Standardization Efforts

Scalability

Improved
Measures

Security

Description

P2P networks can struggle to scale up to handle large amounts of data and users.

Different P2P protocols may complicate efforts to establish standards for interoperability.

P2P networks can be vulnerable to security threats, including denial-of-service attacks, distributed attacks, and

Sybil attacks.

connections.

P2P networks rely on connectivity between nodes, which can be affected by unreliable or slow network

P2P networks allow users to share data directly without intermediaries, thus reducing the risk of data breaches
and enhancing user privacy.

data.

mechanisms.

P2P networks facilitate data sharing and access by providing a distributed system for storing and retrieving

P2P networks offer a decentralized approach to data sharing, enabling users to control their data and its sharing

By leveraging P2P networks, organizations can reduce costs associated with centralized data storage and

maintenance.

P2P networks can be combined with technologies such as blockchain and federated learning (FL) to enhance

the robustness of decentralized data-sharing systems.

deployment.

To improve interoperability, efforts can be made to standardize P2P protocols and establish best practices for

Continued research is needed to improve the scalability of P2P networks, making them suitable for large-scale
data-sharing applications.

To mitigate security risks, P2P networks can integrate additional security measures, such as encryption, to

protect shared data and improve their suitability for sensitive applications.

TABLE 12. Comparative analysis of enabling technologies for DDS in dataspace 4.0.

Technology Functionality

FL

Blockchain

DFS

SW
KR

and

P2P Net-
works

and organizations by removing these data barriers [103].
Another crucial component of P2P networks is transparency.
It becomes more difficult for any one node to change or
alter the data without being discovered as it is dispersed over
several nodes within the network. P2P networks can offer
more transparency and accountability than typical client-
server systems, where the data may be controlled by a single
organization [104]. Furthermore, P2P networks are resilient
because of their decentralized structure. Decentralized P2P
networks allow data to be saved and retrieved from several
places to share and store data, even if one node fails or
goes down. The approach enhances the system’s resilience
by guaranteeing that crucial data is still available even during
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Collaborative train-
ing of ML models
without sharing raw
data

Decentralized
ledger for secure
and transparent
transactions

Secure and resilient

data storage and
sharing

Enhances data
interoperability
and knowledge
sharing through
standardized  data
formats
Decentralized

communication and
resource sharing
among peers

Strengths

Enhances data
privacy by
keeping data local.
Improves model
accuracy through
collaboration
Ensures data
integrity and
immutability.
Enhances

transparency and
trust

Reduces risk of data
loss and breaches.
Oftfers high availabil-
ity and fault toler-
ance

Improves data inte-
gration from diverse
sources. Enables so-
phisticated querying
and reasoning

Reduces reliance
on central servers.
Enhances  network
resilience and
efficiency

Limitations Applications Security & Privacy  Scalability
Requires  complex  Healthcare, Strong privacy  Scalable concerning
coordination and financial services, preservation data size. Limited
communication. and other data- through local by communication
Vulnerable to data  sensitive industries data. Requires  overhead
heterogeneity issues secure aggregation

techniques
High energy  Supply chain  High security  Scalability
consumption. management, digital  through challenges with
Scalability issues  identity verification,  cryptographic transaction
with increasing data  and financial  techniques. processing  speed
volume transactions Potential ~ privacy  and data size

concerns with

public ledgers
Performance can be  Financial services, Secure data  Scalable for storage.
affected by network cloud storage, and storage. Risk of May face latency is-
latency. Complex  content distribution unauthorized access  sues
implementation and if not  properly
management managed
Requires Academic research, Privacy depends on  Scalable with effi-
extensive ontology  enterprise data and ontology cient data manage-
development. Can  knowledge design. Security  ment. Computation-
be computationally management, through access  ally intensive
intensive and smart cities controls
Security risks from  IoT networks, Inherent risks from  Scalable with
malicious peers. Dif-  decentralized peer interactions.  increased peers.
ficult to manage and  communication Security measures  Requires robust
maintain platforms, and needed to protect protocols to manage

content sharing

data integrity

peer interactions

network disturbances or outages [105]. The challenges and
opportunities of P2P are shown in Table. 11.

To meet the requirements for DSS, P2P networks are
essential. P2P networks offer a distributed network design in
which data-sharing and receiving are the responsibilities of
every node with an equal status. The decentralized method
has several benefits that meet the needs of DDS. P2P
networks reduce single points of failure, which improves
security. In conventional centralized systems, P2P can result
in a massive data breach if a central server is compromised.
P2P networks, on the other hand, spread data over several
nodes, lowering the possibility of unwanted access. Data
may be authenticated and encrypted by any node in the
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network, guaranteeing that only authorized users can access
it [106].

P2P networks are spread, which increases security by
making it harder for bad actors to access all the data.
Second, by giving users more control over their data, P2P
networks support privacy. Users can directly data-sharing
in a decentralized way with other trusted users rather
than depending on a central authority to govern access
to the data [107], [108]. Decentralized gives people the
freedom to decide what information to share and with
whom, protecting their security and privacy. Additionally,
P2P networks use open standards and protocols to increase
interoperability. Systems and applications that may be
incompatible or compartmentalized can communicate and
share data more easily thanks to these networks [109].
P2P networks facilitate smooth communication between
stakeholders and organizations by removing obstacles to data,
which boosts productivity and effectiveness.

In addition, P2P networks provide more transparency
than conventional client-server topologies. When dispersed
throughout several nodes, it becomes more difficult for a
single node to change or alter the data covertly. Among
network participants, transparency fosters responsibility
and trust [110]. P2P networks also improve resilience by
guaranteeing data availability during network outages or node
failures. Data availability is not affected by the failure of
a single node since it is stored and accessible from several
places [111]. Maintaining continuous data-sharing activities
and reducing the risks associated with single points of failure
requires resilience.

V. COMPARATIVE ANALYSIS OF ENABLING
TECHNOLOGIES IN DATASPACE 4.0

Within the framework of Dataspace 4.0, we present a compar-
ison of the leading technologies associated with DDS. In this
section, we emphasize each technology’s features, advan-
tages, disadvantages, and theoretical components, including
interoperability, security, privacy, and scalability, as shown
in the Table. 12. The comparison provides fresh perspectives
on these technologies’ real-world uses and future directions
and synthesizes the body of available knowledge. In addition
to improving knowledge of each technology’s capabilities,
we direct the choice and integration of the best technologies
for Dataspace 4.0 use cases.

VI. CONCLUSION

In the rapidly evolving digital transformation landscape,
DDS is a significant factor in solving data security, privacy,
accessibility, and interoperability concerns. The results of the
survey demonstrate that DDS, mainly when utilized in Datas-
pace 4.0, offers several benefits over traditional centralized
data management solutions. Through improved data security
and privacy, as well as increased accessibility, interoperabil-
ity, and knowledge exchange, DDS empowers individuals
and businesses to have more ownership and control over
their data. The leading DDS-supporting technologies—FL,
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blockchain, decentralized file systems, semantic web and
knowledge representation, and P2P networks—have been
described together with their benefits, drawbacks, and
potential applications. When combined, these technologies
drive the innovations needed to implement DDS in Dataspace
4.0. We have also identified critical challenges that must be
addressed, like maintaining decentralized networks, ensuring
data security and privacy, balancing privacy with utility in FL,
and addressing sustainability and energy efficiency. In Datas-
pace 4.0, DDS has a bright future but still needs ongoing inno-
vation and development. Building DDS protocols and robust
governance frameworks, inventing new algorithms and tech-
niques, boosting accuracy and efficiency, and emphasizing
sustainability and energy efficiency are all crucial challenges.
In addition to providing a comprehensive overview of DDS’s
current state, the poll draws attention to the critical potential
and difficulties that lie ahead for improving data-sharing in
the digital era regarding compatibility, efficiency, and safety.
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