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ABSTRACT Trust and energy efficiency are key requirements in remote sensing devices, which are
frequently deployed in electronic commerce supply chain management. This remote sensing is facilitated by
wireless sensor networks (WSNs) which have been integrated into the e-commerce landscape. These WSNs
provide various services, including product tracking, monitoring, optimization and design evolution. This
integration is evident in Logistics 4.0, whose aim is to enhance adaptability, intelligence and resilience in
supply chain management and logistics. However, due to the limited energy, memory, communication and
computing power of the sensors deployed in WSNs, numerous energy consumption reduction approaches
have been proposed. Nevertheless, these techniques often overlook security and privacy aspects, which are
crucial for fostering trust in an e-commerce ecosystem. Consequently, various schemes have been developed
to bridge this gap. Unfortunately, these protocols often exhibit vulnerabilities and privacy loopholes that can
compromise trust among e-commerce stakeholders. In this paper, we propose a trust-enabled energy efficient
protocol for secure remote sensing in supply chain management. Performance evaluation demonstrates that
our protocol incurs the lowest energy, computation and communication complexities compared to existing
solutions. Additionally, it provides essential security features, including session key agreement, mutual
authentication, key secrecy, untraceability and anonymity. These features are critical for trust preservation
in e-commerce. Our semantic security analysis confirms the protocol’s resilience against various attacks.
In addition, its formal security analysis using the Real-Or-Random (ROR) model validates the security of
the negotiated session key.

INDEX TERMS E-commerce, supply chain management, trust, wireless sensor networks, energy-efficiency,
security.

I. INTRODUCTION processes. In the context of cold chain logistics, WSNs gather

Electronic commerce (e-commerce) encompasses the buying
and selling of goods and services over the internet [1]. This
paradigm integrates information processing technologies,
computing devices, and electronic communication platforms
into commercial activities [2]. For example, WSNs have
been employed to facilitate digital management and effec-
tive monitoring of cold chain logistics transportation [3].
Additionally, the Internet of Things (IoT) has been deployed
in value chains to enable real-time monitoring of resource
inventory [4]. This remote monitoring, data collection and
information exchange within diverse business environments
streamline decision-making and optimization of business
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compartment environment data during transportation and
transmit it to the logistics monitoring center [5]. However,
in-depth research on WSN-based cold chain temperature
monitoring remains limited, particularly from the perspective
of low power consumption [6]. Moreover, secure trans-
mission of the sensed data poses challenges due to the
utilization of open public channels [7]. Furthermore, privacy
and security preservation face challenges in the face of botnet
attacks [8].

To enhance security and privacy, various authentication
and key agreement protocols have been developed. How-
ever, most of these protocols deploy complex algorithms
which require extensive resources. WSNs are constrained in
terms of power, memory, computation, communication, and
battery life. Therefore, employing highly complex security
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algorithms can easily drain the sensor battery due to excessive
energy consumptions.

A. MOTIVATION

WSNs hold immense promise for the establishment of
Logistics 4.0. This paradigm seeks to enhance adaptability,
intelligence, as well as resilience in supply chain management
and logistics within the e-commerce landscape. Furthermore,
by integrating WSNs with technologies like blockchains,
transparency, trust, and traceability can be elevated for all
stakeholders involved in supply chain management. However,
WSNs remain susceptible to a variety of attacks. This
necessitates the development of robust security mechanisms.
Unfortunately, most of the existing security solutions rely
on energy-intensive technologies like blockchains. Conse-
quently, there is an urgent need for a truly energy-efficient
protocol that can bolster trust, security, and privacy in WSN-
enabled e-commerce environments.

B. MATHEMATICAL PRELIMINARIES

In this paper, we deploy fuzzy extraction in which Gen(.) is
taken as a probabilistic fuzzy biometric generator function
while Rep(.) is regarded as a deterministic fuzzy biomet-
ric reproduction function. Basically, a fuzzy extractor is
deployed to solve noise problems that frequently occur in
biometric inputs. Here, 8; denotes user biometric data, which
serves as the input to the Gen (.) algorithm. This algorithm
generates two outputs; the private biometric secret key ¢;,
and the public reproduction token p; associated with g;.
Therefore, Gen(.) (Bi) = (&i, i), where u; is utilized to
recover the key values through noise elimination. On the other
hand, the Rep agorithm restores &;* from helper string 1; and
the entered biometric data 8. As such, Rep (B, ui) = &
To ensure accurate recovery of &, the metric spacial distance
between B; and B;" should be within some defined tolerance
level for the fuzzy extractor.

C. RESEARCH CONTRIBUTIONS
The primary contributions of this paper are as follows:

« Energy-Efficient Protocol Design: We introduce a novel
protocol that utilizes fuzzy extraction and a collision-
resistant one-way hashing function to achieve energy
efficiency. This renders this protocol well-suited for
WSN-enabled e-commerce applications.

o Rigorous Formal Security Analysis: We conduct a
comprehensive formal security analysis using the Real-
Or-Random (ROR) model to demonstrate that the
negotiated session key is provably secure against various
cryptographic attacks.

o Semantic Security Analysis: We perform an in-depth
semantic security analysis to demonstrate that our proto-
col fosters trust in e-commerce applications by provid-
ing key agreement, mutual authentication, anonymity,
untraceability, and key secrecy. Additionally, we show
its resilience against various attacks.

o Comparative Performance Evaluation: We conduct a
comparative performance analysis to showcase that our
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proposed protocol outperforms existing solutions in
terms of computation and communication complexities.
The remainder of this paper is structured as follows:
Section II delves into related works, while Section III
meticulously describes the system model of the proposed
protocol. Section IV presents a rigorous security analysis,
while Section V comprehensively discusses the performance
evaluation. Finally, Section VI concludes the paper and
outlines potential avenues for future research.

Il. RELATED WORKS

Various techniques have been developed in recent years to
enhance energy efficiency, security, privacy, and trust in
WSNs. For instance, energy-aware routing techniques are
proposed in [9] and [10], while network lifetime maxi-
mization schemes are presented in [11] and [12]. Similarly,
efficient, low-latency, and energy-consumption minimization
techniques are developed in [13] and [14]. However, these
algorithms fail to address trust-related issues such as security
and privacy. In response to this gap, a scheme is proposed
in [15] to establish trust in an e-commerce environment.
However, this model lacks evaluation against other attacks
and its performance evaluation is missing.

Several protocols have been developed to address these
challenges. For example, two-factor authentication protocols
are presented in [16] and [17]. While the protocol in [17]
offers mutual authentication and preserves both privacy and
user anonymity, it remains vulnerable to session key exposure
and impersonation attacks. The scheme in [18] addresses
the shortcomings of [17] by providing resilience against
impersonation attacks. However, it fails to preserve sensor
anonymity [19].

In an effort to further bolster trust in e-commerce
systems, three-factor authentication schemes have been
introduced in [20], [21], [22], and [23]. While the protocol
in [20] safeguards user anonymity and shields against replay
attacks, it remains susceptible to Man-in-the-Middle (MitM)
attacks [19]. On the other hand, the scheme in [21] provides
mutual authentication but falls short in protecting against
offline password guessing attacks [18]. Similarly, the proto-
col in [22] offers perfect forward secrecy but is vulnerable to
sensor node spoofing attacks [24]. Lastly, the scheme in [23]
lacks resilience against offline guessing attacks [25].

It is evident that most of the current energy consumption
reduction techniques for e-commerce do not consider security
and privacy which can help boost trust in business transac-
tions. It is also clear that although numerous schemes have
been developed to offer both privacy and security, most of
them have many shortcomings which need to be addressed.
The proposed protocol is demonstrated to be both energy
efficient and provably secure and hence solves some of these
problems.

IlIl. SYSTEM MODEL

The proposed protocol facilitates e-commerce product track-
ing and monitoring using WSNs. During the tracking process,
sensors gather product information, including identity, unique
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composition, and location. This data is then relayed to
the gateway node. Additionally, the sensors continuously
monitor the product’s real-time conditions and environment.
This enables the generation of notifications and alerts to
relevant stakeholders. Through this comprehensive tracking
and monitoring, operations control and optimization can be
streamlined. Furthermore, it can inform design evolution
by leveraging product lifecycle feedback data. Table 1
summarizes the notations employed throughout this paper.

TABLE 1. List of deployed notations.

Symbol Description

SN, Sensor node j

Ui User i

MD; Mobile device for user i

BIDy Unique identity of the k" branch

R; Random nonce i

SID; Unique identity of the /™ sensor node
h(.) Collision-resistant one-way hash function
Bi User biometric data

IDgw~ Unique identity of the GWN

& Private biometric secret key

L Public reproduction token associated with f;
GSK; Long term secret key for the GWN
Gen(.) Fuzzy biometric generator function

T; Timestamp i

AT Permissible transmission delay

Rep () Fuzzy biometric reproduction function
SSK; Long term secret key for the SN,

Ksn Session key derived at SN,

SKa-s Shared key between GWN and SN;
UID; Unique identity of user i

Ksm Session key derived at MD;

PW; Password for user i

Il Concatenation operation

D XOR operation

Our protocol’s network model comprises of sensor nodes
(SNs), a gateway node (GWN), and users. Sensor nodes
perform tasks like tracking and monitoring. This facilitates
activities such as optimization and design evolution in
e-commerce. Figure 1 depicts the proposed network model.
As illustrated in Figure 1, users employ mobile devices
(MDs) to interact with sensor nodes through the GWN.
During trust establishment, system setup, registration, login,
mutual authentication, and key negotiation are performed.
After each successful authentication session, security token
updates must occur. These phases are described in detail in
the following subsections.

A. SYSTEM SETUP PHASE

Consider an organization with n branches, each equipped
with a network of sensors. During the system initialization
phase, the GWN generates its identity /Dgwn and BIDy as
the unique identity for the k™ branch as shown in Figure 2.
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FIGURE 1. Proposed network model.

Next, it inializes m as the number of sensors to be deployed
within a given branch.

B. SENSOR REGISTRATION
The following three steps are followed to register sensor node
j to the GWN.

Step 1: The GWN generates unique identity SID; for each
sensor deployed in the k" branch. Next, it generates GSK;
and SSK; as the long term secret keys for the GWN and sensor
node SN respectively.

Step 2: The GWN selects some one-way hashing function
h(.) and computes SKg_s = h (BIDx||SID;||GSK;||SSK;)
as the shared key between the GWN and SN;. This is
followed by the construction of registration message Rg; =
{IDGwN, BIDx, SIDj, SKG s, h(.) }. Finally, Rg is forwarded
to SN; over secured channels as shown in Figure 2.

Step 3: GWN stores parameter set {IDgwn, {BIDg|1 <k
<n}{(SIDj, SKG—s)|1 <j<m}, GSKj, h(.)} inits repository.

C. USER REGISTRATION

In order to access the data from a particular sensor deployed
in a given branch, user U; needs to register at the GWN.
This is accomplished using his/her mobile device MD; that
is equipped with biometric sensor. The following 4 steps are
executed to accomplish this process.

Step 1: User U; chooses UID; and PW; as his/her unique
identity and password respectively. Next, random nonce R; is
generated by MD; before parameters A1 = h (UID;j||R1) and
Az = h (PW;j]||Ry) are derived. It then constructs registration
message Rg> = {Ay, h(.) } that is transmitted to the GWN
over secure channels as shown in Figure 2.

Step 2: Upon receiving message Rg>, the GWN com-
putes A3 = h (A1||GSK;), transient parameter Ay =
h (BIDk||A3][IDgwN) and As = BIDy & h (A1]|A3).
Next, it composes registration message Rgz = {A3, A4,
As, BIDy, IDGgwnN, h} that it sends to U;j over trustworthy
channels.

Step 3: On getting message Rg3, user U; imprints
biometric data B; onto the sensor of MD;. This is followed
by the computation of Gen (B;) = (&i, ui), where ¢; is the
private biometric key and p; is the public reproduction token
associated with ;.

Step 4: The MD; computes parameters By = R1® h
(¢il|UIDi||PWi), By = h (A3[|As||R1]lei) and B3 = A3z@h
(R11|A1]|Az2||€i). Finally, the MD; stores parameter set
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Ui

Generate IDown & BIDx
Initialize m
Generate SIDj, GSK; & SSK;

Choose UID; & PW;
Generate R1 & derive A1 = h (UIDi||R1), A2=h
(PWi|Rv)

Construct Rg> = {41, h (\)}

GSK;, h(.)}
Rg>

GWN

System setup and registration

Select h (.) and compute SKc-s = h (BID\/|SIDj||GSK;||SSK;)
Construct Rg1 = {IDawn, BIDx, SIDj, SKcs, h ()}
Store {IDawx, {BIDi|1 < k <n},{(SID;, SKas)|1 <j<m},

SN;

|
|
|
|
|
I
|
|
Rgi |

—

Store {IDowx, BIDx, SID;, SKa.s, It ()}

Rg3

Imprint §; & calculate Gen (8;) = (ei, i), B1 = Ri® h (&i|| UID{|PW5),
B> =1 (45]|44lIRille)) & B3 = 43D (Ry[|4:]|42lle:)
Store {Gen (.), Bs, As, B1, B2, Rep (), IDaw, h(.), BIDx, i}

Compute 43 = h (41||GSK;), A = h (BIDW|43|[IDcwn) & As = BIDDh (41]|43)
§——Compose Rgs = {43, Aa, As, BIDx, IDGwn, h(.)}

»
»

1 Login, authentication and key agreement

!
Input UIDi, PW; & Bi*
Derive &' = Rep (6", i), Ri = Bi® h (&"||UID{|PW), A1 = h
(UID{||R1), A2 = h (PWi||R\), 43 = Bs ®h (Rill A4l 4allei”),
BID« = As ®h (4| 43) & Aa = h (BIDW|A3||IDcw)
Check if B2 £ h (43]|44llRille:")
Generate R, & T
Compute Bs = 41D (T\|lIDawnlIBIDY), Bs = SID}® h
(43lIBID144), Cv = h (SIDY|BID|ASI T DR, &
C> = h (R.||43||SIDjl|A4|| BIDx)
Compose AUT, = {Bs, Bs, C1, Gy, Tt}

AUT:

H Determine 7> & confirm if |T2- T1|<AT

Extract and validate A4

Cs = h (A41||SID||SK sl T3)@h(R2||R3)
Construct AUT> = {Cs, Cs4» Cs» T3}

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
| AUt
'
<

Derive & verify SID; = Bs @ h (43||BID|4)
Compute R, = h (SID|{|BID |44 T D C:
Fetch SKq.s & check if Co £ h (R||43||SIDj| 44| BIDy)
Generate R3, determine T3 & calculate C; = j (IDgwlISKo-
SISIDIT3)@ A1, Ca = h (A||SID;|BIDY| T3l1A(R2|IR3)),

Derive 41" = Bs @h (T\l|lIDewlIBIDY) & 45" = h (4,"|GSK;)

AUT»

A

v

Determine 74 & check if |7y T3 < AT

Compute 41 = h (IDownlISKa.slISIDIT5)D Cs &

h(R2||R3) = h (4,||SID)||SK sl T3)D Cs

Confirm if Ca £ h (A41|SID||BIDY| T3lIA(R2|R3))

Generate R4, determine 75 & compute D, = j; (Rs||A(R2||R3)),

D> =Di® h (44||SID}|| T5||BIDy)> Ksx = It (Dl 41||SIDj||BIDY|| T5) &
D3 =h (Di||Ksn||75||BIDy)

Compose AUTs = { D», D3, Ts}

Determine 76 & check if |75 75| < AT

Compute D1 = D, @ h (4,||SID|| T5||BIDy) &

Ksm = h (D\l44||SIDj|BIDx||T5)

Confirm if D3 £ h (D1||[Ksw||75||BIDx)

Update session key as Ks = /1 (h (Ra||h(Ral[R3))||4,||SIDy||BIDK|| T5)

FIGURE 2. System setup, registration, login, authentication and key agreement phases.

{Gen(.), B3, As, B1, Ba, Rep(.), IDGwN, h(.), BIDx, i} in
its memory.

D. LOGIN, AUTHENTICATION AND AGREEMENT

In this phase, user Uj is validated via the tokens that were
input during the login phase as well as the security parameters
stored in the MD;. These procedures are executed over public
channels using the challenge-response interaction mode.
Here, U; sends login request which has to be verified by
both the GWN and SN; located in a given branch. Basicaly,
a particular user has access to real-time data from some
specific sensors located in various branches. The following
steps are executed during this phase.
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Step 1: The U; inputs UID;, PW; and ﬂi* onto the MD;. This
is followed by the derivation of &/ = Rep (B, i), R1 =B1@ h
(e||UID;||PW;), Ay = h (UID;||Ry), A2 = h (PWj||R1), A3 =
B3 @ h (R1[|A1]|Az]|€]), BIDx = As ©h (A1]|A3) and Ay = h
(BID||A3|[IDGWN)- ,

Step 2: The MD; then checks if By = h (A3]|A4]|R1||&])
such that the session is aborted when this verifica-
tion flops. Otherwise, the MD; generates random nonce
R, and establishes the current timestamp 7. Next,
it derives B4 = Ay @ h (T1||IDgwn||BIDx), Bs = SID;®
h (A3||BIDk||A4), Ci = h (SIDj||BID||A4l|T1) @& R»
and C; h (R>||A3||SIDj||A4||BIDy). Finally, it con-
structs message AUT) = {Ba4, Bs, Ci, Cp, T1} that is
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forwarded to the GWN over public channels as shown in
Figure 2.

Step 3: After getting message AUT; at timestamp 77,
the GWN determines if |T>- T)| < AT. If this condition
does not hold, the message is flagged as a replay and the
session is terminated. Otherwise, it computes A¥ = By @©h
(T1[IDgwN||BIDx) and A3 = h (AT]|GSK;).

Step 4: The GWN extracts A4 and confirms the existence
of A3 in its repository. If this verification is unsuccessful,
the session is aborted. Otherwise, the GWN derives SID;
= Bs @& h (A3||BIDg||A4) and determines its existence in
its repository. Here, the session is terminated if SID; cannot
be found in GWN’s database. Otherwise, it derives R, = h
(SID;||BIDx||A411T1) & Ci.

Step 5: GWN fetches SKg—_g corresponding to this partic-
ular SID; and confirms whether C; 2 h (R2||A3||SID;l|A4]|
BIDy). Basically, the session is aborted if this verification
flops. Otherwise, GWN generates random nonce R3 and
establishes the current timestamp 73.

Step 6: The GWN computes C3 = h (IDgwn||SKg—sl|
SID;||T3) @ A1, C4 = h (A1||SID;||BIDx||T3||h(R2||R3)) and
Cs = h (A1]|SID;||SKG—s||T3) @ h(R2||R3). Next, it composes
message AUT, = {C3, Cy, Cs, T3} that is transmitted to SN
over public channels.

Step 7: Upon receiving message AUT, at timestamp
Ty, the SN; confirms if |Ty- T3] < AT. Here, the
request is marked as a replay and the session is terminated
upon verification failure. Otherwise, it computes A} =
h (IDewN|ISKG—sl|ISID;||T3) @ C3 and h(Rz||R3) = h
(A1]|SID;||SKG-s||T3)® Cs. Next, it establishes whether
Cy L (A1|1SID;||BIDx||T3||h(R2]|R3)) such that message
AUT, is rejected on validation failure. Otherwise, it generates
random nonce R4 and determines the current timestamp 7.

Step 8: The SN; computes parameters Di = h
(R4||h(R2||R3)), D2 = D1® h (A1]|SIDj||T5||BIDx), session
key Ksn = h (Di1l|A1|ISID;||BIDk||T5) and D3 = h
(D11|Ksn||T5||BIDy). It then constructs message AUT3 =
{ D>, D3, T5} which is forwarded to the MD; over public
channels.

Step 9: On receiving message AUT3 at timestamp Tg,
the MD; checks if |Tg¢- Ts| < AT. Essentially, this
message is flagged as a replay and the session is aborted
upon verification failure. Otherwise, it derives D1 = D
@ h (A1]|SIDj||Ts||BIDx) and session key Ksv = h
(D11|A11ISID;||BID||T5).

Step 10: The MD; confirms whether D3 Zh (D1|Ksn||T5]|
BIDy), terminating the session if this condition does not
hold. Otherwise, the MD; has successfully authenticated
the SN;. At the end of the current communication session,
both the MD; and SN;j update the session key as Kg =
h(h(R4||h(R2||R3))I|A1||SID;||BIDK||Ts5).

E. SECURITY TOKENS UPDATE PHASE
The goal of this phase is to refresh the user biometrics and
password used to log into the MD;, and by extension the SN;.
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This may be occassioned by the compromise of these security
tokens, or when there is need for frequent refreshments to
enhance security. The following 4 steps are executed during
this process.

Step 1: The user Uj inputs UID;, PW; and B;* onto the MD;.
This is followed by the derivation of parameters &; = Rep (8,
ui), R1 = B1® h (¢f'||UID;||PW;), A1 = h (UID;||R}), A2 =
h (PWilIR1), A3 = B3 @ h (R1]|A1]|Az||e]"), BIDx = As ©h
(A1]|A3) and Ay = h (BIDy||A3|IDGwN).

Step 2: The MD; confirms if By = h (A3||A4||R1] |si*) such
that the tokens change request is rejected upon verification
failure. Otherwise, the MD; prompts the user to input new
password and biometrics PW?Iew and ,BiNeW respectively.

Step 3: User Uj enters PW?IeW and ﬁiNeW to the MDj after
which parameters A; = h (UID;||R1), A = h (PWNY||Ry),
(Y, 1) = Gen (BY"), BY*Y = Ri® h (¢]°V||UIDj|
PWY¥), BY*™ = h (As]|A4]IR1[]e]*) and BY*™ = A;&h
(R11|A1]|AY®¥[|eNeY) are computed.

Step 4: The MD; substitutes By, By and B3 with their
updated versions BY*¥, BY*" and BgIeW respectively in its
memory.

IV. SECURITY ANALYSIS

To demonstrate that our scheme can boost trust in
e-commerce applications, this section presents the analysis
of its privacy and security features.

A. FORMAL SECURITY ANALYSIS

In this section, the widely used Real-Or-Random (ROR)
model is deployed to show that the proposed protocol offers
session key security. Here, the polynomial time adversary
A interacts with the ¢™ instance of each executing party,
denoted as K9. As such, we model K Lq/: , KngN and K. g]‘;/_ as
the ¢, ¢ and g% of the U;, GWN and SN;j respectively.
In addition, we model different queries such as Reveal(.),
Send(.), Corrupt(.), Execute(.) and Test(.) that simulate real
attacks.

In addition, all the parties (including A) have access to the
one-way hash function A(.), which is collision-resistant and
modeled as random oracle Hash(.). The detailed description
of these queries is given in Table 2.

In Hypothesis 1, the security of the session key derived in
our protocol under the ROR model is proved. This is faciliated
by the five queries in Table 2.

Hypothesis 1: Let o and p denote the number of Hash(.)
and Send(.) queries respectively. In addition, let ¢ and |Hash|
represent the number of bits in ¢; and the range space of the
hashing function respectively. Moreover, we take t and o
as the Zipf’s parameters. Suppose that adversary A runs in
polynomial time ¢ against our scheme. The advantage that A
has in breaking the semantic security of our protocol so as to
access the session key Ksy negotiated between Uj and SN is
approximated as,

Adv™ (1) < +2max {r.0%, 2} (1
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TABLE 2. Adversarial queries.

Query Description

Reveal (KY) Allows A to access the current session key
shared between K9 and its associate

Send (K9, m) Is an active attack where 4 sends message m
to instance K upon which K9 institutes an
appropriate response

Test (K%) Permits 4 to request K? for the session key
after which K9 probabilistically responds
with the outcome of flipped fair coin @.

Execute Facilitates the adversarial eavesdropping of

(K,,iql, Kewn®2, | messages exchanged among the U, GWN

Kon, %) and SN,

Corrupt (Kuiql) Allows 4 to obtain user & and PW; stored in
lost or stolen MD;

Proof: We let the polynomial time adversary A execute four
games, denoted as G, k € [0, 3]. Here, Succk represents
an event that A has accurately guessed random bit ¢ in Gy.
We also let the probability of event ¢ be denoted by Pr[vy/].
As such, the advantage that A has in winning game Gy is
represented as,

AdvA Ok (1) = Pr[Sucey ] )

Gy: This is the actual game played by A against our
protocol under the ROR model. It basically involves A
randomly selecting bit ¢ and hence,

Adv™ (1) = |2 (AdvA’GO (z)) —1 3)

Gp: In this game, adversary A attempts eavesdropping
all the messages exchanged during the login, authentication
and key negotiation phase. These messages include AUT| =
{B4, Bs, C1, C, T}, AUT, = {C3, C4, C5, T3} and AUT3 =
{Dy, D3, Ts}. This is facilitated by the launch of the Execute
(K "i , K&+ K&y ) query. The goal is to obtain the session
key negotiated du]ring this phase. Therefore, the Execute (.)
query is followed by the Reveal (K9) and Test (K9) queries
whose aim is to ascertain whether the captured session key
Ks = h(h(R4||h(R2||R3))[|A1]|SID;||BID||T5) is real or is
just an arbitrary key. Evidently, the derivation of Kg requires
short term secrets (such as 75, Ry, R3 and R4) and long term
soecrets (such as Ay, SIDj and BIDy). However, adversary
A does not have access to all these secrets. Therefore,
eavesdropping messages AUT|, AUT, and AUT3; does not
increase the chance of A winning game Gj. As such, both
Go and G are indistinguishable and hence,

AdAC (1) = A0 (1) (4)

G;: This is an active attack modeled by both Send (K9,
m) and Hash queries. This attack is launched during the
login, authentication and key agreement phase. This is
achieved by targettting the exchanged messages AUT| =
{B4, Bs, C1, C2, T1}, AUT, = {C3, C4, Cs, T3}
and AUT; = {Dj;, D3, Ts5}. Here, B4 = A & h
(T1|IIDgwN||BIDx), Bs = SID;® h (A3||BIDx||As), C1 = h
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(SIDj||BIDx||A4]|T1) @ R2, C2 = h (R2||A3||SIDj||A4||BIDx),
C3 = h (IDgwnll SKg-slISIDjl|T3) @& A1, Ci =
h (A1||SIDj||BIDx||T3||1(R21IR3)), Cs = h (A1]|SIDjl|
SKG-sl|T3) @ h(R2||R3), D1 = h (R4|h(R2||R3)), D2 = D1
h (A111SIDj||Ts||BIDx) and D3 = h (D1 ||Ksn||75]|BIDx).

It is clear that these ephemerals are protected by the
collision-resistant one-way hashing function A(.). In addition,
random nonces (R;), timestamps (7;), identities (such as
BIDy, SID;, IDGwnN) and secret values (such as SKg_s) are
incorporated in the derivation of these ephemerals. As such,
the Send(.) and Hash(.) queries executed by A cannot result in
any collision. Therefore, G, and G are indistinguishable in
spite of the simulation of the Hash(.) and Send (.) queries in
G». By the birthday paradox, we have the following:

2

AN (1) — AN (1) < — 2
VRO = AT = 5D

&)
Gj: In this game, the adversary A executes the Corrupt
(K(q]l‘,) query to facilitate the acquisition of parameter set
{Gen(.), B3, As, B1, By, Rep(.), IDGwN, h(.), BIDx, i}
stored in MD; memory. Suppose that A uses Zipf’s law
on passwords to verify some guessed passwords based on
the extracted information By = R{® & (&;||UID;||PW;) and
B3 = A3@h (Ri[|A1]|A2]l¢i). Here, Ay = h (UIDj||R;) and
Ar = h (PW;j||Ry). Considering only the guessing attacks,
the advantage of A will be more than 0.5 for p = 107 or
108 [26]. However, using the victim’s personal information
in targetted guessing attacks, A’s advantage will be more than
0.5 for p < 10° [27]. The fuzzy extractor deployed in the
proposed protocol retrieves at most ¢ arbitrary bits. As such,
the probability of A guessing &; € {0, 1}¥ is approximately
(2#)~1 [28]. In spite of the simulation of the Corrupt (K {2)
query against our protocol in G3, the two games G3 and G,
are indistinguishable. Given that limited number of wrong
password inputs are admissible in the system, the application
of Zipf’s law [26] yields,
ADAC (1) — Adv™ O3 (1) < max {1.0°, 2%} 6)
It is evident that all queries simulated by A have failed to
assist A win any game. The only winning option left for A is
to predict bit ¢. This is facilited by executing the Test query
and hence,

5 1
Adv™O (1) = 3 ©)
Using the triangular inequality, equations (3) to (6) are
simplified to obtain the following:
1A iG 1
E.Adv () = |Adv™™0 (1) — §|

= [AdMO (1) — AdVMG3 (1) |
< | ADAG (1) — AN (1) |

+ AN (1) — ARG (1) |
2

0
< — 00, — 8
S Y(HashD + max {z.p ,2¢} (@)

VOLUME 12, 2024



V. O. Nyangaresi et al.: Trust-Enabled Energy Efficient Protocol for Secure Remote Sensing

IEEE Access

Mutiplying both side of equation (8) by factor 2 yields the
following:
2

o o
2 P = 9
Hash] +2max {r.p% 57} ©)

Equation (9) completes the proof and hence the derived
session key is provably secure.

AdvA (1) <

B. INFORMAL SECURITY ANALYSIS

In this sub-section, we analyze our protocol against con-
ventional WSNs attacks. In addition, the salient features
supported by our protocol are demonstrated.

1) PHYSICAL CAPTURE

Suppose that adversary A has physically captured SN;
deployed in a given business premise. The next goal
is to extract all the information stored in this sensor.
During the registration phase, parameter set {/Dgwn, BIDx,
SID;, SKg-s, h(.) } is stored in the memory of SN;.
Here, SKG-s = h (BID||SID;||GSK;||SSK;). Due to the
incorporation of unique identity and long term secret key of
the j sensor node SID; and SSKj respectively, all the shared
keys between GWN and sensor nodes are distinct. As such,
the compromise of SKg_g belonging to a particular SN; does
not lead to the compromise of other shared keys within the
network.

2) DENIAL OF SERVICE AND DE-SYNCHRONIZATION

The assumption made here is that adversary A has used
side-channeling attacks to extract secrets {/IDgwn, BIDx,
SID;, SKg-s, h(.) } stored in SN;. This is followed
by an attempt to derive the session key Ksny = &
(D11|A1|1SID;||BID||T5) negotiated between SN; and
GWN. Here, Di = h (R4||h(R2]|R3)) and A = h
(IDGwNIISKG—s|ISID;j||T3) @ C3, h(Rz||R3). Although A has
captured keying parameters such as IDgwn, BIDy, SID;
and SKg_s, access to random nonces Ry, R3 and R4 as
well as timestamp T is still required. Therefore, A cannot
establish any communication session with GWN. Similarly, A
cannot derive session key Ksm = £ (D1]|A1||SID;||BIDx||T5)
negotiated between the MD; and SN;. Consequently, denial
of service and de-synchronization attacks against the SN; and
MD; will not succeed.

3) IDENTITY GUESSING

During the registration phase, messages Rg1 = {IDgwn,
BIDy, SID;, SKG-s, h(.) }, Rgs = {A1, h(.) } and Rg; =
{A3, A4, As, BIDy, IDgwnN, h(.)} are exchanged. Here,
SKg-s = h (BIDy||SID;j||GSK;||SSKj), A1 = h (UIDil|Ry),
A3 = h (A1]IGSK;j), Ay = h (BIDg||A3]|IDgwN) and As
= BIDx®h (A1]|A3). Although messages Rg; and Rg3 contain
plaintext GWN unique identity IDgwn and SN; identity SID;,
these messages are exchanged over secure channels. It is clear
that A carries the unique identity of user i, UID;. However,
this identity is encapsulated in random nonce R; before
being hashed. Therefore, it cannot be easily obtained by the
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attckers due to the difficulty of reversing the one-way hash
function. During the login, mutual authentication and session
key negotiation phase, messages AUT|, AUT, and AUT3 are
exchanged. Although login, authentication and session key
agreement take place over the public channels, none of the
transmitted messages contain clear text identities IDgwn,
UID; and SID;. In all the intermediary parameters, identities
IDGwN and SIDj are encapsulated in other values before being
hashed. As such, it is difficulty for the attacker to guess these
identities.

4) STOLEN MOBILE DEVICE AND PASSWORD GUESSING
Suppose that the user has lost MD; after which adver-
sary A is able to extract all parameter set {Gen(.),
B3, As, By, B, Rep(.), IDgwN, h(.), BIDx, i} stored in it.
Here, B3 = A3®h (R1||A1]|A2]|1), As = BIDx © h (A1]|A3),
B = Ri® h (&||UID;i||PW;) and By = h (A3||A4]IR1][&1).
Next, A tries to obtain the unique identity UID; and password
PW; for user Uj. Among all the extracted parameters, it is
only B; that can facilitate this attack. However, UID; and
PW; are concatenated with parameter ¢; before being hashed.
Since A does not have access to ;, user identity and password
cannot be recovered. In addition, it is cumbersome to reverse
the one-way hashing function to extract user password and
identity.

5) SESSION HIJACKING

The assumption made in this attack is that adversary A has
stolen the user mobile device MD; and wants to establish
a communication session with both GWN and SN;. It is
also assumed that value set {Gen(.), B3, As, By, Bz, Rep(.),
IDGwN, h(.), BIDy, pi} can be extracted via power analysis.
To hijack MD; session, A selects some bogus PW}’, R'f
and ﬂib then attempts to derive A1 = h (UIDi||Rt1’), Ab =
h (PWPIIRY), Gen (BY) = (&), i), B} = R} @ h
(e |\ UID;||[PWY), BS = h (A3llAalIR:lef) and BY = A3 @
h (R1||A1||A'§||s}3). However, it has already been shown
that identity UID; cannot be otained by A. In addition,

we have already detailed the difficulty of obtaining both
UID; and PW;. Without valid private biometric key e&;
and public reproduction token u; associated with B, this
attack flops. This is because of the subsequent failure of

authentications such as B Zh (A3]1A4]|R1 1), Co Zh
?
(R21|A311SIDj||A4||BIDx) and D3 = h (D1||Ksn||Ts||BIDx).

6) UNTRACEABILITY AND ANONYMITY

During the login, authentication and key agreement phase,
AUT| = {Bys, Bs, C1, C3, T}, AUT, = {C3, C4, Cs, T3}
and AUT3 = {D,, D3, Ts5} are exchanged. It is clear that
user, sensor and gateway identities UID;, SID; and IDGgwN
are never exchanged in clear text in all these three messages.
Although SID; and IDgwn are componets of the exchanged
parameters, they are encapsulated in other values. Therefore,
user, sensor and gateway anonymities are upheld. To preserve
untraceability, random nonces such as Ry, R3 and R4 as
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well as timestamps 77, 73 and T5 are incorporated in the
exchanged messages. As such, it is difficult for the attackers
to trace user activities during the various communication
sessions.

7) MITM AND FABRICATION

The goal of this attack is to modify messages AUT,, AUT»
and AUT3 = {D3, D3, Ts} exchanged over public channels.
These altered messages are then forwarded to unsuspecting
receivers. To fabricate message AUT1, adversary needs access
to identities such as IDgwn, BIDx, SIDj, intermediary values
such as A, Az, A4, random nonces such as R», as well as
timestamps 77. Similary, the fabrication of messages AUT»
and AUT3 requires timestamps 73 and 75, nonces Ry, R3
and R4, shared key SKg_gs, ephemeral value A; as well as
identities IDgwn, SID;j and BIDy. However, it has already
been shown that these identities cannot be easily obtained by
A and hence these attacks flop.

8) EPHEMERAL LEAKAGE

The aim of this attack is to obtain transient keying param-
eters and attempt session key derivation. After successful
mutual authentication, session keys Ksn = /1 (D1]]A1]|SID;|]
BIDx||T5) and Ksm = £ (D1||A1]1SID;||BIDx||T5) are derived
at the SN; and MD; respectively. Here, D1 = h (R4||h(R2||R3))
and Ay = h (IDgwN||SKG-sl|SID;||T3) & C3. Suppose that
short term secrets such as nonces R», R3 and R4 have been
captured by adversary A. An attempt is thereafter made to
derive these session keys. However, this calls for long term
secrets such as Ay, SID;, BIDy, IDgwn and SKg_s, as well
as short terms secrets such as timestamp 75. Since all these
parameters are never sent in plain text in messages AUT],
AUT, and AUT3, they cannot be intercepted by A. Let us
assume that the attacker has captured long terms secrets and
wants to derive these session keys. Since A still needs short
term keys, this attack flops.

9) KEY SECRECY

Suppose that attacker has captured the current session keys
Ksn, Ksm and Kg. It has already been shown that both
long terms and short term secrets keys are deployed in these
session keys. As such, these keys are disparate for each
communication session. Since these session keys incorporate
timestamps 73 and 75 as well as random nonces Ry, R3
and Ry, they are stochastic. As such, A cannot use the short
term secrets for the current session to derive keys for the
previous and subsequent session.

10) IMPERSONATION AND PRIVILEGED INSIDER
The aim of this attack is for some privileged insider to
masquerade as legitimate user, SN; and GWN. To achieve
this, attempts are made to construct valid messages AUT],
AUT, and AUTj;. The case studies below describe these
attacks in detail.

Case 1: To impersonate the user Uj, attacker A must com-
pose valid message AUT| = {B4, Bs, C1, Cp, T1} sent from
U; towards GWN. To prevent this impersonation, the GWN
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must check if Cy Zh (R2||A3||SIDj||A4]|BIDy). Here, Ay =
h (BIDk||A3||IDgwN), A3 = B3 © h (R1[|A1]|A2]|&]), B =
Az®h (R1]|A1]|A2]le;) and Ay = h (PWjl||R1). Therefore,
for message AUT fabricated by A to pass this check, valid
parameters such as BIDy, IDgwN, si*, PW;, SKg_s, T1, Ry
and IDgwn are required. As such, user impersonation flops.

Case 2: To masquerade as GWN, adversary A needs to
compose valid message AUT, = {C3, C4, Cs, T3} sent from

the GWN towards the SNj. In addition, A must pass the C4 2 h
(A1]|SID;||BIDx||T3||h(R2]|R3)) check. To pass this test, valid
parameters such as BIDx, IDgwn, SIDj, T3, Ry and R3 are
needed, and hence GWN impersonation will fail.

Case 3: To impersonate SN;, privileged insider needs
to compose legitimate message AUT3 = { D», D3, T5}
transmitted from SN; towards the MD;. In addition, test

D 2z h (D1||Ksn||T5||BIDx) must be passed. Here, D; =
h (R4||h(R2]|R3)) and D3 = h (D1||Ksnl|75||BIDy). The
unavailability of valid parameters Kgn, BIDy, R2, R3, R4
and T5s to the adversary means that this attack has failed.

11) MUTUAL AUTHENTICATION
Proof: In our protocol, all the three communicating entities
validate each other before exchanging the sensed data.
The following three case studies elaborate the procedures
involved in these verifications.

Case 1: U; — GWN

To execute mutual authentication between U; and GWN,
the MD; composes message AUT| = {Ba4, Bs, C1, Cp, T1 } that
is sent to the GWN. To authenticate this request, GWN estab-
lishes if |T»- T | < AT and C; 2 h (R2||A3]|SIDj||A4||BIDy).
On condition that these two tests are successful, the user is
verified.

Case 2: GWN — SN;

For this authentication, the GWN constructs message
AUT, = {C3, C4, Cs, T3} that is forwarded to SNj.
On receiving this request, the SN;j confirms if [T4- T3] < AT

and Cy Zh (A1|1SID;||BIDk||T3||h(R2]|R3)). The GWN is
considered validated when these two tests are positive. Here,
h(R>||R3) directly verifies the GWN while A; = h (UID;||R})
indirectly authenticates user Ui;.

Case 3: SN; — MD;

To verify the authenticity of SN;, the sensor node composes
message AUT3 = { Dj, D3, Ts} that is transmitted to the
MD;. Here, the MD; confirms whether |Tg- 75| < AT and
D 2z h (D1]|Ksn||T5]|BIDx). Provided that these two tests
are positive, the MD; has successfully verified SN;.

12) PACKET REPLAY

During the login, authentication and key negotiation phase,
three messages are exchanged among the GWN, SN; and
MD;. These messages include AUT| = {B4, Bs, C1, C2, T1},
AUT, = {C3, C4, Cs, T3} and AUT3 = {D», D3, Ts}. Evi-
dently, all these messages incorporate timestamps. Suppose
that attacker A has captured any of these messages. There-
after, modifications are carried out before being forwarded
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to unsuspecting receivers. However, all these timestamps
are verified at the receiver end before these messages are
accepted.

13) SESSION KEY NEGOTIATION

In the proposed protocol, all the three entities negotiate
session keys that are used to encipher the messages
exchanged among them. The case studies below describe
these procedures in detail.

Case 1: GWN < SN;

Upon receiving message AUT, from the GWN, the sensor
node SN validates its timestamp 73. Provided that this
verification succeeds, SN; computes parameter A; = h
(IDGwN||SKG—s||SIDj||T5) @ Cs. Next, it generates nonce Ry
and establishes the current timestamp 75 before computing
value D1 = h (R4||h(R3||R3)). Finally, the session key is
derived as Ksn = h (D1]|A1]|SID;||BIDx||T5).

Case 2: SN; <> MD;

After receiving message AUT3 from the SNj, the mobile
device MD; validates its timestamp 75. On condition that
this verification is successful, MD; derives D; = D;
@ h (A1l|SID;||Ts||BIDy) that is used to compute the
session key as Ksm = & (D1||A1]|SID;||BIDx||T5). At the
end of the current communication session, this shared
key between the MD; and SN; is updated as Ks =
h(h(R4||h(R2[|R3)IA11SID;||BID||T’s).

V. PERFORMANCE EVALUATION

This section assesses the efficacy and efficiency of the
proposed protocol. The evaluation considers computational,
communication, energy overheads,and supported security as
detailed in the subsequent subsections.

A. COMPUTATIONAL OVERHEAD

During the login, authentication and key agreement phase,
the user Uj; through his/her MD; execute 14 one-way hashing
operations and a single fuzzy extraction. On the other hand,
the GWN and SN; executes 9 and 7 one-way hashing
operations respectively. As such, the total computation
overhead of our protocol is 30 one-way hashing and one fuzzy
extraction operations. Table 3 details the implementation
parameters deployed in this protocol.

TABLE 3. Implementation parameters.

Feature Description

Processor Intel Pentium Dual CPU
E2200

Operating system Ubuntu 22.04.2 LTS

RAM 2GB

Clock speed 2.20 GHz

Cryptographic library PBC library (built in GMP)

Symmetric encryption/decryption | AES

In the environment described in Table 3, the execution
time for the one-way hashing (Ty), fuzzy extraction (7Tfg),
elliptic curve point multiplication (Tgym), and symmetric
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encryption/decryption (Tgp) were determined as 0.213 ms,
2.675ms, 2.215 ms and 3.841 ms respectively. Based on these
values, the computation overheads of our protocol as well as
other related schemes are presented in Table 4.

TABLE 4. Computation overheads.

Scheme Derivation Total (ms)
[17] 17Ty +3Tem 10.266
[18] 25Ty +6Tgym 18.615
[19] 16Ty +5Tg\ 14.483
[20] 21Ty +3Tgy 11.118
[21] 18Ty +3Tgm 10.479
[23] 16Ty +4Tgp 18.772
Proposed 307y + Trg 9.065

As shown in Figure 3, the scheme in [23] incurs the highest
computation overhead of 18.772 ms. This is followed by the
protocols in [17], [18], [19], [20], and [21] with computation
costs of 18.615 ms, 14.483ms, 11.118 ms, 10.479 ms,
10.479 ms and 10.266 ms respectively. In contrast, the
proposed protocol incurs the lowest computational overhead
of only 9.065 ms. Compared to the scheme in [17], our
protocol reduces computational overheads by 13.49%. Given
the limited computational power of sensor nodes in WSNss,
our protocol is the most suitable choice for deployment in
these environments.
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FIGURE 3. Computation overheads.

TABLE 5. Communication complexities.

Scheme No. of exchanged messages Total (bits)
[17] 4 3712
[18] 4 2432
[19] 4 1600
[20] 4 2112
[21] 4 6656
[23] 3 3072
Proposed 3 1536

B. COMMUNICATION OVERHEAD

In this section, the computation overhead of our protocol
is derived from the size of the messages exchanged during
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the login, authentication, and key agreement phases. These
messages include AUT| = {Ba, Bs, C1, C3, T1}, AUT, =
{C3, C4, Cs, T3} and AUT3 = { D,, D3, Ts}. Here, the
length of ECC is 320 bits and that of timestamp is 32 bits.
On the other hand, the lengths of hash, identity, random nonce
and symmetric encryption are 160 bits each. Using these
values, the communication overhead of the proposed protocol
is derived as follows: AUT| = {160+4160+160+160+32 =
672 bits}; AUT, = {160+160+160+32 = 512 bits}; and
AUT; = {160+1604-32 = 352 bits}. As such, the total
communication overhead of our protocol is 1536 bits. Table 5
presents the communication overhead comparison of our
protocol with other related schemes.

As depicted in Figure 4, the protocol in [21] exhibits
the highest communication overhead of 6656 bits, followed
by the schemes in [17], [18], [19], [20], and [23] with
overheads of 3712 bits, 3072 bits, 2432 bits, 2112 bits, and
1600 bits, respectively. Conversely, our proposed scheme
incurs a communication overhead of only 1536 bits.
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FIGURE 4. Communication complexities.

Communication overheads (bits)

L

[23] Proposed

Building upon the protocol in [19], our protocol achieves a
4% reduction in communication overhead. As sensor nodes in
WSNs have limited communication capabilities, our scheme
emerges as the most suitable choice for this scenario.

C. ENERGY CONSUMPTION

In this section, we present the energy efficiency of our
scheme. In addition, we compare the energy consumption in
our protocol with other peer schemes. Taking E, I, V and
Cc as energy consumption, current, voltage and computation
overhead respectively, then E =1 x V x Cc. We use the values
in [29], where V = 3.0 volts and I = 8 x 1073 amperes
at active mode. Consequently, our scheme’s total energy
consumption is 0.217560 mJ. In contrast, the schemes in [17],
[18], [19], [20], [21], and [23] have energy consumptions
of 0.246384 mJ, 0.44676 mJ, 0.347592 mJ, 0.266832 mlJ,
0.251496 mJ, and 0.450528 mlJ, respectively. As evidenced
from Figure 5, the protocol in [23] has the highest energy
consumption, followed by the schemes in [17], [18], [19],
[20], and [21], respectively. Notably, our protocol stands out
with the lowest energy consumption of 0.217560 mJ. Given
the difficulties in replacing batteries for sensor nodes located
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TABLE 6. Supported security features.

231 | 21 [ 0171 | 1181 | 1201 | 191 | Proposea

Security

features

F1 \ v V v v v v
F2 \ J J \ \/ \/ v
F3 \ x x N \ N \
F4 V x x «/ x/ «/ \/
F5 x \ \ \ \ x \
F6 x \/ x/ S x/ v V
F7 v v v v v v v
Robust

against

F8 \ x x x x \ \
F9 \ x \ N x x \
F10 \ x \ \/ \/ \/ \
Fl11 X X X X X X \/
F12 x X x x x x \/
F13 S S x/ x/ x/ \/ \/
Fl4 x x x x \ x \
F15 x N \ \ x \ \
F16 N x N v N V v
F17 \ N \ \ x x \
F18 x/ x x x x x \
F19 \ x x x/ x/ x/ x/
F20 Vo ox x VNN v

F1: Key agreement; F2: Mutual authentication, F3: Key secrecy,

F4: Anonymity, F5: Untraceability, F6: Formal verification, F7: No
password verification tables, F8: Ephemeral secret leakage, F9:

Password guessing, F10: Stolen mobile device, F11: Session hijacking,
F12: Identity guessing, F13: Replays, F14: Fabrication, F15: MitM,
F16: Privileged insider, F17: De-synchronization, F18: DoS, F19:
Physical capture, F20: Impersonation, ¥ Supported; x Not supported
or not considered.

in hard-to-reach or impassable areas, our scheme’s reduced
energy consumption is a significant advantage.

Building upon the technique in [17], our protocol achieves
an 11.69% reduction in energy consumption. As our scheme
exhibits the lowest energy consumption, it aligns perfectly
with the requirements of electronic commerce WSN-based
sensing application environment.
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D. SUPPORTED FEATURES

Trust is paramount in WSN-based e-commerce environ-
ments, and robust security and privacy features that safeguard
the network from attacks are essential for achieving it. Table 6
provides a comparative analysis of the supported features
and attack resilience of our protocol against other related
schemes.

As illustrated in Table 6, the scheme in [21] supports
the fewest features (8), making it the most vulnerable. The
protocol in [17] offers 11 features, followed by the protocols
in [19] and [20] with 3 features each. On the other hand, the
schemes in [18] and [23] support 14 features each. Notably,
our protocol supports all 20 features, making it the most
secure. This comprehensive security can foster trust among
stakeholders engaged in e-commerce activities.

E. COMPARISON WITH EXISTING PROTOCOLS

The proposed work proposes a trust-enabled energy-efficient
sensing protocol that is specifically designed for e-commerce
supply chain management. It is designed to address the
security and privacy vulnerabilities of existing protocols,
while also being energy efficient. The key differences are the
following:

1- The proposed work focuses on the development of a new
sensing protocol, while the previous works focus on different
aspects of security and privacy, such as authentication,
decision-making, and DDoS mitigation.

2- The new work considers the energy constraints of
sensor nodes, while most of the other works do not explicitly
consider energy efficiency.

VI. CONCLUSION

WSNs offer personalization, contextualization, monitoring,
tracking and optimization among other services in an e-
commerce environment. However, trust and energy effi-
ciency during sensing and data transmissions are critical
concepts that must be taken into consideration, owing to
the sensitive nature of the e-commerce transactions and
the resource-constrained nature of sensor nodes. To this
end, numerous energy-aware routing techniques have been
presented in literature. However, security and privacy is
not considered in many of these techniques. As such,
a myriad of privacy and security preserving schemes have
been developed. Nevertheless, it has been shown that the
attainment of ideal trust at optimum energy consumption still
remains a mirage. In this paper, an energy efficient sensing
protocol is developed, which is demonstrated to be provably
secure. In addition, its semantic analysis has demonstrated
its resilience against numerous security and privacy attacks.
It has been shown to reduce energy, computation and
communication overheads by 11.69%, 13.49% and 4%
respectively. It is therefore ideal for resource constrained
sensor nodes.
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