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ABSTRACT Hardware wallets, specialized devices designed to securely manage users’ credentials, play a
crucial role in securing cryptocurrencies, ensuring credentials remain under user control without reliance on
third-party entities. However, despite extensive research on Side-Channel Analysis (SCA) attacks, studies
specifically addressing their implications for hardware wallets remain relatively limited. While previous
work has demonstrated various SCA attacks on hardware wallets, most of these attacks require sophisticated
environmental controls or detailed knowledge of target device. In addition, some attacks assume unrealistic
scenarios that require valid credentials to conduct the attacks. This paper introduces a novel SCA attack on
hardware wallets to extract master seeds—a foundational component in the security of hardware wallets.
Our proposed attack leverages power traces obtained during the processing of the Keyed-Hash Message
Authentication Code (HMAC), or more precisely, the Secure Hash Algorithm 2 (SHA-2) inside the HMAC.
Notably, our attack is non-invasive, ensuring the integrity of the target device, thereby making it difficult for
the wallet owners to detect the attack. Furthermore, our attack can be conducted without a profiling phase,
excluding the excessive capabilities required for the attack.

INDEX TERMS Cryptocurrency, hardware security, side-channel analysis.

I. INTRODUCTION cryptocurrencies without entrusting credentials to a third

Recent advances in cryptography have given rise to
blockchain technology enabling a distributed ledger accessi-
ble to all around the world without a central authority. One of
the prominent applications of blockchain is a cryptocurrency,
a digital payment system where all transactions are transpar-
ently recorded in a blockchain-based ledger [1].

In cryptocurrencies, cryptographic hash functions are
essential as they uphold the immutability of that ledger
and the integrity of recorded transactions. Furthermore,
hardware wallets, dedicated devices for safely managing
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party, also employ the Keyed-Hash based Message Authen-
tication Code (HMAC) to generate the most critical secret
information in hardware wallets, namely a master seed [2].
Even if the cryptographic hash function is considered
secure, however, the potential for adversaries to gain physical
access to a cryptographic device is a commonly overlooked
consideration in the security analysis of cryptosystems [3].
In particular, Side-Channel Analysis (SCA) attacks, one
of the physical attacks that inject intentional faults into
the device or passively observe physical leakages from the
device, have been highlighted as a real threat to cryptographic
devices. Since the advent of SCA attacks, not only traditional
cryptographic algorithms but also the latest technology,
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post-quantum cryptography, have been studied. However,
there is a lack of research on SCA attacks on cryptocurrency
hardware wallets and countermeasures against such attacks.

As the cryptocurrency market keeps expanding, the
demand for countermeasures against SCA attacks is also
growing. This paper aims for the side-channel resistant design
of hardware wallets, focusing on the secure implementation
of cryptographic algorithms. As part of this effort, we propose
a novel SCA attack to show that master seeds can be
extracted in practice. The proposed attack targets the open-
source cryptographic library, namely Trezorlib [2], because
it has had a major impact on the various hardware wallets.
In this study, we heavily referenced the Bitcoin Improvement
Proposal (BIP) documents that serve as de facto standards in
cryptocurrency [4], [5], [6], [7], [8].

A. RELATED WORKS

Within the literature, we could identify two primary cate-
gories of SCA attacks that exploit inherent physical leakages.
The first is invasive attacks, which disrupt the normal
behavior of the device to bypass security mechanisms or
to extract sensitive data by analyzing the faulty output.
One can induce such faults by manipulating the device’s
clock frequency [9] or voltage supply [10]. Faults can also
be provoked by exposing the device to intense laser [11]
or electromagnetic (EM) pulses [12]. Fortunately, invasive
attacks are easily detectable because they cause conspicuous
malfunctions or modifications [13].

A recent line of papers has shown that invasive SCA attacks
can expose the secret values stored in hardware wallets,
potentially leading to wallet cloning and cryptocurrency
thefts. In the study by Nedospasov et al., [14], it was
presented that voltage glitches could downgrade the readout
protection level of devices, granting access to the device’s
Static Random-Access Memory (SRAM). Subsequently, they
could extract the recovery seed by interrupting the firmware
update process before the SRAM is cleared, as hardware
wallets typically back up recovery seeds to SRAM before
being updated. However, it is worth noting that the wallet
owner may detect such attacks, as the attack involves the
removal of the package to use debugging tools.

The study by O’Flynn [15] demonstrated that EM fault
injection into a Universal Serial Bus (USB) could bypass a
protection mechanism involved in request message handling.
When a USB request message for accessing the flash memory
containing the recovery seed is sent, the request handler will
generally reject such a request. However, it was possible
to skip a comparison instruction responsible for checking
whether the received request accesses the flash memory. Even
though this attack does not physically damage the wallet,
realizing this attack requires a thorough fine-tuning of fault
injection parameters such as location, duration, intensity, and
delay to trigger an effective skipping.

The second category is non-invasive attacks, which exploit
power fluctuations of the device originating from sensitive
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data and operations being processed. It has been shown that
power consumption analysis makes it possible to reverse-
engineer those data and operations [16]. Power consumption
traces can be obtained by measuring the voltage across a shunt
register or power supply line itself [17]. EM radiation emitted
from the device is also exploitable under the fundamental
laws of electromagnetism [18]. Non-invasive SCA attacks,
especially those utilizing EM waves that can be measured
over relatively long distances, are considered more covert
and thus threatening compared to invasive ones. While non-
invasive attacks on HMAC [19], [20], [21], [22], [23], [24]
and general defences against them [25], [26], [27] have been
well studied, there is a lack of research when the goal of the
attack is recovering the input message — the master seed — of
HMAC as in this paper.

Non-invasive SCA attacks also pose a threat to the security
of hardware wallets. In 2019, the wallet manufacturer Ledger
conducted two profiling attacks on the Trezor wallet, showing
vulnerabilities in Personal Identification Number (PIN) and
private keys [28]. The first attack aimed at extracting a four-
digit PIN by observing differences in power patterns when
the input PIN coincides with the stored one compared to
when they do not. Before the attack, they built 40 unique
power templates from O to 9 for each digit using a device
with known PINs. Then, they executed the PIN verification
with a target device of the same model, with the correct
PIN unknown, and collected corresponding power traces.
Finally, they compared the power traces with the templates
to deduce the correct PIN digit-by-digit. Remarkably, their
matching rate was 100%, indicating that an attacker could
have reconstructed the correct PIN within 10 queries. This
vulnerability has been mitigated by modifying the operations
inside the PIN verification so that the entire PIN can only
be recovered after more attempts. In addition, the wallet will
be erased if the PIN is incorrect 16 times in a row. These
countermeasures prevent the sufficient acquisition of power
traces, providing robustness against SCA attacks on PINs.

The second attack discussed in the same paper by
the Ledger research team focused on extracting a private
key from the Elliptic Curve Scalar Multiplication (ECSM)
algorithm [28]. The ECSM implementation of the Trezor
consists of 64 iterations of point addition and conditional
negation, processing a 256-bit secret scalar in increments
of four bits. Point addition involves the eight precomputed
operands, thereby providing three bits of partial information
about the scalar for each iteration. The remaining bit is
associated with conditional negation, which adjusts the sign
of the accumulated result based on a specific condition. The
extraction of the former three bits was achieved through
template matching, while the remaining bit was extracted
by exploiting timing differences depending on the condition
being true or false. However, as with their first attack, this
second attack also involves a profiling stage that requires the
attacker to have strong capabilities. Moreover, the conditional
negation algorithm has been enhanced with a constant-time
implementation to mitigate the vulnerability.
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As a follow-up study to their second attack, Park et al.
proposed an enhanced attack on the ECSM that does not
require a profiling stage [29]. They could extract three bits by
guessing intermediate values the processor currently process-
ing and correlating them with acquired traces. In addition, the
remaining one bit was successfully extracted by observing
the power pattern of the conditional negation, which is
significantly different depending on whether the condition
is true or false. Their attack was done with a single EM
trace obtained from a real Trezor hardware wallet. However,
due to the low signal-to-noise ratio of the real device, the
trace was averaged over the multiple queries of the same
scalar. To be a successful attack with one query, it would
have to be accompanied by state-of-the-art signal processing
techniques.

The most relevant work to this paper is the technical
report by Benadjila et al. [30]. In their ongoing project about
a secure USB storage called WooKey, the integrity of the
Encrypted Platform Key (EPK) is checked by treating it as
an input message to the HMAC. The input key to the HMAC
is called KPK and is intended to be correct only if the correct
PIN is provided. They conducted a non-profiling SCA attack
on the HMAC to extract the EPK. However, the EPK obtained
by such an attack cannot solely be threatening without a
valid PIN. That is why they presented a complicated scenario,
which includes modifying the firmware, returning the device
to its original owner, and finally making later a secondary
robbery to retrieve all the confidential data. They also pointed
out that to target the real WooKey device, the attacker would
have to replace the touchscreen with another input interface
for automated PIN entry.

Notably, they assumed the HMAC message to be the
adversary’s goal, and that the HMAC key could be arbitrarily
manipulated. This assumption may not be appropriate for
typical scenarios where HMAC is utilized for integrity
checking of public messages. Except for their work, almost
all known SCAs of HMAC are limited to profiling attacks to
forge HMAC output without extracting confidential data [19],
[20], [23], [24]. However, this assumption aligns well with
the context of hardware wallets, where the message is
confidential and adversaries can manipulate the key.

B. CONTRIBUTIONS

This paper proposes a practical SCA attack targeting the
HMAC implementation, specifically focusing on the Secure
Hash Algorithm 2 (SHA-2) within the HMAC. Our attack, the
Master Seed Recovery (MSR) attack, has four distinguishing
features.

First, the MSR attack attempts to extract master seeds,
the most critical value in hardware wallets. Compared to
the attacks on ECSM, which allow the theft of only one
transaction associated with one scalar, the MSR attack can
grant access to all past, present, and future transactions.
Compared to the attacks on PIN, which allow transactions to
be stolen only when the attack currently possesses the wallet,

VOLUME 12, 2024

the MSR attack can steal transactions even after the wallet is
returned to the original owner.

Second, the MSR attack eliminates the necessity for a
profiling stage. The scenario where an adversary can build
power templates of the hardware wallet under attack is
unlikely to be realistic because building power templates
often requires a valid credential or full control over the device.
Despite an option for building power templates from another
device of the same model, subtle variations in semiconductor
microstructures may thwart effective profiling.

Third, the MSR attack can be carried out non-invasively,
that is, the attacker does not need to alter the software or
hardware, nor physically damage the wallet to conduct the
attack. This simplifies the attack setup, making it easier to
reproduce compared to invasive attacks, and avoids the risk of
data loss within the wallet during compromise. Additionally,
even if the wallet should be returned to its original owner after
the attack, it is challenging to be aware of the attack.

Lastly, the MSR attack leverages multiple power traces
acquired during the computation of HMAC, which generates
root nodes for the hierarchical deterministic wallets. Unlike
the previous attack that targets ECSM, the MSR attack can
be carried out even in a noisy environment, as the power
traces can be acquired without limitations since generating
a root node does not require valid credentials in some real-
world scenarios. Moreover, the MSR attack is practical for
recovering master seeds even from lost or stolen wallets since
no credentials are required to conduct the attack.

We present a comparison of existing studies and ours in
Table 1. The first [14] and second studies [15] achieve master
seed recovery but are invasive attacks that cause physical
damage to the device. The third study [28] requires a profiling
stage to extract the PIN. The fourth [28] and fifth studies [29]
achieve private key recovery, but only one transaction can be
stolen with that private key. Finally, the sixth study [30], while
not originally analyzing the hardware wallet, can be utilized
for achieving master seed recovery. However, it requires a
large number of power traces, which may not be possible due
to the settings of the hardware wallet. In contrast, we have
been able to dramatically reduce the required traces by
utilizing leakages from multiple points of interest in a single
trace.

TABLE 1. Comparison with existing studies.

Study Attack Target Attacker Capability
Algorithm Goal Invasive Profiling Attempts
[14] Firmware update Master seed  Yes No Many
[15] Request handler Master seed  Yes No Many
[28] PIN verification PIN No Yes 10
[28] ECSM Private key No Yes 1
[29] ECSM Private key No No 1
[30] HMAC Master seed No No 1000
This paper HMAC Master seed No No 4

The rest of this paper is structured as follows. Section II
introduces background knowledge on hardware wallets and
SCA attacks. Section III explains how our attack extracts
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the master seed from hardware wallets, with a detailed
description of the target algorithms. This section also
discusses its exploitability in real-world scenarios. Section IV
validates our attack with the experimental results. Finally,
Section V concludes this paper, discussing countermeasures
against SCA attacks.

Il. PRELIMINARIES

In this section, we first present the definition and notation that
will be used throughout this paper. The rest of this section
introduces the standard structure of hardware wallets in
Subsection II-B, and the non-invasive power analysis attack,
one of the statistical techniques that will form the basis of our
attack, in Subsection II-C.

A. GLOSSARY

In this subsection, we provide brief definitions for highly
technical terms. Power trace is time series data representing
the power consumed by an electronic device during its
operation. Intermediate value is a value that is calculated
while the electronic device is performing some operation, and
typically the power consumption of the device at any given
time is dependent on the intermediate values it is processing
at that time. Point of Interest (Pol) is the point in time at which
the operation targeted by the attacker or analyst is performed,
which is also used in this paper to mean the point in time that
is meaningful for recovering the secret information. Peak is
the local maximum in a correlation coefficient graph between
the actual measured power trace and the hypothetical power
model of the intermediate value, which is an important piece
of information that indicates at what point the guessed value
was actually processed. Finally, the meanings of the symbols
used throughout this paper are shown in Table 2.

TABLE 2. Meaning of symbols used in this paper.

Symbol Meaning

Il Concatenate two expressions on either side
— Assign the expression on the right side to the left
- Bitwise negation operator

> Bitwise right shift operator

> Bitwise right rotation operator

A Bitwise and operator

® Bitwise exclusive or operator

® Addition modulo 264

E Expected value of random variable

0b Prefix to denote binary representation

0x Prefix to denote hexadecimal representation

B. HIERARCHICAL DETERMINISTIC WALLETS

In cryptocurrency software, the generation of private keys
often employs the Password-Based Key Derivation Func-
tion 2 (PBKDF2), incorporating random numbers as entropy.
However, generating a new random number for each private
key can be inefficient, particularly for small devices like
hardware wallets that may lack built-in random number
generators. To address this, the Hierarchical Deterministic
(HD) wallet has been proposed in BIP-0032 [4]. This tree
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structure entails multiple keys derived from a master node,
as depicted in Fig. 1. As specified in BIP-0043 [5], BIP-
0044 [6], BIP-0049 [7], and BIP-0084 [8], Level 1 is for the
purpose, level 2 is for the coin type, and level 3 is for the
account, and so on.

External
Entropy

Internal
Entropy

SHA256 ]
¢
[ SHA256 ]
Recovery Seed ,J 8 MSBs as
checksum
PBKDF2
salt="mnemonic’

Master Seed

Root (Level 0)

key='Bitcoin seed’

ECSM
curve='secp256k1’

Public key

HMAC (pre||pubt||id)
key=c

FIGURE 1. Structure of hierarchical deterministic wallets for Bitcoin
where ms stands for master seed. Usually, the private and public keys at
level 5 are directly involved in the transaction.

HMAC (ims) ]

Level 1

The creation of a root node is as follows. A 256-bit initial
entropy, concatenated with its 8-bit checksum, is fed into
PBKDEF?2 with the string mnemonic as the salt, yielding a
512-bit master seed. Subsequently, the master seed undergoes
HMAC computation with the string Bitcoin seed as the
HMAC key in the case of Bitcoin. Optionally, the wallet
owner can append a secret passphrase for additional security,
although this is not mandatory. Finally, the upper and lower
256 bits of the HMAC output serve as the private key and
chain code, respectively. The process of deriving child keys
of arbitrary depth relies solely on a root node.

C. CORRELATION POWER ANALYSIS
Correlation Power Analysis (CPA) is a statistical technique
that exploits the correlation between measured power traces
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and hypothetical power consumption [16]. Consider a set
T = {11, tp, - - - t,} comprising n power traces acquired during
a cryptographic operation. If each trace t; encompasses m
points in time, denote the j-th point as #; j for 1 < j < m. Itis
essential to align all traces so that the power consumption of
identical instructions corresponds to the same point.

For i-th query, one can compute intermediate values v; from
known values p; (e.g., ciphertext) by guessing an unknown
value k (e.g., secret key). Let us assume that the hypothetical
power consumption of the device /; follows the Hamming
weight model, in other words, /; oc h; where h; refers to
the number of the bit 1 in the binary representation of v;.
Analyzing the correlation between the actual power traces T
and the power model L = {/1, [, - - - [} at Pols enables the
determination of the correct value k* most closely associated
with the observed power consumption.

The Pearson correlation coefficient evaluates the linear
relationship between two sets of data L and T, expressed as

_ E[TL] — E[T]E[L]
= R - BPTWVEL —B2IL]
1

ey

Assuming additive white Gaussian noise,” the sample
Pearson correlation coefficient between n sampled power
consumption ¢; ; € T at point j and n sampled power model
l; € L is computed as

3 ny tijli— > ti; 2l
N R o &

for the guessed value k. Taking the absolute value of
the correlation coefficient accounts for potential negative
correlation due to reversed power probe setups. The correct
value k* is determined by the value k that maximizes
the correlation between the measured and hypothetical
consumption, in other words, k* = arg max, (r;(k)).

If an adversary does not know the exact location of the Pols
in the trace, a basic resolution to this issue involves computing
rj(k) for every time point 1 < j < m, like a brute-force
attack. For instance, in Fig. 2, the correlation coefficient is
depicted between the power model with 256 guessed round
keys and 1,000 power traces obtained during the first round
of the Advanced Encryption Standard (AES) algorithm [31].
In the AES case, the power model is the Hamming weight of
S[pi @ k], where S denotes the AES substitution table and
pi refers to 1,000 plaintexts of one byte. The peak correlation
coefficient for the power model with k = OxF2 atj = 2.31ms
indicates that the actual round key is OxF2 and that the AES
substitution operation occurs at that time.

(@)

rj

IIl. MASTER SEED RECOVERY ATTACK

This section introduces the Master Seed Recovery (MSR)
attack on HMAC-SHA-2, extracting the master seed from
hardware wallets. First, Subsection III-A covers the basics
of our attack in a non-profiling, non-invasive environment.

1By definition, it converges to zero with a sufficient number of traces.
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1

k=0xF2
otherwise

Correlation Coefficient

o o o o o o o

w - (4} (2] ~ (o2} ©
T T T : T T T

o
N
T

o
=
T

1.15 2.31 3.46 4.61
Time (ms)

FIGURE 2. Pearson correlation coefficients between the power models
and measured traces. The model with guessed key 0xF2 shows the
highest correlation at near 2.31ms.

Next, Subsection III-B proposes two ways to enhance
our attack. Finally, considering that our attack necessitates
the condition of acquiring multiple traces without valid
credentials, Subsection III-C discusses the exploitability of
our attack in real-world scenarios.

A. BASIC ATTACK

The HMAC algorithm serves to create root nodes of
the HD wallets. The MSR attack targets the inner hash
H (K @ ipad) || M) of HMAC [32], where H is the 512-
bit version of SHA-2 as mentioned in BIP-0032 [4]. The
SHA-2 algorithm operates in two stages: preprocessing and
hash computation [33]. Preprocessing involves padding an
input and parsing the padded input into 1024-bit blocks. Let
us assume the length of the input is / bits. The padding
ensures the padded input length is a multiple of 1024 bits by
appending the bit Ob1 to the end of the input, followed by k
zero bits, where k is the smallest non-negative solution to the
equation [ + 1 + k = 896 mod 1024, and appending the
128-bit value that is equal to the number / expressed using a
binary representation.

In hardware wallets, the message M is a secret 512-bit
master seed, while the key K is a variable string specific
to each coin type, subject to manipulation by potential
adversaries. Although FIPS 198-1 specifies that K can have
an arbitrary length and needs to be processed differently
based on its length so that it is 1024 bits long, we only
consider the case without loss of generality where the bit
length of K is not greater than 1024 for better readability.
In this case, K is treated as a 1024-bit value by appending
as many zero bits as necessary after the original value.
As a result, the padded input for the inner hash should
be (K @ipad)|| (M ||0 x 8000---0600) where ipad =
0 x 3636 - - - 3636 is the 1024-bit constant. The preceding and
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following terms are parsed into two 1024-bit blocks, namely
X© and X, as shown in Fig. 3.

XO =K @ipad |[X® =M || 0x80--0600

@ @
4O F H F H

K @ opad

Inner Hash

Outer Hash

Root
F Node

FIGURE 3. HMAC-SHA-2 in hardware wallets where F denotes the
compression function.

HO© F

The inner hash computation firstly constructs an input
schedule W = {Wy, Wy, ---, Wy} for each block X©
and successively produces a series of hash values H.
The eight 64-bit words of the hash value are labeled
H H", - HY, which will hold the initial hash value
HO (defined in FIPS 180-4 [33]), replaced by intermediate
hash value H, and ending with the final hash value H @,
The input schedule’s ¢-th term W, is the input X,(') itself
for 0 < ¢t < 15, or a combination of the previous terms
o1 (Wi—2) B W7 B oo (W;—15) B W16 for 16 <1 < 79.
The main body of each hash computation is an 80-round
compression function consisting of four logical functions
(21, Xo, Ch, and Maj) and modular addition ( B ), along with
the eight working variables (a, b, ¢, d, e, f, g, and h) and the
constants K; (also defined in FIPS 180-4 [33]), as illustrated
in Fig. 4. The logical functions used in the hash computation
stage are defined as follows:

o) =@E>199ex>6)dx>6) (O

00X =E@>=>DdE>{Dx>1T) 4
TI@ =>4 E > 18 (x> 41) (5)

Yo () = (x>>28) @ (x >>34) P (x >>39) (6)
Ch(x,y,2) = (xAY) D (—xA2) (7
Maj(x,y,2) =(xAY) B (XA D (A2 3

Algorithm 1 represents the inner hash computation in a
hardware wallet, as discussed previously. First of all, please
note that the intermediate hash value H" can be computed
solely from known values (H® and ipad) and K chosen by
the adversary, implying that H! is known to the adversary.
Also note that in the compression function, W; is summed
with H-driven values and assigned to U, in Step 10. The
operands W;(= Xt(l)) for 0 <t < 7 exactly correspond to the
master seed M. The adversary can compute the value of U,
by guessing the 64-bit value of W;. Therefore, we can infer
that M can be extracted through CPA where the Hamming
weight of U;41 gives the hypothetical power consumption L.

Certainly, guessing 264 possibilities is infeasible. However,
adversaries can employ the divide-and-conquer strategy,
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FIGURE 4. One round of compression function of SHA-2.

where they guess only a portion of the bits (e.g., one byte).
While this strategy makes the attack feasible with 8 x 28
guesses, it diminishes the reliability of statistical analysis
because it ignores the power consumption contributed by
the remaining bits (e.g., seven bytes). Another issue of this
strategy is that the lower bits must be correctly extracted since
the carry from the lower bits affects the upper bits. We can
mitigate these issues by having a sufficiently large number of
traces available for the attack, for example by making more
queries or by using the advanced approach described in the
next subsection.

Please also note that in order to extract W;,; for some
t, we must have fully restored the 64 bits of W;. As shown
in Eq. (5), ¥ is not a byte-wise operation, that is, a one-
byte difference in the input changes the output by five bytes.
Therefore, we cannot correctly compute U;4» using only a
fraction of e;4| obtained with only a few bytes of W;.

B. ADVANCED ATTACK

In the previous subsection, we described how to extract the
master seed X,(l) (fort = 0,1,---,7) by letting U4 be
the intermediate value for CPA. However, the basic attack
faces two challenges: ghost peaks and query limitation. First,
Ghost peaks stand for incorrect guesses that have a higher
correlation coefficient than the correct guess. This happens
when targeting linear operations that have fewer diffusion
effects (e.g., arithmetic addition and exclusive-or) because a
one-bit difference in the guessed value causes only a small
change in the Hamming weight of the intermediate value.
Therefore, we need to set the intermediate value after more
operations to expect a larger diffusion effect. The candidates
are two working variables, namely e; (in Step 15) and a;41
(in Step 19) in the same round of the compression function,
that are relevant to W, for some ¢.

Second, if the attack requires too many queries, it not only
increases the time complexity of the attack but also makes the
attack impossible due to query limitation. These limitations
can be attributed to the number of coin types supported by
a hardware wallet, or the number of accounts (root nodes)
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Algorithm 1 Inner Hash Computation in Hardware Wallet
Require: Two 1024-bit input blocks X¥ = (K @ ipad) and
XM = (M |1 0x8000 - - - 0600).
Ensure: A 512-bit digest Hy> || H> || - || HY?.
1: fori < Oto1do

2:  fort < 0tol15do

3; W, < x¥

4:  end for

5: fort < 16to 79 do

6: Wi < o1 (Wi—2) B W7 B o9 (Wi—15) B Wi_16
7. end for . . .

8:  (ao, bo, - ,hg) < (H(l),Hl(l),-“ ,H;l))

9: fort < 0to79do

10: Uir1 < hy B Z1(e;) B Chles, f, g:) B K, B W;
11: Vi1 < Zolar) B Maj(ay, by, ct)

12: hiv1 < g

13: gi+1 < fi

14: fix1 < e;

15: er+1 < dy B Ui

16: di11 < ¢

17: Ci+1 < bt

18: bt+1 <~ a

19: a4 < Uy B Vi

20:  end for

21: H(giJrl) <~ H(()i) H ago
22: H(H_l) <~ H(i) H bgo
23: H%H_l) <~ H ) H cg0
24: HEH_I) <~ Hzi) H dgo
25: Hf—H) <« Hii) H ego
26: Hs(i+1) <« Hs(i) B fso0
27: Héi+l) <« Héi) H gs0
28: H;H_l) <~ H7(i) H hgo
29: end for

that can be created. However, for the Pearson correlation
coefficient to better represent the linearity between two
populations, the number of samples needs to be larger.
Therefore, the rest of this subsection discusses one approach
to get more samples thereby reducing the number of queries
needed for the attack.

One possible approach to augment the sample count is
selecting multiple Pols from a single trace, which we call the
horizontal approach. In the basic MSR attack, we only exploit
the power samples at one Pol by setting U, (alternatively
er+1 or a;y1) as the intermediate value. In the following
three rounds, e;4+1 and a;41 are assigned to the working
variables without any additional computation, in other words,
€41 = fi42 = &1+3 = hyya and ary1 = bygp = €143 = di44
for some . As a result, we can obtain a total of nine or
more Pols related to Xt(l) from one trace, as listed in Table 3.
In other words, the number of queries required for the attack
is reduced by a factor of x, where x denotes the number of
Pols.
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TABLE 3. Variables relevant to the eight 64-bit words of the master seed.

‘Word Relevant Variable

Xo Ui, a1,e1,b2, f2,c3,93,d4, ha

X1 Uz, a2, e2,b3, f3,c4,94,ds5, hs
Xo Us,as,e3,ba, fa,c5,95,ds, he

X3 Ui, aa,eq,bs, f5,c6,96,d7, hr
X4 Us,as, es5, b6, f6,c7,97,ds, hs
X5 Us, as, €6, b7, f7,cs,9s,dg, hg
X6 Uz, a7, er,bs, fs,c9,99,d10, h1o
X7 Us, as, es, by, f9, c10, 910, d11, P11

C. DISCUSSION

Since our attack requires multiple traces of HMAC-SHA-2
at level O of the HD wallets, we need to query multiple root
node creations to realize the attack on hardware wallets in
practice. Off-the-shelf hardware wallets support two useful
features: hidden wallets and multiple coin types. Taking
advantage of these features, this subsection presents two
scenarios for making multiple queries. Both scenarios aim
to extract the master seed without valid credentials. Once
adversaries have the master seed, they can create the root
nodes not protected by the passphrase, resulting in wallet
cloning.

The first scenario involves accessing hidden wallets.
At level 0 of the HD wallets, hidden wallets can be
accessed by appending additional passphrases after the coin-
specific string (e.g., Bitcoin seed), as shown in Fig. 5.
It does not matter if the hidden wallet actually exists or
not. All that matters is that adversaries enter a random
passphrase and the device computes the HMAC using the
master seed and given passphrase. While accessing hidden
wallets, the device does not ask for any credentials, such
as a PIN. As a result, adversaries can collect as many
HMAC-SHA-2 power traces as they want with their chosen
passphrase.

The second scenario involves creating accounts for other
coin types. Hardware wallets typically support multiple coin
types and multiple accounts at level 2 and level 3 of the
HD wallets, respectively. Different coin types use different
strings for HMAC keys at level 0. For Solana and Tron,
ed25519 seedand Tron seedareused as HMAC keys,
respectively. Notably, Cardano utilizes an arbitrary string
as an HMAC key. This observation implies the potential
creation of multiple root nodes within a hardware wallet,
thereby enabling the acquisition of multiple power traces of
HMAC-SHA-2 with different HMAC keys. While creating
accounts, the device does not ask for any credentials, such as
a PIN. As a result, adversaries can collect as many HMAC
power traces as the number of coin types the wallet supports.
If the wallet supports Cardano, adversaries can collect as
many HMAC power traces as they want with their chosen
passphrase.

IV. EXPERIMENTS
This section experimentally demonstrates the MSR attack.
Fig. 6 illustrates an experimental procedure to acquire the
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8 Trezor Suite

Select wallet type

Standard wallet
No passphrase

Hidden wallet

Passphrase is required

Enter passphrase ®

Access Hidden wallet

FIGURE 5. Example of accessing a hidden wallet by entering a
passphrase.

Workstation Device Under Test

@ Implement HMAC-SHA-2

@ Set a master seed M

3 Execute HMAC with a key K

1 ® Repeat @-G l @ Measure power consumption
500 times

(® Obtain a power trace

@ Analyze power traces
to recover input block X

%with deducible intermediate hash H®

FIGURE 6. Power acquisition setup.
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FIGURE 7. A power trace of the first 12 rounds of HMAC-SHA-2.

power traces of the HMAC-SHA-2 implementation (Algo-
rithm 1) using ChipWhisperer [15]. The device under test is
equipped with an STM32F415RGT6 evaluation board with a
32-bit ARM Cortex-M4 processor and running at 7.37 MHz
clock frequency. We assume that the input block X is con-
taining the fixed master seed M the attacker want to recover.
Then we enter various keys K into HMAC-SHA-2 to obtain
the intermediate hash H!) and the corresponding power trace.
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FIGURE 9. The basic MSR attack with U, as an intermediate value. The

red solid line is for the correct guess, and 255 gray solid lines are for the
incorrect guesses. The number of traces is 500.
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FIGURE 10. The MSR attack advanced by the diffusion effects. The green

and blue solid lines are the correlation coefficient graphs of e; and a,,
respectively, obtained with the correct guess. The number of traces is 500.

We acquired 500 power traces using a ChipWhisperer-Lite
oscilloscope with a sampling rate of 7.37 MHz, as same
as the clock frequency. We filtered high-frequency noise
by using a hardware low-pass filter whose cut frequency is
20MHz. Also, although the compression function consists of
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FIGURE 11. The 8-byte full extraction result for Wy. The sub-figure in row 1, column 1 is the result for the least significant byte of W, which is the same

graph as a; in Fig. 10. The number of traces is 500 for each distinct attack.

80 rounds in total, we truncated the traces to include only
12 rounds by discarding the later rounds that are unnecessary
for the attack. The processed trace has a length of 6416 and is
displayed in Fig. 7, which seems to have a repeating pattern
of 12 times.

First and foremost, we analyze the basic characteristics of
the collected traces. Fig. 8 shows the correlation coefficients
with the lower 32-bit of the known values, namely g, fo, €0,
co, bo, and ap. Six peaks appear in the range of 400 to 600,
which are likely caused by the assignments in Steps 12, 13,
14, 16, 17, and 18 of the first round. The interval between
two adjacent peaks is 8, indicating the time taken for a simple
assignment. We can infer that the processing of Step 10 (Uj)
occurs before the first peak (go). We can also infer that the
processing of Step 15 (dp B Uj) is in the gap between the
third peak (ep) and fourth peak (cp). In the range of 900 to
1100, there are four peaks attributed to Steps 12, 13, 16, and
17 of the second round. Two peaks of Step 12 in one round
and the next round are spaced 530 apart, which corresponds
to the length of one round.

Next, we experiment with the basic MSR attack by letting
the least significant byte of U; be the intermediate value
for CPA. Fig. 9 shows the correlation coefficients of the
correct guess in the red line and the other 255 correlation
coefficients in the gray lines. The timing of the peaks
in this figure corresponds to what we predicted from our
previous analysis. However, the ghost peaks have a value of
0.5771, which exceeds the maximum value of 0.5148 cal-
culated with the correct guess. As expected in Section III,
the basic MSR attack with U; fails to find the correct
master seed.

To address the ghost peak issue, we previously presented
two ways to advance the MSR attack in Section III. The first
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way utilizes other variables affected by more diffusion effect.
The candidates are two working variables e; = dy B U; and
a; = Up B Vy. Fig. 10 shows two correlation coefficient
graphs of e in green and a; in blue. Compared to the basic
attack, we can see that the ghost peaks disappear and the
maximum value rises to 0.6151. As mentioned in Section III,
we can only attempt to extract Wy after we have fully restored
the 8 bytes of Wy. Therefore, we also present the results for
the remaining 7 bytes in Fig. 11.

The second way is the horizontal approach that makes
sub-traces from each trace, increasing the number of traces
used in the analysis, or, decreasing the number of queries
required for the attack. In Fig. 10, four pairs of peaks appear
with an interval of about 522 = 530 — 8. This is because
two identities ey = fH = = hg4 and a1 = by
c3 = d4 hold, as mentloned in Section III. In addmon
to that, e; and a; are called by other operations, causing
peaks at various points. For example, the multiple green
peaks in the 500-700 range are due to e; being input to
the X1 and Ch functions when calculating U, in Step 10.
We set a threshold of 0.3, approximately half of the maximum
correlation coefficients, and selected 20 points above this
threshold as Pols. Consequently, We can obtain sub-traces
by truncating each trace with a margin of three points before
and after to encompass the corresponding Pols. In this way,
we can maintain the attack performance while requiring
20 times fewer queries. The results of one-byte CPA with
only 500 sub-traces obtained from 500/20 = 25 traces are
depicted in Fig. 12.

Lastly, we compare the performance of the proposed
attacks by presenting the number of queries required to
extract the master seed. Fig. 13 shows the maximum
correlation coefficients with respect to the number of traces
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FIGURE 12. The MSR attack advanced by the horizontal approach. The
number of sub-traces is 500 and of traces is 25.

used for each attack. The first row is for the basic MSR attack,
which shows the maximum correlation coefficient over time
when U of the first round is taken as the intermediate value.
The red line, calculated with the correct guess, rises above
the other gray lines when the number of traces is 64, and
at 500, the correlation coefficient is 0.5148, as same as in
Fig. 9. Again, however, the basic MSR attack should be
interpreted from an attacker’s perspective (not an analyst’s)
as a failure to extract the master seed due to the presence
of indistinguishable ghost peaks. The second row is for an
advanced attack, which is the same as the basic attack but with
the intermediate values changed to a; instead of U;. Because
of this change, the attack succeeds with only 21 traces, and
at 500, the correlation coefficient is 0.6151, as same as in
Fig. 10. The third row is for an even more advanced attack,
which applies a horizontal approach that exploits multiple
samples on a single trace. Here, the x-axis is not the number
of traces but the number of sub-traces, so the query required
for the attack is actually the number of sub-traces divided
by the number of Pols. Thus, this graph shows that the
attack can be successful with only 74 sub-traces, or just four
queries. On the other hand, a steep decrease in the graph
indicates points where a ‘bad’ sub-trace, whose correlation
coefficient was just above the threshold, contributes to the
calculation.

In this section, we presented experimental results that
validate the basic and advanced attacks. While the basic
MSR attack can be easily derived from research in the
field of SCA, it suffers from the problem of ghost peaks,
fails to find the correct key, and is not feasible due to the
properties of hardware wallets that do not allow unrestricted
queries. However, our experiments on the advanced MSR
attack show that it can be conducted with a small number
of queries and can also solve the ghost peak issue. As a
result, it is possible to recover the master seed from a lost
or stolen wallet without knowing the valid PIN, implying
that an attacker could access and steal all the assets currently
stored in the wallet, as well as any future assets that may
be added.
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V. CONCLUSION

This paper proposes a practical SCA attack on hardware
wallets aimed at extracting master seeds in a non-profiling,
non-invasive environment. We exploit the power consump-
tion of HMAC-SHA-2 during root node creation that does
not require any valid credentials. In our experimental setup,
we successfully extracted the 512-bit master seed with just
four queries. As aresult, it implies that by restoring the master
seed from a lost or stolen wallet without knowing the wallet’s
valid PIN, an attacker could steal all the property stored (and
to be stored) in that wallet. It reminds us that the SCA attack
is a significant threat even in the cryptocurrency ecosystem.
it would be a good research direction to develop attacks that
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are possible with fewer queries, or to demonstrate attacks on
real hardware wallets instead of test boards.

We look forward to the maturation of blockchain tech-
nology. We conclude this paper by proposing the following
countermeasures to prevent SCA attacks. It would be
a good research direction to investigate more efficient
countermeasures not mentioned here.

A. FOR WALLET MANUFACTURERS

Ensure that a hardware wallet prompts the user for credentials
before executing any action based on a cryptographic
algorithm, even if that action is not for signing a previously
received transaction. Also, consider masking which is a
common countermeasure used in cryptographic algorithms.
This is done by dividing the intermediate value into multiple
shares so that the expected intermediate value is not involved
in the computation.

B. FOR HARDWARE ENGINEERS

Introducing intentional power noise can be an inefficient but
effective countermeasure. This can disrupt the correlation
between power consumption and sensitive data, making it
harder for attackers to extract information.

C. FOR WALLET USERS

Employ hidden wallets protected by strong passphrases.
While this may be inconvenient for users, it offers an extra
layer of security to safeguard against potential attacks. Most
fundamentally, do not lose your hardware wallet and use it in
a trusted location only.
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