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ABSTRACT Security and reliability are the major requirements for the successful implementation of Internet
of Things (IoT) applications in smart cities such as healthcare. IoT networks are subject to various types
of network attacks that can put critical IoT data at risk. To mitigate these security issues, robust security
algorithms based on Elliptic Curve Cryptography (ECC) may be utilized. However, using such cryptographic
techniques requires additional delay for signing/encrypting and verification/decryption of the messages.
Hence, there is a tradeoff between the security strength of the algorithm and packet delay. In this paper,
we present a novel technique to adaptively select the key size of ECC-based algorithms for multi-hop IoT
networks. The proposed technique uses k-means clustering to classify the secrecy rates of the potential relay
nodes into k clusters. We allocate lower key sizes to the relay nodes that have the highest secrecy rates
and thus have better physical layer security. The key sizes and security strengths are selected as per the
recommendation of the National Institute of Standards and Technology (NIST). The second part of the work
utilizes the Hungarian algorithm to select the best relay nodes for each source-destination transmission to
minimize the total delay. The techniques are implemented in MATLAB and results show that the total delay
of the proposed technique is improved by 57% as compared to other techniques in the literature.

INDEX TERMS 10T, security, smart cities, network delay.

I. INTRODUCTION privacy of the user’s data. Moreover, these network attacks

Internet of Things (IoT) has a wide range of applications for
future smart cities including healthcare, industrial automation
and intelligent transportation [1], [2], [3]. IoT uses an
integrated network comprising sensors, physical devices,
wireless communication modules, and computing services.
IoT systems will be able to collect data using the deployment
of various sensors. Using this data, many application
processes can be improved [4], [5], [6], [7], [8].

Security of IoT systems especially in healthcare is a vital
issue that needs to be addressed for improving the reliability
of applications [9], [10], [11], [12], [13]. IoT systems are
subject to several types of attacks that can compromise the
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can also disrupt IoT applications by jamming the network and
sharing wrong data information [11], [14], [15], [16], [17].

Such security attacks can be mitigated by using robust
Elliptic Curve Cryptography (ECC) techniques such as
Elliptic Curve Digital Signature Algorithm (ECDSA) and
Elliptic Curve Integrated Encryption Scheme (ECIES) [18].
In addition, these networks also rely on physical layer
security techniques that can increase the signal reception
at the destination and reduce the signal strength at the
eavesdroppers.

A major challenge related to the security of IoT networks
especially for smart city applications such as traffic man-
agement is that there exists a tradeoff between security and
packet transmission delay. A robust cryptographic algorithm
with a higher number of keys may be more resistant to
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security attacks, however, this increases the packet delay as
more time is needed to sign/encrypt and verify/decrypt the
messages. Hence, adaptive security algorithms are needed
that can manage security requirements as well as meet packet
delay deadlines.

Wireless connectivity is another major challenge in IoT
systems. Since IoT nodes are small and equipped with
low-powered batteries and simple transceivers, the range of
communication may not be high. As a result, multi-hop
communications will be needed to send messages from a
source IoT node to the destination IoT node. In addition,
packet transmission to the IoT gateways will also require the
use of relay nodes that forward the message of the source on
behalf of the destination.

The selection of appropriate relay nodes is another key
challenge in IoT systems. While there may be several poten-
tial relay nodes that are available for a given transmission,
an intelligent algorithm is needed that can optimize the
network delay. Moreover, many IoT nodes may prefer to
choose a given relay node, thus causing contention.

In this paper, we provide a solution to the above challenges
by proposing two algorithms, one for adaptive security and
the other for relay selection. The major contributions of the

work are as follows:
o We consider a system model that comprises multi-hop

communications in IoT networks. Since IoT nodes have
limited communication range, such a system is required
to transmit long-range messages.

« We propose a novel adaptive security algorithm that
manages the key sizes of ECDSA and ECIES algorithms
for each IoT transmission. The major idea of the
algorithm is that nodes with a better secrecy rate may
operate at a lower key size and security strength to
improve the network delay. Our proposal utilizes a
k-means clustering scheme to classify secrecy rates
into different clusters. The relay nodes in each cluster
utilize a different key size that corresponds to a
different security strength as per the National Institute
of Standards and Technology (NIST).

« We propose a relay selection algorithm to minimize
the total delay comprising of security and transmission
delay. For the allocation of IoT transmissions to the relay
nodes, we utilize the Hungarian algorithm to provide a
matching output that minimizes the cost in terms of total
delay.

o We perform detailed simulations to analyze the per-
formance of the proposed technique and compare it
with several other available techniques in the literature.
Results show that the proposed technique outperforms
other techniques in terms of security sign/encrypt delay,
verify/decrypt delay, and total delay.

Il. RELATED WORKS

In this section, we present recent work related to adaptive
security, multi-hop relay selection, and the novelty of the
proposed technique.
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A. RECENT WORK IN ADAPTIVE SECURITY

A summary of recent work in adaptive security is shown
in Table 1. The work in [19] targets defense against
adaptive adversaries and reduces bandwidth consumption.
For this, a linear homomorphic encryption technique is
used which enables encryption of the encrypted data rather
than the original data. Moreover, computing operations
can be performed on the message before decryption. This
enables faster processing of data and improved computational
efficiency. Another important feature of the work is a
low-cost key refresh scheme that reduces the amount of
communications and hence reduces bandwidth consumption.
Simulation results highlight the reduced communication and
computation cost of the proposed technique as compared to
the other schemes.

In [20], the work is focused on prioritized verifica-
tion of Intelligent Transportation Systems (ITS) messages.
To achieve this goal, the paper recommends the adaptive
key size of the Elliptic Curve Digital Signature (ECDSA)
algorithm. The idea works for multi-hop broadcast mes-
sages. A priority algorithm is proposed to verify critical
messages first. A key size adaptation scheme is also
proposed that changes key values based on the level of
congestion. To implement this mechanism, a fuzzy logic
scheme is used. The proposed technique results in improved
network delay, packet success rate, and reduced broadcast
retransmissions.

The work in [21] aims to improve network security by
using adaptive neighborhood behavior detection. For this, the
behavior is evaluated based on packet relaying performance,
packet generation rate, and data integrity of the neighbor.
The decision to communicate with the neighbors is selected
based on their behavior profile. Simulation results highlight
the reduced packet loss percentage achieved by the proposed
scheme.

In [22], the goal of the technique is to improve secrecy
capacity while achieving a sufficient bit error rate. The
network under consideration is visible light communica-
tion. An adaptive pulse amplitude modulation scheme is
introduced to meet the required goals. As modulation level
increases, secrecy improves but bit error rate requirement also
increases. In addition, an adaptive precoder design is also
proposed by the authors. A utility function based on secrecy
rate and bit error rate is defined by the work and a Q-learning
scheme is proposed for adapting the modulation and precoder.
Results show improved secrecy rate and bit error rate in the
visible light communication network.

A trust management scheme for vehicular networks
is proposed by authors in [23]. The trust evaluation is
based on context information of the vehicular network.
An adaptive threshold is used for malicious node detection.
The proposed scheme takes into account both local and
global trust evaluation. Similarly, the work also integrates
direct and indirect trust in the developed mechanism. Results
provide improved detection of attacks in a vehicular network
setting.
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FIGURE 1. System model.

B. RECENT WORK IN MULTI-HOP RELAY SELECTION

A summary of recent work related to multi-hop relay
selection is shown in Table 2. The work in [24] is focused
on relay selection based on power efficiency and social
awareness. A social network model is developed by the
proposed scheme. The relay selection problem is formulated
as a minimum power optimization problem and solved using
a greedy distance-based algorithm. Simulation results show
reduced power consumption by the proposed technique.

In [25], the goal of the work is to reduce Network
Outage Probability (NOP). A multi-user multi-hop scenario
is used by the proposed scheme. To solve the problem of
relay selection, a trellis diagram-based algorithm is used.
The proposed scheme solves the problem with linear time
complexity. The result achieves reduced NOP in multi-hop
communications.

The work in [26] develops an algorithm to improve Secrecy
Connectivity Probability (SCP). The scenario considered
is based on energy harvesting relays. The proposed work
presents an analytical model to evaluate SCP. Moreover,
the relay selection algorithm is based on maximizing SCP.
Results highlight improved SCP achieved by the proposed
technique.

In [27], a multi-hop technique is presented to improve
network throughput. The concept of Incremental Relaying
(IR) is used in the proposed work. Two types of relaying
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mechanisms are used by the developed technique. The first
mechanism is Best-last arbitrary-rest IR in which random
relays from the decoding set are used initially and the last
relay selected is the one that has the best Signal to Noise
Ratio (SNR) to the destination. The second mechanism used
is the Maximum decoding set IR in which relay selection
is such that the decoding set can be maximized in the next
hop. Results show improved throughput by the proposed
technique.

The work in [28] develops a reliability improvement
mechanism for multi-hop networks. The scenario considered
is Unmanned Aerial Vehicle (UAV) to UAV communications.
A multi-hop communication algorithm is presented that
uses Device to Device (D2D) users as relay nodes. The
forwarding mechanism is based on channel quality and
network load. Also, the relay is selected within a forwarding
area. Simulation results show improved reliability and
reduced delay achieved by the proposed technique.

C. NOVELTY OF THE PROPOSED TECHNIQUE

As compared to the current techniques in the literature,
the proposed technique in this paper uses adaptive security
to reduce the packet delay. This paper presents a novel
idea of using physical layer security and cryptographic
security together to improve the network delay and reduce
congestion in the network. Nodes that have better physical
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TABLE 1. Summary of related works in adaptive security.

Ref. Goal Key Idea Results
[19] Bandwidth consumption Utilize Linearly homomorphic encryption Reduced communication cost

Handle adaptive adversaries Efficient Key refresh scheme Reduced computation cost

Prioritized verification Priority algorithm to verify critical messages Improved network delay
[20] Adaptive key size Network congestion based key size selection Improved packet success rate
Broadcast multi-hop messages Fuzzy logic Reduce broadcast retransmissions
Adaptive neighborhood behavior detection
] Packet relaying behavior
[21] Improve security Reduced packet loss percentage
Packet generation rate
Data integrity behavior
Visible Light Communication
Adaptive Pulse Amplitude Modulation

Improved secrecy capacity Improved secrecy capacity

[22] Adaptive precoder design
Sufficient Bit error rate Improved bit error rate
Utility based on secrecy rate and bit error rate
Q-learning based algorithm
Vehicular network
Trust evaluation based on context information
(23] Trust management Adaptive threshold for malicious node detection Improved attack detection
Local and Global trust evaluation
Direct and Indirect trust evaluation

layer security (in terms of secrecy rate operate) at a lower
level of cryptographic security strength (in terms of key size).
The proposed technique also utilizes K-means clustering to
assign adaptive levels of security to the nodes in the network.
Moreover, as compared to other techniques, the proposed
relay selection technique considers security sign/encrypt and
verify/decrypt delays in the total network delay and reduces
it using the Hungarian algorithm.

IIl. SYSTEM MODEL

In this paper, we consider a multi-hop communication
scenario between loT source nodes and IoT destination nodes
as shown in Fig. 1. Due to the limited transmit power and
communication range of IoT nodes, two hops are required
to transmit the message between source and destination.
The main rationale of using multi-hop communications is
for radio range extension [29], [30]. We consider a central
IoT controller that manages the multi-hop communication
between the IoT nodes. The IoT controller node has the
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channel quality information of all the links in the networks.
We assume perfect channel state information (CSI) to be
known at IoT controller node [31]. Moreover, we assume that
the controller node knows malicious nodes in the networks
using trust mechanism techniques or anomaly detection
algorithms [32]. This means that the controller node regularly
evaluates the outlier in the data values and transmission
parameters to see if a node is sending wrong information or
trying to jam the network with too many transmissions. Based
on the anomaly detection technique, a trust or reputation
mechanism is established which helps in identifying potential
eavesdropper nodes.

All IoT nodes in the network are marked as source,
destination, free relay nodes, and busy relay nodes by the
controller node. Here, the free relay nodes are the potential
nodes that are neither the source nor the destination and
are also available for forwarding the message from a source
towards the destination. On the other hand, busy relay
nodes are the ones that are assigned relaying service by the
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TABLE 2. Summary of related works in multi-hop relaying.

Reference Goal

Key Idea

Results

Power efficiency
[24]

Social awareness

Develop Social network model
Minimize power optimization problem

Greedy distance based algorithm

Reduced power consumption

[25] Reduce NOP

Multi-hop multi-user scenario
Trellis diagram based algorithm

Linear time complexity

Reduced NOP

[26] Improve SCP

Energy harvesting relay
Analytical model of SCP

Relay selection for maximum SCP

Improved SCP

[27] Improve throughput

Incremental relaying
Best-last arbitrary-rest IR

Maximum decoding set IR

Improved throughput

[28] Reliability improvement

UAV-UAV communications
Multi-hop using D2D enabled users
Channel and load based forwarding

Relay selection within a forwarding area

Improved reliability

Reduced delay

TABLE 3. Security strength of ECDSA at different key sizes.

Security Strength | ECC p-value | Key Size
80-bit P-160 160 bits
112-bit P-224 224 bits
128-bit P-256 256 bits
192-bit P-384 384 bits
256-bit P-521 521 bits

controller node. Once the busy relay node completes the
message forwarding, its status is changed to free.

IV. PROPOSED TECHNIQUE

The goal of the proposed technique is twofold. The first goal
is adaptive key size selection of the security algorithm to
improve the time required for encryption and decryption of
the packet. The second goal is to select the appropriate relay
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node so that the total packet delay is reduced. In the following,
we explain how these two goals are achieved.

A. K-MEANS BASED ADAPTIVE SECURITY
The first part of the proposed algorithm is adaptive security
selection in which the cryptographic key sizes of each
transmission are selected. As per the National Institute of
Standards and Technology (NIST), the ECDSA and ECIES
algorithm provides different levels of security strength at
different key sizes [33]. Here security strength is defined as
the number of operations that are needed to compromise a
security algorithm. Table 3 presents the security strength of
the ECDSA and ECIES algorithms at different key sizes.

Moreover, Table 4 shows the delay required to
encrypt/sign, and decrypt/verify ECDSA and ECIES mes-
sages at different key sizes [18]. It can be seen that that
higher key sizes require significantly longer delays for
encryption/signing and decryption/verification. Thus, there is
a tradeoff between robust security and delay. While security
strength value can be increased to improve data privacy, it can
increase the total delay of the message.

We propose a novel adaptive security mechanism in which
IoT nodes select the level of cryptographic security based on

VOLUME 12, 2024
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FIGURE 2. Adaptive security based on secrecy rate.

TABLE 4. Time required for signature/encryption and
verification/decryption using ECDSA and ECIES at different key sizes.

Signature Delay | Verification Delay
ECC variant

(ms) (ms)
P-160 8.01 14.25
P-224 10.54 18.92
P-256 13.43 21.2
P-384 49.29 87.78
P-521 58.2 104.5

the secrecy rate as shown in Fig. 2. Nodes with higher secrecy
rates are those that have better data rates at the destination
as compared to the eavesdropper. The key idea is that those
nodes that have a higher secrecy rate can operate at a lower
level of security. Hence, nodes with better physical layer
security can use a lower level of cryptographic security.

The IoT controller has channel quality information of all
links in the network. As shown in Fig. 2, the secrecy rate of
each link is calculated by the IoT controller. The secrecy rate
Ry, of the link (s, r) where s is the source transmitting node
and r is the relay receiving node can be given as follows:

Rsy = Dgy — Dy, ()
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where Dy, is the data rate of link (s, r) and Dy, is the data
rate of the link (s, e). Here e is the maximum rate of any
eavesdropper [34].

Once the secrecy rates are obtained, we utilize K-means
clustering to divide the relay nodes into k different secrecy
rate levels SRL = {SRL;,SRL;,...,SRL;} as shown in
Algo. 1. The relay nodes with the highest secrecy rate are
placed in SRL; and so on. The nodes with the least value of
secrecy rate are placed in the last group SRL;. The goal of
k-means clustering is to minimize the square of the sum of
errors (i.e., the difference between secrecy rate levels and the
centroid of a cluster). This is calculated from the following
equation:

argmmz D IRy — ull? 2

SRL " j—1 R, eSRL,

where w; is the centroid of a cluster / and is given as follows:

1
M= SR > Ry 3)
Ris€SRL;

where |SRL;| is the number of items in the cluster SRL;. The
algorithm for k-means clustering is shown in Algo. 1. The
algorithm takes as input the secrecy rate of all links Ry, and
several desired clusters k. Initially, the centroid value of each
cluster is selected randomly. In Step 2, each link secrecy
rate is assigned to a centroid based on the nearest distance
value. In step 3, the centroids are updated as the average
of all secrecy rate values in the cluster. Steps 2 and 3 are
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FIGURE 3. Total delay of packet from source to the destination.
repeated unless the link secrecy rate does not converge, i.e., Here T?.  is the signature and encryption time taken by

the assignment of the link secrecy rate to the centroid is not
changed anymore.

Algorithm 1 Secrecy Rate-Based Clustering of
Communication Links Using K-Means Clustering

1 Input: Secrecy rate of all links Ry ,, Number of

clusters k

2 Stepl: Initialize the secrecy rate of all k centroids
randomly

3 Step2: Assign each link secrecy rate to a centroid
based on the nearest distance value as follows

4 SRL; = {(s,7) : [|[Rgr — pual* < [|Rs,r — il PVi, 1 <

i <k}

s Step3: Update the centroid values of each secrecy rate
level as follows

6 = \SR—1L,| 2Ry eskr; Rors V1

Repeat Step 2 and Step 3 unless the assignment of the
link secrecy rate to the centroid is not changed

anymore

B. RELAY SELECTION TECHNIQUE

The goal of the relay selection technique is to use relay
nodes that can minimize the overall delay. For each source-
destination transmission, the IoT controller node selects the
appropriate relay. The total delay Ty, from the source to
destination as shown in Fig. 3 can be given as follows:

Tvd—T + T + T,

sign erf + Tv';gn + T + T erf (4)
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sign
the packet at the source node. This time depends on the

current key size the source-relay link is operating at. T, is
the transmission delay of the packet from the source node to
the relay node and is given as follows:

T, = 2 )
" Dy
Tvrerf is the signature verification and decryption delay

taken by the packet at the relay node. This time also depends
on the current key size of the source-relay link.

Similarly, T}, is the signature and encryption time taken
by the packet at the relay node. T}, is the transmission delay
of a packet from the relay node to the destination node.
Finally, T rf is the verification and decryption delay at the
destmatlon node.

To solve the problem of the assignment of relay nodes to
the source-destination transmission, we utilize the Hungarian
algorithm. Here relay nodes are the machines, and packets
to be transmitted are the jobs. The cost for each relay node
and source destination transmission pair can be given using
equation 4. As an example, Fig. 3 shows the cost of a single
source destination transmission for all of its potential relay
nodes.

Similarly, the cost function matrix for three transmissions
and three potential relays is shown in Table 5. Here row 2 and
column 2 of the table show that the first source-destination
transmission pair has a cost (i.e., total delay) of T(ls1 a1 when
using relay 1 for data transmission.

The formulated problem for relay selection is depicted
below:

N N
min Ty = z ZC,:/X,:/

i=1 j=I

if relay is assigned to the source-destination
Xjj = transmission pair

otherwise
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TABLE 5. Hungarian algorithm Table for the given problem.

Relayl | Relay2 | Relay3
Transmission Sourcel-Destinationl | T(, 1y | T¢1a1y | Thuan)
Transmission Source2-Destination2 | T/ 40y | Tloa2) | T(hoaz)
Transmission Source3-Destination3 | Ty 1) | Tiiaas) | T(asas)

N

Cl > xj=1fori=l...N (6)
j=1
N

C2 D xj=1forj=1...N @)
i=1

The goal of the relay selection problem is to minimize the
delay from source to destination T, for all source-destination
pairs. Here c¢;; represents the cost of each element in the cost
matrix C. x;; represents the assignment of transmissions to
the relays, a value of 1 refers to assignment, and a value of
0 refers to no assignment. There are two constraints in this
problem as shown in equations 6 and 7. Constraint 1 requires
that all the relays must be assigned. Constrain 2 requires that
all source-destination transmissions must be executed.

Algorithm 2 Relay Selection Using Hungarian Algo-
rithm

1 Input: Cost matrix in the form Ty, for all N
source-destination and relay pairs

2 M Row Subtraction: Subtract the smallest cost in
each row of the cost matrix from the complete row

3 Step2: Column Subtraction: Subtract the smallest cost
in each column of the cost matrix from the complete
column

4 Step3: Use the minimum number of lines to cover all
zero entries of the rows and columns

5 M If minimum number of lines are less than N,
than assignment is not completed. Find the minimum
cost that is still not covered by any line. Subtract this
number from each uncovered item. Add this number
to each item that is covered twice. Go to Step 3

6 m If minimum number of lines are N, then
assignment is completed

7 Return Assignment matrix Xj;
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TABLE 6. Simulation parameters.

Parameters Values

Number of IoT Nodes 50-300
Number of Source Nodes 5-30
Number of Eavesdroppers 2-12

Packet Size 100-500 kbytes

Maximum Data rate 10-50 Mbps

Security Strength 160-521 bits

Relay selection based on the Hungarian algorithm is shown
in Algo. 2. The algorithm takes as input the cost matrix in
the form of Tyy. The first step is row subtraction where the
smallest cost in each row is subtracted from the complete row.
The second step is column subtraction in which the smallest
cost in each column is subtracted from the complete column.
In step 3, the minimum number of lines is used to cover
all zero entries of the rows and columns. Step 4 evaluates
if the minimum number of lines is less than N, this means
that the assignment is not complete. To move forward, the
algorithm finds the minimum number that is still not covered
by any line. This number is then subtracted from each
uncovered item. Also, this number is added to each item that
has been covered twice (by horizontal as well as vertical
line). The algorithm moves to Step 3 again. Finally, the
algorithm terminates when the number of lines is N. The final
assignment matrix Xj; is returned.

V. PERFORMANCE EVALUATION

A. SIMULATION SCENARIO

The proposed algorithm is implemented in MATLAB soft-
ware. The number of 10T nodes is varied from 50-300. Out
of all the nodes, 10% nodes are assumed to be source nodes
that are transmitting a message to some destination nodes.
Thus, the number of source nodes is varied from 5-30. The
number of malicious eavesdropper nodes is taken as 2-12.
The remaining nodes in the network are potential relay nodes.
The packet size is varied from 100-500 kbytes. The maximum
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data rate of the network is varied between 10-50 Mbps. The
security strength varies between 160-521 bits as per Table 3.
The simulation parameters are listed in Table 6

B. TECHNIQUES USED FOR COMPARISON

The performance of the proposed technique is compared
with two other related techniques, one which focuses on
relay selection and the other one which is based on
adaptive security. The first technique is an intelligent relaying
technique that uses channel quality and network load to select
relay nodes [28]. Since this technique does not have an
adaptive security feature, we consider that all nodes operate
at a medium-level security strength of 256 bits. The second
technique uses fuzzy-logic-based adaptive key size selection
and reduces the security strength as network congestion is
increased [20].

C. METRICS USED FOR COMPARISON

For comparison, we use delay from source to destination as
per equation 4. We also evaluate two different components of
the delay. The first is the security delay (including signature,
encryption, verification, and decryption delay) at the relay
and destination. The second component of delay is the
transmission delay from the source to the relay node, and then
to the destination node. The performance metrics also include
the average security strength at which adaptive algorithms
operate. This gives an idea of the level of cryptographic
security in the network. Moreover, we also present the

108336

percentage of non-secure nodes which is defined as the
percentage of nodes that operate below the mean security
strength of the network and also have a secrecy rate of
less than the mean secrecy rate. The rationale for using this
metric is to identify the percentage of nodes that lack both
cryptographic as well as physical layer security.

D. RESULTS

The plot in Fig. 4 shows the value of average delay against
the number of 10T nodes. The average delay of the proposed
technique remains below 1.5s even at the high density of
IoT nodes. In comparison, the channel-based relay selection
technique results in a 5-30% higher delay than the proposed
technique at different numbers of IoT nodes. The fuzzy-based
adaptive security exhibits the largest delay, particularly at
a higher number of IoT nodes reaching up to 2.1s. The
improvement in delay by the proposed technique is due to
considering both channel quality and security adaptation in
the relay selection.

In Fig. 5, the average delay is plotted against maximum
data rate values. Note that the data rate experienced by
each user depends on the number of transmitting nodes
and the maximum data rate is divided among the users.
It can be seen that the proposed technique has the best
performance at different data rates. At 30 Mbps, the delay by
the proposed technique, channel-based relay technique, and
fuzzy-based adaptive security technique are 1.19s, 1.27s, and
1.58s respectively.
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The delay performance of the three techniques is also
evaluated at different packet size values. As the packet size is
increased, the average delay of all the techniques is increased.
However, the proposed technique shows the best performance
at all packet sizes. The reason for this improved performance
is utilizing physical layer security to the benefit and adapting
the security strength of the users accordingly. Moreover, the
Hungarian-based relay selection selects optimal relaying to
reduce delay.

The results in Fig. 7 show the security delay of all
three protocols. It can be seen that the proposed technique
maintains a security delay of around 0.9ms. This is because
the algorithm uses k-means clustering to provide different
levels of security strengths to different clusters. As a result,
there exist nodes with all levels of security strength and
hence, average security delay remains around the same value.
For the channel-based relaying that does not use adaptive
security, we consider a medium-level security, and hence
its security delay remains the same at all network densities.
Lastly, the fuzzy-based adaptive security technique reduces
security strength with an increase in network density. Hence,
its security delay decreases as the number of IoT nodes
increases.

Fig. 8 shows transmission delay vs the number of IoT
nodes in the network. It is evident from the results that the
proposed technique has the best relay selection policy that
results in the lowest delay. Channel-based relay selection
exhibits up to 0.2s higher delay as compared to the proposed
technique. On the other hand, the fuzzy-based adaptive
technique shows up to 0.53s higher delay as compared to the
proposed technique.

We also plot the security strength of the two adaptive
security algorithms in Fig. 9. It can be seen that the proposed
technique provides on average same level of security to the
nodes. In comparison, the fuzzy-based adaptive technique has
a high level of security strength at a lower number of nodes
and vice versa. Thus, when the network density is high, the
fuzzy-based adaptive technique reduces the security strength
without considering secrecy rates.

In Fig. 10, we plot the percentage of non-secure transmis-
sions against the number of IoT nodes. It can be seen that
at a low number of nodes, most of the nodes operate at a
reasonable level of security strength. However, at a higher
number of IoT nodes, the level of security in the network
is considerably reduced when using a fuzzy-based adaptive
security algorithm. Up to 9% nodes operate at less than the
mean level of security strength and secrecy rates. This issue
is addressed by the proposed technique as it considers both
adaptive security and secrecy rates in the algorithm and thus
the percentage of non-secure nodes remains around 1%.

VI. CONCLUSION

The work in this paper considers a multi-hop IoT network
that uses an Elliptic Curve Cryptography-based signature and
encryption algorithm. The goal of the proposed work is to
improve the delay of messages in IoT networks. To achieve
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this task, the proposed technique relies on two major parts.
The first part provides an adaptive security technique to
dynamically select the key sizes. The k-means clustering
technique is used to categorize potential relay nodes in terms
of their secrecy rate. Higher key sizes are allocated to the relay
nodes with low secrecy rates. The second part of the proposed
technique uses a Hungarian algorithm to select relay nodes
that minimize the total delay. Simulation results highlight
the improvement of the proposed technique in terms of total
packet delay. In the future, we will consider the working of
the proposed technique in scenarios where CSI information
is not perfectly available.
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