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ABSTRACT Teleoperation of remote assist robots has recently advanced owing to the development of
communication technology. However, anonymous malicious attacks may intercept or falsify the network
control system. Therefore it is necessary to improve the security against cyber-attacks. As a countermeasure,
an encrypted control method has been applied to prevent intercepting and detect the falsification of
control parameters, as well as control signals by performing control operations with encrypted signals and
parameters. However, it is difficult to detect False Data Injection (FDI) attacks, which exploit encryption
malleability, and countermeasures against such attacks are necessary. Therefore, this study proposes a novel
method to detect and cancel the effect of the FDI attack, which aims at the encrypted bilateral control system’s
malleability. The assumed FDI attack falsifies the plaintext by multiplying a constant factor, which is
realized bymonitoring the entire system’s energy change and estimating the attack parameters. The proposed
method can detect and cancel the impact of the FDI attack within finite steps. Moreover, we verified the
proposed method for the bilateral control system using ElGamal encryption and experimentally confirmed
its effectiveness against the FDI attack.

INDEX TERMS Cyber security, FDI attack, encrypted control, attack detection and cancellation,
pneumatically driven system, bilateral control system.

I. INTRODUCTION
Recently, research on remote robot control has increased
owing to the development in communication technology.
Bilateral control is a method that enables teleoperation [1],
[2], [3], and it involves an operator-controlled device known
as the leader device and a remotely located device known
as the follower device. When both the leader and follower
devices are coupled by sending reference values, control
that follows each other’s position and force is achieved.
This facilitates remote control while receiving external force
feedback; thus it it critical in tasks requiring precise force
perception, such as surgical assistance. Historically, the first
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mechanical and electrical leader-follower manipulators were
developed at the Argonne National Laboratory in the United
States [4], [5], [6]. Thereafter, developments shifted toward
electrical leader-follower systems, which offer superior work
range, installation capabilities, and adjustable force reflection
ratios. Alongside this technological shift, control theories
have been developed to address challenges inherent in remote
control, such as time delays, information loss, and feedback
of kinesthetic sensations [3], [7], [8], [9]. Furthermore,
control strategies that enhance the stability and accuracy
of bilateral teleoperation, especially when considering soft
contact with the environment, have been explored [10].
Following extensive developments in control theory, various
practical applications of remote robot control have emerged,
including spacecraft [11], industrial robots [12], undersea
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teleoperators [13], mine-cleaning devices [14], steer-by-wire
systems [15], and remote surgery [16], [17], [18], [19], [20],
[21], [22], [23].

In such remote control systems, it is critical to establish
security against cyber-attacks [24], [25], [26], [27], [28], [29].
Missing a malicious attack on the control system can result
in serious consequences, such as theft of information inside
the control device, unauthorized manipulation of the system,
or destruction of the controlled object. A prevalent form of
attack on control systems is the False Data Injection (FDI),
which involves falsifying signals and control commands over
the network; thus, enabling unauthorized manipulation or
destruction of the control target.

As an effective countermeasure against cyber-attacks on
control systems, encrypted control has been proposed in [30]
and [31], and it involves encrypting control parameters and
signals. In encrypted control, homomorphic encryption [32],
[33], [49] is used to compute the controller’s output from
the encrypted control parameters and encrypted controller’s
inputs, thereby hiding the parameters and signals of the
control system. Moreover, encrypted control is sensitive to
data falsification. Owing to encryption properties, decrypting
falsified ciphertext generates significant white noise in the
decrypted controller’s output [34], which can facilitate the
detection of several FDI attacks.

However, there is the malleability of encryption schemes
used in encrypted control [35], [36], [37], [38]. For example,
in ElGamal encryption [49], malleability allows the plaintext
to be manipulated by multiplying the second component
of the ciphertext by a constant. In conventional bilateral
encrypted control systems using wave-variable transforma-
tions [39], [40], an FDI attack exploiting the malleability
can compromise the stability of the system. It is difficult
to detect such FDI attacks because they do not generate
the aforementioned white noise, and can inflict serious
damage to bilateral encrypted control systems. Therefore,
addressing this challenge and developing countermeasures
for malleability-based attacks is crucial for enhancing the
cybersecurity of bilateral encrypted control systems.

A. OBJECTIVE AND CONTRIBUTIONS
This study aims to propose attack detection and restoration
methods for an encrypted bilateral control system. In the
assumed force-feedback bilateral control system, the leader
receives the follower’s force information, while the follower
receives the leader’s position information. In the attack
model, it is assumed that the attacker is knowledgeable
about both the control system and the encryption scheme,
and the force and position information can be manipulated
by multiplying it by an attack parameter. This is feasible
owing to the malleability of the encryption scheme. If the
attacker chooses a relatively large parameter value, it can
destabilize the bilateral control system by increasing the
energy of the system, thereby breaking the passivity of the
system. This has motivated the development of a passivity

observer for each leader and follower to compute the total
energy, and to integrate an energy-based detection method
into the encrypted bilateral control system.

This study presents a detection and restoration algorithm
for the FDI attack by estimating the attack parameters. Con-
sidering the information asymmetry — where the attacker
has information about the system but the system users lack
information about the attacker — detecting and restoring
from the attack has become a challenge. Although it is
difficult to ascertain the true attack parameters directly, the
proposed method employs a passivity observer to estimate
these parameters and to detect and cancel the impact
of the FDI attack within finite steps. The effectiveness
of the proposed attack detection and restoration method for
the bilateral encrypted control system are validated both
theoretically and experimentally.

The contributions of this study are as follows.Methodically
establishing a novel energy-based attack detection and
cancellation framework for bilateral control systems, featur-
ing a task-based systematic approach to attack parameter
estimation. Theoretically demonstrating that the FDI attack
can be detected and restored within finite steps, grounded
in the passivity of the bilateral control system. Technically
validating the proposed method using a test bed designed for
remote surgical robots, contributes to foundational cyberse-
curity technology in remote surgical operations. Specifically,
it involves enhancing the safety and security of surgical
operations and advancing the development of cybersecure
bilateral control systems.

B. ORGANIZATION OF THIS PAPER
This paper is organized as follows. Section II introduces the
force feedback bilateral control system and the concept of
encrypted control to describe the attackmodel for the bilateral
encrypted control system. Section III proposes its detection
and restoration algorithm, along with a theoretical result as
a theorem. Section IV demonstrates the effectiveness of the
proposed method though experiments under several attack
scenarios. Section V discusses the challenges of the method,
which enables the realization of more secure control systems.
Finally, Section VI concludes this paper.
Notations: Z denotes the set of integers, and Z≥i denotes the
set of integers greater than or equal to i ∈ Z. The variables
in this study include discrete time variables, which are shown
with the step k ∈ Z≥0. (·)m×n indicates a matrix with m rows
and n columns. The equation symbol, ≃ is approximately
equal. ˙(·) indicates the differential value of variable (·).

II. PROBLEM SETUP
This section describes the FDI-attack detection problem for
the bilateral encrypted control systems.

A. FORCE-FEEDBACK BILATERAL CONTROL
This section describes the bilateral control system used in this
study. There are 3 types of bilateral control: Symmetrical,
Force reverse type, and Force reflecting type [41], [42].
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Considering situations where the follower’s force feedback to
the leader device is beneficial, such as a surgical assist robot,
this study adopted a force-reflecting type control because it
can ideally return the force immediately.

Fig. 1 shows the block diagram of the entire control system.
While Shono et.al [39], [40] constructed the bilateral control
system with wave variables, in this study, the leader device
sends its position, xl to the follower device, and the follower
device sends its force, Ff to the leader device. The control
requirements are considered as follows:

xl = xf , Fl = −Ff ,

where xf is the follower position and Fl is the leader force.
The first equation is the condition for the motion to follow,
while the second is the condition for the action-reaction of the
force. Both devices are controlled to satisfy these conditions.

There exists a time delay in the communication between
each device [43], [44], [45]. As shown in Fig. 1, if the
reference force of the leader is Fld , the reference position of
the follower is xfd , and the time delay steps T1,T2 between the
leader and follower, then the following relationship holds.

xfd (k) = xl(k − T1), Fld (k) = Ff (k − T2). (1)

The control block diagrams of the leader and follower
devices included in Fig. 1 are shown in Fig. 2 and 3,
respectively. The leader device performs the force control,
which calculates the control voltage, Vl from Fld . In Fig. 2,
Kap, Kai, and Kad are the force proportional gain, force
integral gain, and force differential gain, respectively. z is z-
transformation operator. Vl is calculated as follows:

Vl(z) =
(
Kap +

Kai
1− z−1

)
(−Fld (z)− Fl(z))

− Kad (1− z−1)Fl(z), (2)

and Vl is input to the actuator. Fh indicates the force on
the actuator by the operator. The position, xl , is sent to the
follower device.

The follower device performs the cascade control, that
is, the position control, including the force control inside.
As shown in Fig. 3, Kpp, Kpi, and Kpd are the position pro-
portional gain, position integral gain, and position differential
gain, respectively. The control voltage, Vf is calculated from
xfd as follows:

Vf (z) =
(
Kap +

Kai
1− z−1

)
(Fref (z)− Ff (z))

− Kad (1− z−1)Ff (z), (3a)

Fref (z) =
(
Kpp +

Kpi
1− z−1

)
(xfd (z)− xf (z))

− Kpd (1− z−1)xf (z), (3b)

and Vf is input to the actuator. Fe indicates the external
force on the follower device by contact with such an obstacle.
The force, Ff , is sent to the leader device. In this study, the
leader’s motion is a periodic motion with frequency f and

amplitude A, which is moved by the human hand. The values
of f and A are critical in the proposed method, which is
detailed in SECTION V.

B. PASSIVITY OBSERVER
To monitor the stability of the system, a measure called
Passivity Observer (PO) [46], [47], [48] was proposed as
follows:

PO(k) = 1T6k
τ=0(ẋl(τ )Fl(τ )− ẋf (τ )Ff (τ )), (4)

where 1T is the sampling time. If PO is a positive value,
then PO(k) ≥ 0, and it guarantees that the system
is stable. Therefore, this study uses PO as a sufficient
stability condition. However, it is difficult to simultaneously
share (4) with the leader and follower because merging
the communicated values yields at least one communication
delay between the leader and follower. In Fig. 1 case, the
communication lines have T1 and T2 step delays. Therefore,
this study computed passivity observers POl and POf for the
leader and follower, respectively, as follows:

POl(k) = 1T6
k−T2
τ=0 (ẋl(τ )Fl(τ )− ẋl(τ − T1)Fl(τ + T2)),

POf (k) = 1T6
k−T1
τ=0 (ẋf (τ + T1)Ff (τ − T2)− ẋf (τ )Ff (τ )).

These equations are derived using (1) and assumptions of
xfd ≃ xf andFld ≃ Fl ; thus, the control tracking performance
is sufficient. Furthermore, this study introduced an algorithm
to calculate the amount of change in POl and POf per one
step, denoted as dPOl and dPOf , respectively,

dPOl(k) = ẋl(k − T2)Fl(k − T2)− ẋl(k − T1 − T2)Fl(k),

dPOf (k) = ẋf (k)Ff (k − T1 − T2)− ẋf (k − T1)Ff (k − T1).

C. ELGAMAL ENCRYPTION
This section explains ElGamal encryption used in the
encrypted control later. ElGamal encryption [49] is multi-
plicative homomorphic encryption that conceals the control
parameters and signals. ElGamal encryption scheme, which
is denoted as E×, consists of Gen: p 7→ (pk, sk) =
((G, q, g, h), s), Enc:(pk,m) 7→ c = (c1, c2) = (gr mod
p,mhr mod p), and Dec:(sk, c) 7→ m′ = c−s1 c2 mod p,
where p = 2q + 1 is a safe prime. g is a generator
of a cyclic group G = {gi mod p|i ∈ Zq} such that
gq mod p = 1: s is a random number in Zq generated
once by the keygen: r is a random number Zq in generated
for every encryption instance. : and h = gs mod p, where
Zq = {0, 1, 2, · · · , q − 1}. The plaintext and ciphertext
spaces, M and C, are expressed by M = G and
C = G2, respectively. Furthermore, ElGamal encryption has
multiplicative homomorphism as follows:

Dec(sk,Enc(pk,m) ∗ Enc(pk,m′) mod p)

= mm′ mod p, (5)
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FIGURE 1. Block diagram of the entire control system. The leader device sends the position signal to the follower device,
and the follower device sends the force signal to the leader device.

FIGURE 2. Block diagram of the leader device. Calculate the control voltage from the reference signal of the cylinder force.

FIGURE 3. Block diagram of the follower device. Calculate the control voltage from the reference signal of the cylinder position.

where ∀m,m′ ∈M, and ∗ represents the Hadamard product.
This property allows the preservation of multiplication over
encrypted data.

D. ENCRYPTED CONTROL
In this study, we implemented encryption in a bilateral control
system, using ElGamal encryption, as shown in Fig. 4. Enc
and Dec+ denote encryption and decryption, respectively.
The superscript E indicates that the variable is encrypted.
The leader device sends the encrypted position signal, xEl =
Enc(xl), to the follower device, and the follower device sends
the encrypted force signal, FEf = Enc(Ff ) to the leader
device. FEld and xEld are the encrypted reference signal with

time delay, that is, FEld (k) = FEf (k−T2) and x
E
fd (k) = xEl (k−

T1). In the leader device, the state vector, ξl is encrypted to
ξEl = Enc(ξl), and updated with FEld , which is conducted in
Update ξEl block in Fig. 4. 9E

l is calculated with ξEl , which
is used to calculate the control voltage, Vl . This is the same
on the follower side.

The implementation of the encrypted control allows us
to hide the reference value on the communication channel,
control the voltage of each device, and calculate the contents
of the reference value. The computational domain in plaintext
is only the control voltage input to the device and drive.
In encrypted control, the control law is expressed as follows:
ψ = f (8, ξ ) = 8ξ , where 8 = [81 82 · · · 8n] ∈ Rm×n
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FIGURE 4. Block diagram of encrypted bilateral control system. The superscript E indicates that the variable is encrypted. Vl and Vf are calculated on
ciphertext space C.

is the coefficient matrix that arranges the parameters of the
controller, and ξ = [ξ1 ξ2 · · · ξn]⊤ ∈ Rn is the state vector
that lays out the control signal. The control computation can
be divided into multiplication and addition, such as f =
f + ◦ f ×, where f × and f + are denoted as follows:

f ×(8, ξ ) = [81ξ1 82ξ2 · · · 8nξn] = 9,

f +(9) =
n∑

k=1

9k = ψ.

The ciphertext corresponding to ψij can be calculated
directly as Enc(8ij)Enc(ξj) mod p owing to multiplicative
homomorphism (5). However, ψ cannot be calculated as
a ciphertext owing to addition. Therefore, ψ is obtained
after decrypting each component of Enc(9) and adding them
together. Defining Dec+ = f + ◦ Dec, it holds that ψ =
Dec+(sk,Enc(pk, 9)). To conduct the encrypted control, 8
and ξ , which are real numbers, must be conversed to the com-
ponents ofM. This study employs the mapping used in [39].
Based on the above discussion, we implemented the

encrypted control in bilateral control. For (2), by performing
inverse z transformation and focusing on each term, the
coefficient matrix, 8l , and the state vector, ξl , are shown as
follows:

8l = [−Kad ,−Kap,−Kai,−Kap,−Kai], (6a)

ξl(k) = [Ḟl(k),Fl(k),
k∑
τ=0

Fl(τ )1T ,

Fld (k),
k∑
τ=0

Fld (τ )1T ]⊤. (6b)

By applying the ElGamal encryption to (6a) and (6b), the
encrypted coefficient matrix, 8E

l = Enc(8l) and the
encrypted state vector, ξEl = Enc(ξl) are calculated, where
Enc calculates the encrypted value at each component.
Therefore, Vl is obtained as follows:

Vl = Dec+(9E
l ), 9E

l = f ×(Enc(8l),Enc(ξl)), (7)

enabling the control operations and state variables of the
leader device to be hidden.
For the follower device, we inversely transform z for (3a),

(3b) and further split it into the inner product of the coefficient
matrix and the state vector as follows:

8f = [−KapKpd ,−(KapKpp + KaiKpd ),

− (KapKpi + KaiKpp),−KaiKpi,

KapKpp,KapKpi + KaiKpp,

KaiKpi,−Kad ,−Kap,−Kai], (8a)

ξf (k) = [ẋf (k), xf (k),
k∑
τ=0

xf (τ )1T ,
k∑
υ=0

υ∑
τ=0

xf (τ )1T1T ,

xfd (k),
k∑
τ=0

xfd (τ )1T ,
k∑
υ=0

υ∑
τ=0

xfd (τ )1T1T ,

Ḟl(k),Ff (k),
k∑
τ=0

Ff (τ )1T ]⊤. (8b)

By applying the ElGamal encryption using (8a) and (8b),
Vf is obtained as follows:

Vf = Dec+(9E
f ), 9E

f = f ×(Enc(8f ),Enc(ξf )), (9)

which also enables the control operations and state variables
of the follower device to be hidden.

E. ATTACK MODEL
This study considered the FDI attack under the assumption
that the attackers know that the ElGamal encryption scheme
is used for the encrypted control system and can access the
network of the bilateral control system unauthorized. The
attack exploits malleability in the ElGamal encryption, and
an attack function a : C × Z2→ C is introduced as follows,

a(c(k), α) = (c1, αc2 mod p), ∀k ≥ K , (10)

where α ∈ Z≥2 and K ∈ Z≥0 are an attack parameter and
a step when the attack starts, respectively. The multiplication
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of c2 by α results in manipulating a corresponding plaintext
m, i.e., Dec(a(c, α)) = αm.

The bilateral control system involving the FDI attacks
in (10) is shown in Fig. 6. The blocks, a(xEfd , α1) and
a(FEld , α2), are the functions that falsify the references in
ciphertext: xEfd = (cfd1 , c

fd
2 ) and F

E
ld = (cld1 , c

ld
2 ). The falsified

references, denoted as xE
′

fd and FE
′

ld , can be described using
the attack function a and attack parameters αi ∈ Z≥2, ∀i ∈
I := {1, 2},

xE
′

fd (k) = a(xEfd , α1) = (cfd1 , α1c
fd
2 mod p),

FE
′

ld (k) = a(FEld , α2) = (cld1 , α2c
ld
2 mod p). (11)

The attacks correspond to the manipulation of the original
plaintexts as follows,

Dec(xE
′

fd (k)) = α1xfd (k), Dec(F
E ′
ld (k)) = α2Fld (k). (12)

This causes the impairing of tracking performance without
the operator noticing. Compared to general FDI attacks on
ElGamal-type encrypted control systems, which generate
white noise after decryption, the considered FDI attacks do
not generate white noise, making their detection challenging.
Studies, such as [39] and [40], have demonstrated that
missing the detection for a while can destabilize bilateral
control systems. Therefore, this study aimed to restore the
falsified references to their original values in the event of an
attack.

III. PROPOSED METHOD
This section proposes an algorithm for restoring refer-
ences (12) that have been falsified by the FDI attacks to their
original values, thereby canceling the impacts of the attacks
on the bilateral control system.

A. ALGORITHM
The proposed algorithm detects the FDI attacks and

restores the falsified references, and is summarized in

Algorithm 1 Detect and Cancel Algorithm

Require: c(k) ∈ {FE
′

ld (k), x
E ′
fd (k)},

σ (k) ∈ {0, 1, 2, 3}, α̂(k), γ̄ , k ∈ Z≥0
H = {Hl,Hf },
Hl = {ẋl(0), · · · , ẋl(k),Fl(0), · · · ,Fl(k)},
Hf = {ẋf (0), · · · , ẋf (k),Ff (0), · · · ,Ff (k)}

Ensure: cc(k), σ (k + 1), α̂(k + 1), γ̄
1: γ (k)← (13)
2: if σ (k) == 0 then
3: CheckGamma(c(k), γ (k))
4: else if σ (k) == 1 then
5: EstimateAttackParam(c(k), γ̄ )
6: else if σ (k) == 2 then
7: CancelAttack(c(k), γ (k), α̂(k))
8: else if σ (k) == 3 then
9: ModifyAttackParam(c(k), α̂(k), γ̄ )
10: end if

FIGURE 5. Flowchart of the proposed algorithm that selects one of the
four functions based on σ (k).

Algorithm 1, as well as its flowchart is illustrated in Fig. 5.
The algorithm is executed at every step by the receivers,
represented by the Detect and Cancel blocks in Fig. 6 on both
the leader and follower sides. The inputs for the algorithms
on the leader and follower sides are the encrypted reference
and history of the data sequence, denoted as c(k) = FE

′

ld (k)
and Hl for the leader, and c(k) = xE

′

fd (k) and Hf for
the follower, respectively. The outputs are the restored or
modified references, denoted as cc(k) = FEcld (k) for the leader
and cc = xEcfd (k) for the follower. Additionally, initial values
of the estimated attack parameter α̂i ∈ Z≥0, ∀i ∈ I, a function
selector σ ∈ {0, 1, 2, 3} are set to α̂i(0) = 1 and σ (0) = 0,
respectively, and status variable st is set toNormal, indicating
whether an attack is deemed to be occurring.

The flowchart in Fig. 5 is detailed, with the subscripts for
variables indicating the leader and follower omitted because
the algorithms are the same. The algorithm receives c andH,
updating four memory-type inner variables: σ , α̂, γ̄ ≥ 0, and
t ∈ Z0. Based onH, the algorithm calculates γl in the leader
side and γf in the follower side as follows:

γl(k) =
RMSl(k)
Ml

, γf (k) =
RMSf (k)
Mf

, (13)

where RMS represents the amplitude of monitored energy,
considering the k ≥ T ,

RMSl(k) =

√√√√ 1
T

T−1∑
τ=0

(dPOl(k − τ ))2,

RMSf (k) =

√√√√ 1
T

T−1∑
τ=0

(
dPOf (k − τ )

)2
, (14)
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Function 1 CheckGamma: Calculate γ (k)
Input: c(k), γ (k)
Output: cc(k), σ (k + 1), γ̄
1: if ⌊γ (k)⌉ ≥ 2 then
2: σ (k + 1)← 1
3: else
4: σ (k + 1)← 0
5: end if
6: cc(k)← c(k)
7: γ̄ ← γ (k)

Function 2 EstimateAttackParam: Estimate α
Input: c(k), γ̄
Output: cc(k), α̂(k + 1), σ (k + 1)
1: cc(k)← c(k)
2: ccan← [a−1(c, 2), · · · , a−1(c, ⌊γ̄ ⌉)]⊤

3: Hc← {Hc, ccan}
4: α̂(k + 1)← 1
5: if t < Tα then
6: σ (k + 1)← 1
7: t ← t + 1
8: else if t == Tα then
9: if ¬(δ(Dec(Hc)) ≥ [θ, · · · , θ]⊤) then
10: σ (k + 1)← 2
11: α̂(k + 1)← max i+ 1 s.t. (δ(Dec(Hc))i ≤ θ
12: st ← Attacked
13: else
14: σ (k + 1)← 0
15: end if
16: t ← 1
17: Hc← φ

18: end if

and M is defined as:

Ml =
1
N

N−1∑
τ=0

RMSl(k − τ ),

Mf =
1
N

N−1∑
τ=0

RMSf (k − τ ), (15)

where M is the average value of the corresponding RMS
over steps of window length N ∈ Z≥0 assuming no
attacks. M is pre-calculated offline data. The index γ

indicates a ratio of RMS to M . Under normal condi-
tions, this ratio is approximately one, as RMS ≃ M .
However, the value tends to increase during the FDI
attack. Ideally, if the impacts of the attack are perfectly
canceled, the index will again approach one. Subsequently,
based on σ , the algorithm selects and executes one of
four functions: CheckGamma, EstimateAttackParam,
CancelAttack, and ModifyAttackParam, detailed in
Functions 1, 2, 3, and 4, respectively.

Function 3 CancelAttack: Cancel the Effects of Attack
Input: c(k), γ (k), α̂(k)
Output: cc(k), α̂(k + 1), σ (k + 1), γ̄
1: cc(k)← a−1(c(k), α̂(k))
2: α̂(k + 1)← α̂(k)
3: if k mod T == 0 and ⌊γ (k)⌉ ≥ 2 then
4: σ (k + 1)← 3
5: else
6: σ (k + 1)← 2
7: end if
8: γ̄ ← γ (k)

Function 4 ModifyAttackParam: Modify α̂
Input: c(k), α̂(k), γ̄
Output: cc(k), σ (k + 1), α̂(k + 1)
1: cc(k)← a−1(c(k), α̂(k))
2: α̂(k + 1)← α̂(k)
3: ccan← a−1(c(k), ⌊γ̄ ⌉α̂(k))
4: Hc← {Hc, ccan}
5: if t < Tα then
6: σ (k + 1)← 3
7: t ← t + 1
8: else if t == Tα then
9: if δ(Dec(Hc)) ≤ θ then

10: α̂(k + 1)← ⌊γ̄ ⌉α̂(k)
11: end if
12: σ (k + 1)← 2
13: t ← 1
14: Hc← φ

15: end if

1) FUNCTION: CHECKGAMMA
This function determines whether ⌊γ (k)⌉ ≥ 2. It assumes
c(k) and γ (k) as inputs. If ⌊γ (k)⌉ ≥ 2, σ (k + 1) is set to one;
Otherwise, σ (k + 1) is set to zero. In line 6, cc(k) is assigned
the value of c(k). In line 7, γ̄ is updated to the current γ (k),
which is used in EstimateAttackParam. This function
does not update α̂, indicating α̂(k + 1) = α̂(k).

2) FUNCTION: ESTIMATEATTACKPARAM
This function determines whether the FDI attack has occurred
by estimating α, requiring Tα steps. Initially, cc(k) is set
to c(k). In line 2, a vector of

[
2 3 · · · ⌊γ̄ ⌉

]
is prepared

as the candidates of α̂, and calculates the component of
ccan(k) ∈ C⌊γ̄ ⌉, representing the list of the canceled encrypted
references for each candidate for c(k). A cancellation function
is defined as follows:

a−1(c, α̂) = (c1, c2(α̂)−1 mod p), (16)

where (·)−1 is the modular inverse modulo p. This function
serves as the inverse of (10); if α̂ = α, then (16)
returns the ciphertext before falsifying, i.e., a−1((c1, αc2 mod
p), α̂) = (c1, αc2(α̂)−1 mod p) = (c1, c2), effectively
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FIGURE 6. Overview of the block diagram in this study. The FDI attack (10) is conducted at a(·, ·) block. The proposed algorithm runs at Detect and Cancel
block.

canceling the impact of the FDI attack. ccan(k) is computed
as [a−1(c(k), 2), · · · , a−1(c(k), ⌊γ̄ ⌉)]⊤. In line 3, ccan(k) is
stored in Hc ∈ C⌊γ̄ ⌉×Tα , and this storage is repeated over Tα
steps (lines 4-7), with t tracking the number of repetitions.
Lines 9-15 compute the variance for each component inHc:

δ(Dec(Hc)) =
1
Tα

Tα−1∑
τ=0

(Dec(ccan(k − τ ))− µ)2, (17)

where µ = 1
Tα

∑Tα−1
τ=0 Dec(ccan(k − τ )), and Dec denotes the

decryption of each component of vector ccan(k). If at least
one component of δ is less than the threshold θ , the logical
expression in line 9 evaluates to true, assigning σ (k + 1) as
two and updating α̂(k+1) to i+1, where i is the index of δ. The
index shift i+1 reflects the mapping of index of i = 1, 2, · · ·
to the candidate α̂ = 2, 3, · · · . The status variable st is set
to Attacked in line 12. If the condition is false, σ (k + 1) is
reset to zero in line 14. Finally, t and Hc are reinitialized in
lines 16 and 17.

3) FUNCTION: CANCELATTACK
This function computes the encrypted reference before
falsification, effectively canceling the effects of the FDI
attack. c(k), γ (k), and α̂(k) are received as inputs, and then the
output cc(k) is calculated. In line 1, cc(k) is determined using
the cancellation function defined in (16). Line 2 maintains the
value of α̂(k) for the next step by setting α̂(k + 1). Typically,
σ (k + 1) is set to two; however if ⌊γ (k)⌉ ≥ 2 holds every
T step, then σ (k + 1) is set to three to trigger an update
of α̂. This condition is to judge whether the falsified signal
has been modified perfectly. This is judged using γl and
γf , which are calculated only using the modified data after
T step. Repetition with ‘‘k mod T == 0’’ is to perform
Function 4 again if the modification fails owing to the energy
fluctuations other than the attack. Line 8 updates γ̄ with the
value of γ (k) for use in ModifyAttackParam.

4) FUNCTION: MODIFYATTACKPARAM
This function is responsible for updating α̂. c(k), α̂(k),
and γ̄ are received as inputs. In lines 1 and 2, cc(k) is

recalculated using (16), and α̂(k + 1) is directly set to α̂(k).
Lines 3 and 4 involve calculating ccan(k) and storing in the
historyHc. This procedure is repeated Tα times as delineated
in lines 5-7. Line 8 calculates δ(Dec(Hc)) using (17). In this
function, δ(Dec(Hc)) is scalar, which is different from that in
Function 2. Line 9 determines if δ(Dec(Hc)) ≤ θ . If true,
α̂(k + 1) is updated to ⌊γ̄ ⌉α̂(k) in line 10; the operation
⌊γ̄ ⌉α̂(k) will be detailed in the following section. Finally,
lines 12-14 reset σ (k + 1) to two, and initialize t andHc.

B. THEORETICAL RESULTS
This section discusses how the proposed algorithm can enable
the detection of the attack and restoration of the falsified
references in a finite step. Lemma 1 and Lemma 2 provide
critical support for Theorem 1 and are discussed as follows.
Lemma 1: Assume that xf ≃ xfd and Fl ≃ Fld . For the

FDI attacks with attack parameters, αi, ∀i ∈ I, in (II-E), γl
and γf in (13) satisfy the following inequalities, respectively:

γf (k) ≃
α1

α̂1(k)
, γl(k) ≃

α2

α̂2(k)
, ∀k ≥ K + K2,

where K2 ∈ Z0 is sufficiently large; α̂i is updated in
Function 2 and Function 4.

Proof: At step K , ẋfd and Fld are multiplied by α1 and
α2, respectively. The leader and follower algorithms modify
the attacked references using a−1(c′, α̂) to yield α2Fld/α̂2
and α1xfd/α̂1, respectively. Denoting F ′l and x

′
f as the control

outputs affected by the FDI attack and modification, it is
valid to assume that F ′l ≃ α2Fld/α̂2, and x ′f ≃ α1xfd/α̂1.
Let us denote dPO′l and dPO′f as dPOl and dPOf under
attack, respectively, expressed as follows, dPO′l(k) = (ẋl(k−
T2)F ′l (k − T2) − ẋl(k − T1 − T2)F ′l (k)) ≃ (α2/α̂2)(ẋl(k −
T2)Fl(k − T2) − ẋl(k − T1 − T2)Fl(k)) = α2dPOl(k)/α̂2
and dPO′f (k) = (ẋ ′f (k)Ff (k − T1 − T2) − ẋ

′
f (k − T1)Ff (k −

T1)) ≃ (α1/α̂1)(ẋf (k)Ff (k − T1 − T2) − ẋf (k − T1)Ff (k −
T1)) = α1dPOf (k)/α̂1. When steps K2 > T pass after the
attack occurs, (14) can be updated with dPO′. Thus, from the
property of the ratios (13) and the assumption that xf ≃ xfd
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and Fl ≃ Fld , the following approximation is held,√√√√ 1
T

T−1∑
τ=0

(
dPO′l(k − τ )

)2
≃
α2

α̂2

√√√√ 1
T

T−1∑
τ=0

(dPOl(k − τ ))2.

From the definition of γ , the following approximation is held,

γl(k) ≃
α2

α̂2

RMSl(k)
Ml

≃ α2/α̂2,

and similarly, γf (k) ≃ α1/α̂1 holds for k ≥ K + K2.
Remark 1: The assumption in Lemma 1 is valid when the

leader device operates in a constant cycle. The approxima-
tions xf ≃ xfd and Fl ≃ Fld indicate that the controlled
outputs sufficiently track the references for both the leader
and follower sides. Because identifying the mathematical
conditions that achieve such tracking is challenging, we rely
on experimental observations to validate these approxima-
tions. In this situation, as shown in Fig. 6, because the attack
functions, a(xEfd , α1) and a(F

E
ld , α2) are located after the time

delay blocks, T1 and T2, the effect of the attack appears in
Fl and xf without time delay. However, if the attack occurs
before the time delay, the effect appears with the time delay.
Therefore, time delay steps, T1 and T2, are added to K2, but
the conclusion does not change.
Lemma 2: Denoting the encrypted reference correspond-

ing to m ∈ M as c ∈ C, the encrypted reference falsified
by (10) as c′, and the modified encrypted reference as ccan =
a−1(c′, α̌). Subsequently, the decryption of ccan is expressed
by,

Dec(ccan) =

{
νm, if α = α̌ν,
(αm+ lp)/α̌, otherwise,

where ν ∈ Z≥1 and l ∈ Z.
Proof: The decryption of ccan is Dec(ccan) =

(α̌)−1αm mod p. When α̌ is a divisor of α, there exists
ν ∈ Z≥1 such that α = α̌ν holds. In this case, Dec(ccan) =
(α̌)−1α̌νm mod p = νm mod p. Conversely, when α̌ is not a
divisor of α, αm mod α̌ = i, ∀i ∈ {0, 1, · · · , α̌ − 1}. We can
choose l ∈ Z such that lp mod α̌ = α̌− i, which is consistent
with the properties of modular arithmetic. This results in
(αm + lp) mod α̌ = i + α̌ − i = α̌ = 0, implying αm + lp
is a multiple of α̌. Using ql ∈ Z, αm + lp can be expressed
as α̌ql , where ql = (αm+ lp)/α̌. Thus, Dec(ccan) is given by,
Dec(ccan) = (α̌)−1αm mod p = (α̌)−1(αm + lp) mod p =
(α̌)−1α̌ql mod p = ql mod p = (αm+ lp)/α̌.
Remark 2: Lemma 2 indicates that when α̂ is not a divisor

of α, the time series data of Dec(ccan) exhibit significant
fluctuations compared to when α̂ is a divisor of α. This
oscillation behaves similarly to a pseudo random number
generator. Therefore, we can appropriately tune θ to ensure
that α̂, satisfying the condition of line 9 in Function 2 and
line 9 in Function 4, is a divisors of α.
Lemma1 andLemma2 support the followingTheorem1.
Theorem 1: Considering the bilateral encrypted con-

trollers (7) and (9), the proposed algorithm is implemented
on the leader and follower sides. Assume the attacker initiates

the FDI attack (II-E) starting at step K ∈ Z0. Subsequently,
there exists a finite stepK1 such that α̂(k) = α, ∀k ≥ K+K1.

Proof:We aim to establish thatK1 can be a finite integer.
According to the proposed algorithm and Lemma 1, γ (k)
begins to converge to specific finite values by step K2, which
exceeds T (i.e., T < K2). This results in σ being updated to be
one in Function 1 K2 steps following the attack’s initiation.
In Function 2, the algorithm stores Hc using the cancel-

lation function of a vector
[
2 3 · · · ⌊γ̄ ⌉

]⊤ and evaluates
the condition at line 9 using (17) and Lemma 2. If the
current situation meets r = 1 as specified in Lemma 2,
then α̂ = ⌊γ̄ ⌉ holds, indicating that the attack parameter is
correctly identified as α̂ = α. Meanwhile, if r ̸= 1, then
α̂ ̸= α, triggering Function 2 to execute once within the
algorithm; thus necessitating Tα steps to update α̂ and the
status st in lines 11 and 12, respectively.

When Function 3 is activated, it continually outputs
updated control signals cc for T steps without updating the
estimated attack parameter α̂. If r = 1 is involved, the
actions in line 9 result in a perfect cancellation of the attack’s
effects because r = 1 implies that ⌊γ̄ ⌉ = 1. Therefore,
the steps needed to correct the falsified references are finite,
specifically, K1 = T + Tα + 1. In instances where r ̸=
1, it assumes T steps to adjust σ to three, indicating that
Function 4 will be selected in subsequent steps.

Function 4 continuously processes the update of α̂ at line 2
or 10 and the attack cancellation at line 1 for Tα steps, after
which it reverts to Function 3 by setting σ to two at line 12.

If the update α̂(k+1) at line 10 indicates r = 1 according to
Lemma 2, then perfect cancellation is realized inFunction 3;
otherwise, the cancellation fails, and scenarios where r ̸= 1
in Function 3 are reassessed. Because r ̸= 1 implies that
⌊γ̄ ⌉ ≥ 2 as noted in Remark 2, the algorithm opts to update
α̂(k + 1) such that α̂(k + 1) > α̂(k). Consequently, the
current γ (k) in Function 3 is reduced compared to γ̄ used in
Function 4 during the prior step. The iterative execution of
Function 3 and Function 4 gradually leads γ (k) to converge
to one as k increases. Therefore, a γ value of one signals the
cessation of the attack cancellation, which implies that
the restoration of the attached references is achieved within
the finite steps: K1 = T + Tα + (κ − 1)(T + Tα) + 1 =
κ(T +Tα)+1, where κ−1 represents the number of updates
performed on α̂ at line 10 in Function 4.

Theorem 1 states that the proposed algorithm detects the
FDI attack and accurately estimates the true values of attack
parameters α1 and α2, effectively canceling the impact of the
FDI attack. However, as noted inRemark 1, the assumptions
that xf ≃ xfd and Fl ≃ Fld are challenging to justify
mathematically. In the following section, this study examines
the reasonableness of these assumptions and experimentally
evaluates the effectiveness of the proposed algorithm.

IV. EXPERIMENTAL DEMONSTRATION
This section experimentally demonstrates that the proposed
algorithm allows the detection and cancellation of the impact
of the FDI attacks on the constructed bilateral control system.
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FIGURE 7. Pneumatic circuit and control systems of the experimental
setup.

FIGURE 8. Overview and schematic diagrams of the leader and follower
devices consisting of masses and pneumatic cylinders.

A. EXPERIMENTAL SETUP
The experimental setup’s pneumatic circuit and control
systems are shown in Fig. 7, where blue lines indicate airflow
and black dotted lines represent electrical signals. The leader
and follower devices of the constructed bilateral control
system were one-degree-of-freedom, single-rod pneumatic
cylinders of identical structure, as shown in Fig. 8. This
setup verifies the effectiveness of the proposed algorithm
for broader discussions on complex systems. Contrary to the
commonly used second-order delay electric drive systems,
the pneumatic drive system is a third-order delay system,
which introduces additional complexity.

Linear encoders and pressure sensors measure the position
and pressure of the leader and follower devices. The control
voltages, Vl and Vf , are calculated using the sensor values
according to (7) and (9), and then input to the servo
valves. The leader device was set up for force control,
while the follower device managed position control, which
incorporated aspects of force control. The servo valves
adjusted the pneumatic cylinder pressures based on the
control voltages. An operator periodically maneuvered the
leader device with frequency f and amplitude A, while
pneumatic pressure actuates the follower device. In this case,
as a hand moved the cylinder, Fh changes in balance with

TABLE 1. Experimental parameters.

TABLE 2. Type and nature of attacks conducted in the experiment.

cylinder force and friction force. Regarding the external
force, an obstacle did not place in forward of the follower
device; thus so Fe = 0.

Parameter values used in the experiments are listed in
TABLE 1. The communication time delays T1 and T2 were
set to 25. The window width of (14), denoted as T , was
set as 10000 to encompass two cycles of the input motion.
The step length of (15), N , was set as 20000 to include
five cycles within the window. Thresholds for the condition
¬(δ(Dec(Hc)) ≥ [θ, · · · , θ]⊤), denoted as θl and θf , were
determined based on the variances of the reference signals.
With the input motion in this study, the amplitudes of the
leader’s force and follower’s position reached maximum
values of 5.0 N and 0.03 m, respectively. Thus, θl was set
to 5.02 N and θf to 0.032 m. Other parameters were decided
experimentally by trial and error.

B. ATTACK SCENARIOS
The detailed attack scenarios are outlined in TABLE 2.
Our experiments considered the attacks on the encrypted
reference of the leader, FE

′

ld , or the encrypted reference of
the follower, xE

′

fd . The FDI attacks were executed every step
according to (II-E) and commenced at 80 s after the operation
begins. The experiments explored the following cases:
(i) α1 = 1, α2 = 1: No attack is simulated; (ii) α1 = 1,
α2 = 2: The attacker falsifies the leader’s reference force,
Fld to twice its intended value; (iii) α1 = 1, α2 = 4: The
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FIGURE 9. Result of the attack scenario (i): There is no attack.

attacker falsifies the leader’s reference force,Fld to four times
its intended value; (iv) α1 = 2, α2 = 1: The attacker falsifies
the follower’s reference position, xfd , to twice its intended
value.

C. EXPERIMENTAL RESULTS
The experimental results of the attack scenarios (i)-(iv)
are shown in Figs. 9-12, respectively. Subfigures (a)-(f)
display time responses of position, velocity, and force of the
cylinder, index, status, and estimation of attack parameters,
respectively. In these figures, the red and blue lines represent
the leader and follower, respectively. The green line in
Figs. 10-12 marks the start of the attack at 80 s. The magenta
broken line indicates the true values of attack parameters α1
and α2.
According to Fig. 9, the follower and leader devices

were controlled to track the leader’s position and follower’s
force, respectively. Fig. 9b displays that both γl and γf
hovered around one, indicating the absence of attacks. Fig. 9e
confirms that the algorithm judged the status as Normal, and
Fig. 9f shows that α̂1 and α̂2 consistently remained at one,
resulting in no false positives.

Fig. 10 illustrates that the follower device was controlled
to track the position of the leader, while the leader force was
manipulated to be twice the value of the force of the follower
owing to the attack (12). Fig. 10b indicates that after the attack
began, γl approached 1.8 and returned to approximately one
in 10 s (the window width), validating Lemma 1. Fig. 10e

FIGURE 10. Results of attack scenario (ii) with κ = 1.

shows that after the attack initiation, 0.198 s, the algorithm
detected it as the status changed to Attacked, and the falsified
reference was subsequently modified as demonstrated in
Fig. 10f. When the index γl returned to approximately one,
the algorithm recognized the completion of restoring the
falsified reference. The process took approximately 90 s with
κ equaling one. Consequently, confirming that the algorithm
could detect and cancel the impact of the attack in a finite
number of steps.

Fig. 11 depicts the follower device controlled to track the
position of the leader, while the force of the leader tracked
the falsified reference value of the force of the follower.
Fig. 11d shows γl rising from 80 s and decreasing back
to one around 100 s. Figs. 11e and 11f reveal that 1.322 s
post-attack the algorithm detected the anomaly based on the
status change to Attacked, and then the falsified reference
was modified twice to align with the true value α2 = 4. The
algorithm recognized the restoration completion at the second
modification at 90.099 s, and κ was two. This case verified
that Function 4 operated correctly.
Fig. 12 demonstrates that the leader’s force was controlled

to track the reference of the follower’s force, while the
position of the follower tracked the falsified reference value
of the position of the leader. Fig. 12d shows that ⌊γl⌉ and
⌊γf ⌉ in Function 1 exceeded two after the attack, while
in the window width, γl and γf returned approximately to
one. The significant numbers in both γ measurements are
owing to the impulsive behavior of the follower device’s
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FIGURE 11. Result of attack scenario (iii) with κ = 2.

FIGURE 12. Result of attack scenario (iv) with κ = 1.

velocity and force resulting from the falsified reference of
the follower’s position. Here, ⌊γl⌉ exceeded two, while the

FIGURE 13. Overview of the experimental equipment when there is an
obstacle 0.05 m in front of the follower device.

inequality condition in line 9 in Function 2 are not satisfied.
Regarding ⌊γf ⌉, there existed at least one component that
meets the condition in line 9 in Function 2. Consequently,
the algorithm determined that the follower’s reference was
attacked while that of the leader was not. Figs. 12e and 12f
demonstrate that 0.139 s after the attack, the algorithm
detected the anomaly based on the follower’s status changing
to Attacked, and then the falsified reference was modified to
reach the true value α1 = 2. This scenario confirmed that
Function 2 functioned correctly.

The experimental results confirmed that the proposed
algorithm effectively detected and restored the FDI attack on
the encrypted references, as the estimated attack parameters
align with the true values within a finite number of steps,
as supported by Theorem 1.

V. DISCUSSION
This section discusses the challenges of the method, thereby
realizing of more secure control systems.

A. ADDITIONAL VALIDATION UNDER CONTACT WITH
OBSTACLE
This section considers another scenario where the follower
device physically contacts the environment, indicating the
external force Fe is not zero, to experimentally validate the
effectiveness of the proposed algorithm. Practically, several
situations involve obstacles, such as biological tissues (bones,
organs, etc.) in tele-surgical operations. Note that such
situations are excluded in Theorem 1.
Fig. 13 illustrates the bilateral control system and an

obstacle. The distance between the follower cylinder and
the obstacle is 0.05 m. The control systems, along with the
implemented algorithms and their parameters, are consistent
with those used in the experiments, which have been
discussed in the previous section. The attack scenario, labeled
as (v), involves falsifying the leader’s reference to be twice its
intended value.

The results of this attack scenario are displayed in Fig. 14,
where the format and line meanings are consistent with those
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FIGURE 14. Result of attack scenario (v) with κ = 1.

in Figs. 9-12. From Figs. 14a and 14c, the follower device
was controlled to track the position of leader; the position of
follower did not exceed 0.05 m; the forces of both the leader
and follower became impulsive and larger than in scenarios
(i) − (iv), caused by contact with the obstacle. The leader’s
force was controlled to track the follower’s force, indicating
successful restoration of the falsified reference. Fig. 14d
shows that the γ values for both leader and follower exceeded
two owing to the increased energy from the external force.
Although ⌊γf ⌉ exceeded two, the inequalities at line 9 in
Function 2 are not satisfied, implying that the algorithm did
not detect an attack on the follower’s reference. Meanwhile,
for ⌊γl⌉, at least one component satisfies the inequality,
resulting in the detection of the FDI attack on the leader’s
reference. Figs. 14e and 14f show that the algorithm detected
the attack 0.123 s after its commencement; subsequently,
α̂2 adjusted to the true value α2 = 2. Consequently, the
experimental result demonstrates the effectiveness of the
algorithm in the situation involving contact with an obstacle.
The presence of Fe affects the detectability. Compared to the
discussion in Section IV where Fh is present but Fe is not,
the presence of Fh and Fe increases the energy, making the
detection easier.

B. TIME TO ATTACK DETECTION AND CANCELLATION
This section discusses the steps required to restore the
attacked reference, and considers appropriate parameter
tuning for the proposed algorithm. TABLE 3 lists the times

TABLE 3. Time to detect the FDI attack and cancel the effects in the
experiments. Cancellation implies to cancel the FDI attack’s effect
perfectly, that is, α̂ = α.

taken to detect the attack and restore the falsified references
for each of the attack scenarios (ii) to (v). As shown in
TABLE 3, detection time ranges from as fast as 0.123 s to
as late as 1.322 s, while restoration time varies from as quick
as 0.124 s to as prolonged as 10.099 s. Considering κ , in the
attack scenario (ii), (iv), and (v), κ = 1 while in attack
scenario (iii), κ = 2.
For example, in tele-surgical operations, the restoration

time affects the burden on the patient; thus the proposed
algorithm must be designed to minimize this time. As shown
in Theorem 1, the restoration time K1 is expressed as κ(T +
Tα) + 1. Therefore, it is important to tune the parameters to
shorten the restoration time. K1 is composed of T and Tα ,
which can be adjusted by system users, and κ , which cannot
be adjusted by them. Regarding the former, future work
will consider a parameter-tuning method according to the
dynamics of the system. For the latter, although system users
cannot directly control κ , devising a method to estimate κ
from the impact of the attack will be a challenge in future
work.

C. TYPES OF INPUT MOTION
This section examines the types of input motion to which
the proposed algorithm can be applied, aiming to expand its
applicable domain. This domain is determined by calculat-
ing γ . As defined in (14), γ is calculated using RMS(k),
which represents online data, andM , which represents offline
data. Thus, the domain of the input motion should align
closely with that of the offline data. For periodic motion,
there exist various types depending on the frequency f . When
f is higher than that used in the offline data, the γ values
exceed one owing to increased energy, which typically does
not result in false positives, as demonstrated in Section IV.
Conversely, when f is lower than that of the offline data, the γ
values fall below one owing to decreased energy, which may
prevent the detection of FDI attacks. Considering the diverse
domains applicable to various input operations, it is important
to expand the domain in which the proposed algorithm is
effective. This expansion will be studied in the future work.

VI. CONCLUSION
In this study, an algorithm to detect and restore FDI attacks
on a bilateral encrypted control system was proposed. In
particular, the FDI attack model considered here involved
falsifying encrypted reference signals using the malleability
of encryption schemes, which can significantly impair the
performance of control systems. The proposed algorithm
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detects and restores such attacks by estimating the attack
parameters based on the amount of energy change throughout
the system, despite the users lacking information about the
attacker’s model. Theoretically, the proposed method can
detect and restore functionality in finite steps.Moreover, from
the experiments, the authors detected and restored the FDI
attack, supporting the theoretical results; thus the proposed
algorithm can enhance the security of cyber-physical systems.
In future work, the authors will refine the proposed

algorithm to further enhance system security. This will
include developing parameter-tuning methods to shorten
restoration times and expanding the applicable domain of
input motion. These improvements are expected to contribute
to the realization of more secure cyber-physical systems.
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