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ABSTRACT Fingerprint-based biometric systems are widely used because of their advantages against
conventional authentication systems based on passwords and tokens. However, a major limitation is that
individuals’ fingerprint information cannot be easily changed if compromised. The fuzzy vault is a promising
technique that secures fingerprint data by generating a set of data from the fingerprint using an injective
function, preventing the original fingerprint from being regenerated. Nevertheless, the fingerprint fuzzy
vault is computationally intensive and requires substantial memory resources. We propose enhancing
the performance of fingerprint fuzzy vaults and reducing resource consumption using a new chaff point
generation technique based on square boundaries and composite representation. We conducted integration
testing along with detailed benchmarking of the fingerprint fuzzy vault using square-boundary generation
against other techniques proposed in the literature for each stage. The experiments demonstrate that
our proposal yields relatively better results in terms of False Rejection Rate, False Acceptance Rate,
computational time, the number of chaff points generated, and memory usage.

INDEX TERMS Biometric, chaff points generation, composite representation, fingerprint fuzzy-vault.

I. INTRODUCTION

With the spread of new technologies such as the Internet of
Things (IoT), Cloud Computing and mobile communication,
novel business models like Industry 4.0, smart cities, and
distributed supply chains have emerged. In these models,
authenticating human activities and actions becomes an
essential component of business processes and underlying
information systems. This has driven the need for fault-
tolerant, flexible, and lightweight biometric authentication
schemes. Biometrics utilizes individuals’ unique physical
features or characteristics to authenticate people. However,
biometric authentication techniques suffer from two signif-
icant problems. First, unlike passwords or magnetic cards,
biometric templates cannot be easily replaced if their data are
compromised. Hence, the templates must be secured. Second,
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measurements of the same biometric property (fingerprint,
iris, etc.) vary according to parameters such as resolution,
sensing distance, noise, etc. Consequently, conventional
encryption techniques used to secure non-biometric data are
unsuitable for biometric templates, as using an error threshold
during recognition is essential.

Numerous cryptosystems adapted for biometrics have been
proposed to overcome this problem [32], [47], [50]. One
of the most promising biometric cryptosystems for securing
biometric modalities is the fuzzy vault [48], [49] especially
fingerprints is [5], [15], [18], [23]. The fingerprint fuzzy
vault process consists of two phases: vault encoding and vault
decoding. Vault encoding involves encrypting a secret key
with fingerprint features after adding chaff points (fake points
with the same data structures as authentic points) to generate
the vault. Vault decoding involves extracting the secret
key from the vault using fingerprint features. Each phase
comprises different stages. The encoding phase contains
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five stages: computation of the secret polynomial, feature
representation, point modeling, chaff point generation, and
vault storage. The decoding phase includes three stages:
point alignment, determination of the correspondence set, and
secret polynomial reconstruction.

Many techniques have been proposed to handle each stage
of the fingerprint fuzzy vault. Most works have focused
on feature representation, chaff point generation, and point
alignment, as these are the most complex and resource-
intensive stages. Thus, these stages should be optimized for
use in resource-constrained devices such as IoT objects.

In this context, in a preliminary work, we proposed a new
chaff point generation technique called square-boundary-
based generation (SBG) using composite representation [10].
However, only unit testing was conducted to assess the
efficacy of the proposed technique. As mentioned, SBG is
intended to be used in combination with other techniques
in the eight stages of the fuzzy vault process. Therefore,
a complete assessment involving the different stages and
phases is necessary. In this work, we conduct integration
testing and benchmarking involving our SBG and all possible
combinations of the main techniques proposed for the
different fuzzy vault stages [2], [3], [6], [33].

In this study, we aim to demonstrate the efficiency of our
proposal and provide researchers with relevant information
about appropriate strategies to ensure optimal implementa-
tion of feature representation, chaff point generation, and
point alignment stages when developing new proposals for
fuzzy vault processes.

The remainder of the paper is organized as follows:
Section II describes the most efficient fingerprint fea-
ture representations, the most used chaff point generation
techniques, and point alignment techniques. Section III
describes our new technique for chaff point generation using
square boundaries and composite representation. Section IV
outlines our experimental methodology used to compare
combinations of the most cited techniques used in fingerprint
fuzzy vault stages. Section V presents an experimental
comparison of the different technique combinations used in
the fingerprint fuzzy vault, including our proposal. Finally,
Section VI concludes and discusses the obtained results and
the study’s significance.

Il. FINGERPRINT FUZZY VAULT

The fingerprint fuzzy vault process has five stages in the
encoding phase and three stages in the decoding phase.
We describe each stage briefly as follows.

A. FUZZY VAULT ENCODING PHASE
First, the fuzzy vault encoding phase is composed of five
stages:

1) STAGE 1. COMPUTE THE SECRET POLYNOMIAL

The secret polynomial is generated from a secret key given
by the user. Each digit of the secret key is integrated as a
coefficient of a secret polynomial. Two strategies are used
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to compute a secret polynomial: the first one generates only
one polynomial from a secret key, while the second generates
multiple polynomials [14], [24].

2) STAGE 2. FINGERPRINT FEATURE REPRESENTATION
Some features are extracted from a fingerprint and repre-
sented in an adequate data format to avoid recognition errors.
While several features can be extracted from the fingerprint
(minutiae, ridge, texture, etc.), minutiae representation is
the most widely used [4], [21], [33]. Feature representation
is crucial because the other stages depend strictly on the
minutiae feature representation [22].

There are three main types of minutiae feature represen-
tations: representation by the tuple [20], representation of
minutiae by their neighbors (Composite, Voronoi...) [30],
[41] and representation by the hash table [20], [S1].

a: MINUTIAE REPRESENTATION BY TUPLES

Minutiae representation by tuples is a set of coordinates
describing the position of the minutiae. These coordinates
comprise only Cartesian coordinates (X, y) in a 2D rep-
resentation [40]. In 3D representation, an orientation 6 is
added to produce (X, y, ) set, representing a minutia’s
position and orientation [16]. In 4D representation, the
minutia type (endpoint or fork) is added to the tuple (x, y,
0, T). 4D representation is the most commonly used in the
literature [26].

b: MINUTIAE REPRESENTATION BY ITS NEIGHBORS
This representation describes the minutiae concerning its

neighbors. The main approaches for this representation are:
o The five nearest neighbors’ representation (Fig. 1-a)

describes a minutia (m) by the distances from its five
closest neighboring minutiae (m;) to form a structure
noted as {(r;, 0,-)}?:1. Where r; are the Euclidean
distances between m and m; and 6i are the angles formed
between mand m; [13].

« Voronoi neighbors: In this representation, a Voronoi
diagram [13] selects the neighbors of each minutia
instead of using Euclidean distances and angles.

« Composite representation (Fig.1-b): The minutia (m;) is
compared to its neighbors (m;) to generate a set of 3-
tuples (d;, @ij» ;) where:
dj; is the Euclidian distance between the minutia m; and
minutia m;;

@;; 1s the result of subtraction of the orientation angles
of m; and my;

0 is the anti-clockwise angle between the orientation of
m; and direction from mi to m;.

c: MINUTIAE REPRESENTATION BY GEOMETRIC HASH

In this representation, each point in the vault (m) is indexed
by all other points (b;) to form a set of tuples {(b;, m)}.
The geometric hash table requires a large amount of memory
as kx(k-1) sets of points must be generated, where k is the
number of points in the vault [20], [51].
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FIGURE 1. Examples of minutiae representation by its neighbours a- five nearest neighbors b- Composite representation.

3) STAGE 3. POINTS MODELING

The majority of feature representation structures employ
data represented as a collection of vectors. However, the
fuzzy vault process requires a scalar format. Consequently,
vector data are concatenated to form encoding units [19].
The techniques most commonly utilized in this stage are
sequential concatenation [28] and Galois representation [27].

4) STAGE 4. CHAFF POINTS GENERATION
Chaff points constitute a significant number of artificial
points generated to obfuscate the authentic ones [34]. Chaff
points possess the same representation and data structures as
minutiae features. The objective is to render the identification
of authentic points (minutiae), and hence, the acquisition of
the secret polynomial, challenging for adversaries. According
to [1], chaff point generation is subject to two constraints:
1) A chaff point should not be in close proximity to an
authentic point (minutiae);
2) Chaff points should not be in close proximity to one
another.
We employ the terms abscissa (c) and ordinate (d) to

determine the feature representation of a chaff point in this
stage [29]. We describe them as follows:

i. Chaff points Abscissae generation

The abscissa is a data structure that shares the same
representation as authentic points. In the fingerprint fuzzy
vault, abscissae are generated from minutiae by different
techniques. Our experiments compared the most cited
techniques in the literature: one threshold generation tech-
nique, two thresholds generation technique, and the square-
boundaries-based generation technique. Next, we explain
these techniques:

1. One threshold technique

This technique generates chaff points using a Euclidean
distance to separate each point in the vault from the other
points by a predefined threshold (8) (Fig. 2) [36].

2. Two thresholds technique

In one threshold technique, all the generated chaff points
maintain a minimum threshold from each other. Conse-
quently, the generated set of points exhibits a homogeneous
distribution of chaff points in the vault. However, in actual
cases, authentic points are often in close proximity to
one another, forming a high-density cluster. This enables
adversaries to distinguish this mass of points and identify
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FIGURE 2. Simulation of chaff-points generation with One-threshold
method.

authentic points using degree of freedom attacks [43].
To mitigate this issue, two thresholds are employed. The first
threshold (§7) ensures that a generated chaff point maintains
a minimum distance from any authentic point. The second
threshold (52) is used to tolerate having smaller distances
between chaff points themselves (Fig. 3) [36].
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FIGURE 3. Simulation of chaff-points generation with Two-thresholds
method.

3. Geometric shape-based technique:

This technique creates a boundary around each point of the
vault by a fixed-size geometric shape. Each geometric shape
must never overlap with other ones (Fig. 4) [16], [29].
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FIGURE 4. Simulation of chaff-points generation with Square-boundaries
method.

ii. Chaff points ordinates generation

The ordinate is an evaluation of the distance of chaff points
from the secret polynomial. Authentic points’ ordinates must
reside on the secret polynomial graph. In contrast, chaff
points’ ordinates must not be in close proximity to the secret
polynomial graph. This is employed to avoid ambiguity in the
decoding phase.

There are two strategies to generate the ordinates of chaff
points: The first involves randomly generating the ordinate
while ensuring that a chaff point (c;, d;) does not belong
to the secret polynomial graph. The second strategy uses
the formula d; = P (c¢;) + «, where P(c;) is a point on
the secret polynomial graph that corresponds to the abscissa
of the authentic point (c¢;), and « is a real scalar generated
randomly [26].

5) STAGE 5. VAULT CONSTRUCTION AND STORAGE
Authentic points and chaff points are combined to generate
a vault. render the detection of authentic points arduous by

obfuscating them amidst a substantial number of generated
chaff points [39], [52].

B. FUZZY VAULT DECONDING PHASE
The data-decoding phase comprises three stages as detailed
below:

1) STAGE 1. POINTS-ALIGNMENT

The misalignment between stored fingerprint templates and
newly acquired ones is corrected with the aid of an error
threshold to circumvent recognition failure [21], [38]. Point
alignment is the first stage in the decoding phase of the
fuzzy vault process. This stage attempts to establish an
alignment between authentic points in the vault and the
extracted minutiae from a fingerprint. Incorrect alignment of
certain features will inevitably result in authentication failure.
Numerous techniques exist to achieve point alignment.
However, the choice of technique is strongly contingent upon
the feature representation. This implies that each alignment
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technique is adapted to specific feature representations and
cannot be utilized with others.

The main strategies employed for points-alignment in
fingerprint fuzzy vault are:

i. Fingerprint pre-alignment.

Two main techniques are used. In the first technique,
minutiae are represented in relation to a pre-chosen strong
minutia used as a Reference point [37]. The second technique
uses Helper data, which generally refers to public data that
conveys sufficient information to perform the alignment
without divulging any useful information about the original
fingerprint [36].

ii. Fingerprint auto-alignment.

If the feature representation technique used in stage 2
is invariant to translation and rotation of fingerprint, then
all points are relatively aligned during recognition [31].
Thus, no pre-alignment process is implemented [27]. Feature
representations that are invariant to translation and rotation
include minutiae representation by its neighbors [31] and
alignment by the geometric hash table, which is considered
one of the most accurate strategies [20].

2) STAGE 2. DETERMINATION OF CORRESPONDENCE SET
This stage implies matching between points extracted from
a fingerprint image captured after points-alignment stages
and the vault using a threshold error. If numerous correspon-
dences are positive, a secret polynomial is reconstructed [41].
In this stage, the Euclidean distance is the most commonly
utilized technique to determine the correspondence set [13].

3) STAGE 3. SECRET POLYNOMIAL RECONSTRUCTION

In this stage, a secret polynomial is regenerated from the
matched set obtained in the previous stage. Subsequently, the
secret key is extracted from the polynomial coefficients. If the
extracted secret key is identical to the inserted one, the user
is successfully authenticated [25].

Ill. SQUARE-BOUNDARIES CHAFF POINTS FOR
COMPOSITE REPRESENTATION
In this paper, we propose a new chaff points generation
technique based on square-boundaries and composite repre-
sentation. One issue with typical chaff point generation is
that it can be computationally intensive [35]. In preliminary
work [10], we demonstrated that composite representation
and square-boundaries chaff point generation yield promising
results with better false acceptance rate (FAR) and false
rejection rate (FRR) performance and computational time
compared to other existing techniques. We also showed
that the challenge lies in constructing square-boundaries
for composite representation, which is not intuitive for
representation by tuples.

We define the mathematical representation of our proposal
as follow:

o Let Y be the set of points in the vault.

« Each point m;e T is represented relatively by each point

mj € Y using a composite representation (dij, ¢jj, 0j),
where:

VOLUME 12, 2024
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Algorithm 1 Algorithm of Generating Chaff-Points
Using Composite Representation and Square-Boundaries
Technique

I' < initial_set_of_points()
Thr < threshold_value
function Is_VALID_CHAFF_POINT (my, I", Thr)
for m; € I" do
for mj € I' do
for m; € I'" do
dix < Euclidean_distance (my, m;)
dj; < Euclidean_distance (mj, m;)
¢ir < Orientation_angle (my, m;)
¢ji < Orientation_angle (mj, ml)
if |dy — dji| < Thr /2 then
return False
end if
if |¢ix — ¢j1| < Thr /2 then
return False
end if

end

end
end
return True

end
while True do
my <— Generate_new_point()
if Is_VAlid_ChAFF_POint (my, I, Thr ) then
I' < T"'U {my}
else
break
end if
end while

o dj is the Euclidean distance between points m; and
mj.

® (jj is an orientation angle between points m; and m;.

e @ is an anti-clockwise orientation angle between
points m; and m;.

A square boundary is defined around the composite
representation of each point to ensure chaff points are
sufficiently distinct. The boundary length is denoted as Thr.

The goal is to maximize the number of chaff points
(cardinality of m;) while ensuring each new chaff point is
sufficiently distinct from existing points in terms of both
distance and orientation.

Objective:

maximize (card(m;)) (D
Under constraints:

Ym;, mj, mg, mye Y

Thr

|dix — dj Z% )
r
lpix — ¢jl|ZT
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where:

o |di — djil > TThr ensure that the Euclidean distance
between new chaff points and existing points is suffi-
ciently distinct.

o ok — ojil = % ensure that orientations between new
chaff points and existing points is sufficiently distinct.

Given these conditions, the boundaries around each point’s

composite representation will be sufficiently distinct,
preventing overlap and ensuring the integrity of the chaff
points. It also guarantees that a point “m” is centered in a
square boundary.

The Algorithm of generating chaff points is described as
follow in Algorithm 1:

Table 1 illustrates an example of the generation of one chaff
point using the condition of formula (1) and formula (2).
In this example, we use a square boundary with a length
Thr=10. Suppose that there is a point m; represented with
composite representation using another point c1. To generate
a new chaff point p; physically close to m;, we can employ
another random point in the vault to create a composite
representation. If we use the point ¢, we note that the two
conditions of formula (2) are not satisfied, as the differences
in distances and anti-clockwise orientations are smaller than 5
(Thr+2). If we use the point c3, we note that the condition of
difference of anti-clockwise orientation is satisfied, but the
condition for distances is not. However, if we use the point
c3, we note that both conditions of formula (2) are satisfied.
In this case, the chaff point p; is accepted and added in the
vault, even though physically, the points m; and p; are very
close.

IV. MATERIALS AND TECHNIQUES

Our proposal is conducted in two phases. In the first phase,
we compare our proposal with the thresholds-based chaff
points techniques in unit experiments conducted solely in the
chaff points generation stage to verify the efficacy of our
proposed approach.

In the second phase of our experiments, we conduct a
comparison between our proposal and numerous combina-
tions of fingerprint feature representation along with their
related points-alignment [44], and chaff points generation
techniques [7]. These three stages are considered as the most
critical, resource greedy, and extensively studied stages in the
fingerprint fuzzy vault process [46], [42].

To demonstrate the efficiency of our proposal, we per-
formed a comparison study with all major combinations of
techniques used in the fingerprint fuzzy vault process. The
comparison study is divided into three parts:

o The first comparison concerns feature representation
and their related points-alignment techniques only. The
other stages are fixed. The objective is to show that the
results are not only due to feature representation.

o The second comparison study concerns chaff point
generation techniques only. The other stages are fixed.
The objective is to show that the results are not solely
due to chaff point generation technique utilized.
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TABLE 1. Example of generation a chaff point using our proposal.

Figures | Formulas
Composite representation of ¢l with mi
* (Pil =65°
A d
S =14
1 | Thr=10
|dik - d}ll > Thr =2
o |Qik — @jil = Thr +2
¥ Actual point (minutia) ¥ Chaff-point
Try to generate composite representation of new point ¢j with cl
x ¥ ¥ 2 Iy ? =620
-~ <, ¥ Oi1 xEo e i1=15
2 i d., s Thr=10
s : 14—-15| = 5
. "2 WC o {l
= B R > 65— 62| > 5
¥ Actual point (minutia) ¥ Chaff-point .
Rejected
Try to generate composite representation of new point ¢j with c2
e . B 3 e P _sco
=T Sy <, 2 (iz 56
C A =10
-1 J
3 - RS 4 952 Thr=10
Pi2 =32 ac, {|14—10| > 5
T C. _ —
o s m. < o |65 — 56| = 5
¥ Actual point (minutia) - Chaff-point )
Rejected
Try to generate composite representation of new point ¢j with ¢3
e e 2 o Pi=53°
= ¥c ) 2 21 .
c =2 s i3
4 2 £ d. S, /EpB 2 Thr=10
m; 3= N {|14—6|25
- <, i3 - |65 — 53| = 5
¥ Actual point (minutia) # Chaff-point
Accepted

o The third comparison study concerns the best combi-
nations obtained to demonstrate the efficiency of our
proposal.

The selection of techniques employed in the different stages
has been made according to our previous theoretical study [9].
In the following, we provide a concise explanation for these
choices.

Table 2 summarizes all the techniques utilized or compared

in each stage of fuzzy vault in our experiments.

A. IN THE ENCODING PHASE

Stage 1- Secret polynomial generation: One polynomial
generation gives the best performance in terms of False
Rejection Rate (FRR) and False Acceptance Rate (FAR), and
it is the most commonly used technique in literature [42].
Multiple polynomials are efficient only with a small number
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of minutiae (<12) [40]. Therefore, we choose to use one
secret polynomial in our experiments.

Stage 2- Feature representation: In this stage, we com-
pared the three most commonly used fingerprint feature
representations in fuzzy vault process: the 4D representation,
hash table representation, and the composite representation
(which is the feature representation we used in our proposal).
The three feature representations used in experiments are
highlighted in red color in Table 2.

Stage 3- Points modeling: The template obtained from
feature representation units must be transformed into scalar
data so that they can fit to fuzzy vault process. To achieve
this, part-by-part concatenation is typically used, except
for composite representation, where part-by-part concate-
nation cannot be used, and it is replaced by Galois
representation [27].
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TABLE 2. Techniques used (line 1,3,5,7 and 8) and those compared (red
line 2, 4 and 6) in our experiments.

Fuzzy vault stages Techniques used or compared
m | Determination of | One polynomial
E secret polynomial
)
u%“ Feature 4D tuples | Composite | Geometric
= representation hash table
g Points modelling Sequential concatenation or
® Galois concatenation when Composite
representation is employed
Chaff points | One Two Square-
abscissae generation threshold | thresholds | boundaries
Chaff points ordinate | Random Generation
generation
= Points Alignment Reference | Alignment | Automatic
@ point by alignment
g_' alignment | geometric
S hashing
e
2 | Determination of | Euclidiane distance
correspondence
Secret polynomial | Brute force
reconstruction

Stage 4- Chaff points generation: This stage consists
of two parts: abscissae generation and ordinate generation.
For abscissae generation we compare between the popular
one-threshold and two-threshold, with our proposed square-
boundaries generation technique. We employ random ordi-
nate generation as it is the most commonly used technique in
the literature due to its performance. The three chaff points
generation techniques used in experiments are highlighted in
red color in Table 2.

Stage 5- Vault construction and storage: Authentic
points, extracted from fingerprint minutiae and formatted
with desired feature representation, are combined with chaff
points to construct the vault. This stage is performed
simultaneously with the chaff point generation stage.

B. IN THE DECODING PHASE

Stage 6 - Points-alignment: In this stage, we compare
combinations of feature representations and alignment tech-
niques. The combinations include reference point alignment
with 4D tuples, automatic alignment for composite repre-
sentation, and geometric hashing alignment for hash table
representation. The three points-alignment techniques used
in experiments are highlighted in red color in Table 2.

Stage 7- Determination of correspondence set: We
selected Euclidian distance as it the most commonly used
technique to determine the correspondence set [12].

Stage 8 - Secret polynomial reconstruction: The brute
force technique is the most commonly used technique to
reconstruct the secret polynomial, and it is the only technique
that can reconstruct the polynomial in all cases [25].
Consequently, we choose this technique to obtain a fair
comparison between all combinations of techniques in other
stages.
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C. IMPLEMENTATION DETAILS

Our experiments were conducted on two databases (1800
fingerprints): the DB2_A, FVC2006 database [45], with
140 individuals and 12 fingerprint instances per individual,
and the DB2_B, FVC2006 database, with 10 individuals and
12 fingerprint instances per individual. The experiments were
performed with the help of a software platform based on
Java and Matlab languages. This software runs on a computer
hardware with an Intel Core 2 Duo processor (3.2GHz, 4mo
cache memory) and 8 GB of random-access memory.

The experiments were launched on nine combinations of
techniques in fingerprint fuzzy vault process, especially i
n feature representation, chaff points generation and points
alignment stages as summarized in Table 3.

V. EXPERIMENTAL EVALUATION

In this section, we conduct different experiments on the
most well-known techniques for feature representation, chaff
point generation, and point alignment stages in the fingerprint
fuzzy vault by comparing the nine combinations shown
in Table 3.First, we conduct unit tests in the chaff point
generation stage to demonstrate the efficiency of the square-
boundaries technique against threshold techniques. Then,
we conduct experiments on combinations of techniques used
in different stages three by three to show how the combination
of techniques can impact the fingerprint fuzzy vault process.

A. CHAFF POINTS UNIT TESTS

In this section, we compare the performances of chaff point
generation techniques as a unit test to determine the average
number of chaff points effectively generated and the average
computational time for each of the one threshold technique,
two thresholds technique, and square-boundaries technique.

Table 4 presents the results of the experiments conducted
to determine the number of chaff points generated by each
technique applied to 1800 fingerprints from the DB2_A
and DB2_B FVC2006 databases. We note that our proposal
can fully generate the desired number of chaff points,
unlike the one and two thresholds-based techniques. The one
threshold- technique ceased generating new chaff points after
reaching approximately 200 chaff points. Similarly, the two
thresholds technique stopped at around of 350 chaff points
generated (Fig. 5-a). Chaff point generation is halted when the
saturation threshold is reached, and very small chaff points
are generated in the vault after that (between 3 and 7 in our
experiments).

Additionally, the average computational time to generate
chaff point remains insignificant for our square-boundaries-
based method, at approximately 0.03 seconds per fingerprint
for 1000 chaff points (Fig. 5-b). However, the computational
time for one threshold-based technique increases exponen-
tially with an average of 182 seconds per fingerprint.

The two-thresholds technique exhibits similar behavior,
with an average of 231 seconds per fingerprint. The high
computation time of the one-threshold and two-thresholds
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TABLE 3. Summary of combinations of techniques used in the experiments. (in red, the stage focused in comparison for each combo).

Combo

Techniques used in each stage

Combo 1: 4D Tuple feature representation + reference
point alignment

One polynomial+4D Tuple representation+ Sequential concatenation+ One
threshold+ Random Generation+ Reference point alignment + Euclidiane
distance+ brute force

Combo 2: Geometric hash table representation +
Alignment by geometric hashing

One polynomial+ Geometric hash table + Sequential concatenation+ One
threshold+ Random Generationt+ Alignment by geometric hashing + Euclidiane
distance+ brute force

Combo 3: composite feature
Automatic alignment

representation +

One polynomial+ Composite representation + Galois concatenation+ One
threshold+ Random Generation+ Automatic alignment + Euclidiane distance+
brute force

Combo 4: One threshold feature representation +
reference point alignment

One polynomial+4D tuples+ Sequential concatenation+ One threshold+
Random Generation+ Reference point alignment + Euclidiane distance+ brute
Sforce

Combo 5: Two thresholds feature representation +
reference point alignment

One polynomial+4D tuples+ Sequential concatenationt Two thresholds +
Random Generationt+ Reference point alignment + Euclidiane distance+ brute
force

Combo 6: Square boundaries feature representation +
reference point alignment

One polynomial+4D tuplest+ Sequential concatenation+ Square-boundaries +
Random Generation+ Reference point alignment + Euclidiane distance+ brute
force

Combo 7: 4D Tuple feature representation + Square
boundaries chaff points generation + reference point
alignment

One polynomial+4D Tuple representation+ Sequential concatenationt+
Square-boundaries + Random Generation+ Reference point alignment +
Euclidiane distance+ brute force

Combo 8: Geometric hash features representation +
two thresholds chaff points generation + Alignment by
geometric hashing

One polynomial+ Geometric hash table + Sequential concatenation+ Two
thresholds + Random Generationt Alignment by geometric hashing +
Euclidiane distance+ brute force

Combo 9: Composite
boundaries chaff points
alignment.

representation  +square
generation  +automatic

One polynomial+ Composite representation + Galois concatenation+ Square-
boundaries + Random Generationt Automatic alignment + Euclidiane
distance+ brute force

TABLE 4. Unit experiments results.

Feature Desired The average | Average
representation | number of | number of | Computational
chaff points | chaff  points | time (per
effectively fingerprint)
generated
One threshold 1000 ~197 182s
Two thresholds | 1000 ~343 231s
Square- 1000 1000 0,03 s
Boundaries
= One threshold = Twa thresholds = Square-Boundaries One threshold ® Twa thresholds # Square-Boundaries
1200
1000
800
600 -
400
200
a a " .
(@ (b)

FIGURE 5. (a) Number of chaff-points generated. (b). Average
Computational time (per fingerprint).

based techniques can be attributed to the complexity of
generating new chaff points as the number of chaff points
approaches the saturation threshold. This issue does not exist
arise the square-boundaries technique, where the saturation
threshold is not reached (up to 1000 chaff points) as it allows
for the physical generation of two close points with different
composite representations.
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The obtained results from unit experiments in only the
chaff points generation stage show that composite represen-
tation adapted to square-boundaries chaff points generation
gives the best performances against Tuple representation
and thresholds-based chaff points generation. To prove our
proposal’s efficiency, we conduct a further experimental
study of all stages of fuzzy vault process using combinations
of the most typical techniques in feature representation and
chaff points generation.

B. THE EFFICIENCY OF FEATURES REPRESENTATION AND
POINTS-ALIGNMENT TECHNIQUES

In this section, we conduct a comparative experiment on the
most well-known feature representations in the fingerprint
fuzzy vault by comparing three combinations (Combo 1:
4D features representation + reference point alignment,
Combo 2: Geometric hash feature representation and points
alignment, and Combo 3: Composite features representation
+ automatic points alignment), as shown in Table 3. Each
of these combinations employs a specific type of feature
representation and its related points alignment techniques.
Combo 1 utilizes 4D Tuple representation and reference
point alignment [17]. Combo 2 employs geometric hash table
representation and alignment by geometric hashing [20].
Finally, Combo 3 utilizes composite representation, enabling
an automatic point alignment [36]. In the chaff points
abscissae generation stage, the One threshold generation
technique is employed because it can be used with all feature
representations. Only 200 chaff points are generated to avoid
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TABLE 5. Performances, computing time and memory usage of the first
experiment.

QoA = | o » g >
[«
= = > e < e <
HEHEIEE
= = Q
& % g
= =
7 =
Combo 1: 4D- | 200 69.7 0.7 | 031s 2.14 kb
Reference Point
Combo 2: | 1000 7 3 698.77s | 287 kb
Geometric hash
Combo 3: | 1000 18.4 13 | 0.62s 1.65 kb
Composite-
Automatic

excessive computing time (see section yV.A). The objective
of this experiment is to compare the performances of feature
representations regardless of the chaff point generation
techniques employed, except when composite representation
is utilized because it is impossible to concatenate tuples.
In this case, Galois concatenation is employed to construct
a set of 16-bit scalars in the point modeling stage. The
comparison is conducted according to the performance of
the false rejection rate (FRR), false acceptance rate (FAR),
computational time, and the amount of memory usage.

As shown in Table 5, the performance in the hash table
representation (Combo 2: Geometric Hash) is 7% for FRR
and 3% for FAR. Tuple representation with alignment by
reference point yielded an FRR of 69.7% and an FAR
of 0.8%. The composite representation with automatic
alignment combination (Combo 3) yielded an FRR of 18.4%
and an FAR of 13%. As we can observe, Combo 1: 4D +
Reference Point, which employs tuple representation along
with alignment by reference point, yielded a very high FRR
(69.7%) and a low FAR value (0.8%), which is a consequence
of a large number of accepted individuals due to errors
in point alignment. We also note that geometric hashing
requires an average computation time of 689.77 seconds
and 287 KB of average memory for one template. In contrast,
4D-tuple representation with alignment by reference point
requires only an average time of 0.31 seconds and 2.14 KB
of memory. The composite representation with automatic
alignment requires an average time of 0.62 seconds and only
1.65 KB of memory.

As shown in (Fig. 6), The geometric hash table exhibits
the best alignment in terms of FAR and FRR performances.
However, the computational time required to generate the
hash table and achieve alignment is significantly higher
(1,127 times greater than that required for Combo 3 and
23,292 times greater than that for Combo 1). It necessitates
a more significant amount of memory (287 KB) than
other combinations. Even when Combo 2, which employs
geometric hash table, is utilized to recognize one individual,
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BFRR FAR Avyg. Computation time Avg. memory
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500
400
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300
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FIGURE 6. Performances, computing time and memory usage of the first
experiment.

it takes up to 11 minutes to obtain results. This limits the use
of this representation in resource-constrained devices.

In this experiment, we observed that the FRR and FAR
performances are relatively strong in the fuzzy vault when the
geometric hash table is employed for feature representation.
However, the performance significantly declines when tuple
representation and reference point alignment techniques are
utilized. Combo 1 appears to be the optimal combination
in term of average time generation, However, as previously
mentioned, we halted chaff points generation at 200 for
fair comparison in this stage due of reaching the saturation
threshold, as seen in the next experiment. Additionally,
the FRR is notably high. As a result, Combo 3, which
utilizes composite representation with automatic alignment,
offers a favorable balance between computational time and
reasonable memory usage with acceptable performance that
can be further optimized.

C. THE EFFICIENCY OF ABSCISSAE CHAFF POINTS
GENERATION TECHNIQUES

In this section, we study the efficiency of chaff points gener-
ation techniques through experimental comparisons between
the most well-known techniques in the literature, which are:
One threshold generation, Two thresholds generation, and
Square-boundaries based generation [17], [44] in the entire
fingerprint fuzzy vault encryption process. The comparison is
conducted according to the number of chaff points effectively
generated, computational time, and the memory usage. The
objective of this experiment is to compare the performances
of chaff point generation techniques regardless of the
feature representation employed. Thus, the other stages are
fixed: One polynomial generation, sequential concatenation,
random generation, Euclidian distance, and brute force
reconstruction are used respectively in their related stages.
Since tuple representation is the only type of representation
that can be used with all chaff point generation techniques [8],
[17], it is utilized for fair comparison. Tuple representation
requires the use of a reference point alignment in the point
alignment stage [11]. In this experiment, we compare the
performances of three combinations (Combo 4, Combo 5,
and Combo 6) described in Table 3, according to their
chaff points generation stage where combo 4 employs One
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TABLE 6. Performances, computing time and memory usage of the second experiment.

Desired The average | Estimation of Average Average Average
number of | number of chaff | Saturation Computational Computational time | memory
chaff points effectively | threshold time before | after saturation
points generated saturation threshold
threshold
Combo 4: One threshold+ | 1000 ~153 150 031ls 373 s 2.14 kb
reference point
Combo 5: Two thresholds+ | 1000 ~297 290 042s 188 s 3.22kb
reference point
Combo 6: Squaretreference | 1000 1000 Not reached 0.62's - 3.8kb

point

thresholds generation of chaff points, combo 5 employs Two
thresholds chaff points generation, and combo 6 employs
Square-boundaries based chaff points generation.

As shown in Table 6, When One threshold technique
(combo 4) and the Two thresholds technique (combo 5) are
employed, the number of generated points does not exceed
an average of 153 and 297 chaff points, respectively. These
numbers indicate that the saturation thresholds (maximum
number of chaff points that each technique can generate) are
reached in each combination. In contrast, when the Square-
boundaries technique is employed (combo 6), the number
of generated chaff points reaches the desired level, and the
saturation threshold was not reached before 1000 chaff points
were generated.

As shown in (Fig. 7), the average time required to generate
a new chaff point once the saturation threshold is reached
became very high (373 s per chaff point for One-threshold
technique and 188 s per chaff point for Two thresholds
technique).

(Fig. 8) illustrates the evolution of computational time of
combo 6, which used the Squares technique, remains consis-
tently low (average of 0.62 seconds for 1,000 generated chaff
points). In contrast, the One threshold and Two thresholds
techniques initially require relatively short computational
time before reaching their saturation threshold (150 and
290 chaff points generated with the One threshold technique
and the Two thresholds techniques, respectively). However,
the computation time increases exponentially accompanied
by oscillatory behavior in generation time with very few
numbers of new chaff points generated (between 3 and 7).

D. THE EFFICIENCY OF THE SQUARE-BOUNDARIES
TECHNIQUE USING THE COMPOSITE REPRESENTATION
The previous experiments show that composite representation
with automatic alignment provides the best compromise
between FAR/FRR performance, computational times, and
memory usage. The results also show that the square-
boundaries technique yields the best results in chaff point
abscissa generation. Nevertheless, we employ tuple represen-
tation in this experiment to ensure a fair comparison.
Consequently, we undertook to utilize the square-
boundaries technique adapted to composite representation.
In our experiments, we aim to test new combinations
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TABLE 7. Performances, computing time and memory usage of the third
experiment.

FRR | FAR | Computati | Average
onal time memory
Average usage
Combo 7: 4D+ | 622 | 0.8 042s 4.29 kb
squaretreference point
Combo 8: Geometric | 5.8 2.7 707.94 s 591 kb
hash+ two thresholds
Combo 9: | 153 | 8.6 0.83s 2.68 kb
Composite+square+aut
omatic

of techniques to study the efficiency of the chaff points
generation based on squares-boundaries and composite
representation. Therefore, we employ three combinations
of the best ones obtained in the previous two experiments,
as described in Table 3. Combo 7 utilizes 4D tuple
representation with reference point alignment and a square-
boundaries chaff point generation. Combo 8 employs the
geometric hashing representation with their related points-
alignment technique. Two thresholds chaff points generation
is utilized in this combination because there is not yet
an existing technique to generates a square-boundaries
around a geometric hash table representation of any point.
Finally, Combo 9 is our proposal, which employs composite
representation with an automatic alignment and a square-
boundaries chaff points generation.

Table 7 shows the FRR and FAR performance, average
computational time, and average memory of the three
combinations compared in the third experiment. The FAR
and FRR are better using square-boundaries chaff points
generation than those obtained in the second experiment
where we employed One threshold generation. This is
because the square-boundaries technique allows for a more
robust representation of points and better reproducibility.
However, we note that the average computational time
is increased. This is due to the additional computational
time caused by the calculation of the square-boundaries in
combo 7 and 9, and the calculation of the second threshold in
combo 8.

As shown in (Fig. 9), Combo 8, which utilizes Geometric
hash representation, remains superior in terms of FRR and
FAR. However, the average computational time and memory
usage per fingerprint is respectively 835 times and 221 times
higher than Combo 9. This technique may not be suitable for
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FIGURE 7.

Performances, computing time and memory usage of the second experiment.
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FIGURE 8. The evolution of time per number of chaff points generated.
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FIGURE 9. Performances, computing time and memory usage of the third
experiment.

applications in real-time systems and resource-constrained
devices.

9 Combo 7: 4131 square | reference point Combo 9: Composite ' square | automatic
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FIGURE 10. Third experiment performances of combo 7 and
combo 9 only.

In contrast, (Fig. 10) reveals that Combo 7 is twice as
fast as Combo 9, but it exhibits poor FRR performance and
consumes twice as much memory as combo 9.
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Finally, we note that employs combo 9 which utilizes
composite representation with automatic alignment and
Square-boundaries for chaff points generation, results in the
best compromise between performance, computational time,
and memory usage. This is particularly advantageous for
applications in real-time systems and resource-constrained
devices.

VI. RESULTS ANALYSIS AND STATISTICAL SIGNIFICANCE
In the last section, we conducted three experiments with nine
combinations representing a combination of techniques used
in the three most critical stages of fingerprint fuzzy vault
combination. The objective is to study the efficiency of our
proposal against others feature representation, chaff points
generation, and points-alignment techniques. Table 8 summa-
rizes the obtained results of all implemented combination.

In the first experiment (Combo 1, Combo 2, Combo 3),
we studied the efficiency of the most popular techniques
in the features representation and points alignment stages.
The obtained results show that the best compromise between
FRR/FAR performance, computing time, and memory usage
was offered by the combo 3 (composite representation/
automatic alignment).

In the second experiment (Combo 4, Combo 5, and
Combo 6), we studied the efficiency of the most used chaff
points generation techniques. The objective was to generate
a maximum number of chaff points with minimal time
expenditure and a small memory footprint while retaining
good performance.

threshold before the desired 1000 points are generated.
According to this experiment, we conclude that the square-
boundaries techniques yields the best results by reaching the
desired number of chaff points in the shortest computing time
and reasonable memory usage.

In the third experiment (Combo 7, Combo 8 and, Combo
9), we compare our proposal (combo 9: composite+square)
against the best techniques from the previous two exper-
iments. Combo 7 employs 4D tuple representation with
reference point alignment and square-boundaries chaff points
generation. Combo 8 employs geometric hash representation
with geometric hash points-alignment and Two-thresholds
technique to generate chaff points. The results demonstrates
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TABLE 8. Summary of results obtained in the ten combinations.
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Number of Chaff points
20 100 100 20 35 100 20 35 100
(%)
Complexity o) om™") o@m) | omd o) o) om) om™) | om)
FRR 69.7 7 18.4 69.7 68.2 69.4 62.2 5.8 15.3
FAR 0.7 3 13 0.7 0.7 0.8 0.8 2.7 8.6
Avg Time/after
0.31 698.77 0.62 0.31/373 0.42/188 0.62 0.42 707.94 0.83
saturation (s)
Average memory (kb) 2.14 287 1.65 2.14 3.22 3.8 4.29 591 2.68
TABLE 9. ANOVA test for the ten combinations. of combinations. The obtained p-values are all between
0 and 0.03. Since all p-values are under 0.05, this confirms
Sum of | df squares F p- that the results obtained by the ANOVA test, as well as
squares average value X . R R
Betwee | 121674608 | 9 135194009 | 85162,94 | 0 the experiments conducted in this work, are statistically
n 9 9 52 significant.
groups
Within | 24383609, | 1536 | 1587,4745 | - -
groups 42 0 72 Vil. CONCLUSION
Total 124112969 | 1536 | - _ _ A novel fingerprint fuzzy vault chaff points generation
9 9 technique using composite representation and squares-

that the best compromise between FRR/FAR performance,
computational time, and memory usage is provided by
Combo 9.

In this combination, acceptable chaff point generation
performance is achieved (FRR = 8.6 and FAR = 15.3), along
with good computational time (average of 0.83 seconds) and
reasonable memory usage (average of 2.68 kb).

Since the first experiment is conducted on a different
number of chaff points compared to those of the second and
the third experiments, we carried out a statistical significance
test to validate it. The data analysis of the results of the nine
combinations yields the ANOVA table (Table 9).

We note that p-value is extremely close to zero. Therefore,
we can say that the experiments are statistically significant.
Besides, we perform a Student’s t-test between each pair
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boundaries-based generation is proposed in this paper. First,
a unit test was conducted in chaff points generation stage.
The obtained results demonstrates that our proposal yields
superior results compared to other techniques. Second,
comparative experiments in a full fingerprint fuzzy vault
process were conducted using nine combinations of the
most popular feature representation techniques, chaff point
generation, and point alignment stages. The objective was
to compare our proposal and other popular techniques in
literature to determine the optimal combination for resource-
constrained devices considering performance, computational
requirements, and memory usage. The experiments indicated
that to achieve a high level of security, the use of geometric
hash table representation is recommended (FRR~5.8 and
FAR~2.7). Nevertheless, this combination necessitates a
relatively prolonged computational time (~707s) and sub-
stantial memory usage (*591Kb) per fingerprint. Hence,
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it is not well-suited for real-time environments or resource-
constrained devices.

The results also demonstrate that our proposal, employing
composite representation and the square-boundary technique
in chaff point generation, is more efficient than the other
combinations and provides the best compromise between
FRR/FAR performance (FRR~15.3 and FAR~8.6), com-
putational time and memory usage. This is particularly
advantageous since fingerprint recognition systems are
generally operated using resource-constrained devices and in
real-time environments.

As future work, we aim at testing our findings to implement
seamless and lightweight authentication mechanisms in
business scenarios, especially those related to Industry 4.0.
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