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ABSTRACT In this groundbreaking study, we introduce a novel and highly advanced approach to image
encryption, harnessing the power of chaotic Beta wavelet sequences and DNA coding. Unlike conventional
methods, our methodology not only involves the generation of three intricate chaotic beta wavelet sequences
but also integrates DNA coding with an XOR operation, ensuring an unprecedented level of security for
the encrypted data. The strength of our work lies in the meticulous application of Beta Discrete Wavelet
Transform (DWT) to encrypt images in the wavelet domain, adding an extra layer of complexity to
the encryption process. This paper not only presents a cutting-edge solution for image security but also
establishes a new paradigm in the field of encryption by seamlessly merging chaos theory, DNA coding,
and wavelet transforms. The results showcase unparalleled strength in safeguarding sensitive information,

making our methodology a pioneering contribution to the realm of image encryption.

INDEX TERMS Image encryption, Beta wavelet, Beta wavelet chaotic map, DNA coding.

I. INTRODUCTION

As we navigate through the contemporary digital landscape,
the prolific generation of data has facilitated the widespread
dissemination of images across critical domains such as
healthcare, defense, military, e-commerce, social media, and
IoT devices. Nonetheless, the vast expanse of the Internet
introduces a myriad of cyber threats, posing challenges to
the security and privacy of image data. Consequently, safe-
guarding images against unauthorized access or tampering
becomes paramount. In pursuit of this objective, numerous
researchers have proposed diverse encryption techniques,
consistently demonstrating their efficacy. However, these
cryptographic methods have undergone extensive cryptanal-
ysis, an ongoing area of exploration [1], [2].
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Within the realm of cryptography, chaotic cryptography
stands out as a field that harnesses the dynamic behaviors
exhibited by chaotic systems, making it a formidable choice
for encrypting images. These behaviors encompass sensitiv-
ity to initial conditions, ergodicity, and unpredictability [3].
By capitalizing on these properties, secure encryption algo-
rithms can be crafted. Presently, there is a notable emphasis
on investigating image encryption technology using chaotic
systems. Recent studies involve intricate shuffling of images
using chaotic maps. In works such as [6], [7], and [8], authors
introduce chaotic encryption schemes, integrating chaotic
maps with compressive sensing, Hadamard transformation,
and sparse coding.

The utilization of the logistic map in encryption techniques
has been prevalent due to its simplicity and effectiveness,
as evidenced in studies like [9], [10], and [11]. However,
researchers acknowledge its drawbacks, such as a small key
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size and suboptimal security [12], [13]. Consequently, new
chaotic maps, like those developed in [14] and [15], offer
improved security and enhanced performance.

Another avenue for encrypting images involves leveraging
wavelet analysis, a widely employed tool across various
fields of study [16], [17], [18]. Wavelets can analyze an
image at different resolutions, capturing both its frequency
and spatial characteristics. The Discrete Wavelet Transform
(DWT) subdivides an image into sub-bands representing
different levels and orientations of detail [19]. Encryption
algorithms can then be applied to these sub-bands, enhancing
the security features of encryption methods in the wavelet
domain. These schemes prove resilient against attacks and
allow for targeted encryption of specific frequency bands or
regions of interest [20], [24].

In recent years, DNA coding has attracted attention
as a powerful technique for image encryption, drawing
inspiration from biological systems. This approach consists
of converting an image into a DNA sequence, to which
encryption algorithms are applied. The inherent complexity
of DNA structures ensures security [25], [26].

An increasing number of DNA-based image encryption
techniques are being developed as a result of the high degree
of parallelism and large volume storage of DNA. An encryp-
tion method based on chaotic systems and DNA was proposed
by Chaietal. [41]. Zhang et al. encrypted pictures using DNA
coding and quantum chaotic mapping [42]. Yet, there are
several drawbacks to encryption techniques based on chaotic
systems and DNA. They are not immune to chosen-plaintext
attacks, for instance [4], [5].

In our image encryption methodology, we leverage the
advantages of a unified parameterizable mathematical func-
tion, the Beta function, through the use of its derivatives
to generate new chaotic maps and wavelets. This approach
forms an ideal foundation for robust encryption. The param-
eterizability of the Beta function allows for the generation of
an infinite number of wavelets and associated chaotic maps.
Considering that a single chaotic map typically generates
the encryption key, this approach appears more robust
than known chaotic encryption algorithms. Additionally,
we incorporate DNA coding to provide a second layer of
security.

The subsequent sections of this paper are organized as
follows: Section Il is dedicated to the related works pertaining
to our approach. Section III introduces the preliminary
aspects, while Section IV presents the new chaotic Beta
Wavelet Maps family. Following that, Section V is reserved to
present the proposed encryption method. Section VI offers a
presentation of the experimental results and the performance
analysis, and the concluding remarks are presented in
Section VII.

Il. RELATED WORKS
Image encryption serves the crucial purpose of protecting
image data against unauthorized access and tampering.
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This process entails transforming the image into another
visual representation that is indecipherable and unpre-
dictable, only to be decoded by authorized individuals [20].
Image encryption methods fall into two main categories:
spatial domain methods, which directly manipulate the
image values, and transform domain methods, which initially
convert the image into a different domain before executing
encryption operations on the transformed coefficients [21],
[22], [23].

Among the transform domain methods, one widely
employed approach involves the use of wavelet transform.
This technique decomposes the image into sub-bands with
varying resolutions and frequencies, offering benefits such as
resolution analysis, precise localization, and straightforward
implementation [27]. To enhance security and complexity in
image encryption, the wavelet transform can be combined
with systems exhibiting properties like sensitivity to con-
ditions, ergodicity, and randomness [13]. Chaotic systems,
for instance, can generate random sequences for encrypting
wavelet coefficients or scrambling pixel arrangements within
the image.

In recent years, numerous image encryption techniques
leveraging wavelet transform and chaotic systems have been
proposed [27], [28]. For example, Liu and Ko introduced
a technique involving encryption and wavelet transform for
processing images in the context of planar design [27].
Mao et al. contributed an algorithm combining a chaotic
map with an optimized lifting wavelet transform for encrypt-
ing images [29]. Other proposals include Zhang et al’s
image encryption algorithm based on 2D rotational wavelet
transform and chaos transform [30], and El Latif et al.’s
method involving AES coding of wavelet coefficients along
with maps [31]. The literature also reports various image
encryption techniques employing both chaotic maps and
wavelet transforms [28], [32], including comprehensive
surveys evaluating the advantages and disadvantages of
existing chaos-based image encryption methods [28].

Moreover, there are approaches using metaheuristic opti-
mizers that offer robust optimization by employing different
chaotic maps [33]. Hybrid schemes, such as one combining
three distinct chaotic maps to enhance security [34], have
been proposed. In this context, we present a novel image
encryption approach utilizing the Beta wavelet transform
and Beta chaotic wavelet maps. The flexibility of the Beta
function allows for the generation of different Beta wavelets
by adjusting their parameters [35]. Additionally, a Beta
wavelet chaotic map, derived from the same wavelet, exhibits
diverse dynamic behaviors, coupled with high sensitivity to
initial conditions and parameters.

Ill. PRELIMINARIES

A. WAVELET FUNCTION

The wavelet function, denoted as ¥ (#), is a fundamental
element in wavelet analysis. The wavelet has two basic
properties: translation and dilation. Translation, or shifting,
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is represented by the parameter b in the translated wavelet

wa,b(t):
f - 1 t—>b
Yap(t) = ﬁlﬂ (T)

Dilation, or scaling, adjusts the width of the wavelet and is
controlled by the scale factor a in the dilated wavelet ¥, (¢)

1 t
Ya(t) = —=V (_)
Ja  \a
Here, (t) is the original wavelet function. The scal-
ing parameter a influences the frequency content, with
higher values corresponding to smoother, lower-frequency
wavelets, and lower values to more oscillating, higher-
frequency wavelets. This function is crucial for continuous
wavelet transform (CWT) or discrete wavelet transforms
(DWT), which enable signal analysis at different scales
and locations in time. Wavelet analysis finds applications
in signal processing, image processing, search, and various
fields, including data analytics, where it proves valuable for
capturing frequency and time information.

B. DISCRETE WAVELET TRANSFORM

The discrete wavelet transform (DWT) is an image process-
ing technique that decomposes image I into four subbands,
with different frequency and spatial characteristics. This
decomposition is achieved using two filters the high pass
filter 4 and the low pass filter g. These filters separate the
image into components of frequency (LL) which represents
the intensity and high frequency (LH, HL, HH) which capture
the horizontal, vertical and diagonal edges of the image. The
LL component can be further decomposed using the filters
to create a structure of wavelet coefficients. To reconstruct
the image we can reverse this process by employing two
synthesis filters that are essentially inverse versions of the
analysis filters. This reconstruction method is known as
Inverse Discrete Wavelet Transform (IDWT). In the provided
figure you can observe a one-level DWT applied to image 1.

DwrT

FIGURE 1. Histograms of decrypted images.

C. BETA WAVELET

The Beta Wavelet (BW) constitutes a group of wavelets
obtained through the Beta function under specific conditions.
In contrast to alternative wavelet structures, the generation
of BW is contingent upon appropriately chosen parameters
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of the Beta function, namely p, ¢, xo, and x;. The mathe-
matical expression for the Beta distribution is outlined as
follows [35], [36], [37], [38]:

B (x; p, g, x0,x1) = { g;ﬁ%)ﬁ (%)q x € [xo, x1] )

otherwise

where x, p, g, x0, x1 € R, withp,q > 0,x9 < x{, and x, =
pxi1+gxo

ptaq

Beta distribution at the boundary of interval [xg, x1] equals

zero, that is 8 (xg) = B (x1) = 0.

Beta distribution at the centroid, x., equals 1, that is
Bx) =1

Evaluation of the derivative of the Beta function (Betal)
with respect to x at xp, x1 or x. equals zero. That is, knowing
that:

dpx)  pxi+gxo—(p+q)x
dx  (x—xp) (x1 —x)

Bx) 2

The second derivative of the Beta function (Beta2) is given
as follows:
d’Bx)

dx?

= B(x)A(x) 3)
where
1

A = ——
= e =

[ 1
(x1 —x) (x —x0)
—(@ + g@)x + 1) + px1 + pxo] 4)

The Beta function derivatives are the fundamental compo-
nent of Beta wavelets. The Beta function, however, adopts
several wavelet shapes depending on the derivative order
when (n > 0) and the choice of the parameters p, g, xo
and x1. For example, Fig. 2 depicts the Beta function, its first
derivative and its second derivative forms, with p = g = 3,
xo=—-2and x; =2

) 0] 5 W

FIGURE 2. Beta function and its first and second derivatives.

D. DISCRETE BETA WAVELET FILTERS

As the DWT is not performed by the wavelet itself, but by
a low-pass filter (k) and a high-pass filter (g) derived from
it, a synthesis algorithm of these filters based on Orthogonal
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multiresolution analysis has been developed in [35]. By inter-
polating scaling functions like Beta wavelet, multi-resolution
can be produced that simplifies the estimation of wavelet
filter coefficients. Consider the compact support wavelet in
the range [—N /2, N /2], which is denoted as follows:

N
N N
V(5)=2 > o (25 - k) = 2(gn¢(2N)
k=—N

+ev+10C2N — D) +... 4+ gnv—16(1) + gnp(0)
)
Let’s define the interpolation scaling function as described
in the following:

1 ifk=0
0 otherwise

¢(k) = I (6)

Consequently, Eq.5 will be simplified as follows:

N
w(3)=2g ™

From Eq.7, filter coefficients gy, can be calculated as the
following:

v(5)
2

In general, the same method can be used to compute the
other coefficients that constitute filter g as follows:

)

Finally, if the evaluated wavelet is orthogonal, the filter is
a quadrature mirror one and g is obtained by the following
equation:

®)

8N =

©))

8k

gn = (=1)"hi_p (10)

E. DNA CODING

DNA coding and decoding of images involves converting an
image into a DNA sequence and vice. The coding process can
be broken down into three steps.

Firstly the image is converted into binary format. Then
each pair of bits, in the representation is mapped to a specific
nucleotide, such as adenine (A) thymine (T) cytosine (C)
or guanine (G). This mapping can follow for example
‘11°,°00°,°10’,°01” mapped to ‘A’,“T’,°C’,‘G’ rule or any
other one that satisfies Watson Crick complementarity [39].
These rules are shown in Table 1. This results in a nucleotide
matrix.

In the next step the nucleotide matrix is transformed into
a vector by concatenating its rows or columns. At this stage
various operations based on the mathematical characteristics
of DNA molecules can be applied for encryption purposes.
These operations may include Xoring, addition or other
methods that provide a desired level of security.

To decrypt and decode the DNA sequence back into an
image the reverse process used during encryption is applied to
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TABLE 1. DNA coding rules.

Rule 1 2 3 4 5 6 7 8
00 | 00 | O1 | O1 | 10 | 10 | 11 | 11
1| 11| 10 | 10 | 01 | 01 | 00 | 00
01 | 10 | 00 | 11 | 00 | 11 | O1 | 10
10 | O | 11 | 00 | 11 | 00 | 10 | O1

QO = >

the encrypted sequence. The resulting sequence is converted
back, into a DNA matrix. Then transformed into a matrix
using the inverse mapping rule of encryption stage. Finally
this binary matrix is converted back into an image.

IV. A NEW CHAOTIC BETA WAVELET MAPS FAMILY

In this study, we present an innovative image encryption
approach using chaotic Beta wavelet maps derived from
Beta wavelet functions commonly used in image processing
tasks such as compression, denoising, watermarking, and
others. Chaotic wavelet Beta maps serve as a striking example
demonstrating how simple nonlinear dynamical equations
can lead to complex and chaotic behavior. The mathematical
representation of the Beta wavelet map is formulated as
follows:

xn+1 ZkW(xnny’xlapaq,dat) (11)

where v is a Beta wavelet and p = b; xa + ¢y and ¢ =
br*xa+c

b1 and b; are the appropriately selected constants, where k
is the Beta map’s amplitude and a is the bifurcation parameter.
d and t represent respectively the dilation and the translation
parameters of the wavelet function . While the equation
governing the Beta map is inherently simple, adjustments
to its parameters yield new chaotic maps characterized by
unique shapes. These maps not only exhibit robust chaotic
dynamics, but also offer improved pseudo-random chaotic
sequences, a diverse set of bifurcation parameters, and a
variety of the other control parameters. Consequently, the
application of these chaotic maps in encryption techniques
increases their effectiveness and strengthens them against a
wide range of potential attacks.

Varying the parameters of the Beta wavelet gives several
possibilities for Beta wavelet chaotic maps. Fig. 3,4,5, and 6
shows a sample of the chaotic map that was produced.

V. PROPOSED IMAGE ENCRYPTION METHOD

The proposed encryption method is divided into three stages.
The first involves generating three chaotic Beta wavelet
sequences and Beta wavelet filters. In the second stage, DNA
coding is applied to the first generated chaotic sequence and
the original image, followed by an XOR operation between
them. The final stage is dedicated to encrypt the image in
the wavelet domain, where a Beta DWT is performed on
the image resulting from the second stage. Subsequently,
a scrambling of the four sub-bands is applied using the second
chaotic sequence, followed by a second XOR operation
between the approximation sub-band and the third chaotic

VOLUME 12, 2024
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FIGURE 3. Betal, wavelet map with a =[-3.5:4],xq = —4,x; =4, FIGURE 6. Beta2, wavelet map with a =[-3.6:4.4], xg = —4,x; =4,
k=22,b;=1,by=1,¢; =84,c; =8,d=1,andt =0. k=1.9,b;=09,b,=0.44,c; =4,c; =9,d =1,and t = 0.

o Step 1:

o Using three Beta wavelet maps Beta_wavelet_mapl,
Beta_wavelet_map2, and Beta_wavelet_map3) generate
three chaotic sequences using three initial condition
values. Thus, the encryption key is composed of the
parameters of the maps:
(xé,xll,al,bl,c%,bl,c%,kl,dl,tl; xg,xlz,az,bz,c%,
b2, c%, k%, d?, % xg,xf, a, b3, c?, b3, c%, K3, d3, %),
the three initial condition values, and two DNA rules
used in encoding/decoding DNA stages.

« Step 2: Utilize the parameters (xé, xll, al, bl c%, bl cé,

15 : ‘ ' : ; kL dl, tl) of Beta_wavelet_mapl to generate low-pass
1 05 0 0.5 1 . !
a h and high-pass g Beta wavelet filters.
FIGURE 4. Betal, wavelet map with a = [-1.4 : 1.1], xg = —2.05, Part II: DNA Coding and Encryption

X1 =3.05k=11,b;=-1,by=-1,c; =2,c;=8,d=1,andt =0. .
o Step 1: Beta_wavelet_map! sequence DNA coding

— Reshape the sequence from Beta_wavelet_mapl to
align with the dimensions of the image I to be
encrypted.

— Convert the chaotic sequence values to an 8-bit binary
representation.

— Convert the binary representation of the chaotic
sequence to a DNA sequence by applying a prede-
fined DNA rule (rulel). The resulting DNA sequence
is denoted as Beta_wavelet_mapl_DNA.

« Step 2: Original image DNA coding

— Convert each pixel value of the original image (I) to
its 8-bit binary representation.
15— : ‘ ' : : : ' — Map the binary representation of each pixel to a
) a ‘ DNA sequence using a second DNA rule (rule2). The
resulting DNA sequence is denoted as I_DNA.

FIGURE 5. Betalz wavelet map with @ =[-1.7: 1.52], xg = -2, x; =3,

k=117,b; =-1,by=-1,¢;=3,¢c,=7,d =0.8,and t = 0. « Step 3: XOR Operation
— Perform a XOR operation between the DNA
sequence. Then the encrypted image is obtained by applying sequences Beta_wavelet_mapl_DNA and I_DNA to
a Beta IDWT. obtain a sequence, denoted as I_ DNA_XORed.
Part I: Key Definition and Beta Wavelet Chaotic — Map I_DNA_XORed sequences back to binary using
Sequences, and filters Wavelet Generation rule2.

VOLUME 12, 2024 188353
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— Convert the binary representations back to decimal
values to obtain image DNA_fingerprint_I.
Part III: Encryption in the wavelet domain
o Step 1: Apply a 2D Beta DWT using 7 and g Beta
wavelet filters generated in Part I to DNA_fingerprint_I.
The result is LL, LH, HL,, and HH sub-bands.
o Step 2: 2D Scrambling
— Apply a Shuffling process to all sub-bands values
using Algorithm 1 and Beta_wavelet_map2 sequence.
— XOR the Shuffled LL sub-band with
Beta_wavelet_map3 sequence to obtain LL_1.
— Xor pixel(i-1) with pixel(i) of LL_1.
« Step 3: Reconstruct the image using the inverse 2D Beta
DWT.
The decryption process of the algorithm can be seen as the
inverse of the encryption process.

Algorithm 1 Image Shuffling Process
Inputs: I — image to be Shuffled, x — Beta wavelet chaotic
sequence
Output: IShuffled — Shuffled image
1: [row, col] = size(I)

k=1
. x_sorted = sort(x)
: N1 = length(x)
fori=1toN1; do

forj=1toN1; do

if (x_sorted(i) == x(j)) then
Shuffling_mat(1, k) =j
k=k+1
end if

end for
: end for
I_1D = ()
:fori=1toN1;do
1 _shuffle(i) = I1_1D(Shuffling_mat (i))
: end for
clen=1
: for i = 1to row do
for j = 1to col do

Shuffled (i, j) = I_shuffle(1, len)

len = len + 1
end for
: end for

R A U ol
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VI. EXPERIMENTAL RESULTS AND PERFORMANCE
ANALYSIS

To highlight the strength of our suggested method when faced
with types of attacks we carried out a series of experiments,
we conducted multiple tests: statistical analysis, differential
attack tests, and Information Entropy Analysis. These tests
were performed on grayscale images from the USC-SIPI
Image Dataset used as plain text.

188354

A. HISTOGRAM ANALYSIS

The histogram of an image provides insights, into the
distribution of gray values within the image. When encrypting
an image it is ideal for the histogram of the encrypted version
to be almost uniform or closely resemble uniformity. At the
time it should noticeably differ from the histogram of the
plaintext image. This difference is crucial because a balanced
distribution of values makes it difficult for attackers to extract
information through statistical attacks.

The histograms of a series of encrypted images, as well
as the original images, with greatly varied contents, were
calculated and examined. Original image, cipher image, and
decrypted image histograms of the Cameraman, Barbara and
the house are displayed in Fig. 7. A plain image’s histogram
is steeply sloped and has large spikes (see figure 7). The
cipher image’s histogram is displayed in Fig. 8; it is smooth,
very flat, considerably different from that of the input images,
and bears no statistical resemblance to the plain image, and
as a result, offers no hint for using any statistical attack
on the suggested image encryption procedure. In light of
this, we draw the conclusion that ciphertext images are
random-like by contrasting their histograms to plaintext
images and the suggested approach is secure against the
entropy attack.

FIGURE 7. Respectively (from left to right): original images of
‘Cameraman’, ‘Barbara’, ‘House’, and their histograms.

B. INFORMATION ENTROPY ANALYSIS

Entropy of data is a measure that indicates the level of ran-
domness and vulnerability, in an encryption method. Ideally
the assessment of information entropy for an encrypted image
should be close to 8 [40]. The Equation (12) is used to
calculate the entropy. In this equation X is used to represent
the test image. Each qa; represents a value of X. The notation
Pr(a;) indicates the probability of X having the value a; which
shows how likely it is to select a pixel in X with that value.
The highest possible value, The maximum of H (a) is attained
occurs when X follows an uniform distribution as shown
in Equation (13). Additionally, G represents the number of

VOLUME 12, 2024
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FIGURE 8. Respectively (from left to right): ciphered images of
‘Cameraman’, ‘Barbara’, ‘House’ and their histograms.

"Wl

FIGURE 9. Respectively (from left to right): decrypted images of
‘Cameraman’, ‘Barbara’, ‘House’, and their histograms.

intensity levels associated with the image format.

H(a) =) Pr(aj)log, Pr(a;) (12)
i=1

PrA=a)=1/G (13)

For several ciphered images, the information entropy test
was performed. The results summarized in Table 2 demon-
strate that the encrypted images’ entropies are extremely near
to 8. Therefore, we can conclude that the entropy average
of the suggested technique is 7.9971, which is significantly
better than that of the methods in [39], [41], [43], and [44]
and similar to that analyzed in [45]. As a result, the proposed
encryption method is resistant to entropy assaults.

Image Barbara | House | Peppers | Cameraman
Plain Image 7.5751 7.6269 | 7.5251 7.0097
Cipher image | Ref. [42] | 7.9962 7.9970 | 7.9973 7.9972

Ref. [44] | 7.9970 7,9968 | 7.9971 7.9969

Ref. [45] | 7,9872 7.9860 | 7.9860 7.9890

Ref. [46] | 7.9965 7.9971 | 7.9970 79972

Ref. [47] | 7.9967 7.9973 | 7.9969 7.9973

Our 7.9972 7.9972 | 7.9970 7.9971

VOLUME 12, 2024

C. NPCR AND UACI ANALYSIS

To determine the extent of change caused by a single
pixel alteration in the simple image, we conducted various
tests on plain images using the proposed algorithm, and in
comparison to the algorithms in [43] and [45], we got good
analyses. According to the comparison, our method has a
NPCR average of 0.9962 and an UACI average of 0,334275
which are closer to 0.996094 and 0.334635 than NPCR
and UACI averages in [43] and [45] (see Tables 2 and 3).
The outcomes demonstrate that the proposed approach can
withstand differential assault.

i %100
NPCR =" D(i,j

2, 2. PED X Ay (14)

i=1 j=1

M N .. ..
|C1(la.]) - C2(lv])| %100
ACI = 1

UACI =1 2.2, 255 “uxn P

i=1 j=1

where C; or C;’s size is M x N, respectively. The original
images for the two cyphered images C and C; are identical
in size and only differ by one pixel. The pixels at coordinates
(i,j) have Ci(i,j) and Cy(i,j) as values. The D(i,j) is
computed using C1(i, j) and Ca(i, j).

D@Dz[L if C1(i,/) = Cai. ) 6)

0, otherwise

TABLE 2. Test results of NPCR.

Image Barbara | House | Peppers | Cameraman
Ref. [44] | 0.9955 0.9961 | - -

Ref. [45] | 0.9962 - 0.9961 -

Ref. [46] | 0.9962 0.9959 | - -

Ref. [47] | 0.9965 0.9968 | 0.9961 0.9964

Our 0.9963 0.9968 | 0.9961 0.9960

TABLE 3. Test results of UACI.

Image Barbara | House | Peppers | Cameraman
Ref. [44] | 0.3341 0.3339 | - -

Ref. [45] | 0.2815 - 0.2919 -

Ref. [46] | 0.3349 0.3347 | - -

Ref. [47] | 0.3353 0.3339 | 0.3342 0.3350

Our 0.3344 0.3339 | 0.3341 0.3350

D. CORRELATION ANALYSIS
An original image has a high correlation on its horizontal,
vertical and diagonal axes. This means that its adjacent
pixels are highly interconnected. Whereas in an encrypted
image, the correlation between adjacent pixels should be
very low. To test the robustness of our encryption algorithm,
we calculated the correlation ry , of 2,000 randomly selected
pairs of adjacent pixels (xi,yi) from the encrypted Barbara
image.

Equation (17) is used to calculate the correlation. x and y
represent the means of x and y. If the correlation value is close
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FIGURE 10. Correlation plots for the three directions of image Barbara: (a) plaintext horizontal, (b) plaintext vertical,
(c) plaintext diagonal, (d) ciphertext horizontal, (e) ciphertext vertical and (f) ciphertext diagonal.

TABLE 4. Test results of correlation.

Image Direction Ref. [42] Ref. [44] Ref. [45] Ref. [46] Ref. [47] Ours
Barbara Horizontal | —0.0413 | —0.0034 0.0051 0.0017 0.0021 0.0033
Vertical 0.0135 0.0024 0.0212 | —0.0133 | —0.0114 | —0.0125
Diagonal 0.0075 0.0075 | —0.0089 0.0173 0.0045 0.0438
House Horizontal 0.0397 0.0077 | —0.0063 0.0030 | —0.0029 | —0.0214
Vertical 0.0327 0.0030 0.0035 0.0009 | —0.0147 0.0456
Diagonal —0.0154 | —0.0039 0.0103 0.0048 0.0086 | —0.0192
Cameraman | Horizontal 0.0120 | —0.0027 0.0047 | —0.0037 | —0.0051 —0.0560
Vertical —0.0478 0.0025 0.0018 | —0.0019 | —0.0017 | —0.0240
Diagonal 0.0354 0.0039 | —0.0019 0.0034 | —0.0051 0.0789
Peppers Horizontal | —0.0654 0.0171 0.0028 0.0017 | —0.0033 0.0991
Vertical —0.0259 0.0072 | —0.0017 0.0091 0.0019 0.0234
Diagonal —0.0351 | —0.0019 | —0.0103 0.0056 | —0.0088 0.0789

to 1, x and y have a high correlation, and if it’s close to O their
correlation is low.

I it (i = %) i =)
X,y —
NOYINCEE o) VINC I

We repeated this test several times, calculated the mean
correlations and compared them with the Refs. [39], [41],
[43], [44], and [45] (see table 4). Fig. 10 shows the correlation
of the Barbara image in three directions for both the plain
image (a,b,c) and the encrypted image (d,e,f). We can notice
that there is a strong correlation in each direction for the
clear image, while the pixels are decorrelated for the ciphered
image (d,e,f).

a7

VIi. CONCLUSION

In conclusion, our pioneering study presents a paradigm-
shifting approach to image encryption, fusing the power
of chaotic Beta wavelet sequences with innovative DNA
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coding techniques. The uniqueness of our methodology lies
not only in the intricate generation of three chaotic Beta
wavelet sequences but also in the integration of DNA coding
through XOR operations, elevating the level of security to
unprecedented heights.

The results obtained through rigorous testing demonstrate
the unparalleled strength of our methodology in safeguarding
sensitive information. This groundbreaking contribution sets
anew standard in image encryption, showcasing the potential
for a more secure and advanced future in data protection.
As we pave the way for the evolution of encryption
technologies, our approach stands as a beacon of innovation,
marking a transformative milestone in the field of image
security.
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