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ABSTRACT Industrial Internet of Things (IIoT), also known as Industry 4.0 is a major revolution in the
industry and it is designed for enhancement of productivity and reliability. Security is a prime concern in
the implementation of IIoT technology along with other concerns like patch management. An inefficient or
insecure security mechanism would permit rogue (illegitimate) devices to access crucial data and resources
in the network. In order to reduce the involvement of malicious devices in IIoT networks and ensure the
security of crucial data, we suggest a device authentication and session key generation scheme for devices
in IIoT networks. The proposed mechanism is based on the bitwise XOR operation, one-way hash function,
and concatenation operation. In this scheme, the server and node generate the session key independently,
and it cannot be generated by any third entity. The proposed mechanism is scrutinized for its security using
AVISPA and ProVerif tools (automatically) and BAN logic (mathematically) and it has been determined
from the generated results that the proposed scheme is safe and immune to any security threats. Performance
of the proposed scheme has been verified through experimental analysis and from the result generated. It has
been proved that it consumes less resources with maximum throughput. Hence it is efficient and secure.

INDEX TERMS Cryptography, device authentication, Industry 4.0, IIoT device, Industrial Internet of Things
(IIoT) networks, security.

I. INTRODUCTION
Evolution of electronics, communications and computing
technologies has led to the development of state-of-the-art
technologies like smart systems, Internet of Things (IoT),
smart cities etc. Industrial IoT (IIoT) is one among these
that has evolved over a period of time for improving the
efficiency, safety, quality, sustainability and traceability in
the industry. IIoT enables collection of data from machines
and storing on a cloud server. Previously, the machines were
dumb, and the data generated was rarely used (as shown
in Fig. 1). This technology has improved the efficiency,
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productivity, safety, quality, sustainability, and traceability
leading to a revolution in the industry. IIoT enables collection
of commercial data from the machines and it’s storage in
a cloud server. IIoT made the industrial machines dynamic
and enabled them to communicate for efficiency and quality
in the production and delivery systems. IIoT technology is
vastly used in industries like automobile, agriculture, oil, and
gas [1], [2], [3]. Industrial robots have revolutionised the
automobile industry by reducing the manpower, expenses,
and time of production apart from increasing efficiency
and reliability. Sensors collect data about soil, nutrients and
moisture, weather conditions and help the agriculture sector
in selecting the crop and improving the yield. A fleet of
autonomous aircrafts are deployed to maintain oil and gas
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FIGURE 1. Industrial IoT environment.

industry by detecting potential problem in pipelines [4], [5].
Even though IIoT systems offer a wide range of services to the
end users, they have their own challenges like interoperability
of devices, heterogeneous devices, compatibility, security
etc [6], [7]. Communications in IIoT applications are mostly
dependent on public communication channel, where an
intruder can easily intercept the communications and capture
crucial data or disturb an ongoing communication or access
resources illegitimately [8]. IIoT networks need decentral-
ized techniques with high interoperability, lightweight and
scalable for providing security services.Secrecy (C), integrity
(I), authentication (A), authorization and access control
(A), and availability (A) are among the CIA+ model’s
established IIoT security requirements [9]. Security concerns
have played a significant role in preventing organisations
from migrating to IIoT. A rogue device at an industry site
can hinder performance by preventing reputable devices
from exchanging reliable and authentic data. In traditional
sectors, it’s common to believe that all smart gadgets are
trustworthy and cooperative. In actuality, rogue devices
frequently engage in nefarious activity with IoT devices.
Therefore, it is important and difficult to distinguish between
a benign and a malicious IoT device [10]. Designing secure
data transmission techniques is pivotal in IIoT, but IIoT is
designed to support industrial systems, which rely on time
sensitive data like operating commands and real-time sensor
data. Thus, any mechanism providing security in IIoT need
to ensure timeliness of communications [11]. Authentication,
privacy, information security, intrusion detection are few of
the crucial security requirements of an IIoT network [12],
[13]. An efficient authentication and key generation scheme
may ensure privacy, data security and intrusion detection.
Hence, in this paper we propose a mechanism for device
authentication and session key generation in IIoT networks.

In this paper, we have designed a device authentication
mechanism that eliminates illegitimate devices from access-
ing resources in an IIoT network and communicates with
legitimate devices.We also proposed a key agreement scheme
between the devices in an IIoT network. The proposed
scheme employs one-way hash function, bitwise XOR and

concatenation operations, Here the IIoT devices are logically
divided into three groups as i) devices, ii) intermediate
devices, and iii) server in hierarchy. Initially, the identity
of the device and an authentication parameter are stored in
the devices during deployment. Later, a device requests for
session key to the server through an intermediate device by
sending its hashed id, some random number, and a timestamp.
The intermediate node forwards the request to server by
adding its own identity onto it. The server verifies the received
values and computes the session key by using the parameters
for authentication, secret value picked, identifiers of the
device & intermediate device, and random number of a
device. The device recomputes the session key using received
values, its random number and secret value picked. The
proposed scheme is safe as the server and the device generate
the session keys using the values exchanged and randomly
generated or picked values, neither the device nor the server
shares its secret value with any other entity, due to which
no other entity except server and the device can compute
the session key (as shown Fig. 2). The proposed scheme is
verified for its security using ProVerif tool (automatically)
and BAN logic (manually) and it has been found that the
proposed scheme is safe and immune to any security threats.
The performance analysis done through experimentation has
proved that it consumes less resources like power, processing
resources and storage. Hence, it is both secure and efficient.
The proposed scheme is both secure, safe from the known
attacks and is lightweight, as it doesn’t involve complex
mathematical or cryptographic operations. On the other hand,
the previously designed mechanisms either involve complex
mathematical and cryptographic operations or prone to one or
more security attacks and moreover overload the system with
overheads like, computational, communicational, energy and
storage. The proposed mechanism has been evaluated for
security using various approaches both mathematically and
automated. The proposed mechanism is evaluated using
BAN logic mathematically and using AVISPA and ProVerif
automatedly. The proposed mechanism is also evaluated
experimentally by running it on a sensor using HC-05 TTL
and USB to TTL UART modules. The mechanism is coded
in Python to run on the experimental setup.

A. CONTRIBUTIONS
Major contributions of our paper are as follows:

• Review the existing works and identify their limitations.
• Proposed a lightweight, dynamic authentication and
session-key generation protocol for secure communica-
tion among IIoT devices in Industrial IoT (IIoT).

• Theoretical security analysis of the proposed proto-
col is carried out which represents protection from
eavesdropping, device capture, replay, impersonation,
MITM, desynchronization, stolen database of hub node,
session-key guessing and impersonation attacks and
ensures mutual authentication, forward and backward
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FIGURE 2. IIoT device authentication and session key generation scheme.

secrecy, sessions with anonymity and unlinkability of
the proposed protocol.

• Conventional verification usingBurrow-Abadi-Needham
(BAN) logic validates the security of the proposed
protocol.

• The automated protocol verification tools like AVISPA
and ProVerif verify the security of the proposed authen-
tication protocol using Dolev-Yao model as claimed.

• The computation, communication and memory over-
heads of our proposed protocol are calculated and
analysed with other existing protocols.

• The energy consumption and throughput of the proposed
protocol are computed using HC-05 Bluetooth module
and transistor-to-transistor logic to analyse the energy
efficiency of the proposed protocol for IIoT devices.

B. ROAD MAP
The rest of the paper is organized as follows: Section II
defines the existing IIoT device authentication mechanism
for IIoT networks. The proposed mechanism for IIoT device
authentication is shown in Section III. Section IV analyses the
proposed mechanism theoretically, and Section V discusses
the evaluation of the proposed protocol using BAN logic
(for formal analysis), AVISPA (Automated Validation of
Internet Security Protocols and Applications) and ProVerif
to analyse the proposed mechanism’s security automatically.
The overhead evaluation and comparison of the proposed
mechanism with recent mechanisms and discussion about the
experimental analysis of the proposed protocol is discussed
in the same section. Finally, we arrive to the conclusions in
section VI.

II. REVIEW OF LITERATURE
Security in Industrial Internet of Things (IIoT) has been a
point of concern and has attracted many researchers to work
on possible feasible solutions towards enhancing the security
in applications of IIoT. Authentication of devices and key
management are two pivotal security requirements in IIoT
applications [14], [15], [16], [17], [18], [19]. Authentication

ensures that only legitimate devices are part of any commu-
nication and creates a secure channel between the legitimate
devices, whereas key management ensures confidentiality
and privacy. In this section, we give a brief report of the
related work done by different authors towards security in
IIoT, authentication and key agreement/management.

Mick et al. [20] proposed lightweight authentication and
secure routing for Named Data Networking (NDN) IoT in
smart cities (LASeR) in 2018. In this, the authors designed
a pre-shared key extensible authentication protocol (EAP-
PSK) which works in three phases. In phase one, a sensor
node discovers a path and the legitimacy of the network
is verified. A sensor node to join the network sends a
route discovery request, forwards it to its neighbour node
authenticated with the Island manager using two long keys
namely Authentication Key (AKSN) and key-derivation key
(KDKSN). In second phase, the Island manager establishes
a trust with sensor node through authenticating using
Authentication key of previously exchanged nonces. Here,
the sensor node authenticates itself with Island manager.
In third phase, all the nodes between sensor node and
anchor node are updated with next hop fields through route
advertisement. The proposed protocol is simulated in NS-3
and its performance is evaluated. However, this scheme is
prone to Distributed Denial-of-Service (DDoS) attack.

A simple authentication and key agreement approach
for smart metering in Smart Energy Networks (SEN) was
discussed by Kumar et al. [21]. In the designed mechanism,
a smart meter (SM), domestically establishes a secure
communicationwith the utility server through neighbourhood
area network (NAN) gateway through authentication and
key agreement. Every smart meter acquires an authentication
token from NAN gateway during registration phase. In the
next phase, it authenticates itself with the NAN gateway and
establishes a session key to secure communications between
SM and NAN gateway. The session key is produced using
smart meter ID, NAN gateway ID and other computed values
during authentication process. At each stage, the validity of
the exchanged messages is verified through timestamp to
avoid replay and DDoS attacks. The work is analysed for
security using AVISPA tool and its performance analysis is
done. The finding is that the proposed protocol requires smart
meter to perform 5 hash and 2 MAC operations which is
computationally infeasible.

Li et al. [22] designed a mutual authentication protocol for
IoT devices considering the resource constrain nature of the
devices. The scheme is based on novel public key encryption
technique. The protocol runs for multiple passes depending
on the level of security requirements. The protocol comprises
four algorithms namely system setup (Setup), key generation
(KeyGen), initialization (Init) and mutual authentication
(Auth). Initially, system parameters like message size,
number of passes, nonces etc. are determined in setup using
security parameters as input. Later, pairs of public and
private keys are generated by KeyGen with system parameter
generated during setup as inputs. The devices exchange
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their identities and public keys during Init and finally the
devices mutually authenticate each other during Auth. This
mechanism is emulated in Cooja simulator and evaluated
using CC2538 evaluation modules. The mechanism is light in
weight as it avoids complex computations like modulo expo-
nentiation. However, this scheme is prone to DDoS attacks.

Li et al. [23] designed a key agreement and mutual authen-
tication scheme which is based on hash function and XOR
operation. This scheme has three levels of communications:
primary node, second level node and hub node. The system
administrator registers sensor nodes. Sensor nodes request
the hub node for authentication through intermediary node
and set up a session key in a secure manner. The nodes
exchange their parameters using hash function. AVISPA
tool is used to analyse this scheme. The mechanism is
lightweight and safe against various potential threats but it
has high expense of computation overhead, communication
cost, storage requirement, and energy consumption.

Jaya et al. [24] designed a lightweight and efficient
scheme for human centred IIoTs. The designed schemeworks
in three phases namely: Preliminary phase, Registration
phase, authentication phase and key exchange phase. During
preliminary phase, initial RSA settings are done by a trusted
third party (TTP) also known as registration centre (RC).
In registration phase, RC generates an EID for a registered
node using one-way hash function and ID of the node
and sends it to registered new node. In authentication
phase, devices/nodes mutually authenticate using the values
received from RC and current timestamp values. Finally,
in key exchange phase, two nodes generate a common session
key individually using the parameter exchanged/generated
during previous phases. This scheme is also prone to Man-
in-the-Middle and DDoS attacks.

Abdi Nasib Far [25] designed a robust and energy efficient
authentication protocol for IIoT. The designed protocol is a
three-factor authentication scheme. It is based on biometrics
and works in four phases namely, initiation, registration,
authentication and key management and password change.
In initialisation phase, the gateway wireless node (GWN)
generates its public and private keys, assigns identity of
sensor nodes, and calculates the shared secret key. The public
key, ID of node and shared secret key are stored onto the
memory of sensor node and the node is deployed in the target
field. In registration phase, a user registers with the GWN
through his/her mobile device and biometrics. Whenever a
user intends to access the data of any node, he/she has to
authenticate himself/herself using its identity and password.
Upon successful verification a session key is generated by
GWN using identity of user, ID of sensor node and the
parameters and is shared among GWN, user and sensor node.
A user can update or renew the password in password change
phase without communication GWN. This protocol achieves
optimal performance but is complex in nature due to frequent
usage of hash function and it is prone to DDoS attack.

Aman and Sikdar [26] designed a hybrid protocol for
attestation with authentication in IIoT. The designed protocol

performs attestation of devices in IIoT networks and performs
mutual authentication between the devices. The attestation is
done through SWATT, a software-based attestation technique.
In this, it verifies the memory contents and verifies the
presence of any malicious tampering of the memory. The
attestation is done based on the time taken to validate the
memory, a malicious device/software takes more time than a
benign device/software. This protocol also performs mutual
authentication between the devices intrinsically. An IoT
device here undergoes attestation only if the other device
requests to do so and the requesting device has already
extended the protocol with the IoT device and vice-versa.
This protocol is verified using Mao-Boyd logic formally and
the analysis is done using ProVerif. However, this protocol is
vulnerable to Man-in-the-Middle and DoS attacks.

Shen et al. [27] designed a cross-domain IIoT device
authentication mechanism. In cross-domain networks, the
devices are under control of different server, and this
makes it hard to perform either authentication or key
exchange between them. Here, the authors have designed a
mechanism that performs authentication using a Blockchain,
which is a block-based, distributed global ledger with many
transactions. The information is shared by corresponding
key generation centre (KGC) and can be used for cross-
domain authentication. The blockchain is maintained by
a group comprising KGC of each domain. An identity-
based signature algorithm is used for authentication where
each device has a global public key in its identity and
the signature of a device is generated using its signing
private key, the signature of a device is verified using its
public key. This algorithm is known as blockchain assisted
authentication Elliptic Curve based Diffie Hellman Key
Exchange (ECBDE) which is used to share a private key
between the devices. Many entities like KGC, Authentication
Agent Server (AAS), Blockchain Agent Server (BAS) and
storage server interact with each other to execute the
protocol and mutual authentication in cross domain and key
exchange. This mechanism ensures secure authentication
among devices in cross-domain IIoT and key exchange, but it
is prone to Sybil attack and forward and backward secrecies.

Esfahani et al. [28] proposed a mechanism for authentica-
tion of machine-to-machine (M2M) communications in IIoT.
In this, mechanism works in two phases, namely registration
and authentication. During registration phase, a sensor node
performs registration with Authentication server (AS) by
sending its identity, using this identity, and applying hash
and XOR operations. The sensor node’s memory is where
the AS stores the parameters it generates. Each sensor node
must be able to authenticate itself with the router following
the registration step. Here, the sensor node requests for
authentication of router using its unrealistic identity. The
router performs few computations using hash function, XOR
operation, pre-shared secret key (PSA) to accomplish the
authentication. Also, a random number generated by sensor
node and router is employed to compute a session key.
The mechanism is light in weight due to low computational
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and storage overheads. It is also resistant to replay, MITM,
impersonation and modification attacks. But it is vulnerable
to DDoS attacks as an adversary may attack a target
noderouter using multiple fake identities.

Shahzad et al. [29] proposed a lightweight authentication
mechanism for M2M communication in IIoT networks. The
protocol uses exclusive-OR and hash functions and is based
on timestamp and pre-shared key. The protocol functions in
four phases namely initialization, registration, authentication,
and update phase. This protocol facilitates authentication
between a sensor (S) and the Controller (C) with support
of an authentication server (A). In initialisation phase, the
authentication server generates a timestamp (TS) and shares
with both server (S) and controller (C), upon the request of S.
In registration phase, S generates a message encrypted with
PSK comprising hash and XOR of its ID, PSK, nonce and
timestamp and sends to C; C validates the received message
by comparing the timestamps, ID of S and nonce then it sends
back as encrypted message with PSK, comprising of hash &
XOR of its ID, PSK nonce and timestamp. In authentication
phase, the sensor verifies the received message from C
and sends an encrypted message comprising hash of nonce
and timestamp. C compares the timestamp and verifies the
received values, it generates a key k as hash of nonce of C,
nonce of S and ID of S and sends an encrypted message
comprising hash of nonce of S, nonce of C, new timestamp to
S. In update phase, S verifies the received values and send an
OK message to C and also generates its own key as hash of
nonce of S, nonce of C and ID of S. The protocol is verified
for security using AVISPA tool and BAN logic. But it may
compromise the confidentiality as adversarymay generate the
key K as hash of S, hash of C and timestamp.

A multifactor authenticated key agreement technique for
IIoT was addressed by Vinoth et al [30]. In this scheme,
a user can access the data from sensors, deployed in industry
through gateway nodes. A user authenticates himself/herself
through user ID, password, and biometrics card. The protocol
works in 06 phases namely, registration phase, login phase,
authenticated key agreement phase, biometrics and password
update phase, device joining phase and device revocation
phase. In registration phase, a user registers with GWN using
its identity, password and biometrics. A biometric key is com-
puted from biometrics of the user, in login phase, a user logs
on to the GWNusing its ID, password and biometrics through
card reader. In the authenticated key agreement phase, the
GWN verifies the newness of login request, by checking the
timestamp values and computes a series of values using XOR
and hash functions, exchanging and validating the values. The
user and the sensing devices establish a secure session key.
An authorized user updates his/her biometrics and password
through biometrics and password update phase. A new
sensing device joins the network through devices joining
phase and devices leave the network through revocation phase
to ensure forward/backward secrecy. The proposed scheme
is secure from many attacks but at the expense of high
computational, storage and communicational overheads.

Tanveer et al. [31] have proposed an authentication
protocol for IIoT which is resource, efficient. The devised
approach makes use of an associative data (AEAD) prim-
itive AEGIS long with hash function and a lightweight
cryptographic (LWC)-based authentication encryption. The
resource-efficient authentication protocol (REAP) creates a
session key between users and deployed sensing devices and
permits primary-preserving user authentication. REAP-IIoT
functions in six phases namely sensor device registration
(SDR) phase, user registration (UR) phase, authenticated
key exchanged (AKE), biometric password change (BPC)
phase, revocation phase (RP), dynamic sensor device in
deployment (DSDX) phase. Before an SD is deployed,
a trusted agent registers it during the SDR phase, computes its
identification (ID), and secret parameter (SP), and saves it in
the memory of the SD. During user registration (UR) phase,
TA assigns secret parameters (SP) to users and each user is
assigned a list of SD it is authorised to access. UR phase is
performed offline, considering the security issues. In AKE
phase, user first performs local authentication by getting its
secret parameters validated. During BPC phase, a user needs
to frequently change its password keeping the biometrics
information unaltered. In RP, a new sensitive/secret data is
provided to legitimate user, upon losing it and in DSDR phase
a new sensor node is deployed by assigning it a unique ID and
secret parameters. The mechanism is secure and immune to
numerous security attacks but is prone to DDoS attack.

Sohail et al. [32] presented a secure collaborative data
sharing platform in this paper that makes use of consortium
block chain technology. In order to protect user anonymity
and data integrity, authorsÂ suggested an authentication
mechanism that used HMACÂ and ECCÂ to regulate access
to data. Cui et al. [33] created a blockchain-based method for
edge computing-based IIoT device authentication. Without
involving the Certificate Authority (CA), authors generated
and disseminated anonymous identities for the smart devices
via the edge servers. The authors [34] demonstrated how
key recovery attacks, which allow anyone to retrieve a user’s
whole set of private keys, defeated Wang et al.’s scheme [35].
After that, they suggested a brand-new secure CLS technique
and demonstrated its unforgeability in the face of adversaries
of types I and II while adhering to the Diffie-Hellman
problem’s hardness assumption. An improved multi-factor
safe authentication and key agreement technique for the IIoT
was proposed by Han et al [36]. after they investigated
the causes of insecurity. This protocol, which exclusively
makes use of symmetric cryptography, hash functions, and
XOR operations, increased protocol’s security. It was shown
through formal security research and informal security talks
that the protocol could withstand a wide range of known
assaults.

Most of the previously designed mechanisms either
involve complex mathematical and cryptographic operations
or prone to one or more security attacks and moreover
overload the system with overheads like, computational,
communicational, energy and storage. The security analysis
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TABLE 1. Comparative analysis of proposed mechanism with other mechanisms.

is either incomplete or the simulation/experimental analysis
is not done.

Privacy and security are primary concerns of any applica-
tion area of IoT, similarly in Industry 4.0 aka IIoT security
and privacy of the data and communications is a matter of
concern. From the survey of related work as shown in Table 1,
we could conclude that even though some work has been
done towards security of IIoT networks but most of them
are either complex in nature or insecure. Hence, with an
intention to enhance the security of communications in IIoT
networks, in this paper we proposed a mechanism for mutual
authentication of devices in an IIoT network to ensure privacy
and also to establish a key for secure transmission of data
between the devices. The proposed mechanism is not only
secure but also lightweight as it consumes less resources and
making it suitable for applicable IIoT networks.

III. PROPOSED SCHEME
The proposed scheme is thoroughly explored in this section.
Notations used in the proposed mechanism are mentioned in
Table 2:

Here, we are considering three communicating entities:
IIoT device (IIoTN ), intermediate node (Inter_N ), and hub
node (Hub_N ). The proposed mechanism consists of two
phases: initialisation phase, and authentication phase with
session key generation. Considering IIoTN is a second level
node, it communicates with Hub_N via a Inter_N , a first-
level node. If IIoTN is a first-level node, then the Inter_N
can be simply removed from the system to enable direct
communication with Hub_N .
In the proposed mechanism, the system administrator

(SA) is a key component during initialisation phase that
manages the initialization phase, which involves assigning
identities to IIoT devices, intermediate nodes, and hub
nodes. The Industrial Internet of Things (IIoT) environment’s
communication system integrity and secrecy are guaranteed
by the SA, which is in charge of creating authentication
parameters and safely storing the relevant information.

TABLE 2. Notations used in the proposed mechanism.

In initialisation phase, system administrator (SA) assigns
identities to all IIoT devices (IIoTN .), intermediate node
(Inter_N ), and hub node (Hub_N ). SA selects a secret
value Jn at hub node and computes authentication parameter
an = (idn ⊕ idhn,Kn). At the end of initialisation phase,
system administrator stores < idn, idin, idhn, an >, <

idin, idn, idhn >; and < idhn, idn, idin, Jn > in the storage
of IIoTN , intermediate node and hub node, respectively.
Notably, neither at the IIoT device nor at the hub node is
any storage of Kn necessary. It is solely employed to produce
an. The permanent real identity for IIoT device IIoTN is
represented by the identity idn.

The next phase is authentication phase with session key
generation. In this phase, IIoT device (IIoTN ) selects random
number (rn) and timestamp (tn). Later IIoT device computes
the following parameters with temporary identity:

p = (idn ⊕ rn)

q = (h(an, idhn)⊕ rn)

TIDn = h(p, tn)
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Now IIoT device sends a messageM1 :< TIDn, an, tn, q >

to intermediate node. As intermediate node receives a
message M1, it adds its own identity to the message M1 and
forwards the updated message M2 :< idin,TIDn, an, tn, q >

to hub node. Hub node receives the message M2 and starts
the verification of idin, an and tn. Later hub node performs
the following steps:

In = h(an, idhn)

rn∗ = (In ⊕ q)

p∗ = (idn ⊕ rn∗)

TIDn∗ = h(p∗, tn)

TIDn∗? = TIDn

On the successful verification of TIDn, hub node computes
the following parameters:

d = p∗ ⊕ Jn
an+ = h(idn ⊕ idhn, Jn)

bn = (rn ⊕ Jn, idn)⊕ an+

Ks = (h(idn ⊕ p∗), rn, Jn)

Now hub node stores the session key (Ks) in its database
and forwards a message M3 :< idin,TIDn, d, bn >

to intermediate node. Intermediate node verifies its own
identity idin from the received message and forwards
the message M4 :< TIDn, d, bn > to IIoT device.
As IIoT device receives the message M4, it performs
the verification of TIDn, bn and performs the follow-
ing computation to calculate session key for future
communication:

J∗n = p⊕ d

an++ = h(idn ⊕ idhn, J∗n )

bn∗ = (rn ⊕ Jn, idn)⊕ a++n
bn∗? = bn
Ks = (h(idn ⊕ p), rn, Jn∗)

Now IIoT device stores the session key to communicate
with other devices in future. In this way, IIoT device
authenticates itself and gets a session key from hub node for
future communication (as shown in Fig. 3). In Fig. 4, Flow
chart of the proposed protocol shows the process of secure
communication and authentication of IIoT devices via Hub
node.

IV. THEORETICAL EVALUATION
The proposed scheme is theoretically evaluated for security
and its resistance towards various security attacks in this
section.

A. EAVESDROPPING
In the proposed mechanism, an attacker can access all the
parameters of the communication. Identity of the IIoTN
(idn) has been securely transmitted over channel using

temporary identity TIDn. It is secured using one-way hash
function h(•). The parameter rn is secured using another
parameter p. The updated authentication parameter an+ is
transmitted using bn. Parameter d helps in securing Jn using
h(•) function. In this way, an attacker is unable to access
and compute any parameter over the channel. Therefore
the proposed mechanism secures against any eavesdropping
attack.

B. SESSIONS WITH ANONYMITY AND UNLIKABILITY
The objective of this service is to make it impossible for
an attacker to determine a communicating device’s IIoTN
identity from the communication parameters intercepted
and to link one session to another of the same device of
same IIoTN. The temporary identity of the device TIDn is
calculated using random number rn which is fresh, random,
and independent. An attacker is unable to identify two
unique TIDn for same IIoTN. Authentication parameter
of hub side bn is also based on random number rn.
Our designed protocol makes sure that an attacker cannot
determine these randomly chosen parameters in order to
acquire some fixed parameter. Therefore, each performed
session’s communication parameters are separate, arbitrary,
and fresh. Our technique maintains the devices’ anonymity
and the sessions’ unlikability since an illegitimate entity
cannot join two or more sessions to the same device
in IIoTN.

C. IMPERSONATION ATTACK
If an impersonation attempt is successful, the attacker has
the power to produce a reliable tuple < TIDa, aa, ta, q >.
Here, we have two circumstances: An attacker records
a sent tuple < TIDa, aa, ta, q > by listening on the
channel, but he/she is unable to identify the accompanying
ida; An attacker is aware of identity (ida) and aa. In the
second scenario, an attacker conquers the device IIoTN,
and this is a different kind of onslaught. As TIDa =
h(p, tn) is linked to the timestamp in the first scenario,
the captured tuple prevents an attacker from impersonating
a device without the matching ida because the attacker
cannot generate a legitimate temporary identity without the
corresponding ida.

D. SPOOFING ATTACK ON HUB NODE (HN)
An attacker needs to produce a valid tuple of the form <

TIDn, d, bn >, to pose as the HN to an IIoT device IIoTN.
In this message, TIDa = h(p, tn) is computed using p where
p is computed using rn. The random number rn is inaccessible
to the attacker. The parameter d helps to compute Jn∗. In the
tuple, the parameter bn = (rn ⊕ Jn∗, idn) ⊕ an+, where
Jn∗ = p⊕ d . The parameters p and d are totally unknown to
an attacker. As, an attacker cannot generate a valid parameter
from these parameters, our proposed mechanism defends
against HN spoofing attacks.
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FIGURE 3. Proposed protocol for device authentication and session key generation.

E. DDOS ATTACK
It concerns a malicious attempt to obstruct regular traffic
in order to prevent devices from functioning as intended.
To prevent this attack, we have included the timestamp tn with
every message. Before reaching its threshold value (△t), each
message is valid. This threshold will cause the message to be
dropped.

F. REPLAY ATTACK
In the proposed mechanism, timestamps are used to
safeguard the mechanism from any possible replay
attacks. IIoTN inserts the timestamp tn in such a
way that it prevents an attacker from either wipe or
change it. Moreover, every message being transmitted
is encrypted disabling an arbitrary in understanding
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FIGURE 4. Flowchart of the proposed protocol for device authentication and session key generation.

the message, which reduces the possibility of replay
attack.

G. SESSION KEY GUESSING ATTACK
In our proposed mechanism, the session key Ks =

(h(idn ⊕ p∗), rn, Jn) is computed at hub node. During the
authentication process, This key is not a function input in any
way. At the conclusion of the protocol, it is computed. The
safety of the main secret key Jn is not jeopardized by the leak
of Ks.

H. STOLEN DATABASE OF HUB NODE
The secret key of Hub_N is Jn. Except Jn, Hub_N does not
keep any additional data in its database. Other identities of
IIoT devices and intermediate nodes that are not confidential
are stored in the database of hub node. These identities are
verified after receiving the messages. Hence, this is the merit
of our proposed mechanism.

I. DEVICE COMPROMISE ATTACK
The attacker is skilled at compromising as many IIoT
devices as possible and is familiar with the tuples <

idn, idin, idhn, an >. The parameter an = (idn ⊕ idhn,Kn)
helps in keeping secret the the IIoT device’s main secret
key Kn. It ensures that the exposed tuples do not disclose
any details regarding the IIoT device’s main secret key
Kn. Therefore, our proposed mechanism performs secure
communication.

J. MAN-IN-THE-MIDDLE ATTACK
Protection against replay attacks, spoofing attacks on hub
node, and IIoT device impersonation attacks lead to defence
against man-in-the-middle attacks.

K. DESYNCHRONIZATION ATTACK
The authentication method is prone to a desynchronization
attack if the two entities are forced to synchronise the
updating of their status. In this instance, the attacker corrupts
the link after an individual entity maintains its status,
preventing the other side from updating its state. This attack
can be used to compromise any authentication protocol that
calls for the server that houses the validation tables. The hub
node lacks the capacity to maintain any validation tables in
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our proposed scheme. Therefore, desynchronization is not
possible.

L. FORWARD AND BACKWARD SECRECY
The objective of this security measure is to ensure that
any session keys that are disclosed do not compromise the
confidentiality of any previous or upcoming sessions. It is
obvious that the proposed scheme provides this security. The
step used to get session key is Ks = (h(idn⊕ p∗), rn, Jn). The
one-way hash function h(•) protects all important parameters,
while rn and Jn all undergo dynamic change over sessions.
This results in forward/backward security for our proposed
scheme.

V. EVALUATION
For the proposed mechanism, this section covers the auto-
matic security evaluation using AVISPA and the ProVerif
tools, as well as the formal security evaluation using BAN
logic. Afterwards, various communication, computing, and
storage costs related to the proposed mechanism are com-
puted and contrasted with those of other mechanisms that are
currently proposed. The energy consumption of the proposed
mechanism has been calculated by experimental analysis, and
it has been compared to other existing mechanisms.

A. FORMAL SECURITY EVALUATION
The formal security evaluation is carried out utilising
BAN (Burrows-Abadi-Needham) logic in this section. The
theoretical analysis of security attacks was done in the
previous section.

BAN logic is an analysis tool which helps in verifying
the security of the proposed mechanism using well defined
rules and assumptions [37], [38], [39]. Herewe are employing
BAN logic to demonstrate that our proposed scheme offers
proper key agreement, mutually authenticating IIoT device
IIOTN and the hub node Hub_N . The BAN logic symbols
and principles are discussed in [40].

1) GOALS
In order to demonstrate the key agreement and mutual
authentication, the sub-goals (SG) and goals (G) are as
follows:

SG1 : Hub_N | ≡ IIoTN | ≡ (IIoTN
p
←→Hub_N )

SG2 : Hub_N | ≡ (IIoTN
an
←→Hub_N )

G1 : IIoTN | ≡ Hub_N | ≡ (IIoTN
Ks
←→Hub_N )

G2 : IIoTN | ≡ (IIoTN
Ks
←→ Hub_N )

2) IDEALIZATIONS
The transmitted messages between IIoT device IIoTN
and the hub node Hub_N are idealized as follows and
the communications with intermediate node (Inter_N) are
avoided because of their least contribution in the mutual

FIGURE 5. Derived messages through message 1 and obtaining sub-goal
1 AND sub-goal 2.

authentication of IIoT device IIoTN and the hub nodeHub_N:

M1 : IIoT → Hub_N :< IIoTN
p
←→Hub_N ,rn, tn,IIoTN

an
←→Hub_N >

IIoTN
idn
←→Hub_N

M2 : Hub_N → IIoTN :< IIoTN
p
←→Hub_N ,rn,Jn, tn,IIoTN

Ks
←→Hub_N>

IIoTN
idn
←→Hub_N

3) ASSUMPTIONS
The assumptions to evaluate the security of our proposed
mechanism are as follows:

A1 : Hub_N | ≡ (IIoTN
idn
←→Hub_N )

A2 : Hub_N | ≡ #(tn)

A3 : IIoTN | ≡ #(rn)

A4 : Hub_N | ≡ IIoTN | ≡ (IIoTN
an
←→)Hub_N )

A5 : Hub_N | ∼ (Kn)

A6 : IIoTN | ≡ (IIoTN
idn
←→Hub_N )

A7 : IIoTN | ≡ Hub_N | ∼ (IIoTN
idhn
←→Hub_N )

A8 : IIoTN | ≡ Hub_N | ≡ (IIoTN
Ks
←→Hub_N )

4) ANALYSIS
Here we are proving the security of our proposed scheme and
deriving the above defined sub-goals and goals using rules,
assumptions, and deducted messages as shown in Fig. 5 and
Fig. 6.
This concludes that all the defined goals and sub-goals

to prove the security of the proposed scheme offer
mutual authentication with key agreement between IIoT
device IIoTN and the hub node HubN . Hence, the
proposed scheme is secure and no attack can be
detected.
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FIGURE 6. Derived messages through message 2 and obtaining
goal 1 AND goal 2.

B. AUTOMATED SECURITY EVALUATION
AVISPA supports a wide range of analyses, including
reachability analysis, secrecy analysis, authentication anal-
ysis, and message trace analysis. Whereas ProVerif is
specifically designed for symbolic analysis, and it focuses
on proving properties such as secrecy and authentication.
Using the AVISPA and ProVerif tools, we have performed
the security analysis of the proposed scheme in this
section.

1) ANALYSIS THROUGH AVISPA TOOL
A security evaluation tool for verification of protocols
and applications that are essential to Internet security is
AVISPA (Automated Validation of Internet Security Proto-
cols and Applications) [41], [42]. Since AVISPA is a popular
safety-analysis method among researchers, we employ it to
check the safety objectives of the proposed scheme. The
program is written in High-Level Protocol Specification
Language, often known as HLPSL, to determine if a
security protocol is SAFE or UNSAFE in co-relation to
predetermined goals. Additionally, AVISPA is supported by
the HLPSL’s four integrated backends (Tree Automata based
on Automatic Approximations for the Analysis of Security
Protocols (TA4SP), SAT-based model checker, Constraint-
Logic-based Attack Searcher (Cl-AtSe), and On-the-Fly
Model-Checker (OFMC)), and abstraction-based techniques
[43]. The HLPSL standard is translated into a language with
a lower level than HLPSL. The so-called HLPSL2IF inter-
preter, which is opaque to the user, is used in the intermediate
form. The AVISPA tool’s back-ends read intermediate form
(IF) directly. Each participant in the protocol simulation takes
on a separate role in AVISPA, a language designed for roles.
Each agent operates independently of the others, receives
some starting data through parameters, and interacts with
the other agents via channels. The Dolev-Yao [44] model is
used to create the attacker, with the added potential for the

TABLE 3. Tabular representation of AVISPA output.

attacker to play an appropriate role during a protocol run. The
role system includes descriptions of the number of principals,
sessions, and roles.

As we know that an intruder knows all the public con-
straints and transmitted messages, any kind of vulnerability,
attack or disclosure of key can be identified using this tool.
The output of AVISPA represents that the proposed scheme is
secured against various known threats for Dolev-Yao model.
Finally, the request statement (HN ,N , hubn_node,Bn) is
used to authenticate the IIoT device N and the hub node HN
through Bn. The authentication parameter ‘Bn’ incorporates
secret value ‘Jn’ and random number ‘rn’. This secret value
‘Jn’ is accepted by IIoTN and the random number ‘rn’ is
also accepted by IIoTN. IIoTN believes in the presence
of Hub_N and relies on parameter ‘Jn’ and ‘rn’. The
authentication parameter ‘Bn’ is fresh and never replayed
and the existence of Hub_N is bounded to protocol_id
hubn_node. Our protocol claims the authentication based
on a parameter (Bn), and it is found safe and secure at
the OFMC, and the Cl-AtSe model checkers as shown
in Table 3.

2) ANALYSIS THROUGH PROVERIF TOOL
ProVerif tool is used to analyse the security of the proposed
protocol automatedly using Horn clauses. This tool handles
unbounded number of sessions with different cryptographic
operations like XOR and hash functions. Secrecy, authenti-
cation, and equivalence are among the processes that can be
proved through ProVerif tool [45], [46], [47].

In our proposed protocol, the three processes such as
IIoT devices (processSN), intermediate node (processIN)
and hub node (processHN) are defined with begin and
end events like registration, authentication, and session
key generation. To ensure the security, different queries
are imposed over the security parameters like secret
key ‘Jn’ (Jn) and authentication parameter ‘bn’ (Bn).
Queries are applied on events to ensure the accomplish-
ment of communication between processes. The queries
are as follows: query attacker(Jn), attacker(Bn), query
event(EndKRF(IN, SN))==>event (BeginKR(SN, An)),
query event(BeginKG(HN, An))==>event(EndKR(HN, SN,
Ks)), query inj-event(EndKRF(IN, SN))==>inj-event
(BeginKR(SN, An)), and query inj-event(BeginKG(HN,
An))==>inj-event(EndKR(HN, SN, Ks))

The findings of the proposed protocol are shown in
Fig. 7. The proposed protocol is found safe and secure,
and all queries are true. Here, we can conclude that our
proposed protocol is invulnerable to various potential attacks
as mentioned in Section IV.
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FIGURE 7. ProVerif tool summary report.

TABLE 4. Calculation of communication cost.

C. OVERHEAD EVALUATION AND COMPARISON
Overhead evaluation helps in proving the efficiency of
our proposed protocol in terms of the communication
cost, computation overhead, storage requirements, energy
consumption and throughput achieved.

1) COMMUNICATION COST
The communication cost depends upon the messages trans-
mitted between communicating entities like IIoT device,
intermediate node, and hub node. Assume that the size of
identity is 16 bits, the size of the timestamp is 32 bits, and
the size of other parameters are 160 bits. In the transmission
(IIoTN → Inter_N ), IIoTN transmits a message M1 :<
TIDn, an, tn, q >. The size of this message is 3(160)+ 32 =
512 bits. In communication (Inter_N → Hub_N ), Inter_N
transmits a message M2 :< idin,TIDn, an, tn, q > and
the size of this message is 528 bits. The size of messages
M3 :< idin,TIDn, d, bn > and M4 :< TIDn, d, bn > are
transmitted from (Hub_N → Inter_N ) and (Inter_N →
IIoTN ), respectively. The size of the message M3 is 496 bits
and the size of messageM4 is 480 bits. The proposed protocol
has a total communication cost of 512+ 528+ 496+ 480 =
2016 bits. In Table 3 and Fig. 10, the proposed scheme is
contrasted with the existing mechanism developed by Li et al.
[23] and Cui et al. [33]. It is clear that our proposed scheme
incurs the least communication cost as showm in Table 4 and
Fig. 8.

2) COMPUTATION OVERHEAD/COST
Our proposed scheme employs two cryptographic operations:
XOR operation and hash function. The computation cost
for XOR operation (tXOR) is considered negligible and the
computation cost of hash function (tHash) is considerable.

FIGURE 8. Evaluation of communication cost.

TABLE 5. Calculation of computation cost.

FIGURE 9. Evaluation of computation cost.

The computation cost of tHash is 0.06 millisec (ms) [48].
In our proposed scheme, the IIoTN device employs 6 XOR
operations and 4 hash functions. The total operations at IIoTN
device are 6 tXOR + 4 tHash. The Hub_N node, on the other
hand, carries out 8 XOR operations and 4 hash functions.
The operations at Hub_N node are 8 tXOR + 4 tHash. The
overall operations performed in our proposed scheme are 8
tHash+14 tXOR ≈ 8 tHash. Whereas the computation overhead
of Li et al. [23] is 19 tHash + 8 tsym + 3 tmm where the cost
of symmetric encryption (tsym), addition operations (tma) and
modular multiplication (tmm) operations are taken from [48].
The computation overhead of edge server (ES) and smart
device (SD) from Cui et al. [33] is 8Tmm + 3Tma + 7THash
and the overhead of the smart device is 3Tmm + 3THash. The
computation overhead of our proposed scheme and existing
mechanisms proposed by Li et al. [23] and Cui et al. [33] is
shown in Table 5 and Fig. 9.

The result from Table 4 and Fig. 11 shows that our
proposed mechanism offers the least computational overhead
which supports maximum battery life.
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TABLE 6. Calculation of storage cost.

FIGURE 10. Evaluation of storage requirement.

3) STORAGE REQUIREMENT
In our proposed mechanism, IIoT device (IIoTN )
stores tuple < idn, idin, idhn, an >, intermediate node
(Inter_N) tuple < idin, idn, idhn >; and hub node (Hub_N )
stores tuple < idhn, idn, idin, Jn >. Assume the hub
node stores the identity of ‘8’ registered IIoT devices, ‘1’
intermediate node and its own identity from the network.
The hub node stores identity of 10 nodes at a time. Our
proposed protocol uses SHA-1 mechanism as hash function.
As discussed earlier the size of different parameters, the
storage requirement of IIoTN is 3(16)+ 160 = 208 bits; the
storage requirement of Inter_N is 3(16) = 48 bits; and the
storage requirement of Hub_N is (16 ∗ 10)+ 160 = 320 bits.
In [23], the gateway node (GWN) stores its own identity,
other nodes’ identities and the pair of public-private keys;
and the node stores its own identity, identity of gateway
node and secret key in its storage. Assume the sizes of
public and private keys are 128 bits each. In [33], the
storage overhead of Cui et al. is mentioned as 840 bits.
Table 6 and Fig. 10 compares the storage requirements of
our proposed mechanism and that of Li et al. [23] and
Cui et al. [33].

D. EXPERIMENTAL ANALYSIS
The proposed protocol was implemented using Bluetooth
modules connected to a personal computer through Universal
Serial Bus (USB) to transistor-to-transistor logic (TTL)
connectors. Two Bluetooth modules were connected, one as
Main and another as Secondary to a single computer for
time synchronization. The payload of the proposed protocol
was generated through Python program and transmitted
from Main module to Secondary module through Bluetooth.

TABLE 7. Details of experimental setup.

TABLE 8. Calculation of energy consumption.

FIGURE 11. Evaluation of energy consumption.

TABLE 9. Calculation of throughput.

The time taken for transmission was calculated at Main
module and time taken for receiving was calculated at
Secondary module. The experimental setup is discussed in
Table 7:

HC-05 Bluetooth module works on 3.3 Voltage (V ) and
operating current is 30 milli-Ampere (mA). The consumed
energy is calculated using voltage(V ), current(I ) and payload
transmission time (T ).

Energy consumed by the proposed protocol= V ∗ I ∗ T =
3.3 V ∗ 30 mA ∗ 19.20 seconds = 1900.8 Joules
Energy consumed by Li et al. [23] = V ∗ I ∗ T = 3.3 V ∗

30 mA ∗ 33.20 seconds = 3286.8 Joules
Energy consumed by Cui et al. [33] = V ∗ I ∗

T = 3.3 V ∗ 30 mA ∗ 58.10 seconds = 5751.9
Joules
It is clear from Fig. 11 and Table 8 that the proposed

protocol consumes less energy than Li et al. [23] and Cui et
al. [33] for providing security, hence it is more suitable for
IIoT networks.
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TABLE 10. Comparison analysis of proposed mechanism with other mechanisms.

FIGURE 12. Evaluation of throughput.

1) THROUGHPUT
A valid measure of network performance, throughput is the
actual pace at which data is successfully delivered over a
network connection [49]. The throughput of our proposed
protocol is 105 bps (bits per second), which is obtained on
basis of the experimental setup. The throughput of Li et al.
is calculated as 80.96 bps. The throughput of the mechanism
proposed by Cui et al. is calculated as 84.40 bps. It is shown
in Table 9 and Fig. 12 that the proposed mechanism offers the
maximum throughput.

Performance of the proposed scheme has been evaluated
through parameters like storage overhead, communication
cost, computation overhead, throughput, and energy con-
sumed and also compared with existing schemes. The energy
consumed is extracted experimentally based on the execution
time. The comparison of our proposed mechanism with other
mechanisms [23], [33] is shown in tables 10.

VI. CONCLUSION
Industrial Internet of Things (IIoT) also known as Industry
4.0 is an emerging paradigm that aims to revolutionize the
industry while improving productivity and reliability. Anal-
ogous to other IoT applications, security is a prime concern
in the implementation of IIoT technology. In this research,
we developed an IIoT device authentication and session
key generation scheme for devices in IIoT networks. The
proposed scheme avoids the participation of rogue devices
and enhances the security of network and crucial data. The

proposed scheme employs simple cryptographic operations
including concatenation, bitwise XOR and one-way hash
function. The proposed scheme is checked for security
using AVISPA and ProVerif tools and mathematically using
BAN logic. It has been proved that the proposed scheme
is safe and avoids almost all identified vulnerabilities. The
performance analysis of the proposed scheme found that
it uses less power, needs less storage and computational
resources with maximum throughput. It can be easily adopted
in IIoT applications to secure the network and enhance the
productivity and reliability.
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