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ABSTRACT Industry 5.0 is an evolving concept that aims to enhance the way modern factories operate
by seeking long-term growth, production efficiency and the well-being of industrial workers. Human-
centricity, sustainability and resilience are the three pillars of Industry 5.0, which are developed on
Industry 4.0 enabling technologies. One of the most compelling technologies to help implement the
communications architecture proposed by Industry 5.0 is blockchain, which can provide trustworthy,
secured and decentralized information to different industrial domains. This article provides an analysis of
the transition between Industry 4.0 and Industry 5.0 paradigms. Moreover, it examines the benefits and
challenges that arise when using blockchain to develop Industry 5.0 applications and analyzes the design
factors that should be considered when developing this type of applications. Furthermore, it presents a
thorough review on the most relevant blockchain-based applications for Industry 5.0 pillars. Therefore, the
main goal of this article is to provide a comprehensive and detailed guide for future Industry 5.0 developers
that allows for determining how blockchain might benefit the next generation of human-centric, sustainable,
and resilient applications.

INDEX TERMS Industry 5.0, blockchain, human-centricity, sustainability, resilience, smart factories,
Society 5.0.

I. INTRODUCTION
Industry 5.0 is a concept that has been put forward by
the European industry and that has been fostered by
the European Commission [1]. Such a concept harnesses
previous Industry 4.0 technologies [2] not only for increasing
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growth and efficiency, but also towards reaching societal
goals focused on production sustainability and the well-being
of workers. Thus, Industry 5.0 complements the Industry 4.0
paradigm to make industry human-centric, sustainable and
resilient.

The previous Industry 4.0 paradigm represented a natural
evolution of traditional factories towards smart factories,
whose main objective was to make efficient use of resources
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and to be able to adapt to the ever-changing production
requirements [3]. The term Industry 4.0 was coined initially
in 2011 as ‘Industrie 4.0’ by the German government [4], [5]
and shares similarities with the concepts behind the Industrial
Internet of Things (IIoT) [6]. Other countries have also
proposed similar initiatives, like Internet Plus [7] or Made in
China 2025 [8].

During the last years, Industry 4.0 focused essentially on
how to digitalize factories tomake production processes more
efficient and flexible, leaving part of its original principles
related to social fairness and sustainability. As a consequence,
Industry 5.0 seeks to focus more on such principles while
supporting industry in its long-term service to society and
without removing workers from the realm of industrial
manufacturing.

Although Industry 5.0 is an evolving concept [9], its
foundations come from the Industry 4.0 paradigm, which
establishes that a smart factory should collect as much data
as possible from the multiple processes involved in the
value chain. Moreover, the gathered information needs to
be collected fast, efficiently and sustainably to be useful for
an Industry 5.0 factory. For such an aim, it is necessary to
make use of systems that can acquire, process, store and
exchange data among devices deployed throughout a factory,
with operators, industrial suppliers and customers.

To provide the necessary connectivity, Industry 5.0 relies
on most of the technologies previously developed by
Industry 4.0, as well as new promising technologies that have
arisen in the last years and that are called to disrupt the way
current factories operate. Figure 1 illustrates how some of
the most relevant Industry 5.0 technologies are related to the
eight main application domains established by the European
Commission [10]:

• Artificial intelligence and robots.
• Human-Machine Inferfaces (HMI) and biomimetics.
• Electronics and computing.
• Biohybrids.
• Biomedicine.
• Printing and materials.
• New green materials, processes, and technologies.
• Energy.
In addition, the European Commission indicates that

Industry 5.0 companies should also consider new societal
innovation aspects, like the use of collaborative innovation
spaces, gamification, new education and training platforms,
or cryptocurrencies [10]. Thus, technologies like Augmented
Reality (AR) [12], [13], IIoT [14], Unmanned Aerial Vehi-
cles (UAVs) [15], [16], Industrial Cyber-Physical Systems
(ICPSs) [17], Artificial Intelligence (AI) and federated
learning [18], fog [19] or Edge Computing [20], [21], which
have been extensively used in the last years by Industry 4.0
factories, enable fulfilling requirements of the previously
mentioned application domains and societal innovations [22],
and allow for interconnecting all the involved entities in a way
that is similar to a Peer-to-Peer (P2P) network (as illustrated
in Figure 2).

Distributed Ledger Technologies (DLTs) are among the
technologies that can help to jointly implement the commu-
nications architecture proposed by Industry 5.0. The most
well-known DLT was officially brought to the public in
2008 with the release of Bitcoin, a cryptocurrency capable
of tracking and storing financial transactions and avoiding the
double-spending problem in a decentralized way [23]. In such
a kind of initial application of blockchain, transactions are
first verified by computing nodes, packed in blocks linked
by hashes, and then added to the blockchain by following a
consensus protocol (i.e., nodes reach a consensus on how to
add the transaction block to the blockchain) [24].

A detailed explanation of the inner workings of DLTs is
out of the scope of this article, but the interested reader can
find additional details on the fundamentals and the different
platforms in Section II-E and in [28] and [29].
This article analyzes how blockchain can help Industry 5.0

to enhance previous Industry 4.0 technologies and then
develop human-centered, sustainable and resilient industrial
systems. Specifically, this article includes the following
significant contributions, which have not previously been
found together in the literature:

• A comparative analysis between Industry 4.0 and 5.0
paradigms is provided together with their essential
concepts, in order to guide in the transition between
Industry 4.0 and 5.0 paradigms.

• A thorough analysis of the benefits and challenges of the
development of blockchain-based Industry 5.0 applica-
tions is provided.

• An analysis on the blockchain key design factors
that impact Industry 5.0 application development is
provided.

• The impact of the use of blockchain on the Industry 5.0
main pillars (i.e., human-centricity, sustainability, and
resilience) is studied.

• A detailed review on the latest and most relevant
blockchain-based Industry 5.0 applications is presented.

• The main challenges of the implementation of
blockchain-based Industry 5.0 applications are identi-
fied and discussed.

• An extensive list of recommendations for future Indus-
try 5.0 developers is provided to guide them in the
selection and implementation of the next generation of
human-centric, sustainable and resilient applications.

The rest of this paper is structured as follows. Section II
describes the essential Industry 5.0 concepts together with
their main challenges and benefits. In addition, such a
Section provides a generic industrial process model that
allows for illustrating the main areas where blockchain
can help. Furthermore, the basics of blockchain are briefly
presented. Section III analyzes the use of blockchain
for industrial environments and studies the advantages,
issues and design factors that should be considered when
developing blockchain-based Industry 5.0 applications. Sec-
tion IV provides a thorough review on current and potential
Industry 5.0 applications based on blockchain. Finally,
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FIGURE 1. Main Industry 5.0 application domains and technologies.

Section V details the most relevant challenges involved in the
application of blockchain to Industry 5.0, while Section VI is
devoted to conclusions.

II. ABOUT INDUSTRY 5.0 AND BLOCKCHAIN
Before delving into how blockchain can benefit Indus-
try 5.0, it is first necessary to understand the objectives
and challenges of such a new paradigm. Thus, the next
subsections describe the basics of Industry 5.0, the reasons
to move from Industry 4.0 to Industry 5.0, and the main
issues and opportunities that may arise along such a
transition. In addition, a generic industrial process model
for Industry 5.0 is briefly introduced, along with the main
concepts of blockchain and DLTs.

A. ESSENTIAL CONCEPTS
Although the definition of the concept of Industry 5.0 is still
open, the European Commission has already stated that it is

the basis for the development of the future European indus-
try [1]. Such a basis contemplates the potential of the industry
to reach societal goals beyond just jobs and economic growth,
focusing on production sustainability and industrial worker
well-being [47], [48]. However, Industry 5.0 has not been
proposed as a chronological continuation to Industry 4.0, but
as a complement to it that adds emerging societal trends to
industrial development [49]. Since 2011, Industry 4.0 has
set the foundations for the creation of smart digitalized
factories, but the changes brought by Industry 4.0 have
usually forgotten two essential principles: social fairness and
sustainability. Therefore, Industry 5.0 focuses not only on
efficiency or technological aspects, but also on environmental
and social issues.

Industry 5.0 seems to be inspired by the concept of
Society 5.0 [50], which was first proposed by the Japanese
government in 2015 [51] and then (in 2016) promoted
by one of the most relevant business federations of Japan
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FIGURE 2. Ideal communications architecture of an Industry 5.0 factory with examples of some the most commonly
involved entities (e.g., stakeholders, sectors).

(Keidanren) [52]. Society 5.0 goes beyond mere individual
company transformations and proposes a collective strategy
to transform Japanese society like it has happened in the
past with radical ways of living and technological changes.
Thus, hunting and gathering are considered, respectively,
to be the basis for ‘Society 1.0’ and ‘Society 2.0’; the
industrial revolution initiated in the 18th century derived
in the creation of a ‘Society 3.0’; and information and
digitalization have arisen as the foundations of current
‘Society 4.0’. Society 5.0 fosters economic development
while solving societal and environmental problems. Such
a vision requires that both industry and society solve
the issues and challenges that arise from the integration
of the physical and virtual worlds. As a consequence,
Society 5.0 is based on the use of some of the afore-
mentioned IT technologies (e.g., Internet of Things (IoT)
devices, AI, robotics, or AR) in our daily lives and by the
industry.

B. MOVING FROM INDUSTRY 4.0 TOWARDS
INDUSTRY 5.0
Industry 4.0 and similar paradigms have fostered digitaliza-
tion and industrial efficiency during the last years, but there
are significant challenges still to be faced and new ones that
have arisen with the application of new technologies. The

following are the main reasons to move forward and follow
the guidelines provided by Industry 5.0:

• Industry 4.0 contributes to globalization, although the
extent and the manner of its impact varies among
companies, depending on factors such as company size,
objectives, capabilities and industry domain. Initially,
this impact was felt at the Operational Technology
(OT) level, controlling physical devices and processes
and eliminating data and communication silos, while
the integration at the information technology (IT) level
from Manufacturing-Execution Systems (MES) and
Enterprise Resource Planning (ERP) solutions remained
an area of ongoing research and development within
the context of digitalization (e.g., interoperability), with
implications for globalization. As manufacturers adopt
Industry 4.0 principles and take steps towards IT/OT
convergence, they emerge as a driving force behind
the new wave of globalization. Nonetheless, although
globalization has brought economic prosperity to many
parts of the world, it has also increased inequality. Such a
situation has weakened critical supply value chains and,
in many cases, resulted in environmental problems and
overuse of natural resources.

• Certain technologies have brought innovation to the
industrial sector, but their use can also pose risks to
humans (i.e., worker well-being) and ecosystems.
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TABLE 1. Moving from Industry 4.0 towards Industry 5.0.

• Industry 4.0 technologies need to evolve to adapt to
initiatives like the European Green Deal [53], which
describes a strategy to make Europe climate-neutral
in 2050. Currently, Industry 4.0 lacks key design
and performance dimensions to decouple resource use
from negative environmental and climate impacts [54].
These dimensions comprise three main aspects. First,
to include regenerative features into industrial trans-
formation to embrace circular economy and positive
restorative feedback loops as a key pillar of the design
of entire value chains. Second, to include a mandatory
environmental dimension, which leads to the elimination
of fossil fuels, the promotion of energy efficiency
and on nature-based solutions, regeneration of carbon
sinks, restoration of biodiversity and respectful inter-
dependence with natural systems. Third, to include an
inherently social dimension, emphasizing thewell-being
ofworkers, the need for social inclusion and the adoption
of technologies that complement rather than substitute
human capabilities.

• Despite the benefits of Industry 4.0 technology adoption,
digitalization varies significantly from one company to
another. In fact, in certain industrial sectors, the frag-
mentation in multiple small companies prevents them
from making the large investments required to make
use of certain state-of-the-art technologies that would
allow them to compete in a global market. Moreover,
certain technologies like AI, despite their usefulness,
have not been adopted by many companies because
they are limited by their previous developments (i.e.,
such companies would need to carry out a significant
transformation in their hardware or software to make

use of technologies like AI). In addition, technologies
like Artificial Intelligence (AI) face sustainability and
ecological footprint challenges. Thus, there is increasing
pressure on computing resources to train as well as
to run AI models, which are becoming more accurate
but also more computationally intensive. There are
novel and more environmentally friendly practices to
implement and deployAI solutions likeGreenAI (where
efficiency often takes precedence over model accuracy)
or Edge AI (where decisions are taken faster and in a
more secure way as the processing of data collected is
performed at the edge of the network). Nevertheless, the
aforementioned approaches still have to face additional
challenges in terms of latency, cybersecurity and, most
importantly, energy efficiency [55].

• Technology has evolved remarkably since the concep-
tion of Industry 4.0 in 2011, and new technologies
were not even considered by such a paradigm (e.g.,
generative AI, quantum blockchain). Therefore, after
more than 12 years, it is necessary to evolve and
to expand the guidelines provided by Industry 4.0 to
consider the latest disruptive technologies [10], [11]
(e.g., individualized human-machine-interaction; bio-
inspired technologies and smart materials; digital twins
and simulation; data transmission, storage, and analysis
technologies; Artificial Intelligence; technologies for
energy efficiency, renewables, storage and autonomy
to achieve emission neutrality), which face additional
challenges for value generation and require a more
systematic innovation approach to integrate social,
economical and ecological perspectives on industrial
ecosystems [11].
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• Society has also evolved and societal concerns remain
paramount. For example, one of the primary challenges
in the field of AI lies in the spread of fake news
and deepfakes [56], both of which have, for instance,
significant implications for the integrity of democratic
processes.

• In addition, relevant recent events have impacted value
chains and have dramatically changed the way many
people live and how certain industries operate. For
example, the COVID-19 pandemic led to a significant
contraction in both demand and supply due to the
implementation of lockdown measures worldwide [57].
This situation exposed firms involved in international
trade to disruptions on a global scale, in addition
to domestic ones. These disruptions manifested as a
decline in foreign demand for exporters and a supply
reduction resulting in a shortage of intermediate inputs
for importers. Moreover, the Russia-Ukraine conflict
has significantly impacted the global supply chain,
obstructing the movement of goods, triggering substan-
tial cost increases, and causing product shortages [58].
Other conflicts, like the war in Gaza or the U.S.-China
trade conflict have drastically influenced value chains,
affecting not only the countries directly involved but also
global economy [59], [60].

As a summary, Table 1 compares the main reasons for
moving from Industry 4.0 towards Industry 5.0.

C. MAIN CHALLENGES AND BENEFITS FROM
INDUSTRY 5.0
The foundations of Industry 5.0 rely on three main principles:

• Industry needs to be human-centric [48], so we,
as humans, need to ask what new technology can do for
us instead of what we can do with such a technology.
Similarly, instead of forcing industrial workers to adapt
to new technologies, we should wonder how such
technologies can be adapted to the worker’s needs to
perform a production task efficiently and safely while
respecting his or her rights (e.g., worker privacy).
Moreover, Industry 5.0 needs to consider the impact
on society regarding the use of new technologies,
which is essential for workers whose jobs may be
threatened or whose tasks may change significantly, thus
requiring them to acquire new skills. As a consequence,
Industry 5.0 researchers have to focus more on the
analysis of how technologies can benefit industrial
workers, rather than threatening their jobs at the cost of
not respecting the environment or human rights.

• Industry needs to be sustainable [61], [62]. Such
sustainability requires minimizing energy consumption,
reducing greenhouse emissions, and avoiding degrading
natural resources. In the case of the European economy,
the Green Deal will have to be considered by Indus-
try 5.0 since it will involve transitioning to a circular
economy [63] and to the use of sustainable resources and
renewable energy sources.

• Industry production not only has to be flexible and
adaptable (as Industry 4.0 already requires) but also
agile and resilient [64]. Regarding the latter, it is related
to the enhancement of production robustness against
disruptions (e.g., geopolitical events like Brexit or trade-
wars, or natural crises like the COVID-19 pandemic or
climate change) or cyberattacks, especially those aimed
at critical infrastructures linked to current globalized
production chains. Therefore, an Industry 5.0 factory
needs to develop resilient value chains and has to be able
to adapt its production capacity and business processes
in an agile way.

The previous principles, when implemented correctly, can
derive the following main benefits:

• Better worker safety and well-being.
• Industrial worker empowerment focused on the collab-
oration between them and the deployed smart devices.
Thus, high-speed devices that will carry out repetitive
or dangerous tasks can be merged with the cognitive
abilities of the workers.

• Improved resource efficiency may end up reducing costs
and the reliance on imports.

• Attraction to the industry to the best ‘millennial’ talent,
which is more prone to be driven by social values rather
than high salaries respect to previous generations [65].

• Easier training by adapting it to the worker’s skills and
previous knowledge.

• Better competitiveness in new markets where technol-
ogy is a differential factor.

Table 2 outlines the differences between Industry 4.0 and
Industry 5.0, comparing them through examples of relevant
Key Performance Indicators (KPIs).

D. GENERIC INDUSTRIAL PROCESS MODEL
The process model for any industrial product can be
generically defined as depicted in Figure 3. The presented
process model is centered on the value chain activities
that should be traced. These activities are important in the
business process model of each participant, but as the focus
here is on the value chain, these participants are represented
as external participants in the process model and linked to the
activities for which they may be responsible.

The participants in the generic industrial process model
are:

1) Producer: Collects or produces raw materials for
industrial processes.

2) Industry: Transforms raw materials and assembles
components for the production of an industrial product.
Some of the materials or components may be recondi-
tioned, even as a result of recycling processes. Some
industry participants deal with products for recycling,
where they use parts separated from used products to
produce new materials for industrial processes.

3) Logistics Company: Transports and distributes inter-
mediate and final products.

4) Retailer: Sells final products to end customers.
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TABLE 2. Examples of KPIs, their associated categories and brief definitions for both Industry 4.0 and the concept of Industry 5.0.

5) Recycling Company: Collects and separates end-of-
life products to recover their original components and
materials or to produce new materials incorporating
recycled products.

The generic industrial process depicted in Figure 3 focuses
on Business-to-Business (B2B) activities, which are activities
towards producing an industrial product for an end-customer,
and Business-to-Customer (B2C) activities, which focus on
the relation between business partners and end-customers.
We deliberately left at an abstract level the Customer-to-
Customer (C2C) activities, which, in a circular economy
process, may involve repair and maintenance activities to
extend the useful lifespan of products and rental or transaction
of second-hand products.

Industry 5.0 provides a novel framework for understanding
and organizing B2B, B2C/C2B and C2C activities. For
instance, Industry 5.0 promotes sustainability in B2B inter-
actions by encouraging businesses to adopt environmentally
friendly practices. It also emphasizes a human-centric
approach by considering the welfare of employees in business
processes. Regarding B2C/C2B, the human-centric pillar of
Industry 5.0 puts the consumer at the center of business
activities. Businesses are encouraged to tailor their products
and services to meet the specific needs of consumers.
The resilience pillar also comes into play, as businesses
need to be adaptable to changing consumer demands. In a
C2C setting, Industry 5.0 emphasis on sustainability can
encourage consumers to engage in environmentally friendly
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FIGURE 3. B2B/B2C Industrial business process model (adapted from [239]).

transactions. The resilience pillar also promotes adaptability
in the face of changing market conditions.

Blockchain, with its ability to involve multiple stake-
holders and to react to events that impact the value chain
through smart contracts, provides a trustworthy, transparent,
and efficient platform formanaging these B2B, B2C/C2B and
C2C interactions.

In essence, the combination of blockchain and Indus-
try 5.0 can help facilitate a smooth transition from a linear to
a circular economy by effectively managing B2B, B2C, and
C2C activities. This synergy could potentially revolutionize
our economic system, making it more sustainable and
inclusive.

E. BASICS OF BLOCKCHAIN AND DLTS
Distributed Ledger Technologies (DLTs) are based on a
distributed transaction scheme in a P2P network without a
central authority. Each network node has a copy of the data,
which is verified and updated by a consensus protocol among
the nodes. Such data are encrypted and secured by advanced
cryptography, making it very difficult to tamper with.

As it was previously indicated, the most common form of
DLT is the blockchain, where each transaction is recorded in
blocks linked together by cryptographic hashes that form a
chain [24].

Although blockchain is well known for being the technol-
ogy behind cryptocurrencies, it can also be used for other
applications that can take advantage of removing interme-
diaries and that require security, transparency, accountability
and decentralization.

In blockchains like Bitcoin, block validation is carried out
by nodes called miners, which are collectively responsible
for preserving the trustworthiness of the blockchain in an
environment where entities may not trust each other (i.e.,
blockchain nodes allow for implementing a solution to the
Byzantine Generals’ Problem [66]). The specifics of how a

blockchainworks internally are out of the scope of this article,
but further information can be found in [67], [68], [69],
and [70].

Table 3 shows the main characteristics of the most popular
DLTs. As it can be observed, there exists a wide variety
of blockchains/DLTs, each characterized by its different
features.

In this regard, four main types of blockchains can be
distinguished: public, private hybrid and federated. Public
blockchains can be accessed by anyone, who can also
publish and validate transactions (usually in exchange for a
reward). The currently most relevant public blockchains are
Bitcoin [23] and Ethereum [114].
In the case of private blockchains, access and inner rules

(e.g., consensus mechanism, rewards) are controlled by the
blockchain owner. Due to this way of operating, which
differs significantly from the original Bitcoin and cannot
be considered entirely decentralized (due to the existence
of a blockchain regulator), some authors do not consider
private blockchains as actual blockchains. The reason is that
blockchains originated from the need to provide trust among
non-trusted parties, so if there is a central regulator that is
trusted to control the inner workings of the blockchain, then
a blockchain would probably make no sense and a secure
distributed transaction-based database would probably be a
better choice for industrial scenarios. An example of a private
blockchain is Ripple [115].

Hybrid blockchains combine elements of both private
and public blockchains to leverage the advantages of both
models. For example, some data can be restricted to
specific organizations or they can restrict access to certain
participants.

The fourth main type of blockchain is federated
blockchains (also called consortium blockchains), whose
access and rules are controlled by a reduced group of owners.
Among the factors controlled by the owners is the way the
implemented consensus mechanism operates, which, to react
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TABLE 3. Main characteristics of the most popular DLTs.

faster than in a public blockchain and to increase transaction
security, is usually delegated to a selected subgroup of nodes.
Such a way of operating is usually interesting for industrial
companies [116] and financial institutions [117], since
different business partners and stakeholders can watch the
transactions of the whole system, validate them and decide
which of them will be eventually added to the blockchain.
For example, one of themost popular solutions for developing
federated blockchains is Hyperledger Fabric [118].

Besides the four main types of blockchains according to
their user access, different authors have proposed specific

variants that are based on such types. One variant consists
in building hybrid blockchains, which combine public and
private blockchain modules to harness the benefits of both
types.

With respect to permissioned and permissionless
blockchains, they differ primarily in their access control and
governance structures (i.e., what can be done), leading to
distinct use cases and capabilities. Besides the type of DLT, a
blockchain technology is defined by other key characteristics
that determine its functionality and applications. For instance,
the consensus mechanism is crucial for ensuring agreement
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among distributed nodes on the validity of transactions, with
mechanisms like Proof of Work (PoW), Proof of Stake (PoS)
or Byzantine Fault Tolerance (BFT) that address various
needs for security and efficiency. Regarding the purpose of
a blockchain, it can vary widely, from enabling decentralized
financial transactions to providing transparent supply chain
management or supporting digital currencies. Other essential
features include scalability, decentralization, high throughput
and robust security, which together contribute to the system
overall usability. Moreover, cryptocurrencies play a crucial
role in blockchain ecosystems, serving as mediums of
exchange, for storing value or as incentive mechanisms
within the network.

Regarding the data model of a blockchain, it can be either
account-based or UTXO-based. The account-based model,
used by blockchains like Ethereum, tracks account balances
directly. Each account has a unique address and associated
balance, updated with each transaction. The UTXO (Unspent
Transaction Output) model, employed by Bitcoin, treats each
transaction output as an individual entity. Instead of tracking
balances directly, it keeps track of unspent transaction
outputs, consuming existing UTXOs and creating new ones
with each transaction. This approach enhances privacy and
scalability, as transactions can be verified independently
without knowing the entire balance of an address.

Blockchain technologies are usually associated with smart
contracts, which were first proposed by Nick Szabo in the
early 90s. Nonetheless, it was not until the creation of the
blockchain that smart contracts took off. Such contracts can
be defined as self-enforcing and self-executing programs
stored on a blockchain that can perform sophisticated
tasks without intermediaries. The inner workings of smart
contracts are out of the scope of this article, but the
interested reader can find useful information in [71], [72].
In addition, it is worth mentioning the research efforts that
have been devoted to unknown threat detection methods
of smart contracts [73], as well as to their security, from
the perspective of the software lifecycle [74], by using AI
for privacy protection [75] or source code obfuscation [76].
Furthermore, systematic reviews on different topics related to
smart contracts can be found in [71] and [77].
Among the characteristics compared in Table 3, it is

worth pointing out that the transactions per second (TPS)
is the most common metric to understand how some design
aspects (e.g., cryptographic algorithms, block size, consensus
mechanisms, block time, network architecture (sharding,
L2 solutions)) impact transaction speed. An interactive
dashboard that compares the TPS of the most popular DLTs
can be found in [25]. However, despite its prevalence, TPS
has its limitations [26] and blockchain industry leaders argue
that transaction bundling complicates the benchmark. In fact,
TPS can be adjusted, changing the consensus protocol [27],
leading to discrepancies between theoretical and actual
performance. In summary, while TPS remains a widely used
and valuable benchmark, it is essential to consider other
factors (e.g., latency, security, scalability) when evaluating

blockchain performance. In addition, there is a lack of a
standard framework to assess the scalability and performance
of DLT platforms, making such exhaustive evaluations a
complex development.

III. BLOCKCHAIN FOR INDUSTRY 5.0 ENVIRONMENTS
Blockchain systems have proven in the past that they can
provide many benefits to different fields, especially in
industrial scenarios. This is analyzed in the next subsections,
which focus on the revision of the state of the art on
the application of blockchain to industrial applications,
indicating the main benefits and challenges that will be faced
when implementing Industry 5.0 applications. Specifically,
the last subsection of this section enumerates the design
factors that impact Industry 5.0 application development.

A. PREVIOUS REVIEWS ON THE USE OF BLOCKCHAIN
FOR DEVELOPING INDUSTRIAL APPLICATIONS
Despite being initially focused on acting as a ledger that
stores financial transactions, blockchain can be applied to
many fields [78], [79], [80], including those related to
Industry 5.0.

There is currently not much information on blockchain-
based Industry 5.0 applications [47], but in the last few
years, several authors have analyzed how to apply blockchain
to fields related to industrial applications. Existing works
focus on exploring the state-of-the-art of blockchain in
different industrial verticals. An extensive survey on the
integration of blockchain in Industry 5.0 verticals is presented
in [47]. However, such an article does not devote effort to
reviewing the three main pillars: human-centricity, resilience
and sustainability. The aforementioned article presents appli-
cations based on a descriptive survey methodology and
research questions, and propose a taxonomy of blockchain
applications in Industry 5.0 verticals (e.g., smart cities,
healthcare, cloud computing, smart agriculture, digital data
management).

For example, the use of blockchain and smart contracts
in IoT systems is analyzed in [81], [82], and [83]. Previous
literature is also focused on tackling certain aspects of
IIoT deployments, (i.e., the interconnection of industrial
devices with computer-based systems and software through
Internet allowing for data collection, exchange and analysis).
For instance, in [84] the authors propose the use of
blockchain to control IIoT data gathering and dissemination.
In particular, data exchange is used to prevent the forging
of device or sensor information. In [85] the authors propose
a blockchain-enabled architecture for IIoT that considers
the generation of a unique digital identity, anonymous
access identification and trusted resource provisioning. Other
authors studied how to make use of blockchains together
with different technologies that can be applied to a smart
Industry 5.0 factory [86], [87], [88] or to certain industrial
sectors, like the automotive [89], manufacturing [90], [91],
[92], oil and gas [93], [94], electricity [95], [96] or the health
industry [97], [98], [99], [100], [101].
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The literature also includes systematic reviews on the
topics that the articles about blockchain have dealt with [102],
[103]. Other authors conducted a systematic analysis on
the literature on engineering and manufacturing activities
to investigate the use of blockchain to ensure data valid-
ity, to improve inter- and intra-organizational communi-
cations and to increase the efficiency of manufacturing
processes [104]. A similar work is presented in [105], but
concerning supply chain management.

Also, an initiative to develop an EU strategy on blockchain
has been set by the European Commission and the Euro-
pean Blockchain Partnership. This public-driven blockchain
initiative, the European Blockchain Services Infrastructure
(EBSI) [106], intends to develop a blockchain infrastructure
that takes advantage of the tamper-proof, immutable and
decentralized properties of blockchain to support better
public services in Europe. EBSI’s architecture is composed
of three main elements: (1) Application Programming
Interfaces (APIs), exposed to the public, that allow third-party
applications to connect (each API has a specific function,
associatedwith one or several use cases); (2) Smart Contracts,
which perform the relevant operations and record transactions
on the ledger; (3) EBSI’s ledger, a decentralized database that
keeps a record of all transactions written on it and that can be
accessed by actors looking to complete a business process.
Early adopters of EBSI have already tested different pilots
in real-life environments. Several frameworks have been
developed on the EBSI’s ledger to solve business problems
that may be relevant to multiple industries/domains (e.g.,
‘‘Track & Trace’’ for traceability or ‘‘verifiable credentials’’
for verification). One of such solutions is aimed at verifying
education credentials on a cross-border use case between
Belgium and Italy [107]. The goal is that, as EBSI comes
online, it will contribute to more efficient and accessible
cross-border government services in Europe. In the future, all
public services that can benefit from blockchain technology
will use this pan-European public infrastructure to promote
user trust and the protection of personal data, to help create
new business opportunities and to establish new areas of
leadership, to the benefit of citizens, public services and
companies.

B. MAIN BENEFITS OF USING BLOCKCHAIN WITH
INDUSTRY 5.0 TECHNOLOGIES
Industry 5.0 can benefit from using blockchain due to its
inherent nature: modern industries have built production
chains that involve multiple entities (e.g., suppliers, ser-
vice providers, end clients, industrial workers, or Internet-
connected machinery) that need to interact with each other
in a trustworthy way.

To achieve such a purpose, blockchain can help Indus-
try 5.0 factories by providing human-centricity to the pro-
duction processes. This is because an Industry 5.0 company
needs to connect humans among them and with factory-
deployed machines. Blockchain allows for integrating all of
them, thus creating vertical connections between entities that

participate in the production value chain. As a consequence,
the automation of such connections enables the optimization
of company data exchanges throughout the value chain.
Therefore, a direct, traceable and trusted communications
channel is established among designers, developers or plant
workers.

In addition, blockchain technologies allow for connecting
entities that collaborate horizontally, as it occurs during
manufacturing, when suppliers, manufacturers and clients
exchange information and requests. To be efficient, such com-
munications need to make use of flexible and fast networks,
which can be implemented through smart contracts. Thus,
smart contracts can act as a horizontal integration mechanism
that allows for carrying out payments or information
exchanges.

Blockchain technologies can even be integrated into
event-driven architectures, which can already be found in
factory plants, such as Unified Namespace (UNS). A UNS
architecture is based on a software component or repository,
which collects all the data obtained from factory-deployed
machines, such as sensors, IIoT devices and other compo-
nents, giving them context [108]. A typical UNS system
comprises a data repository, where all the data are stored,
an API that enables any authorized software application and
system to access the data, and a set of agents, which are a
combination of software and hardware systems used to collect
and transform the data from the network components and
deliver them to the UNS in a standard and contextualized
form. UNS typically records and presents only the current
state of every entity/device. To access the historical time
series data, another component is needed. In a typical
UNS system, such as a Hub-and-spoke network, the data
repository is centralized, and for the historical data, a data
lake is required. UNS’s typically centralized repository may
be substituted by a decentralized technology, such as the
blockchain. Blockchain can be used as a distributed database
for gathering the data collected from sensors and other
devices, ensuring also reliable historical data. If performance
can be an issue, blockchain can still be used as a secure data
reliability validator for both the current state and the historical
data, stored elsewhere, by storing the hash codes of the data
records gathered from sensors and other entities.

Blockchain technologies also help sustainability by reduc-
ing the inefficiencies that arise when integrating the multiple
technologies required by the Industry 4.0 and 5.0 paradigms.
Thus, a blockchain can act as a data exchange hub that is
accessed by different entities that only have to implement the
functionality required to act as a blockchain client. Therefore,
each hardware device or software component does not need
to implement specific connectors to communicate with every
entity.

Finally, it is worth noting that blockchain can help to
improve the resilience of the value chain by allowing the
integration of the design, engineering, manufacturing, selling
or maintenance stages. Such an integration enables analysis
and detection of production bottlenecks and, therefore, weak
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links that may become critical for the value chain. Moreover,
the rapid response of the involved entities and the acceleration
of the bureaucratic processes required by the value chain can
be enhanced and automated through smart contracts.

C. INDUSTRY 5.0 CHALLENGES TO BE FACED WITH
BLOCKCHAIN
Once it is decided that blockchain is an appropriate technol-
ogy for implementing an Industry 5.0 application, a developer
should be aware of the main challenges that will be faced
when deploying it in a real environment:

• Data and application decentralization. Traditional cloud-
centric approaches rely on centralized servers that
involve several problems:

– Server deployment and maintenance is usually
expensive [109], [110].

– Centralized approaches usually collect and manage
information from a specific server or server farm,
thus easing data gathering and Denial of Service
(DoS) attacks from cybercriminals.

– Centralized servers can be difficult and expensive
to scale when having to deal with medium to high
computational loads.

– Many industrial companies outsource IT services,
so they have to pay middlemen for their cloud-
based services. In certain cases (e.g., for industrial
companies that manage critical assets), outsourcing
is not possible when the remote servers are
located in foreign countries due to national security
policies.

• Many Industry 5.0 systems need to be updated peri-
odically due to security patches or software enhance-
ments. This updating process is usually straightforward
for network-connected computers. Still, OT updates
(e.g., IIoT devices, SCADA or more traditional Pro-
grammable Logic Controllers (PLCs)) are required to
carry out such a process manually and involve many
devices that are scattered throughout large areas of
an industrial plant. In addition, due to the critical
nature of the environments in which these systems
operate and some type of devices (e.g., certain PLCs),
some companies are transitioning to offline updating
methods to minimize potential disruptions. Thus, the
future Industry 5.0 factory needs to automate such ineffi-
cient processes and to deliver online software/firmware
updates to as many IIoT devices as possible in a secure
manner.

• Collected data authenticity is essential for every
industry, especially when dealing with transactions
that involve external suppliers, service providers, and
public institutions that may audit certain aspects of
an industrial plant. Therefore, it is necessary to make
use of technology that can provide accountability and
trust. However, it is worth noting that, since middle-men
removal requires trust in the collected data [111], new

security measures should be taken, especially at a
hardware level [112].

• Certain data and transactions with third parties should
be secured since the competitiveness of many industries
relies on the privacy of such information. Moreover, the
data from critical IIoT devices also needs to be protected
from unauthorized parties to avoid potential attacks and
data leakages [113].

• Close-source solutions can be a source of problems
since the way they work is not transparent. As a
consequence, open-source software like the vast major-
ity of blockchains is a better alternative to provide
trust between parties, although it can also suffer from
vulnerabilities and bugs.

• Incorporating a trusted source of external information
is critical. For instance, oracles serve as an external
component or service that delivers real-world data
to a blockchain. They gather, verify and transmit
external information to smart contracts. The integrity
and reliability of the data supplied by an oracle are vital
for the security and proper operation of smart contracts.
Oracles can be implemented in a variety of ways, each
with its own advantages and disadvantages in terms of
security, reliability, and scalability. Typically, a smart
contract accesses an oracle through an API provided by
the oracle provider. Oracles can be classified based on
the origin of the data into software-based or hardware-
based. Moreover, they can be categorized as centralized,
decentralized or federated.

As a summary, Figure 4 outlines the main benefits and
challenges previously described in Sections III-B and III-C.

D. BLOCKCHAIN DESIGN FACTORS THAT IMPACT
INDUSTRY 5.0 APPLICATION DEVELOPMENT
1) HUMAN CENTRICITY: USER ACCESS AND PERMISSIONS
Industry 5.0 applications can make use of different types of
blockchains, depending on how the workers of a company
(or set of companies) perform transactions and how data
are shared among them [82]. Moreover, different factors
need to be considered due to their impact on the core of
an Industry 5.0 application. Specifically, such factors impact
human-centric Industry 5.0 applications, since they affect
how users access the blockchain.

For example, in [119] the authors propose a resource-trading
system that makes use of a consortium blockchain to
build a decentralized auction platform and a public
blockchain for cryptocurrency payments. A similar approach
is presented in [121] for implementing a blockchain-based
pharmaceutical supply chain. Another interesting example
is the use of blockchain technology for implementing a
COVID-19 vaccination certificatemanagement system [120].

Once an entity has access to the blockchain, its actions are
restricted according to a permission policy. Thus, there are
permissionless blockchains where every user has the same
permissions, so additional management is not necessary. This
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FIGURE 4. Main benefits of using blockchain with Industry 5.0 technologies and Industry 5.0 challenges to be faced with
blockchain.

is the case of public blockchains like Ethereum, Bitcoin,
Monero [122] or Litecoin [123]. In contrast, there are
permissioned blockchains, which can set limits on the actions
that a user can perform. For instance, blockchains like
Multichain [124] can implement permission policies.

2) SUSTAINABILITY
The development of sustainable Industry 5.0 applications is
directly associated with their integration efficiency, which
should allow for fast and secure interactions among the
different industrial stakeholders. Due to this reason, vertical
and horizontal integration systems are key.

In the last years, solutions like Manufacturing-Execution
System (MES), Product Lifecycle Management (PLM)
or Enterprise Resource Planning (ERP) systems have
become popular in Industry, but the demands of the
Industry 4.0 and 5.0 paradigms go higher: data should
not only be shared internally but also with third parties
like suppliers, industrial partners, clients, or government
agencies. The problem is that such a level of integration
and transparency requires expensive developments and a high
level of data security. Blockchain can provide a good trade-off
between functionality and efficiency and, as a consequence,
sustainability.

For instance, blockchain has already been used for
integrating the different entities involved in the development
of a power supply [125]. Thus, amanufacturer first announces
that wants to develop a power supply by publishing it in
a blockchain, and then engineers compete among them to
earn the established reward. Another example of collaborative
development is described in [126], where the authors make
use of a blockchain to build a trans-regional, trans-enterprise,
and trans-department industrial production service system.

Supply chain inefficiencies have also been addressed by
different researchers, since such an area requires keeping
track of ownership and of the performed transactions in a
transparent way. For instance, in [90], a blockchain-based
solution for keeping traceability of the supply chain of a
company in the composite material industry was evaluated.
Similar concerns about supply chains are presented in [127].
The authors focused their attention on manufacturing in the
fashion industry, which is currently undergoing significant
changes to create a sustainable fashion supply chain.
Specifically, they devote efforts to supply chain optimization
(e.g., minimizing overproduction and surplus stock) and
manufacturing with environmentally friendly materials. Note
that the fashion industry accounts for about 10% of global
carbon emissions and is the second-largest consumer of the
world’s water supply [128]. Thus, the work analyzes the
use of blockchain to determine the impact of information
asymmetry and information disclosure. For instance, due
to the limited traceability information, consumers may be
concerned about the trustworthiness of a product’s eco-
label, so blockchain-based solutions can enhance consumers’
overall willingness to pay for sustainable fashion products.

Concerning energy efficiency, different aspects should be
considered by Industry 5.0 developers:

• Technologies like ICPSs need to address the limitations
of IIoT devices in terms of energy efficiency: since
ICPSs often collect information and interact with IIoT
devices that rely on batteries, it is necessary to conduct
further research on how to adapt blockchain (e.g.,
communications protocols, consensus mechanisms) to
such resource-constraint devices. These issues are
even more critical when the selected IIoT architecture
depends on blockchain [82], since their protocols and
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inner workings tend to be power hungry. Such issues are
essentially related to three typical blockchain features:
– Consensus and mining. This feature has tradi-

tionally involved a relatively high amount of
computing to validate transactions, so blockchains
like Bitcoin are said to consume a massive amount
of energy [129]. Such a high energy consumption
is essentially due to the used consensus algorithm
(Proof-of-Work (PoW) in the case of Bitcoin),
which has gone greener in the last few years.
For example, Proof-of-Space (PoS) (also known as
Proof-of-Capacity (PoC)) was proposed as a green
alternative to PoW by basing the consensus not
on performing a computational task, but on allo-
cating a certain amount of memory or disk [130].
There are other consensus mechanisms aimed at
reducing PoW energy consumption, like Proof-of-
Stake (PoS) or Practical Byzantine Fault Toler-
ance (PBFT). Excellent compilations of consensus
mechanisms that future researchers will have to
analyze in terms of energy consumption can be
found in [131] and [132].

– P2P communications. This kind of communication
usually needs nodes to be powered continuously,
so energy consumption is usually high [133], [134],
[135]. Nonetheless, recent developments have
derived into greener P2P protocols [136], [137],
[138], which still require being further optimized
for blockchain-based architectures and IIoT device
hardware [139]. For instance, a wireless power
transfer solution for green IoT is presented in [140],
where the authors make use of a blockchain
to defend against energy attacks from malicious
devices. It is worth noting that, in blockchain
architecture, most P2P communications are related
to updating nodes on the state of the blockchain,
so the higher the number of updates, the higher
the energy consumption of the system. To tackle
such an issue and reduce the number of blockchain
updates, researchers have proposed alternatives in
the past that may fit into different energy-efficient
architectures, like mini-blockchains [141], which
only store the latest transactions, thus lowering
memory and computational requirements to oper-
ate.

– Security. Blockchains make use of high-security
mechanisms to protect communications and data
integrity. Thus, asymmetric cryptosystems, digital
signatures, and hashing algorithms are commonly
employed and are continuously evolving [142]. The
energy consumption of many of such algorithms
has been previously analyzed [143], [144], but
further research is needed to develop energy-
efficient blockchain-based solutions.

• New computing paradigms can be more energy effi-
cient. Traditional Cloud Computing-based systems have

proven to be useful and enable multiple stakeholders
to collaborate remotely, but their energy efficiency is
not always optimal for Industry 5.0 scenarios. There
are other architectures, like the ones based on Edge
or Mist Computing that, in certain scenarios, can be
more appropriate in terms of energy consumption [146],
[147]. For such architectures, blockchain can be a
good complement to decentralize transaction storage
and provide trustworthiness and transparency.

• Blockchain energy efficiency. Despite the multiple
benefits of blockchain, the use of inefficient consensus
mechanisms results in significant energy consump-
tion [129], so it is necessary to adapt the different
parameters of the selected blockchain to optimize energy
consumption.

• Energy efficiency of supply chain logistics. Sup-
ply chain traceability can be accomplished through
blockchain, so the used materials can be tracked
throughout the value chain, and therefore their use can be
optimized in conjunction with the involved logistics. For
instance, blockchain-based applications have already
been proposed for optimizing the COVID-19 medical
equipment supply chain [148] or for the agriculture
and food supply chain [149]. Moreover, it is worth
indicating that future sustainable logistics may involve
creating a network of distributed additive manufacturing
workshops, which would avoid the shipment of goods
over long distances (thus decreasing energy waste
on transportation). In such a scenario, sellers would
send digital files to the 3D printing workshop that
is closest to the buyer to minimize the transportation
impact on the environment. For instance, several authors
have proposed the use of blockchain for minimizing
part delivery time and improving stock management
for 3D printing manufacturers [150], [151], [152].
Some companies are already implementing Just-in-Time
models for 3D printing with the help of blockchain [153]
and somemanufacturers have also proposed to distribute
additive manufacturing orders in industries as complex
as defense [154]. Moreover, blockchain can also help to
track and to integrate 3D printing files to avoid manufac-
turing mistakes, to provide trustworthiness [155], [156],
and to protect and to manage intellectual property [157].

3) RESILIENCE: INCENTIVES AND ACTION AUTOMATION
Blockchain access and permissions not only condition
the human-centricity of an application, but also influence
industrial resilience due to their impact on security.Moreover,
two other factors can help to enhance the robustness of an
Industry 5.0 value chain:

• Incentives: they are essential to keep a blockchain-based
solution ‘alive’, since they motivate the different stake-
holders to carry out their tasks. Such incentives are
usually set as rewards given in the form of virtual
tokens. Thus, there exist tokenized and non-tokenized
blockchains. The former reward actions, like transaction
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processing with cryptocurrencies (this is the case of
Bitcoin with bitcoins or Ethereumwith Ether). The latter
blockchains do not rely on specific tokens, as occurs
with Hyperledger Fabric.

• Process automation: it increases resilience by enabling
to react quickly to events that impact the value chain.
To implement such automation mechanisms, logic-
oriented blockchains provide the ability to run code,
usually in the form of smart contracts, but they can
also execute other applications. For instance, Ethereum,
Hyperledger Fabric, NXT [158], and Counterparty [159]
can be considered logic-oriented blockchains. Some
blockchains are not aimed at the execution of logic but
at performing transactions, like in the case of Bitcoin,
Monero or Ripple.

The concept of smart contracts is especially important for
relieving industrial workers from tedious tasks and improving
resilience by carrying out fast and automated responses to
events that impact the value chain. A smart contract can be
regarded as a computer program that encodes agreements
established by the involved parties and that are executed when
certain conditions are met. Thus, the traditional legal terms of
a contract are coded to manage virtual or real assets.

To determine when the conditions of a smart contract
are met, it is often necessary to check external information
sources that are called oracles. For instance, an oracle can
be a service that indicates when a warehouse inventory of
a specific item is running low to trigger the execution of a
smart contract responsible for purchasing more stock. There
are three main types of oracles that can be useful in an Indus-
try 5.0 factory: software oracles (they extract data from online
sources like websites or intranet information repositories),
hardware oracles (they obtain data from physical sources
like sensors or industrial machinery), and consensus-based
oracles (they fuse the information received from multiple
oracles to decide how the system should respond to an
event). Moreover, oracles can be classified into two types:
inbound oracles (they can push information from external
sources (independent of the blockchain) into the blockchain)
and outbound oracles (they allow smart contracts to send
data to external parties that do not interact directly with the
blockchain). A detailed description of the types of oracles and
how they work can be found in [160].

Figure 5 summarizes the most relevant blockchain design
factors that impact Industry 5.0 application development
previously described in Sections III-D1, III-D2 and III-D3.

IV. BLOCKCHAIN-BASED INDUSTRY 5.0 APPLICATIONS
In this section, the intersection of blockchain technology and
Industry 5.0 will be analyzed by exploring the various ways
in which blockchain can transform industry.

A. BLOCKCHAIN-BASED HUMAN-CENTRIC APPLICATIONS
The concept of blockchain-based human-centric applications
aims to empower individuals, protect their privacy and
provide them with greater control over their data and

interactions. This subsection analyzes blockchain technol-
ogy’s potential to reshape traceability in application domains
such as logistics, manufacturing and other human-related
activities, highlighting its ability to foster collaboration,
transparency and inclusivity in the digital age.

1) WORKER PERSONAL DEVELOPMENT TRACKING
The Industry 5.0 paradigm considers workers as ‘invest-
ments’ rather than as a ‘cost’, so companies should foster
industrial operator personal development. Thus, skill tracking
and progress can be tracked through blockchain-based appli-
cations [161], which can also be gamified and incentivized
through rewards or social recognition [162]. Similarly, the
worker’s well-being can be monitored and tracked to take the
necessary mitigation measures [163].
The case of operator training is of special interest since the

demand for new skills has increased rapidly in the last few
years. In this aspect, technologies can help by improving their
User Experience (UX) so that operators do not need specific
skills to use them. For instance, AR and Mixed Reality
(MR) can show virtual objects in a real-world environment,
thus providing a level of immersion that cannot be achieved
with other mobile device technologies like smartphones or
tablets [164]. Virtual Reality (VR) is also frequently used for
training [165], but it immerses trainees completely in a virtual
world, so it is not appropriate in scenarios where they have to
interact with real objects and specific virtual entities.

AR, MR and VR have been evaluated in the past years
and showed that they can increase assembly line operator
productivity [166], to improve different industrial processes
(from design [167], [168] to manufacturing [12], [13], [169],
[170]) or maintenance [171], [172]. Blockchain can benefit
such applications by:

• Easing content sharing and access. To provide a
smooth visual experience, most AR/MR/VR content is
downloaded and stored locally before use. However,
since in an industrial scenario part of the content changes
dynamically (e.g., CAD designs are polished, design
errors are fixed) and due to thememory limitations of the
majority of AR/MR/VR devices, there is a need for using
remote servers for storing content. In such scenarios,
blockchain can help to securely share the exchanged
content (e.g., to prevent downloading fake content [173]
and to trace its use, especially for classified data or for
content whose intellectual property is protected [174]).

• Content availability. AR/MR/VR content servers may
become overloaded when multiple users request large
files simultaneously. Blockchain can prevent this issue
by easing server decentralization. For example, some
companies offer distributed Graphical Processing Unit
(GPU) rendering based on a blockchain [175]. More-
over, developers can also benefit from the availability
of online marketplaces that ease content acquisition and
download through blockchain-based ecosystems like
Decentraland [176] or VIBEHub [177]. Furthermore,
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FIGURE 5. Blockchain design factors that impact Industry 5.0 application development.

industrial AR/MR/VR solutions may need to perform
online payments, which can be carried out by using
cryptocurrencies that use the AR/MR/VR devices as
hardware wallets [178].

• Enhanced user experience through collaborative envi-
ronments. Operation, training, and skill learning are
often carried out in groups, which also makes the
experience more entertaining [164]. Different compa-
nies realized that such a collaborative experience can
be improved thanks to blockchain technologies, which
make digital asset and space sharing easier and more
secure [179], [180].

2) DEVELOPING HUMAN-CENTRIC PRODUCTION SYSTEMS
One of the most important guidelines of Industry 5.0 is the
fact that technology is used to serve people, not the other
way around. As a consequence, the blockchain technologies
that are used by the different industrial processes have
to be adapted to the needs and diversity of the workers,
instead of forcing workers to adapt to them. Thus, ideally,
blockchain-based applications should ‘hide’ the underlying
complexity of the used technologies and mechanisms (e.g.,
consensus mechanisms, reward policies, mining) from the
plant operators, so they can focus on their daily tasks rather
than on the issues that may arise from the implemented
software and the used hardware.

An example of human-centric systems is Industrial
Cyber-Physical Systems (ICPS), which automate the collec-
tion, processing, storage, and visualization of information
and events that enable workers to monitor and control
physical processes. The subsystems that compose an ICPS
are usually deployed throughout industrial plants, but can
connect to other systems on the Internet, thus decentralizing

data processing while making decisions fast [181], [182],
[183]. Since ICPSs are commonly decentralized, blockchain
technologies can be easily adapted to them. That is the reason
why several authors have already proposed blockchain-based
ICPSs [184], [185], [186], the use of rewards as incentives for
the entities that collaborate in such a kind of systems [187]
or the coordination of the local manufacturing processes
monitored by an ICPS through a blockchain [188]. However,
it is important to note that the development of human-centric
ICPSs needs to solve two relevant problems. First, it should
be noted that many blockchains have low throughput and
high latency (mainly due to their transaction processing
speed), which prevent ICPSs from responding fast. Second,
the number of transactions to be stored by an ICPS may be
high, so Industry 5.0 developers will need to devise ways to
handle blockchain storage in the memory-constraint devices
that interact with the ICPS.

3) CREATING A SAFE WORKPLACE
Unfortunately, accidents are common in industrial environ-
ments, especially in certain industries where workers carry
out dangerous and strenuous tasks. In such environments,
technologies like blockchain can help by automating and
monitoring the performed tasks. For example, in [189]
the authors present a blockchain-based safety supervision
system. They aim to ease the supervision of equipment that
may involve potential dangers (e.g., pressure pipelines, lifting
machinery). The authors use Hyperledger Fabric to update
the supervision information to get responsibility tracing,
more transparency and accountability, more efficient data
sharing, and the integration of additional functionality such
as an analysis engine. However, the authors acknowledge
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that additional data standardization and improvements in the
design of the processes are still needed.

A broader view of safety is provided by [190]. In such a
work, the researchers describe a Safety-as-a-Service (Safe-
aaS) infrastructure integrated with a permissioned blockchain
to protect the privacy of the information provided by
operators, manage the decision parameters requested by the
operators, and restrict unauthorized access to sensor data.
In addition, the proposed solution facilitates secure user-level
agreements and optimizes service-level quality through smart
contracts.

The COVID-19 pandemic also imposed limitations on
physical distancing to ensure the safety of operators. For
instance, in [191] an IoT system is proposed to enable
real-time estimations of the occupancy level of public spaces.
In addition, certain critical physical and mental health
parameters can be quantified through software and wearables
to create a safer work environment. For example, in [192] the
design, development, and evaluation of a system that provides
a near real-time decentralized system formonitoring, reacting
and tracing events that affect the safety and health of
industrial operators. Such a system collects data from sensors
embedded into IoT wearables that measure both personal and
environmental key indicators. The collected information is
sent to a LoRaWANgateway, which then transmits it to a pool
of nodes where data is stored in a distributed manner. Such
a decentralized system allows for providing resilience (e.g.,
information redundancy and availability, as long as there is an
operative node) and uses smart contracts to store and process
the collected data.

4) DESIGNING INCLUSIVE INDUSTRIAL WORK
ENVIRONMENTS
One of the issues raised by the practical implementation of
the Industry 4.0 paradigm is the fact that jobs will be lost
due to the use of new technologies. One way to minimize
such an impact is to create collaborative approaches, often
known as bringing the human-into-the loop. An exam-
ple is provided in [193], where the authors propose a
blockchain-based transportation control tower for foster-
ing collaboration between stakeholders, especially shippers
and carriers while eliminating unnecessary intermediaries
(e.g., freight brokers) to create a long-term sustainable freight
transportation system.

Collaborative approaches are especially important for
Industry 5.0 when it comes to AI technologies (e.g.,
collaborative or federated learning). For instance, in [88] the
authors identify three barriers to the adoption of Cognitive
Computing for better decision-making in industrial scenarios.
The first barrier is low efficiency, due to the massive volume
of data generated by industrial devices; the second one
is the possibility of data leakage; and the third barrier is
the lack of incentives to contribute with data. Moreover,
such a work indicates that all three barriers pose significant
challenges to the accuracy of the results. As the article

points out, blockchain can help with two of these issues:
preventing data leakage through a decentralized model with
a privacy-preserving mechanism and providing incentives for
users to participate in the learning process and get rewards for
their knowledge according to their contribution. In addition,
the developed approach also provides robustness against
poisoning attacks.

The work described in [194] goes one step further by
proposing a large-scale blockchain approach to take advan-
tage of collaborative production paradigms like distributed
and social manufacturing. Such a framework aims to address
current challenges of collaborative production, such as
interoperability, resource allocation and tracking, security,
supervision and audits, intellectual property protection,
marketing and intermediaries, democratic organization, and
global value chain governance. To achieve that, the proposed
framework is divided into five layers: resource service,
network interconnection, market agreement, collaborative
management and value interconnection.

Another key aspect is long-life training in the involved
technologies. For example, the industry has been increasingly
vulnerable to cyber-attacks, so cybersecurity training is a
current need for Industry 5.0, especially in the IIoT domain.
To engage professionals in cybersecurity and vulnerability
assessment, learning through case-based approaches has been
proposed [113], [195]. In addition, it is also particularly
relevant to also augment competencies in blockchain tech-
nology. For instance, in [196] the authors propose a gamified
approach that uses an adversarial sandbox adaptive serious
game to address potential barriers in the uptake of blockchain.

5) COLLABORATING WITH ROBOTS AND AUTONOMOUS
VEHICLES
Robots, exoskeletons, cobots (collaborative robots), UAVs
(Unmanned Aerial Vehicles) or AGVs (Autonomous Ground
Vehicles) can be really useful for reducing worker task
load and safety by performing repetitive and dangerous
tasks [197]. For instance, cobots can help humans when
performing different tasks in an assembly line [198], [199];
AGVs are useful for searching or carrying items in largeware-
houses and factories [200], [201], [203]; digital ergonomics
can be used to assess and track the operator posture in
industrial cyber-physical-human systems [202]; and UAVs
can perform tasks like painting [204], transportation [205] or
inspections [206].
Blockchain is a good complement to robots and

autonomous vehicles since it allows multiple human and
non-human entities to interact with them, either through the
blockchain or through smart contracts. For instance, UAVs
air routes can be coordinated through a blockchain-based
solution [207]. Moreover, blockchain-based UAVs can help
in tedious item inventory management tasks by embedding
Auto-ID technologies, which also reduce the time required to
complete the inventory [16]. A different approach is proposed
in [208], where the authors present a new business model
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for the use of UAVs in the industry. Their work describes a
novel architecture that facilitates virtual UAVs-as-a-Service.
Thus, the blockchain-based platform enables end-user access
to on-demand UAV services without having to own them.

Regarding autonomous vehicles, recent literature has
shown that it is possible to provide workers with blockchain-
based ride-sharing services [209], [210]. Moreover, typical
industrial vehicle tasks like refueling, charging, parking,
and repairing can be tracked and automated for both
autonomous and semi-autonomous vehicles [211], [212],
[213]. Such vehicles and the operators that operate them can
be incentivized through a reward system that can be based on
the use of blockchain [214], [215].

6) DEVELOPING AI-ENABLED APPLICATIONS
AI can help workers while performing multiple tasks, easing
the work of operators or improving their training. Among
the different disciplines of AI, Big Data and Data Analytics
are two of the most useful in industrial environments.
This is because the ideal Industry 5.0 factory will collect
enormous amounts of information from multiple sources of
the value chain (e.g., plant IIoT nodes, operators, suppliers
or service providers), which needs to be processed to extract
valuable conclusions. In such cases, blockchain is a good
complement for Big Data and Data Analytics during the
information collection stage [216], [217], when verifying
the trustworthiness of such information [218] or when it is
necessary to automate data circulation reliably [86], [219].
This latter aspect refers to the need for authorizations
throughout the value chain when data are moved through it,
which can be automated by implementing smart contracts.

In addition, it must be noted that blockchain is especially
well suited to overcome some of the limitations of imple-
menting different AI techniques (e.g., deep learning [220],
federated learning [221], federated transfer learning [222])
in IIoT devices like maintaining privacy, uploading training
or updating model tasks. Furthermore, Cognitive Computing,
which was previously mentioned in Section IV-A4, is a way
to redesign industrial work environments, which can bring
substantial benefits to personalized mass production with
so-called cognitive manufacturing. For instance, in [224] the
authors combine a mining-based cognitive manufacturing
process with blockchain to ensure end-to-end traceability.
Another recent example is presented by Cotta et al. in [223].
In the work, the authors discuss the convergence of intelligent
spaces and Industry 5.0 concepts and present a laboratory
replica of a cognitive factory cell.

7) ENSURING WORKER PRIVACY
The improvement in operation well-being envisioned by
Industry 5.0 cannot be implemented at the expense of worker
privacy. As a consequence, the Industry 5.0 solutions need
to be protected against potential cyberattacks [225], [226],
[227], [228].

Regarding data communications security, it must be first
indicated that the vast majority of blockchain technologies
make use of highly secure public-key cryptosystems and hash
algorithms [142]. Nonetheless, it must be noted that quantum
computing poses a threat to such systems, so post-quantum
schemes need to be selected and put in place to avoid quantum
attacks [142]. IIoT devices and the solutions that use them
(e.g., ICPSs) are especially affected by the implementation
of certain cryptosystems due to their computational resource
constraints [143], [144].
Concerning blockchain access and permissions, as it was

previously described in Section III-D1, private and federated
blockchain can decide which users can interact with the
blockchain, so this sole measure can decrease the number of
attacks significantly. In addition, since the collected data are
stored in a distributed fashion, if one of the storing entities
is under attack (e.g., under a DoS/DDoS attack), the rest
of the blockchain nodes can provide such information, thus
guaranteeing data availability.

8) FOSTERING SUPPLY CHAIN AND LOGISTICS
TRACEABILITY
Global trade depends on efficient logistics operations. Cur-
rent logistic handling systems are still typically centralized,
offering limited support for collaboration among supply
chain stakeholders, and lacking support for traceability
of logistics operations [229]. Blockchain-based logistics
platforms can, also in this scope, provide transparency,
security, and immutability of data exchanged during various
operational processes, offering capabilities of traceability and
auditability through immutable on-chain trusted transactions,
in a decentralized manner without intermediaries or trusted
third parties.

The study in [230] shows that blockchain technology can
improvemulti-organizational businesses such as supply chain
and logistics, turning them into secure, agile, trusted and
transparent functions. An example in the scope of aircraft
spare parts inventory management shows that blockchain can
provide traceability and trackability of data to ensure the
compliance of airworthiness requirements [231]. The authors
conclude that the enhanced blockchain-based inventory
management system enables the building of digital twins for
aviation.

Another growing logistics problem that may benefit from
blockchain use is reverse logistics. According to the Associ-
ation of Supply Chain Management [232], reverse logistics
is the process of returning products from end users to the
retailer ormanufacturer, through the supply chain, in a reverse
direction. The return of goods is the most important activity
in Green reverse logistics. To ensure that the goods return to
the manufacturer and have a good end-of-life treatment, it is
necessary to record all the information of the goods processed
from the factory to the customer. For such a purpose,
the authors of [233] propose a sustainable development
strategy of green reverse logistics based on blockchain.
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In the proposed traceability scheme, a Merkel tree is used to
implement a license chain to store traceability information,
forming a ‘‘double chain’’ structure of the commodity
traceability system. This double chain structure has a larger
throughput than the traditional blockchain and can trace the
source of the product to themanufacturer, ensuring that goods
can be returned to the manufacturer for further processing,
reducing the generation of waste in logistics, and providing
a guarantee for promoting the sustainable development of
green reverse logistics. In addition, considering the limited
resources of Small and Medium-sized enterprises (SMEs),
the authors of [234] implemented a blockchain-enabled
supplier cooperation network for Industry 5.0.

9) FOSTERING MANUFACTURING TRACEABILITY
Within an industrial facility, shop floor activities make
their way toward producing what has been planned to
produce. Manufacturing traceability has its advantages, both
for improving production management efficiency and for
increasing production safety. As an example of the first
case, the article in [235] presents the tracking of product
components throughout the manufacturing shop floor in
the shipbuilding industry. In heavy metallurgical industries,
such as automotive, shipbuilding or aerospace, assembly
customization and manufacturing in batches of a single
unit lead to continuously changing product configurations,
therefore generating different historical data unique to each
product [236]. Tracking specific product components in such
industries enables the identification of the parts of a product
or a batch when a defect is detected, streamlining its quick
replacement [235]. Additionally, process traceability adds
value to the final product, as all traceable information may
be transferred to the end customer, who becomes empowered
with information on any material, component, part and
block of the metalworking final product, as well as all the
certificates and documents necessary for any process [235].

Also, in the case of food value chains, manufacturing
traceability increases food safety, as any batch of product
components can be quickly traced and, in the event of a threat
to public health, the products that depend on that batch can
quickly be tracked and retrieved [237], [238].

10) FOSTERING CONSUMER-IN-THE-LOOP AND CIRCULAR
ECONOMY TRACEABILITY
Circular economy value chains, contrary to traditional
linear value chains, require the participation of the final
consumer/customer, who is responsible for postponing the
end-of-life of any product, as well as delivering it for recovery
or recycling when this end-of-life arrives. Of course, making
the end customer responsible for the full circularization of the
circular economy process is an exaggeration and a mistake,
as themain role lies with industries and product brands, which
must guarantee maintenance services that allow for extending
the lifespan of products in question, as well as guaranteeing
the recollection, sorting and recovery/recycling of these

products when their end of life arrives. Thus, traceability for
the circular economy enables informing the final consumer
that their closing-the-loop actions are worth the effort and
also eases the tasks of waste sorting and separation while
informing the recycling companies about the composition of
products being sorted and separated for recycling [239].

11) FOSTERING TRUSTWORTHY KNOWLEDGE
Blockchain-enabled traceability provides benefits to con-
sumers/customers/users in terms of reliable information.
An example is the tracking and certification of products with
a protected designation of origin, a protected geographic indi-
cation or a traditional specialty guaranteed (PDO/PGI/TSG)
[240], [241].

Another type of traceability made possible by blockchain
is the distributed and decentralized tracing of political
contacts, which can be used to detect evidence of cor-
ruption and ensure a more transparent way of political
action [242]. The traceability of news sources also helps to
build a more transparent news communication environment,
therefore minimizing counterfeit reality (e.g., fake news,
deepfakes) and seeking to guarantee a healthier democratic
society [56], [243].

B. BLOCKCHAIN APPLICATIONS FOR SUSTAINABILITY
Given the crucial necessity of adopting sustainable practices
for business development, a greater emphasis is being
placed on using emerging technologies to address global
environmental and social sustainability challenges. Through
boosting transparency, traceability and trust, blockchain
technology has emerged as a powerful instrument for
advancing sustainability across a wide range of enterprises
and industries. This subsection looks into blockchain appli-
cations as a means to enhance sustainable practices in
Industry 5.0-related domains, such as the traceability of
sustainability indicators along a value chain, green energy
traceability, carbon credits exchange, circular economy and
responsible resource management. By enabling immutable
and decentralized systems, blockchain has the potential
to promote beneficial environmental outcomes, encourage
collaboration and enable informed decision-making for a
greener and more sustainable industry.

1) FOSTERING VALUE CHAIN ENVIRONMENTAL AND SOCIAL
TRACEABILITY
Industrial value chains are typically horizontal chains or
networks that involve several cooperating companies. Some
of these companies produce raw materials, others produce
product designs for manufacturing, others manufacture
products according to designs produced by third parties and
purchase raw materials from suppliers, and others carry out a
combination of these and other activities towards producing
intermediate products or components and final products.
Along these potentially global value chains, companies
have different ways of expressing their respect for the
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environment, equity and social well-being. The traceability
of social and environmental aspects of every activity along
the entire value chain allows any involved organization
to be aware of the environmental impact of a product
batch produced by a potential supplier [244]. It also allows
for knowing the environmental impact of batches of raw
materials or components used by that producer to produce
that product’s batch. Moreover, it allows for assessing the
aggregate environmental impact of the company’s batch of
products produced from those batches of raw materials and
intermediate products. This is also true for social indicators
of how companies treat their employees.

These types of traceability platforms must cross all value
chain business partners with maximum transparency and
without trust issues [245], [246].

2) FOSTERING CIRCULAR ECONOMY
A value chain consists of a sequence of activities that build
intermediate products/components, or final products, adding
value to these products, up to an end client. Traditional value
chains are bound to a linear economic model take-make-
use-dispose (gathering/extraction of raw materials - product
production - product use - waste) [239].

A circular economy model requires the implementation
of activities in the value chain to extend the useful lifespan
of products, such as maintenance services, in addition
to product recovery/recycling activities, which allow for
obtaining recycled raw materials that can re-enter the value
chain, completing the cycle. In this context, a traceability
platform can help by providing information about thematerial
constitution of products, facilitating their future recycling.

The closing of the cycle in a circular economy model also
demands greater involvement from the end client. Platforms
are needed for engaging clients into buying products with
less social and environmental impact, using their products
for a longer time, maintaining and recovering their products,
measuring their own activities’ environmental impact, and
delivering them for recycling when the time comes. These
platforms may use gamification features to better engage
clients and may also be based on a blockchain [247].

Another example can be seen in [248], where the authors
present a review on adopting blockchain and IoT technologies
to foster a circular economy in the Electric and Electronic
Equipment (EEE) value chain. This involves recovering and
reintegrating components, which leads to more sustainable
practices and less environmental impact.

3) FOSTERING CARBON CREDITS EXCHANGE
Climate change poses one of the most significant challenges
of our time, with an urgent need for reducing greenhouse
gas emissions, which has brought global attention to carbon
offset mechanisms [249]. Carbon credits, a key tool in
the fight against climate change, have gained attention as
a market-based approach to promote emission reductions
and sustainable practices [250]. Traditional carbon credit

systems, however, often face issues of transparency, account-
ability, and operational efficiency [251].

Blockchain holds the potential to transform the carbon
credits market, facilitating a fair, efficient and secure
exchange of carbon offsets [252].

Huckle et al. [253] explore IoT and blockchain in the
context of shared economy scenarios. While not directly
focused on carbon credits, the paper lays the groundwork
for understanding how blockchain could be integrated
into various sectors, including carbon trading. The use of
blockchain for carbon credit exchange has been addressed by
Patel et al. [254] by improving transparency and efficiency in
carbon credit transactions. Kim and Huh in [255] introduce
the concept of a blockchain-based carbon trading platform
to support the United Nations Sustainable Development
Goals (SDGs) while leveraging blockchain capabilities to
promote sustainable practices through carbon credit trading
among users. With a lot of characteristics in common, two
studies [256], [257] explore carbon emission monitoring
and credit trading systems using blockchain, emphasizing
the potential of creating a more accurate and accountable
carbon credit marketplace. Moreover, such papers discuss
the benefits and challenges associated with the integration
of blockchain into existing carbon credit infrastructures.
Another interesting perspective is presented in [258], where
a specific carbon-trading model for urban public transport
based on blockchain is presented.

4) FOSTERING GREEN ENERGY TRACEABILITY
The energy sector is largely responsible for the production
of greenhouse gases. Increased consumer awareness about
greenhouse gas emissions from energy production has
increased interest in the consumption of greener and less
polluting energy. This greater awareness, combined with
the definition, by several European governments, of 100%
renewable energy targets by 2030 [259], makes it imperative
to increase transparency regarding the origin of the electrical
energy that each one consumes. There are power generation
plants from renewable sources (e.g., hydroelectric, wind, and
photovoltaic) and non-renewable sources (e.g., natural gas,
fuel oil, coal, and nuclear), and a consumer who wants to
consume only renewable energy and therefore pays a tariff
that allegedly guarantees the supply of renewable sources
need to be sure that the consumed energy comes from
renewable sources. Efforts to establish this link between the
energy produced and its use, seeking to create a link between
energy production and consumption, have been carried out,
and these are typically based on the creation of a Renewable
Energy Certificate (REC), which is an Energy Attribute
Certificate (EAC) for energy from renewable sources, which
certificates the origin of energy, and is then delivered to the
consumer or the energy distribution company [260] and can
be used for energy traceability purposes.

These efforts to certify the production and consumption
of renewable energy have some problems, such as that it
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is possible for consumers to buy certificates for energy
produced in a network other than their own or to buy
photovoltaic solar energy certificates and consume that
amount of energy during the night.

The reduction of the certified period from annual to hourly,
or even shorter periods, makes it possible to match the
production of renewable energy with its actual consumption,
promoting the effective elimination of CO2 production
instead of a mere exchange of carbon credits [261], [262].
These certificates may be blockchain-based. In [263],
Andoni et al., present a systematic review of the opportu-
nities, challenges and limitations of using blockchain for
peer-to-peer (P2P) energy trading or its use in decentralized
markets, electric vehicle charging and other use cases. The
authors conclude that blockchain can benefit energy markets
and consumers by offering disintermediation, transparency
and tamper-proof transactions, and by empowering con-
sumers and small renewable generators to have a more active
role in the energy market.

5) FOSTERING RESPONSIBLE RESOURCE MANAGEMENT
Industrial resource management deals with planning and
allocating physical resources, such as materials, technol-
ogy and people, to a production process or project. The
availability of resources when they are needed is of utmost
importance for increasing productivity and leveraging the
value of the organization. Blockchain can be an enabler of
improved resource management. For instance, in [264] a
blockchain-based digital twin-sharing platform is proposed
as a solution to enable the sharing and protection of
digital twins of resources in a decentralized and distributed
environment. In this case, the resources are Socialized Man-
ufacturing Resources (SMRs) and the information related
to copyright and usage or sharing conditions for using and
integrating SMR resources in a Universal Plug-and-Play
(UPnP) network. The massive demands for specialized man-
ufacturing services have given rise to SMRs. These resources
may be clustered as a community to provide specialized
manufacturing services for producers/consumers, established
via social media and decentralized platforms. Communities
of SMRs are formed as dynamic, autonomous systems to
co-create mass-individualized products and services. These
decentralized SMRs need to be organized and managed in a
distributed, collaborative manner [265].
In [266] the authors propose a blockchain-based cross-

domain authorization platform that enables a distributed and
transparent User-Managed Access (UMA) to citizen’s data
for smart city operation and optimization. In conventional
UMA systems, authorization mechanisms are centralized and
resource owners centrally manage access rights for different
resources in different domains. This raises transparency
problems in the authorizationmechanism and the architecture
proposed aims to solve such issues by basing the authoriza-
tion mechanism on blockchain.

Finally, in [267] the authors present a study on the use of
blockchain for managing human resources, where employees

could share sensitive information with their managers or
during a hiring process through blockchain. Qualifications,
achievements or recommendations could be easily validated.

C. BLOCKCHAIN-BASED RESILIENT APPLICATIONS
Resilience is critical for organizations in an increas-
ingly interconnected and ever-changing digital economy.
Blockchain has emerged as a possible option for improv-
ing resilience in systems, processes and applications by
increasing its trust, security and adaptability. This subsection
investigates the concept of resilient blockchain applications,
focusing on their capacity to resist interruptions, to retain
data integrity and to allow for decentralized decision-making.
Thus, it is investigated the potential of blockchain to improve
resilience in supply chain management, calamity response
(e.g., COVID-19 pandemic, supply chain disruption) and
cybersecurity. Thus, the adoption of blockchain can provide a
solid mechanism for tackling complex difficulties in an ever-
changing environment.

1) SUPPLY CHAIN MANAGEMENT
Increasing resilience and helping to prevent fraudulent activ-
ities and data tampering is another reason why companies
are turning to blockchain. In [268] a literature review on
the advancements made in using blockchain for developing
a cyber-secure and resilient supply chain is presented.

The COVID-19 pandemic has also impacted business
environments around the world. Supply chains, especially
those that cross multiple countries, have suffered multiple
disruptions [269]. Many of these disruptive events (e.g.,
shortages of personal protective equipment, empty shelves
in supermarkets) were related to supply chain management,
especially regarding single-sourcing strategies, the lack of
adequate risk management, delivery failures by suppliers and
lack of transparency and visibility [270].

In [271], after analyzing COVID-19 disruptions, the
authors propose that resilient supply chains should consider a
strategy driven by disruptive technologies. The authors con-
cluded that embracing disruptive technologies, particularly
those rooted in data, information and knowledge (such as
cloud computing, big data analytics, artificial intelligence or
blockchain), is vital for enabling the manipulation of data,
facilitating the generation and utilization of information and
knowledge and fostering self-executed and controlled supply
chain processes through cyber-physical technologies like
IoT, robotics, additive manufacturing and augmented reality.
The authors emphasize the importance of interoperability
among these technologies to drive enhancements in key
performance attributes such as efficiency, responsiveness,
flexibility, reliability, transparency, visibility and traceability.

2) FOSTERING VALUE CHAIN RESILIENCE
The factories that have already implemented the Indus-
try 4.0 paradigm can be considered competitive, but they
compete in a global economy and are exposed to rapid
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geopolitical changes. As a consequence, an Industry 4.0 smart
factory can be efficient and produce goods at a reduced
cost, but it is vulnerable to disruptions in its value chains.
The value chain problems that arose due to the COVID-
19 pandemic and the Russia-Ukraine war highlighted the
mentioned problems and forced companies to analyze how
to address the detected vulnerabilities.

To tackle the previous issues, blockchain could be used,
since it is a technology characterized by its robustness
and resilience in relation to data collection and automatic
transactions. Thus, information disruptions can be prevented
in cases where there are technical problems or cyberattacks.
To prevent them and thus monitor the state of the value
chain, transparent and tamper-proof traceability is essential,
so that its data can be trusted by the involved parties.
Such traceability can be kept by making use of blockchain,
as different authors have already demonstrated. For instance,
in [272] originChain is presented: a blockchain that uses
smart contracts to maintain traceability in industrial settings.
Such a work examines the main current disadvantages of
deploying a blockchain-based traceability system for an
industrial company, including high integration costs and large
amounts of time required to understand business processes
and to implement smart contracts, which must be defined
precisely due to the consequences of their malfunction.
However, once the blockchain-based traceability system is
working, a company benefits from having a trustworthy
transaction log on the product value chain events. It is
possible to identify every product unambiguously to avoid
counterfeiting and to demonstrate ownership. Tendering
can be automated through smart contracts, and responsible
consumption can be promoted by providing the whole
manufacturing trace [273].

To keep traceability of the products and manufacturing
processes, IIoT sensors and nodes are essential. Such nodes
adapt traditional IoT developments [274], [275], [276], [277],
[278] to Industry 5.0 requirements, so sensors, actuators
and machines can embed remote control and management
capabilities [279], [280], [281], [282] to create context-aware
scenarios [283]. Due to such a dependency, IIoT systems need
to be robust against cyberattacks that may disrupt the value
chain.

Blockchain is a technology able to provide IIoT with
decentralized and secure transactions through a common
ledger [284]. Thus, a blockchain can guarantee that the
shared information is not forged or has been altered; external
access can be given to the collected data for the sake of
transparency; and, at the same time, it provides a mechanism
that allows multiple entities to communicate in an automatic
or non-automatic way [81]. Thanks to the previous benefits,
different authors have proposed practical applications for
fields like energy trading, which can use blockchain-based
sensors to carry out fair payments [285]. An example
of a blockchain-based energy trading system is described
in [286], where the authors propose a distributedmanagement
approach to energy trading in which IoT devices participate

autonomously in energy markets, with the key advantages of
resilience and availability. Such work also draws attention
to a novel type of attack that can be used to delay, change,
or discard trading bids. Such attacks do not target the trading
system, but the gateways that connect market participants to
the system. Thus, the article analyzes the potential impact of
such attacks by introducing mitigation techniques.

Value chain resilience can be tested through simulation
software. Such software models the behavior of the stake-
holders and entities involved in the different processes and
estimates the current and future state of a product value
chain. Thus, simulation and predictive analytics software
can anticipate future problems and determine potential
mitigation measures. Moreover, simulation software can
be complemented by a Digital Twin [287], which enables
visualizing in an integrated and user-friendly way relevant
parameters of the entities involved in the value chain.

Blockchain technologies can help simulation software in
different aspects:

• Data collection. Blockchain enables the collection of
information from diverse sources in a homogeneous and
distributed way, thus easing integration and improving
data availability and sharing.

• Data authenticity. Blockchain includes mechanisms to
provide trustworthy information, which is essential for
obtaining accurate simulation software predictions.

• Data processing task distribution. The use of blockchain
technologies enables to distribute computational tasks
among multiple peers, which can be rewarded for their
collaboration [288].

3) PREPARING A CALAMITY RESPONSE
The concept of leveraging blockchain-based solutions to
improve disaster preparedness, response, and recovery efforts
addresses critical societal challenges related to the safety of
populations. The intrinsic qualities of blockchain technology,
including decentralization, transparency, and immutability,
make it a promising technology for reinforcing the resilience
of applications in disaster scenarios. Blockchain has been pre-
viously applied to crowdsensing and IoT in disaster response
scenarios. For instance, Sarbajna et al. [289] introduce
DEIMOSBC, a blockchain-based system for crowdsensing
after natural disasters, showcasing its potential for efficient
data collection. Samir et al. [290] discuss blockchain-guided
trustworthy interactions for distributed disaster management,
emphasizing blockchain role in coordinating response
efforts. Additionally, Ahmed [291] proposes a data security
model for device-to-device (D2D) communication using
blockchain, ensuring secure communication during crises.
Wasserman et al. [292] present a blockchain-based data
access environment for disaster risk reduction, enhanc-
ing data availability and sharing for risk assessment.
Liu et al. [293] introduce a blockchain-based disaster recov-
ery data storage and security auditing solution in multi-cloud
environments, ensuring data resilience. Kaur et al. [294]
propose a Blockchain-based IoT (BIoT) framework for
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disaster management, combining blockchain and IoT
technologies for efficient response. Bai et al. [295] discuss
the use of blockchain-enabled IoT in insurance, focusing
on calamity-based crop insurance as a disaster-related appli-
cation. Moreover, Wang et al. [296] present RescueChain,
a blockchain-based secure information-sharing system for
UAV-aided disaster rescue operations. Badarudin et al. [297]
introduce a blockchain-based assistance digital model
for first responders and emergency volunteers, enhanc-
ing their coordination during disaster response. Lastly,
Xing et al. [298] propose UAVs-aided delay-tolerant
blockchain secure offline transactions for post-disaster vehic-
ular networks, ensuring connectivity and secure transactions
in challenging conditions.

However, it is important to note that blockchain practical
implementation and seamless integration into existing disas-
ter management systems present substantial challenges, such
as the use of blockchain for Big Data [299], since issues
like scalability, interoperability and regulatory considerations
need to be addressed.

4) ENHANCING CYBERSECURITY
Blockchain-based solutions have gained attention for their
potential to enhance resilience in several application domains,
especially in cybersecurity. This subsection explores
blockchain-based resilient applications and their role in
strengthening cybersecurity while providing a robust foun-
dation for secure data storage, authentication and protection
against cyberthreats by recording transactions immutably and
ensuring transparent, decentralized consensus mechanisms.
Thus, use cases and innovations in blockchain-driven
cybersecurity applications are examined (e.g., for industry,
smart grids, vehicular networks, management, quantum
computing, or AI), including secure data sharing, identity
management, threat detection and incident response.

For example, in [300] Bansal et al., present a com-
prehensive survey of blockchain applications, emphasizing
its decentralized nature and security attributes. The paper
describes the architecture, characteristics and relevance in
enhancing security, particularly in the realm of IoT, and
highlights its potential in shaping the future of cybersecurity,
cryptocurrency and IoT adoption. The authors identify the
need for blockchain across various technical fields and its
advantages over conventional systems, providing valuable
insights into the transformative role of blockchain in enhanc-
ing security and trust in digital transactions and systems.
Recently, Salama et al. [301] presented a comprehensive
survey obtained by employing text mining techniques to
analyze academic publications from digital libraries focusing
on the topics of blockchain applied to cybersecurity. The
authors use automated methods like topic modeling and
keyword extraction to extract key topics from a vast body
of literature. The article underscores the interdisciplinary
nature of blockchain in the context of cybersecurity. It reveals
the emerging risks and security vulnerabilities as blockchain

evolves. Additionally, it identifies research gaps in computer
security and proposes directions for future research aimed at
establishing secure blockchain platforms.

Several specific application domains (e.g., industry, smart
grids, vehicular networks, management, quantum computing)
have been also using blockchain in cybersecurity-related
topics. For example, the work presented byMaleh et al., [302]
discusses the widespread influence of blockchain across
various industries, highlighting its growing significance
in cybersecurity. The paper emphasizes the versatility of
blockchain, which can secure digital assets and transactions
in various sectors, including healthcare and manufacturing,
offering valuable insights into blockchain role in enhancing
cybersecurity and privacy. The work focuses on funda-
mental concepts, architectural considerations and challenges
associated with adopting blockchain for cybersecurity and
showcases real-world applications of blockchain in areas
like IoT, healthcare, e-commerce payments and digital
forensics, making it a valuable resource for understanding the
expanding role of blockchain in safeguarding digital assets
and data privacy.

Zhuang et al. [303] discuss the growing importance of
blockchain in enhancing cybersecurity for smart grids. While
blockchain immutable and decentralized nature makes it
appealing for securing smart grid data, there is a lack of
comprehensive research in this area. To address this gap,
the authors conducted a thorough survey, presenting insights,
architectural ideas and implementation techniques related to
blockchain use in smart grid cybersecurity. The article aims
to serve as a valuable reference and guide for future research
in this field.

In [304] Wang et al. explore the integration of blockchain
to enhance cybersecurity in vehicular networks. While
these networks have improved traffic system efficiency and
safety, they also introduce new security challenges due to
their dynamic topology and large scale. Traditional security
solutions are not well-suited to address these issues, and
centralized security mechanisms pose a single point of
failure. The authors conduct a comprehensive review of
existing blockchain-based cybersecurity mechanisms, along
with performance analysis, to highlight the potential of
blockchain in addressing these security concerns. Thus,
the paper aims to provide guidance for further research
in applying blockchain to enhance security in vehicular
networks, offering a promising avenue for improved network
protection.

In [305] Andriole discuss the critical process of eval-
uating emerging technologies, particularly blockchain and
cryptocurrency, and their impact on cybersecurity, from a
managerial perspective. It emphasizes the need for managers
and executives to gain a thorough understanding of these tech-
nologies, assess their relevance to existing business models
and processes, and evaluate their maturity. As a result, the
authors recommend scoring these technologies based on their
potential for pilot projects and emphasize the importance of
finding pilot sponsors and developing comprehensive project
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plans in collaboration with them. This guidance serves as
a valuable resource for decision-makers looking to harness
the potential of blockchain and cryptocurrency technologies
within the context of cybersecurity and broader business
strategies.

In [306] El-Latif et al. highlight the critical role of
blockchain in cybersecurity, especially in the face of potential
threats from large-scale quantum computers. Recognizing
the vulnerability of current cryptographic mechanisms to
hacking, the paper introduces a quantum-inspired approach to
designing blockchain frameworks. It presents a novel authen-
tication and encryption protocol based on quantum-inspired
quantum walks (QIQW), which is applied to establish
a secure blockchain system for data transmission among
IoT devices. Instead of conventional cryptographic hash
functions, quantum hash functions rooted in QIQW are used
to link blocks within the blockchain. The framework offers
advantages, such as enabling effective data sharing among
IoT nodes and ensuring complete control over their records.
Security analysis demonstrates the protocol capability to
defend against message attacks and impersonation, ensuring
the secure transmission of data among IoT devices in the
context of smart edge utilities within IoT-based smart cities.

Another relevant topic that needs to be considered is
related to the convergence of communication technologies
with AI and blockchain. On the one hand, authors like
Aiden et al. [307] discuss the growing convergence of com-
munication networks in devices and systems, particularly
in Cyber-Physical Systems (CPS), with applications ranging
from industrial control systems to healthcare and electricity
production. As these CPS integrate with Internet networks,
security vulnerabilities become a concern. The authors
highlight the rapid expansion of both blockchain and AI
in various domains by emphasizing the bottleneck caused
by centralized systems in handling real-time data across
information systems, such as in healthcare. The authors
propose blockchain decentralized database management as
a solution to this problem, ensuring secure data storage,
interchange and authentication, and suggest that AI can
leverage collective data to provide insights for future
predictions. As a conclusion, the authors underline the role
of blockchain as a cutting-edge security technology and how
it creates chronological chains through node agreements.
With the increasing adoption of digital technologies and
services across industries like banking, finance, cybersecurity
and healthcare, the paper underscores the rising threat
of cyberattacks. It explores the collaboration between AI
and blockchain in enhancing cybersecurity, particularly in
safeguarding cyber-physical systems.

On the other hand, researchers like Muheidat et al.
[308] explore the rapidly evolving convergence of AI and
blockchain technologies, particularly in everyday appli-
cations and various industries. The paper addresses the
challenges of real-time data access and processing in cen-
tralized systems like healthcare and suggests that blockchain
decentralized architecture, secure storage and authentication

can provide solutions. Moreover, the paper highlights how
AI, when integrated with blockchain, can generate valuable
insights from shared data for predictive purposes. Thus,
blockchain is recognized as a high-level cybersecurity
technology, forming chains of secure blocks through mutual
agreements between nodes. This technology convergence has
the potential to boost various industries, including banking,
insurance, cybersecurity, forecasting, medical services and
cryptocurrency. Given the increasing adoption of digital
systems and services, the paper underscores the significance
of combining blockchain and AI to fortify defenses against
cyberattacks and security threats, particularly in the context
of securing cyber-physical systems.

5) PRIVACY AND CYBER RESILIENCE
In the current evolving context of Industry 5.0, the synergy of
blockchainwith principles of privacy and cyber-resilience has
emerged as a central focus in academic research with several
applications for the real world.

Blockchain is revolutionizing the domain of cyber-
resilience, providing innovative solutions, and reshaping the
landscape of cybersecurity and how blockchain-based cyber
resilience frameworks can make a difference. For instance,
Kelli et al. in [309] present a Cyber-Resilience Framework
for Next-Generation Internet of Things (NG-IoT), which
addresses the challenges posed by IoT in healthcare, where
smart hospitals and remote assistance have become prevalent.
Ensuring the security of eHealth networks and patient data
against cyber threats is a complex task, particularly with
the susceptibility of eHealth devices. The authors propose
a solution that involves intelligent monitoring and robust
access controls. Achieving interoperability among various
healthcare organizations while complying with data protec-
tion regulations is emphasized. The framework incorporates
blockchain-based access control to enhance cyber resilience
in eHealth.

Secondly, in [310], Sharma et al., address the increasing
IoT data volume driven by 5G adoption. The authors propose
a secure IoT architecture that leverages blockchain and
federated learning to address real-time application require-
ments while mitigating security concerns. The proposed
architecture introduces lightweight authentication, model
training, and a reward system, supporting cyber-resilience.
Moreover, the authors put forward an experimental evaluation
and analysis that substantiates the model effectiveness.

Thirdly, Gajek et al., in [311], discuss the relevance
of blockchain in IIoT and cyber-resilience. To safeguard
society’s interests, robust cybersecurity measures are indis-
pensable. Thus, blockchain is presented as an enhancement
to security in industrial networks, as demonstrated through a
USB-device use case, particularly relevant in incidents like
Stuxnet.

Lastly, Harman et al. [312] emphasize the importance
of protecting organizational assets for business continu-
ity. While many organizations have invested in security
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strategies, the authors have identified a rising trend of
cyber incidents and the evolving threat landscape. Moreover,
they advocate shifting the focus towards rapid response
and recovery, recognizing the challenge of preventing all
cyberattacks. The authors also identify common pitfalls in
existing processes and propose a blockchain-based approach
to enhance security and recovery, addressing these limita-
tions. Cyber-resilience, in this context, should continuously
adapt to the latest threats. Thus, the role of blockchain
in applications that demand heightened cyber-resilience is
introduced, which includes contributions to the energy sec-
tor, Vehicle-to-Everything (V2X) communications, railroad
customs clearance, firms and organizations, and Digital Twin
environments.

The energy sector, represented by the microgrid control
and energy trading use case examples, shows a high potential
for blockchain technology. For instance, Mahmud and
Seo [313] presents a pioneering approach for distributed
energy resource control. Leveraging a consensus algorithm
and blockchain as a secure communication medium, this
framework fosters cyber-resilience within distributed energy
resources. In the described system each distributed energy
resource communicates with a local blockchain server,
ensuring secure data sharing for global control objec-
tives like voltage and frequency regulation, and power
sharing.

On the other hand, the escalating demand for electricity,
driven by modernization, has elevated the significance
of the power market in terms of fairness and security.
In [314] Alam et al. acknowledge the unidirectional nature of
traditional power markets and the emergence of prosumers in
bidirectional energy supply microgrids. The authors propose
a blockchain-based solution featuring a dual-chain model
to facilitate peer-to-peer trading among prosumers. This
innovative approach is complemented by smart contract
deployment, coalition formation, and negotiation of elec-
tricity trades, offering efficient resolutions to contemporary
energy management challenges.

The advancement of cellular technology has propelled the
V2X market, necessitating robust cybersecurity measures.
In [315] Sharma et al. discuss the implications of 5th
Generation and Beyond (5G&B) networks on V2X, which
entail vast data generation and local model learning for
real-time tasks. This paradigm shift raises concerns about
security and privacy, particularly concerning local nodes such
as vehicles. The study seeks to address these concerns by
identifying research questions, requirements and potential
solutions to fortify cyber-resilience in V2X communications.
In [316] Kim and Kim address the challenges posed by
current railroad customs clearance systems, which result
in train movement restrictions and resource inefficiency.
Their solution introduces a cross-border blockchain-based
non-stop customs clearance system, emphasizing integrity,
stability and resource optimization. This system integrates
diverse trade agreements into a single blockchain network.
The empirical results highlight the system time and cost

efficiency, along with its superior attack resilience compared
to existing customs clearance systems.

In addition, cyberresilience transcends various societal
actors, spanning organizations, individuals, governments,
insurers and more. Hausken et al., in [317], conduct an
extensive survey of literature, elucidating the foundational
components of cyber resilience. Distinguishing between
non-threat and threat actors, the study recognizes their
roles and influences within the cyber resilience landscape.
Moreover, it explores the intersections between cyber-
resilience, cyber-insurance and IoT, highlighting the intricate
relationships and potential benefits and vulnerabilities in this
evolving digital landscape.

Lastly, Kanak et al. [318] advocate for the blockchain
transformative potential beyond cryptocurrencies. Their work
introduces a blockchain-based model tailored for collabo-
rative digital twin environments. This model incorporates a
public or private authority responsible for ensuring transac-
tion non-repudiation, security and privacy. This innovative
approach enhances security and integritywithin decentralized
mechanisms, as exemplified through insightful case studies.

To further clarify the reader the issues discussed through-
out Section IV, the following Tables outline the main
described applications in each of the pillars: Human-
centricity (Table 4), Sustainability (Table 5) and Resilience
(Table 6).

6) COMMUNICATIONS ARCHITECTURE RESILIENCE
As it was previously mentioned, blockchain technolo-
gies allow for implementing tamper-proof, redundant and
high-security communications ledgers. Such features can be
extrapolated to complete blockchain-based architectures to
provide a better alternative to traditional communications
architectures. For instance, Cloud Computing architectures
have been widely used, but they have a significant limitation
in terms of cybersecurity [319]: the cloud is a centralized
point-of-failure that can be impacted by cyberattacks (e.g.,
DoS/DDoS attacks), traffic overload or software/hardware
problems that may render the whole system useless. These
are common problems for systems that have not been scaled
appropriately or that have not implemented appropriate
security policies. Moreover, most cloud-based solutions were
not devised for distributing workload among peers, so the
implementation of P2P systems may overload the system
when a large number of entities exchange information
with the cloud simultaneously. In contrast, blockchain-based
architectures are inherently distributed, thus being able to
support Cloud Computing systems. For example, researchers
have proposed the use of blockchain for implementing a
decentralized cloud storage that consists of secure data
blocks that are distributed among peers that provide storage
space [320].

As an example, Figure 6 depicts a decentralized IIoT
architecture based on blockchain that is composed of four
main components:
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TABLE 4. Most relevant blockchain solutions in each Industry 5.0 dimension: Human-centricity.

• IIoT Device Layer: it is conformed by the IIoT
devices deployed in the Industry 5.0 factory. Such
devices receive commands from the blockchain sub-
system (usually in relation to actions triggered by
smart contracts). The system stores data in the decen-
tralized storage subsystem and transactions on the
blockchain.

• Blockchain subsystem: it is composed by all the
elements that make up the blockchain, as well as by the
logic that runs on it (i.e., the smart contracts).

• Decentralized storage: instead of centralizing the data on
a single central server or in a server cluster that conforms
a cloud, they are scattered throughout multiple servers

over the Internet so as to provide redundancy and to
avoid DoS attacks.

• Blockchain IIoT applications: they provide high-level
applications to remote users by interacting with the
transactions stored on the blockchain and can retrieve
data from the decentralized storage subsystem.

V. MAIN CHALLENGES OF THE IMPLEMENTATION OF
BLOCKCHAIN-BASED INDUSTRY 5.0 APPLICATIONS
Despite all the benefits and media hype on the use of
blockchain for a myriad of applications, it is not always the
best solution for every Industry 5.0 scenario. For instance,
on many occasions, a traditional database and an ERP are

VOLUME 12, 2024 116187



P. Fraga-Lamas et al.: Overview of Blockchain for Industry 5.0

TABLE 5. Most relevant blockchain solutions in each Industry 5.0 dimension: Sustainability.

TABLE 6. Most relevant blockchain solutions in each Industry 5.0 dimension: Resilience.

enough to store the information shared by an industrial orga-
nization. Therefore, an Industry 5.0 application developer
must first determine whether blockchain is the most appropri-
ate technology. For such a purpose, the following subsections
discuss the main questions that Industry 5.0 developers
should answer in order to determine whether the use of
blockchain is appropriate. Nonetheless, it is worth noting
that the literature contains examples of frameworks aimed
at determining the necessity of using blockchain, either

generic [321], for Industry 4.0 applications [322], or for
specific industries like construction [323] or logistics [324].

A. DOES THE APPLICATION NEED TO BE SCALED EASILY?
Bottlenecks caused by excessive traffic load may be a
problem in traditional cloud computing-based architectures,
although in the last years, they have evolved towards new
paradigms that decrease the communications with the cloud

116188 VOLUME 12, 2024



P. Fraga-Lamas et al.: Overview of Blockchain for Industry 5.0

FIGURE 6. Example of blockchain-based IIoT architecture.

by providing services close to the edge of the network, where
IIoT nodes and the rest of industrial devices operate. Thus,
Edge and Mist Computing [20], [21], [325], [326], [327]
allow for offloading the cloud from a significant part of
the requests and data exchanges required by the deployed
network devices. Blockchain can also be useful for such a
kind of architecture. For instance, in [328] it is presented a
blockchain design for Edge Computing environments. Such
an article studies the optimal resource allocation strategy to
store metadata and blocks, as well as the consensus protocol
(e.g., Proof of Stake) to make use of less storage and energy
consumption than traditional blockchain systems.

It is also worth mentioning that many blockchains make
use of dedicated hardware (e.g., mining hardware), so scaling
a blockchain-based Industry 5.0 application should consider
the fact that the required blockchain-specific infrastructure
will need to be extended. In addition, storage will also have to

be scaled as the blockchain grows with the number of stored
transactions. Furthermore, communications infrastructure
will have to be able to handle the increasing number of peers
that will carry out P2P exchanges.

Finally, scalable blockchain-based solutions may have
to balance tradeoffs between privacy, speed and decentral-
ization. One solution is to consider the use of off-chain
operations and state channels. Off-chain operations are
carried out outside of the blockchain and later added to
it, while state channels allow users to transfer their state
on a blockchain outside of such a network (i.e., off-chain),
where it can be manipulated without the limitations of the
blockchain [329].

This solution poses additional challenges on how to ensure
the verifiability and reliability of off-chain operation results.
To tackle such an issue, in [329] the authors propose a new
state channel solution for the Ethereumblockchain network in
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the form of a State Channel as a Service, which incorporates
a secure distributed and decentralized network, although off-
chain. This tries to mitigate scalability problems while also
responding to the transparency and traceability challenges.
The proposed solution performs operations off-chain, giving
users the confidence that only the valid last off-chain state is
transferred back on the blockchain network.

Other solutions to the blockchain scalability problem may
involve storing most of the data off-chain and creating and
storing a hash code of that data on the blockchain, in order
to guarantee the reliability of the original data stored off-
chain [330].

B. DOES THE BLOCKCHAIN NEED TO BE OPTIMIZED IN
TERMS OF ENERGY CONSUMPTION?
Blockchains are usually power-hungry due to their need
for continuous communications [133], [136] and the use of
energy-expensive consensus mechanisms and high-security
cryptosystems. These power needs are especially relevant
for devices that depend on batteries, which currently cannot
make direct use of some of the most power-hungry consensus
mechanisms (e.g., PoW), so they have to rely on an
intermediate entity to interact with the blockchain. Less
energy-intensive consensus mechanisms still need to be
analyzed in terms of energy consumption, like the ones
previously mentioned in Section III-D2. Moreover, other
green alternatives have been proposed to decrease blockchain
data updates, like mini-blokchains [141].
Security mechanisms also consume a significant amount

of energy. Specifically, the majority of blockchains use
Elliptic Curve Cryptography (ECC) cryptosystems, which are
usually more efficient in terms of energy than algorithms like
Rivest-Shamir Addleman (RSA) [143], but they can still be
considered as power hungry [144]. ECC is recognized for its
effectiveness in securing communications within European
industrial protocols, particularly due to its suitability for low-
memory devices [145]. Hash algorithm execution is not as
demanding in terms of energy as public-key cryptography, but
algorithms used traditionally by blockchains like SHA-256
are slower than other recent alternatives (e.g., Scrypt [331],
Equihash [332], X11 [333], RandomX [122]), so energy
consumption may be reduced during their execution.

C. DOES THE APPLICATION NEED TO BE HIGHLY SECURE
FOR IIOT DEVICES?
As it was previously mentioned, the security of the exchanged
information is essential for human-centric applications to
preserve worker privacy. For instance, it is possible to deploy
IIoT camera-based sensors in an industrial facility to prevent
accidents [334], but the captured images need to be stored
(either in files or their hash) and transmitted securely.

IIoT nodes like sensors, actuators or certain industrial
machinery are usually constrained in terms of computational
power, memory and energy consumption, so it is difficult
to implement on them high-security cryptosystems like the

public-key algorithms commonly used by blockchain [335].
Moreover, the implementation of energy-efficient post-
quantum cryptosystems for low-power devices needs to be
further analyzed for the industrial systems that will operate
in the next ten to twenty years [142], [336], [337].
Moreover, IIoT nodes have additional limitations that need

to be considered in applications when they need to interact
with a blockchain. First, it is important to note that such nodes
are not anonymous: they are identified by an identifier, so,
in certain scenarios, industrial competitors may be able to
obtain critical business information from such nodes. This
fact has to be especially considered in blockchain-based
systems, which can usemixing techniques to enhance privacy,
but which, in some cases, have been de-anonymized [338].
In addition, Industry 5.0 developers should consider the
use of permissioned blockchains or multichains in cases
when it is essential to certificate the identity of the IIoT
devices that interact with the blockchain or where only a
reduced group of participants should be able to monitor the
blockchain [124], [339].

Finally, IIoT node data integrity should be verified
to avoid the use of malicious or corrupted information
that may threaten the blockchain resilience. Besides the
high-security mechanisms used by blockchains, some authors
have suggested the use of integrity services to not rely on
third-party verification [340].

D. DOES THE APPLICATION NEED TO CONSIDER OTHER
IIOT NODE LIMITATIONS?
In addition to the different aspects mentioned in the
previous subsections, it is worth considering other aspects
of IIoT nodes that impact the sustainability of Industry 5.0
applications:

• Latency and throughput limitations. ICPSs and the
underlying IIoT systems often have to handle large
amounts of transactions per second, which is a problem
for many blockchains due to their transaction latency
and throughput. For instance, initially, Bitcoin was only
able to process a maximum of 7 transactions per sec-
ond [341], although later it was possible to increase such
a throughput by adjusting block size [342]. Moreover,
such an initial version of Bitcoin proposed to use a
transaction latency that followed a Poisson distribution
with a mean of 10 minutes [23], which is a long time in
comparison to the transaction processing speed of most
modern databases. Other blockchains like Ethereum
have evolved significantly in the last years in terms of
transaction speed and latency. Initially, each blockchain
node is required to process every transaction sent
through the network [343], but the latest developments
allow for decreasing dramatically such a transaction
load. For instance, sharding [344] enables to splitting of
nodes and transactions into small groups called shards,
so that the selected nodes only process transactions for
a specific shard, thus increasing network throughput.
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Another interesting solution is Raiden [345], which
makes use of bi-directional channels between groups of
nodes, which avoid performing direct transactions with
the Ethereum blockchain. There is a simplified version
of Raiden called µRaiden [346] and a similar solution
for Bitcoin called Lightning Network [347]. Between
the layer-2 solutions [348], it is also worth mentioning
Plasma [349], which proposes the use of a tree hierarchy
of blockchains where parent blockchains can enforce the
execution of smart contracts to their child blockchains.
Finally, it is important to consider the limitations for
the efficient execution of smart contracts, which can
in part be mitigated by making use of highly parallel
solutions [350].

• Growth sustainability. A blockchain grows continu-
ously, as more transaction blocks are added, so it
is necessary to reduce its storage space by making
use of compression techniques or smaller versions of
the blockchain [141], [351], [352]. This is especially
important for devices that are constrained in terms of
memory, like most IIoT low-power devices. In addition,
it should be considered that the growth of the blockchain
and its members will derive from requiring a larger
storage andmining infrastructure. Such an infrastructure
can be implemented with commercial hardware, which
has evolved significantly in the last few years [353].

E. IS IT NECESSARY TO IMPLEMENT SOPHISTICATED
CONSENSUS ALGORITHMS?
It must be noted that the use of sophisticated consensus
algorithms is not necessary for applications based on
private or federated blockchains, so power consumption
and computational needs can be significantly reduced
in such systems. In other Industry 5.0 blockchain-based
applications, the selection of consensus algorithms needs
to provide a trade-off between performance, sustainability,
and resilience. For instance, some PoW consensus algo-
rithms like the one used by Bitcoin have been proven to
be energy inefficient [129], but there are others whose
performance and power consumption need to be assessed,
such as Proof-of-Stake, Proof-of-Space, Delegated Proof-
of-Stake (DPoS) with downgrade [354], Proof-of-Quality-
Factor (PoQF) [355], Proof-of-Activity, Practical Byzantine
Fault Tolerance (PBFT) [356], Sieve [357], Proof-of-Burn,
Proof-of-Personhood [358] and others that can be found
in [132].

F. DOES THE APPLICATION NEED TO BE INTEGRATED
WITH DIFFERENT BLOCKCHAINS OR DLTS?
It is possible that an Industry 5.0 company needs to
provide support for several blockchains within its internal
software ecosystem. For example, a company may decide to
accept payments through Bitcoin but deploy smart contracts
on Ethereum or Hyperledger Fabric. As a consequence,
it is necessary to design and implement interoperable and
standardized solutions.

In this regard, entities like IEEE are working on stan-
dardization initiatives related to the health industry for
the development of consensus mechanisms for clinical
trials and the pharmaceutical industry [359] or for supply
chain finance [360]. Moreover, IEEE has also defined
the key general aspects of blockchain systems, like data
format requirements [361], IoT data management [362]
or even a blockchain-based reference architecture for the
electronic invoice (e-invoice) business process [363]. Addi-
tional standardization activities include ISO/TC 307 [364],
CEN-CLC/JTC 19 [365], ETSI ISG Permission Distributed
Ledgers (PDL) [366] or ITU-T Focus Group on DLTs [367].

It is also worth noting that the World Economic Forum and
the Global Blockchain Business Council presented a report
that maps standardization efforts as of August 2020 [368].
In addition to IEEE, the mentioned organizations consider
more than thirty formal organizations likeW3C, IRTF, IEC or
IETF. They conclude that there are both gaps and overlaps in
the current standardization landscape. Moreover, they remark
that there are technical aspects of blockchain that are not
yet mature enough for standardization and that rushing to
standardization could hinder innovation or lead to harmful
incentives. Even though some time has elapsed since such an
initial assessment, the conclusions drawn remain relevant and
applicable.

G. DOES YOUR INDUSTRY HAVE TO COMPLY WITH
REGULATORY AND LEGAL ASPECTS RELATED
TO THE USE OF BLOCKCHAIN?
Industry 5.0 companies need to fulfill the requirements
imposed by the law and regulatory agencies, especially the
aspects related to sustainability. Different countries have
imposed restrictions and laws on the use of cryptocur-
rencies [369], while others like the European Union have
launched initiatives tomonitor the development of blockchain
within its territories [370].

VI. CONCLUSION
Industry 5.0 is a novel concept derived from the Indus-
try 4.0 paradigm that is going to transform the way
smart factories operate by redefining their mission and
vision to be more sustainable, human-centric and resilient.
Industry 5.0 relies on technologies previously developed by
Industry 4.0 as well as on new, promising technologies.
Among them, blockchain is one of the most compelling
technologies that can help implement communications archi-
tectures for Industry 5.0 applications, thanks to its ability
to bring security, trust, immutability, disintermediation,
decentralization and a high degree of automation through
smart contracts. This article provided a detailed review
of the benefits that blockchain can bring to Industry 5.0,
as well as an analysis on the impact of blockchain on
the main Industry 5.0 foundations. Moreover, this article
examined the benefits and challenges that may arise
when developing blockchain-based Industry 5.0 applications.
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Furthermore, a thorough review of the most recent and
relevant blockchain-based Industry 5.0 applications was
presented. As a result, this article provides a comprehensive
and extensive list of recommendations for future Indus-
try 5.0 developers to guide them in the implementation of the
next-generation Industry 5.0 applications.
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