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ABSTRACT Truck platooning uses networking technology and automated driving support systems to
join multiple trucks in a group. When these vehicles interact for particular journey stages, such as on
highways, they autonomously maintain a predefined, tight spacing among themselves. Platooning improves
transportation by making better use of highways, delivering cargo faster, and minimizing congestion in
traffic. Therefore, safety and platooning are two important attributes of an intelligent truck system. This
paper discusses a quantum-safe blockchain-empowered authentication mechanism for autonomous truck
platooning. The proposed idea is to use blockchain to combine multiple nodes and ensure authenticity with
the help of an aggregation technique. The proposed design ensures authenticity to the system due to hard
assumptions: 1) Learning With Error (LWE) and 2) Short Integer Solution (SIS) on random module generated
lattice. This paper uses operations over module lattices to be more efficient than general lattices. We can
perform operations on module lattices with the help of fast algorithms for polynomial arithmetic.

INDEX TERMS Blockchain, signature, aggregate signature, truck platooning, cryptography.

I. INTRODUCTION

Truck platooning is a technique used in transportation and
logistics where multiple trucks travel closely together in a
convoy, with the vehicles electronically linked to synchronize
their movements. The leading truck in the platoon, often
referred to as the ‘““platoon leader” or ‘“lead truck,” sets
the pace and controls the acceleration, braking, and steering,
while the following trucks, known as “follower trucks,”
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automatically adjust their speed and maintain a safe following
distance. The platooning of trucks, facilitated by vehicular ad
hoc networks (VANET), is anticipated to have a substantial
influence on the freight sector. This process involves connect-
ing several trucks through vehicle automation and wireless
communication. Platoon members can collectively maneuver
in an automatic method by communicating information on
parameters like speed, direction, and acceleration between
vehicles. This leads to reduced fuel usage, increased road
capacity, and, crucially, enhanced safety [1]. To be precise,
a platoon member can maintain a substantially lower distance
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(such as 0.6 sec) behind the vehicle in front of it compared
to the traditional two-second gap a human driver would
keep. This notable decrease in distance has the potential
to enhance lane capacity by up to 4,250 vehicles per
hour [2], which is twice the current lane capacity. The
potential advantages also encompass improved fuel economy
resulting from the shorter following distances. According
to the Japan Intelligent Transport System Energy project,
maintaining a 10-meter spacing at a speed of 80 km/h
within the platoon could potentially lead to a fuel saving of
approximately 13 percent [1]. Truck platooning offers drivers
the chance to relinquish their active driving responsibilities.
Automated driving systems have the potential to respond
more quickly and evaluate changing traffic situations with
greater precision compared to humans. For truck platooning,
two frameworks are available: the opportunistic approach and
the road train technique. The road train approach relies on
forming groups or platoons of trucks with the same beginning
and ending sites. The VANET framework is better suited
for the opportunistic approach. Within this model, a system
is required in this model to discover possible platooning
possibilities among trucks from different fleets and to equally
assign duties within the platoon. Despite exhibiting mixed
fleet platooning, the Grand Cooperative Driving Challenge
(GCDC) competition setting did not address safety and confi-
dentiality problems [3]. According to our understanding, this
is the first research to provide a privacy-centered and efficient
verification approach for grouping trucks with distinct fleets,
where the trucks are owned and operated by different firms.
So far, there has been no investigation on platooning system
security in scenarios involving mixed fleets, with an emphasis
on defending against assaults and preventing unauthorized
access to vehicle details or fleet specifications. However,
public awareness of these challenges is growing. System
security must confirm a vehicle’s identification before
enabling it to join a platoon. This protection ensures the
platoon’s integrity and protects against any potential threats
linked with impersonation. Concurrently, truck owners may
be hesitant to share confidential vehicle information with
untrustworthy third parties and other players due to privacy
concerns. For instance, Participation in the system would
be discouraged if competitors were able to analyze a
company’s truck platooning data and uncover its intricate
logistics procedures. Thus, exploiting the benefits of truck
platooning systems in a mixed fleet context is hampered by
the combined task of preserving truck owners’ privacy and
providing a way for dynamic identification verification across
various trucks. Blockchain possesses valuable attributes
that can facilitate a robust, flexible, and decentralized
authentication framework in the context of dynamic truck
platooning. Since its original application in the Bitcoin
protocol as a decentralized ledger for digital money [4],
blockchain, a strong and distributed network technology,
has piqued the curiosity of researchers. In recent times,
there has been a growing body of research highlighting the
immense possibilities of blockchain technology in different
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areas apart from cryptocurrency. These include Intelligent
Transport System [5], [6], [7], smart cities [8], [9], [10] and
healthcare [11], [12], [13]. Notably, blockchain technology
is divided into two categories: permissionless and permis-
sioned. These variants share fundamental characteristics like
as immutability, network dependability, and data traceability.
As a result, they are promising candidates for supporting a
dynamic truck platooning system. Permissionless blockchain
systems, on the other hand, are designed to provide complete
transparency, which might cause privacy concerns when such
a system processes and retains sensitive user information.
In the case of Bitcoin, the complete ledger is open to the
public and every party can access it. There’s no provision
to set different levels of authorization or establish direct
access controls within the chain. Furthermore, the agreement
techniques employed in decentralized blockchains, like proof
of work, allow unrestricted involvement. These methods are
typically centered around tokens and deliberately incorporate
sophisticated computations to safeguard the network against
potential risks. Such qualities result in significant inefficien-
cies, excessive bandwidth and energy use, and environmental
issues. A permissioned blockchain, on the other hand, enables
the incorporation of varying levels of authorization and
measures for regulating access to secure data within the chain.
This offers a structure appropriate for systems where data
ownership and confidentiality are paramount. Nevertheless,
the features of a permissioned blockchain solely offer security
for sensitive user data after it has been recorded on the ledger
and does not guarantee privacy throughout the verification
process. To address this problem, several researchers have
turned to cryptographic methods, including adaptations of the
blockchain, in innovative ways to safeguard the data before it
is stored [14], [15], [16].

Il. RELATED STUDIES AND BACKGROUND

Blockchain in transportation is an effective distribution
method by creating new intelligent means of transportation
that are safe, reliable and distributed. For example, estab-
lishing secure and reliable data sharing for V2V and V2I
communication has been an important research topic in recent
years [17]. Guo et al. [18] proposed an architecture for
blockchain including an event recording system in dynamic
autonomous vehicles environment [19]. In addition, they
proposed the blockchain for dynamic control proposed for
ongoing more than one communication with the Intelligent
Transportation System. The blockchain architecture helps us
to provide a decentralized traffic communication system and
maintains data integrity and authenticity while participating
in Internet of Vehicles [20]. However, the networking topol-
ogy of Internet of Vehicles is dynamic, and it becomes very
challenging to ensure integrity and authenticity. Researchers
have been continuously trying to analyze the potential of
blockchain blocks in designing the required framework for
the last five years. Lin et al. [21] introduced the concept
of conditional privacy in the blockchain to ensure authenti-
cation with the help of PKI based signature and Ethereum
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blockchain, to provide secure communication in the Vehicu-
lar Adhoc Networking system. They have tried to show that
using smart contracts with the public Ethereum takes more
cost for vehicles due to the limited amount paid to miners.
In the year 2019, Feng et al. [22] comes with a new idea
blockchain-based privacy-preserving system for vehicular
communications. This system enables an automatic authenti-
cation mechanism for Virtual Asset Network (VANET), and it
provides protection to private vehicles. However, this system
cannot ensure support for shared proof of consent. Yao et al.
[23] introduced anonymous blockchain architecture to ensure
authenticity in the distributed environment for the Internet
of Vehicles communication system. This mechanism is only
responsible for simulating the consensus algorithms and it
does not take care of other computational costs associated
with the maintenance of blockchain. Kaur et al. [24] intro-
duced a new framework to provide authenticity to sensitive
data and it is helpful in transformation using blockchain, but
it lacks blockchain testing. Liu et al. [25] introduced another
framework supporting group-based blockchain architecture
because moving cars have decentralized dynamic topology.
The authors recommend mixing the work safely but find
evidence that the device is very difficult to work with. They
plan to use blockchain technology to exchange information
between vehicles in groups to ensure partner privacy and
security and allow high-speed data sharing. Ying et al. [26]
introduced a new mechanism to generate smart contracts that
allow users to perform transactions at lower cost, but the
process of verification is hampered by Ethereum’s confir-
mation being slower than another permissioned blockchain.
Later, they introduced an advanced payment model based on
blockchain for time saving, and to speed up authentication.
To improve city traffic and reduce the number of accidents,
the authors of [27] proposed a vehicle model that can drive
on a single track. The model is based on smart contracts that
allow payments between board members and members to be
made via blockchain, preventing bad money and fraud. After
going through the literature, we have tried to analyze previous
research related to post quantum blockchain authentication.
Blockchain-assisted authentication mechanism is helpful for
various practical applications in the automotive industry.
Most of the research lacks in supporting authenticated decen-
tralized blockchains [1], [23], [24], [25]. Private blockchain
assisting security of vehicles [23], [24], [25], [27] have
been used to provide privacy to them. Therefore, we have
analysed security and privacy challenges in the vehicular
communication system, and it is very helpful in autonomous
truck platooning formation with mixed fleets. We have gone
through the related work on post quantum blockchains [28],
[29], [30], [31], [32], and implimented it in the autonomous
truck platooning.

lll. MOTIVATION AND CONTRIBUTION

We are motivated by the existing research [28], [29], [30],
[31], [32] helped a lot in designing post-quantum blockchain-
based truck platooning. The motivation for developing
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quantum-safe blockchain architectures stems from the poten-
tial threat posed by quantum computers to traditional
cryptographic algorithms. Quantum computers can solve
certain mathematical problems, such as integer factorization
and discrete logarithms, much faster than classical computers.
These algorithms form the basis of many cryptographic
schemes used in blockchain technology and other security
protocols. In order to construct an efficient structure, we have
used identity-based key extraction along with a module
lattice-based aggregation of signatures. The module lattice-
based approach to signature aggregation involves represent-
ing the set of signatures as vectors in a lattice. Each signature
is treated as a lattice point, and the aggregation process aims
to find a lattice point that combines these signatures in a way
that preserves their individual contributions. Security study
shows that the suggested technique is resistant to a number
of quantum threats.

IV. PRELIMINARIES

Post-quantum cryptography refers to cryptographic algo-
rithms and protocols designed to remain secure against
attacks by quantum computers. Quantum computers have
the potential to break many of the cryptographic schemes
currently used to secure digital communication and data,
such as RSA and ECC, by exploiting their ability to
efficiently solve certain mathematical problems like integer
factorization and discrete logarithms. To prepare for the
advent of quantum computers and ensure the security
of our digital infrastructure, several preliminary steps are
essential in the development and adoption of post-quantum
cryptography. Essential tools for understanding the subject
matter are provided in this part of the article in the form of
terms and symbols. Let us take R set of reals, and Z set of

integers. Let R = xz,,[jf]l be ring consisting of polynomials
at most n degree [33], [34], [35], and R, = %,?J[fl] be

finite quotient ring. Module lattice extends the concept of
the general lattice by introducing an additional algebraic
structure.

Definition 1: Alattice L in R” is a discrete algebraic sub-
group of R”. This is formed by basis B = {by, by, ..., b},
where b; € R", asL = {3, zib; | z; € Z}.

A module over R generalizes the concept of a vector
space, where the field is a ring R. The R-module M is
a group with respect to addition equipped with an action
of R on M. A module lattice is an R-module having
extra structure like a lattice in some sense. In lattice-based
cryptography, we do computation on module generated lattice
over the ring of integers modulo a polynomial (f (x)) which
is R = Z[x]/{f(x)). An R-module M possesses a basis
{b1, by, ..., bg} such that arbitrary member in M can be
written Z;‘:l rib;, where r; € R.

A. EXAMPLE: RING-LEARNING WITH ERRORS (RING-LWE)
The Ring-Learning With Errors assumption is operated over
module generated lattices. The assumption is parameterized
by aring R = Z[x]/(f (x)) and involves:
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B. SECRET KEY
A secret polynomial s(x) € R.

C. ERROR POLYNOMIAL

An error polynomial e(x) € R with small coefficients
sampled from n dimensional discrete Gaussian or another
appropriate distribution.

D. PUBLIC KEY

A uniformly sampled polynomial a(x)
parameter. The public key is:

€ R is public

b(x) = a(x) - s(x) + e(x).

The computational hardness of the Ring-LWE assumption
depends upon the difficulty to distinguish the polynomial b(x)
from a uniformly random polynomial in R.

Definition 2: Letus consider aring R, and module M over
R with a scalar multiplication over R x M — M satisfying
axioms forall r, s e Randm,n € M:

1) (r+sym=rm+sm

2) rim+n)=rm+rn

3) (rs)m = r(sm)

4) 1gm = m, where 1 is unity of R

Definition 3: A module lattice L over R can be generated
by B = {by,bs,...,b;}, where b; € R" and k < n, as
L= {zj.;l rib; | ri € R\

Theorem 4: Let R be an Abelian ring with identity, then
R-module lattice L in R” is a discrete algebraic subgroup
of R".

Example 5: Let R = Z[x]/(x* + 1) and members of R are
represented by a + bx where a, b € Z and x> = —1. A basis
for such a module lattice in R? should be {(1, 0), (0, 1)}.

Lemma 6: Let I be a module lattice over R with
B ={by,by,...,b;}. Forgeneralr e Randv e L, rv e L.

Proof: Let v = Zle rib; for r; € R. Then, one will get
rV=r (z{;l rl-bl-) = 3%, (rr)by. Since rr; € R, it follows

rv e L. (]
Definition 7: Let us consider a matrix B = [by|by]...
|by] € R™™M with rank m, and by|b;|...|b,, are linearly

independent [33], then they generate full rank lattice
LB)={y=BreR"|relZ", y=Br=>",rig}

Lemma 8: The extraction algorithm Extracts(.) inputs § €
Z1*™, basis Q € ZM™ of L4(§), and § € Z™M, and
Extracts(Q, & = &[|§) returns a basis Q' € L4 (&') € Zm+™
satisfying |[Q'[| = [IQIl.

Definition 9: Module Learning with Errors is a hard
assumption, if & <« U (Q];XZ), and e <« Q’; are known,
then it is not easy to distinguish between e € U (Q’[‘[), and
e = [£|lt].s, where s < U(S™), and S is distributed
uniformly [36], [37].

Definition 10: Module Short Integer Solution assump-
tion [36], [37] defined, if & <« U(QL*"), then find
e # 0 < Q5 such that [£[/].s = 0 € Qf, and |le|| < &.
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E. TRUCK PLATOONING

Due to congestion by trucks on the road, there is a negative
impact on the environment. Trucks also tend to travel in
lower lanes than cars, which can reduce highway traffic.
Vehicle platooning could be a solution to reduce the number
of trucks on the highway. Additionally, vehicle platooning
can reduce air resistance, thus reducing fuel consumption and
emission levels [38]. The quality of coating cars is expected to
increase as the distance between trucks decreases. Therefore,
numerous studies have evaluated the concept of interconnect-
ing autonomous vehicles using wireless communications for
vehicle wrapping purposes. To create the payment process,
trucks first reduce the distance to each other and then adjust
their speed to move together on the highway. In the old
situation, trucks belonging to one or more trucking companies
formed groups before leaving their warehouses.

V. PERMISSIONED BLOCKCHAIN

A permissioned blockchain, also known as a private or
consortium blockchain, is a type of blockchain network
where access and participation are restricted to a predefined
group of entities or nodes. Unlike public blockchains,
which are open and decentralized, permissioned blockchains
are controlled by a central authority or consortium of
entities. There are mainly two categories of blockchain;
(1) permissionless and (2) with permission [39]. While
using a permissionless system, membership is completely
unrestricted and anyone can participate in the networking
system and watch all transactions. On the other hand,
a permissioned architecture of blockchain serves as a strictly
regulated membership networking system. In permissioned
blockchain, certificate authority must grant permission for
users to validate transactions or access network data. This
feature is beneficial for corporations, financial institutions,
and organizations that are willing to adhere to regulatory
requirements and prioritize maintaining full control over
their data. Compared to their permissionless equivalents,
permissioned blockchain systems can use more efficient
consensus algorithms since they have the capacity to govern
membership. Additionally, programmable access restrictions
that provide fine-grained control over on-chain data are
possible in permissioned blockchain systems. For particular
applications that require high transaction throughput while
maintaining low latencies, these features make permissioned
blockchain (Figure(1)) technology more appealing.

A. PERMISSIONED BLOCKCHAIN WORKING IN THE
PROPOSED FRAMEWORK

A permissioned blockchain network restricts access to a
specific group of participants, and it is the main difference
with respect to public blockchains, where anyone can join.
In reference of truck platooning, a permissioned blockchain
provides a secure and efficient technique to manage the
coordination and communication among the trucks of the
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FIGURE 2. An overview of the proposed communication model.

platoon. We have discussed below how a permissioned
blockchain will work in truck platooning:

1) Permissioned Blockchain: In this type of blockchain
network authorized participant joins the network,
validates transactions, and maintain the ledger. This
framework ensures higher security and privacy com-
pared to public blockchain. Some of well-known
platforms are Hyperledger Fabric, Corda, and Quorum.

2) Truck Platooning: A leading truck gives guidance
to the convoy, with following trucks maintain a close
distance for reduced air resistance and improves fuel
efficiency. This needs a reliable and secure communi-
cation channel for safe coordination.

B. HOW PERMISSIONED BLOCKCHAIN ENHANCES

TRUCK PLATOONING
o Controlled Access: Permissioned blockchain restricts

access to verified trucks and stakeholders participants in
the network, and platooning process.

o Secure and Efficient Communication: All the trans-
actions related to speed adjustment, and brake alert are
recorded on the blockchains, and it ensures they are
tamper-proof and verifiable.

o Smart Contracts for Automation: Smart contracts help
in automating various aspects of platooning, such as
constructing a platoon, fuel saving, and reducing human
intervention and potential error.

o Transparency and Trust: All parties in the network
have access to the same data, fostering transparency
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Smart Contract

Smart Contract

and trust among the platooning parties, and ensuring
accountability and traceability of actions.
Decentralized Coordination: The blockchain helps
in coordinating the decentralized platoon, reducing
reliance, and ensuring resilience and reliability of the
platooning.

C. EXAMPLE: PERMISSIONED BLOCKCHAIN IN TRUCK
PLATOONING

We have discussed step-by-step examples of how a permis-
sioned blockchains are implimented in truck platooning:

1Y)

2)

3)

4)

)

Network Setup: Authorized members truck companies
sets up a permissioned blockchain networking system
using a platform like Hyperledger Fabric. In this
environment, all trucks are equipped with blockchain
nodes and the required communication hardware.
Joining the Platoon: Trucks X, Y, and Z want to form
a platoon, and then each of the trucks submits a request
to join the platoon, which is being recorded transaction
on the blockchain. Each smart contract verifies the
minimum eligibility based on predefined criteria like
truck condition, and driver credentials.

Platooning Operation: The leader truck (X) is respon-
sible for broadcasting its speed and position, then
trucks (Y and Z) try validating the message and adjust
their speeds accordingly. All of these transactions con-
taining speed updates, and brake signals are recorded
on the blockchain, and they are used to ensure real-time
and secure communication.

Exit Protocol: Suppose truck Z wants to exit the
platoon, then it will submit an exit request to the
blockchain. The smart contract verifies the request and,
if everything seems to be good, then it will approve
the exit. The blockchain is also responsible for keeping
records for the exit, and the platoon continues with the
remaining trucks.

Fuel Savings Distribution: Finally, after completing
the trip, the smart contract computes fuel savings
based on the time each truck spent in the platoon.
The savings are automatically distributed following the
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agreement, and it will be recorded on the blockchain for
transparency.

VI. SYSTEM OVERVIEW AND DESIGN GOALS
In this section, we have discussed various components of the
given framework (see Figure (1), and Figure (2)).

1) Permissioned Blockchain: Our system is controlled
by a permissioned blockchain, which also serves as a
validator for new trucks’ identities before they can join
any mixed fleet platoon.

2) Certificate Authority (CA): In this context, a certificate
authority is a company in charge of managing the
MAC addresses and other distinctive identities of
autonomous vehicles as well as delivering key pairs
to data suppliers and data verifiers. The Department
of Motor Vehicles (DMYV), or another institution with
extensive vehicle registration data, may be able to
operate as the system’s certificate authority.

3) Trucking Firms: In the blockchain network we’re
putting out, trucking firms act as clients and manage
different kinds of trucks. Trucking companies may
need to access the platooning records of the trucks they
own in order to use them in real-world scenarios. This
can involve activities like figuring out the best platoon
size and minimizing fuel costs.

4) Autonomous Truck: A self-driving truck participates
in mixed fleet platoons and serves as a prover
by presenting identification information during the
authentication procedure before joining any existing
platoon.

A. DESIGN GOALS

Truck platooning, also known as convoy driving, involves a
group of two or more trucks traveling closely together in a
convoy, with the vehicles electronically linked to synchronize
their movements. The design of truck platooning systems
aims to achieve various goals related to safety, efficiency, and
environmental sustainability. Here are some common design
goals for truck platooning:

1) Correctness: Without knowledge of the isolated vehicle
beforehand, the blockchain network can precisely
verify the proof generated during the platooning
formation phase.

2) Maximal Privacy-preserving: A mixed fleet vehic-
ular network cannot allow for the exposure of an
autonomous truck’s sensitive and private information
to anybody other than the trucking company it belongs
to and the certificate authority (like the DMV).

3) Efficiency: The verification procedure is established
by the use of the aggregated zero-knowledge proof.
The aggregated evidence delivers quick and consistent
identity verification times, with the option to vary based
on the number of proofs, as opposed to sending each
proof individually to the blockchain network.

4) Data Ownership: Within the open blockchain ledger,
a trucking business re- retains full ownership and
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control over the registered truck records. This includes
the ability to store, read, and analyze data from its
own trucks as well as the power to grant other people
these access rights using programmable access control
policies.

VIl. PROPOSED POST QUANTUM SECURE BLOCKCHAIN
EMPOWERED AUTHENTICATION FRAMEWORK FOR
AUTONOMOUS TRUCK PLATOONING

An authentication framework for autonomous truck platoon-
ing is crucial to ensure the security, integrity, and trustworthi-
ness of communication and coordination among platooning
trucks. Such a framework should address various security
challenges associated with autonomous vehicle technology,
including authentication of vehicles, secure communication,
and protection against cyber threats. Here’s a proposed
authentication framework for autonomous truck platooning:

A. PLATOONING FORMATION PROCEDURE

The platooning formation procedure outlines the steps
involved in the establishment and operation of a truck
platoon, where multiple trucks travel closely together in a
convoy while maintaining safe distances and synchronized
movements. Here’s an overview of the platooning formation
procedure. We have used notations, and symbols given in the
Table (1) to construct the platooning formation technique.
In this subsection, we have discussed an overview of a generic
procedure for establishing a platooning formation.

1) Utilizing specialized short-distance communications,
a single vehicle has the ability to travel within a
range of 300 meters that is already covered by the
communication capabilities of an existing platoon.
In order to integrate the solitary truck into the current
platoon, information is exchanged between vehicles on
a one-to-one basis.

2) In the event that a platoon commander determines
that the independent truck is a viable candidate for
inclusion, they initiate the initial catchup phase. This
phase involves accelerating to narrow the distance
between the truck and the platoon, while simulta-
neously initiating transmission of an authentication
request to the blockchain network.

Suppose we have a fleet of trucks consisting of G =
{1, ..., i, j, ..., G}.In this fleet, truck-j follows truck-i,
while truck-1 acts as the leader/commander of the fleet. The
equation (1) represents the temporal relationship between two
trucks at time point At. Each vehicle undergoes changes in
its position relative to one another over time. The equation (2)
is utilized to calculate the change of position within the time
interval At.

Ri(t + AT) = Ry(1) + [Ri(T + A1) — Ri(T + AT)].
Ri( + A7) = 9i(0) + %ai(rxm)z, 0
< 9Mn < 9i(t) < O (1

VOLUME 12, 2024
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TABLE 1. Variables in the platooning formation procedure.

Variable | Description
G Denotes counting of trucks in the platoon
P maximum possible radius for V2V communications
X The Standalone Truck
Ri(7) GPS of ith truck with time 7
Rij(7) ith truck position relative to j*® truck at time 7
9i(7) Velocity of ith truck at time 7
ymin minimum possible velocity it? truck
max maximum possible velocity of it® truck
a;i(T) produced acceleration for it? truck at time 7
oeimin minimum possible acceleration for it truck
ax maximum possible acceleration for it? truck
5 time taken for authentication (1st catch-ups)
t time of smooth driving
T time consumed for making platoon

During the 1% catch-up phase, when a single truck X and
the overall authentication time y are considered, the platoon’s
relative position with respect to the standalone truck will
decrease from P to Rix(t + y) V; € G, as per Equation 1.
The value of R;x(t + y) can be calculated using equation (3).

Rix(t +y)=P—[Rx(t +y) —Ri(t + ¥).Vi € G. (2)

After the verification process is finished, the standalone
truck will be included in platoon G roster for the upcoming
stage, which will entail collaborative driving. Essentially,
there are three main approaches to forming a platoon; (1)
the standalone truck persists in accelerating during the 2"¢
maneuver to catch up with the group, (2) the platoon slows
down to let the lone truck catch up, which is known as the
slow-down tactic, and (3) in the hybrid approach, the platoon
and the lone truck work together to advance towards a central
position. The relationship between equations (1) and (2),
along with the three platooning formation tactics, can be
utilized to establish the kinematic equations for the period
of cooperative driving, as stated in equation (4). The vehicle
pair that reaches the goal platoon state at a slower pace will
determine the shortest amount of time (t) required.

_ARi Vie G 2"catch
max({ Aﬁi’"“x—Aﬁ”})’ i € catc
« ARig 1)) V,eG sl
={ max R i € slow
! AD"E — AW !
d ARiG D, VieG hybrid
max . i rid.
AP — AP — Adg ’ Y
(3)

Consider AR;X > ARjiand ARxG > ARG (i € G, X # i)
Equation 4 may be condensed to the following when used in
the cooperative driving step:

AR x

— N, 2™ catch
max({ ADT — Adiy H catc
(X6 ) l
= { max , slow
! —AIIE — Adyg

ARxG .

max({Aﬁgmx —Ap = Al}XG}% hybrid

“4)
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AR X and ARxG are calculated as:

AR1X = [Ri(7) — Rx(t)] — [Ri(t + y) — Rx(t + y)]
1
= R—[21(1) = 9x(@)ly — 5len () — ax(0)ly?

&)
ARxG = [Rx(t) — Rg(1)] — [Rx (T + ¥) — Rg(T + y)]

1
= R = [9x(0) = 96Dy — 5lox(0) - aG(0)ly?
(6)

It can be observed that the complete duration of end-to-end
authentication time, denoted as 0, encompasses the entire
process starting from generating one-time signature up to
verifying aggregated signature. The total time spent during
the platooning formation phase is represented by Equation 7,
as shown at the bottom of the next page, taken from [44].

B. AGGREGATION OF SIGNATURES FOR BLOCKCHAIN

Aggregation of signatures in the context of blockchain refers
to the process of combining multiple individual signatures
into a single aggregated signature. This method offers various
benefits, including better efficiency, small transaction size,
improved scalability, and privacy. In transactions performed
on blockchain, multiple nodes often sign one transaction
to authorize it. Each of nodes puts signature using its
private key rather than including all individual signatures
separately, all the signatures are aggregated into one compact
signature. Finally, signature aggregation is an advanced
technique that improve efficiency, scalability, and privacy
of blockchain transactions. The aggregation of signatures
uses five algorithms Key — Gens, ProofG, Proof — Agg,
Verifier — Key — Aggregation, Verification, respectively.

1) KEY-GENS

In cryptography, a trapdoor function is a function that is easy
to compute in one direction but difficult to invert without
special information called the trapdoor. The concept of a
trapdoor function is often used in the generation of public-
private key pairs, where the trapdoor information allows for
efficient computation of the private key from the public key.
The key generation process starts with the selection of a
trapdoor function that exhibits the properties of being easy
to compute in one direction and hard to invert without the
trapdoor information.

This inputs n, and g, and uses TrapG(qg, n) to compute
£o < Z™, with basis g, satisfying ||Zg, || < O(/n'log(q)).
It alsouses Hy : {0, 1}* - C = {p € R : |lplh =
d, ||pllsc = 1} be random oracle with d such that |C| > 22,
where « is the security parameter.

1) Inputs n, and g, then uses TrapG(q, n), and it generates
%’0 < szm.
2) It samples tg, satisfying the condition |[|Tg|| <

O(V/n log(q)).
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This algorithm takes input &1, &, &3, .. ., &, for different
nodes (U1, U, Us, ..., Uy), and takes help of Extracts — &,
to get Ty <« Extracts — §(ty), & = &ol&), Ty
Extracts — &(tg), & = &ol&), ..., Ty <« Extracts —
(g, &, = &0l&y), and finally it computes the private/public
key (sk; = 51 < Tel, K1 = é{.sl), (sKkp = 59 < Tg)» OK2 =
£5.52), ..., (Sky = Sy < Tz, 0kn = &,.5,) for every user
(see algorithm (1)).

Algorithm 1 Key-Gens(n)

Input: &, 7z, &1, &2, -+, &

Output: (sk1, ok1), (sk2, 0k2), -+, (Skn, Okn)
1: fori < 1;i<ndo
T < Extracts — §(tg, & = &l&),
i<i+1

end for

fori < 1;i<ndo
SKi = §; < ‘L’gi/,
ok < &].si,
i<i+1

end for

RETURN ((sk1, ok1), (sk2, 0k2), ..., (Skn, OKn))

R A A T ol e

2) PROOFG

The ProofG is run on the inputs s«;, and the message to
compute signature o;. The algorithm ProofG(sk;, ;) samples
yi < D, and computes u; = [&ly; € Q’;, oi =
SHA2(u;, oki, Mi), and z; = si.péﬂ—(i— y; with probability
(1 = Py), where Ppy = min{l, 2L DUHE (7)) The
final signature is 0; = (u;, z;) fori € {1, 2, ..., n} (see
algorithm (2)).

3) PROOF-AGG

This algorithm takes o1, 02, ..., oy—1, 0,, and public keys
0K1, QK2, ..., 0kj, and messages (1, M2, ..., [y, and
ouputs aggregation (o) (see Algorithm (3)).

4) VERIFIER-KEY-AGGREGATION
This algorithm needs all the verifier keys to verify the
aggregation of signatures. This takes the public key ok <«

(ox1, 0Kk2, ..., 0ky) to verify the aggregate signature (o),
where k1 = &[.51, ok2 = &5, ..., 0kn = & .5,
respectively.

Algorithm 2 ProofG(sk;, w;)
Input: s«;, w©;
Output: o; = (u;, zi)
l:fori < 1;i <ndo
2:y;i < D,
3:ui = [€/1.yi € OF, pi = SHA2(ui, okis i),
Zi = 8i-pi + i
4: end for
5:f 1 — Py = 1 — min{1 DG perk (z7)} then
. rej ’ wi T piSiySi Nt
6: returno = (u;, z;),
7: else
RESTART
8: end for

Algorithm 3 Proof-Agg
Input: o = okj, u=p;forjefl, 2, ..., N}
Output: 0., = ()}, 2)

1: forj < 1;j <ndo

pj = SHA2(u;, okj, 1))

3: end for

4: forj < 1;j<ndo

5. forj<« 1;j<ndo

6

7

8

»

ej = SHA2(p1, p2, ..., PN, J)
2= ¢z where |z]| < & = O(VNB)

end for
9:  RETURN o = ((4));, 2)
10: end for

5) VERIFICATION

This algorithm needs verifier key ox < (0«1, 0k2, ..., Okn),
messages 4 = u; for all j € [N], and aggregation
o, and it returns true or false. This algorithm executes
pj = SHA2(uj, okj, w;j) for j € [N], and finds ¢; <«
SHA2(p1, p2, ..., pn, j) forallindexj € [N], and executes
oK.z = Z/ ej.(oKj.pj + uj), and if ||z]| < & = O(v/NB), then
only returns true (see algorithm (4)).

C. BLOCKCHAIN NETWORK WITH ACCESS CONTROL
POLICY

Within our architectural design, the blockchain plays a crucial
role as the primary validator and provides a decentralized
ledger that contains essential information about truck pla-
tooning along with the verifier’s keys. The information stored

L P i@ 9@y - Hox (1) — a1 (0)]y?

“T=)/+t=

., 2" catch.
ADPS — ADy e
P — [96(t) — Ox(0)]y — 1 T)— 7)]y?
4 [Pe(r) = Ix(D]y — zlax(t) — ac(T)]ly  slow. 7
Aﬂxmax + Adxc
1 2
P —[96(t) — Ox(D]y — slax(t) — ag(v)]y  hybrid”.
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Algorithm 4 Verification

Input: ok = gkj, 0=< 01,02, ..., 0, >
Output: Accept/Reject
l:fori < 1;i<ndo
2: fori<1;i<ndo
3 pj = SHAZ(uj, ok;j, M;)
4: end for
5:e; = SHA2(p1, p2, ..., PN, J)
6: oK.z = 2 ; ¢j.(0K;j.0j + U))
7. if then
|lzll < & = O(VNB)
8: return ACCEPT
9: else
REJECT
10: end for

on the blockchain about platoons could be utilized by a
company to measure the advantages. Additionally, platooning
provides added benefits in terms of efficiency and safety. Our
platform provides customizable access control measures that
determine which organizations have permission to access the
on-chain information. These regulations are enforced by our
blockchain network to protect the sensitive data stored in a
specific truck’s platoon records. The recommended access
control policies are derived from the Hyperledger Fabric’s
access control lists (ACLs), which link policies to resource
accessibility. The fine-grained, attribute-based access control
policy language specified in XACML can be seen as similar
to ACL. By default, a trucking company is only allowed
to view the platoon records for its own trucks. To prevent
potential adversaries from conducting a truck profiling attack
and reconstructing the driving path of vehicles, the position
information has been removed from these records. Our access
control system comprises several specific elements:

1) Participant: The access control process is detailed in a
list of the organizations involved.

2) Mission: Our blockchain platform facilitates both
READ and WRITE operations, with data being funda-
mentally unalterable.

3) Resource: This demonstrates the scope of the access
control policy in terms of ledger data. The on-chain
assets within our platform consist of platoon records
and verifier keys.

4) Condition: The condition encompasses the conditional
statements that apply to multiple variables. Our system
has the capability to accommodate combinations of
multiple conditional logic statements, enabling the
creation of intricate access control policies.

5) Action: After implementing the access control policy,
the outcome is displayed as the ultimate decision. This
decision can be either DENY or ALLOW.

The planned access control system grants truck companies

complete authority over their platoon records and enables
them to determine the individuals who can access these

VOLUME 12, 2024

records. Through this system, we ensure that each partici-
pant’s privacy is safeguarded effectively.

VIIl. SECURITY ANALYSIS

The signature aggregation paradigm in cryptography is
intended to improve the efficiency and scalability of signature
systems, particularly multi-signature and threshold signa-
ture frameworks. This novel approach combines multiple
individual signatures into a single concise signature that
encapsulates a group of participants’ collective consent or
authorization. This eliminates the overhead of processing
multiple signatures independently, simplifying verification
operations and reducing storage needs. The protocol works
as follows:

o The purpose is to efficiently merge N unique signatures
to create a single aggregate signature. This aggregated
signature is then utilised for verification, which simpli-
fies the entire process.

o The adversary A has (N — 1) verification keys that
it completely controls. This allows .4 to maintain and
employ these keys as needed inside the protocol.

e When a challenge is provided, A uses the signa-
ture oracle key oxy to create suitable replies. This
relationship with the Oracle key guarantees that the
aggregated signature may be correctly checked against
the challenge.

By combining several signatures into a single, compact
signature, the technique dramatically decreases the com-
putational and transmission cost involved with validating
numerous separate signatures. This aggregation approach is
especially useful in dispersed networks and contexts where
efficiency and scalability are critical.

1) Setups: After a challenge key o«y; is presented by a
forger A, A can request numerous polynomial-time
signatures that can be verified using oky;.

2) Response: Foreachj € {1,2, ..., N}, the adversary A
computes an aggregation o and a message (L = W;)
using a verification key (ox = Qlcjfk).

3) Output: The adversary succeeds if the aggregate o is
valid for the supplied key-message pair (Q/cj*, Mj) for
J € [N]; otherwise, 1 < Proof — Agg(ox, M, 04gg).
To replicate the framework accurately, A cannot
present a query for an already evaluated pair (oxy, My)
that is existing in the list.

Theorem 11: The proposed authentication framework,
which leverages blockchain technology and is secure against
quantum threats, ensures unforgeability in the context of
chosen message attacks for autonomous truck platooning.

Proof: This paper examines security through the lens
of games Qp, Qi, and Qj. Ultimately, the security proof
employs two iterations, referred to as the first fork and
the second fork, of the Forking Lemma. A comprehensive
analysis of the security proof is provided below.

e Qo: The A assumes N, = Np, + Ng, + Ns, and

permitted to send at most Ny, queries to Hy, Ny, queries
to Hp, and Ng queries to the signing oracle on pky,
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respectively. Suppose C is the space containing possible
challenges for signatures. Let us assume 3 is simulation
for arbitrary h;, h; < U(C) for all j € [N,], and it
is maintaining list HT| for H;. At the starting, the list
HT is empty, and B takes care of list HT, for H,, and
initially HT1, and HT, are empty.

1) Setup: Initially, B generates (sky, oky) using
the security parameter « and the Key — Gen(1)
procedure. Finally, B provides the public key oky
to A.

2) Queries on H;: When A sends a query on
g = (u, ok, u), HTy searches for g = (u, ox, u)
in the existing list. If HT[g] is found in the
list, it is returned; otherwise, a random value
p = HT[g] < U(C) is chosen, saved in the list,
and then sent.

3) Queries on H>: When A sends a query on the tuple
g = {(p1, P2, --., pn, j) forj € [N], HT first
checks for its existence in the list. If not found,
it selects p = HT)[g] < U(C), saves it in the
list, and returns it.

4) Sign Query: B faithfully executes the signing
process with sk for u.

5) Forgery: If A is capable of computing a forgery
Ouge = ((uj)j, z) on u = p; for all indices
J € [N], and public keys gk = gk; for all indices
j € [N], where ¢ = HT follows the programming
ong = (uy, okn, un) with p = hy; for j, i. If this
condition does not hold, then .4 makes a guess on
cy with probability (1 — %).

o Qp: The game Q) closely resembles Qpy, with the
distinction that the signature process of B is dishonest.
Instead, it simulates messages without employing sk .
During the Signing phase, 5 selects ¢ <« U(C),
7 < D'k and pu, then computes u = Bz —tn.p
and applies programming on ¢ = HTj[g] with g =
(u, ty, w). Ultimately, it outputs o = (u, z) with an
advantage of i

o Q>:The game Q> is nearly identical to Qy, except for the
key generation process of 5. B selects ty < U (R];) with
okN = ty, and provides the public key oxy to A. If the
signing process can be completed without sky, then
B substitutes ok with a random value. Consequently,
we obtain

|Pr(Qs — Q1| < Advmiwe

We will now demonstrate that Adv — AggSigng <
Pr(Qz]+Advmiwe, , . +negl(x) by employing the Forking
lemma [43] twice on A’ = [Alty] within Q,, where A’ is
randomly selected from a distribution.

1) Fork (1): In order to apply the Forking Lemma [43],

2)

(r, VK, , 049, C, E) and provide inputs B along
with random coins 4}, k), ..., h;\,q. In the event that
the fork succeeds for index ctr,, the forking process
Fp generates two distinct values (out, out) # (L, L)
with an advantage of Fork(B), where Accg < |C|/N,.
Let’s assume out = (jr, VK, u, oqg, C, E) and
out = (jy, VK, [i, Gag, C, E). Both simulated
algorithms 5 and A lack access to any confidential
information and are rewound during the fork. They
operate in a similar manner prior to the forking step,
with ; = 7, uj = @, p;j = p; for all indices
J €{1,2,...,N}, and we find e; = ¢; for all indices
j€{l,2,...,N—1}, owing to the fact that the arbitrary
random choices made by B result in identical behavior
during execution, and H, is independent of (h]’.) for
all indices j € [N4] except j # N. Additionally,
it yields u = [, enabling verification of forgery in
both scenarios, where ||z||2, |1Z|l2 < B, and [A|lx]z =
2jeny €i(p5 + w) and [All]z = 3 ey &) + it))-
Consequently, we obtain

[Allk].(z —2) = (exy —en)npon +un)  (8)

However, the above simulation is unable to extract the
right vector while meeting the Module’s Short Integer
Solution assumption, necessitating the use of a second
fork.

Fork (2): In fork (2), we must simulate algorithm D
based on C, which takes Gen(1¥) and yields A’ in the
context of Forking [43]. Let’s denote Acc(C) as the
advantage of C and Fork(C) as the advantage of F¢,
as outlined in [43]. It’s evident that Acc(C) = Fork(B),
and we define out = (VK, [, o4, C, E), with
inputs C along with random coins Ay, hy, ..., th,
and counter ctr,. Thus, F¢ yields output (out, out) #
(L, 1) with Acc(C) < Ny/IC| + /Ny - Fork(C),
where out = (VK, W, 0uqee, C, E), and out =
(VK, fi, Gagg: C, E) with p; = p}, uj = uj, and
tj = tj’ forj € [N], and p; = ,ojf forj € [N — 1]. Hence,
we obtain

[l =) = (ey —ep)tvpy +un) (9

Now, by multiplying (1) with €’ = (e}, —€},), and (2) by
€ = (ey —é)), we obtain [A|[].(¢'(z—2)—€(Z =) =
€.€'(ty(pv — py))- Therefore, D computes the tuple
x = (€'(z—7) —e(@ —7)) = e.€'(tn(pn — py)), which
is a correct vector satisfying the M-SIS assumption
for A” = [Alty], and its Euclidean norm is ||x]|> <
4.|lez|lr +2.||€%.pll» < 4.4d.B + 2.4d3 = b.

O

we require a simulation C with input Gen(1¢) and
output denoted as A’. As per [43], we define Acc(B)
to represent the probability of B achieving success,
and Forkp denotes the forking advantage of Fg.
To obtain the desired outcome, we define the outset as
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IX. PERFORMANCE

This section contains a detailed description of the experimen-
tal setup used to analyse the performance of permissioned
blockchains in truck platooning. The analysis mainly keeps
track of key performance metrics including communication
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throughput, and latency. The simulation environment is set up
using the following key components and major parameters:

A. BLOCKCHAIN PLATFORM

We have utilized Hyperledger Fabric as the permissioned
blockchain due to its robustness and outstanding support
for smart contracts. The blockchain networking system is
comprised multiple nodes, each representing a truck in the
platooning of trucks.

B. NETWORKING CONFIGURATION
o Number of Trucks: 12

o« Communication Protocol: Vehicle-to-Vehicle (V2V)
using Dedicated Short-Range Communications (DSRC)

o Simulation Duration: 50 minutes

o Simulation Tool: Simulation of Urban Mobility
(SUMO) for traffic simulations, integrated with Hyper-
ledger Fabrics for blockchain operation.

C. BLOCKCHAIN CONFIGURATION
¢ Block Interval: 2-4 seconds

o Transaction Throughput: Transactions per second
(TPS)
« Smart Contracts: Contains platooning formation, exit
protocol, throughputs and latencies
In this section, Algorithm (5) is responsible for adding a
new platooning provider to the contract, Algorithm (6) veri-
fies existence of provider in the contract, Algorithm (7) asks
a truck for providing consent for data sharing, Algorithm (8)
verifies if a truck has given consent, Algorithm (9) gives
permission to access truck data according to its consent, and
Algorithm (10) is consensus/mining to validate transaction
and generate new block with Proof of Work consensus
algorithm.

Algorithm 5 Add Provider
1: Input: Truck Company’s address _provAddress,
Provider’s name _name, Provider’s role _role
2: Output: None
3: newProvider < TruckPlatooningProvider(_name,
_role)
4: providers[_provAddress] <— newProvider

Algorithm 6 Check Provider Existence

1: Input: Provider’s address _provAdd
Output: True if provider exists, False otherwise
if providers[_provAdd].role is not empty then
returnTrue
else
returnFalse
end if

A o

In the reference of blockchain based truck platooning, both
“time” and “latency’ play highly important roles in ensuring
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Algorithm 7 Give Consent

1: Input: Provider’s address _provAdd, Truck’s address
_truckAddress

2: Output: None

3: truckConsent[_truckAddress][_provAdd] < true

Algorithm 8 Check Truck Consent

1: Input: Provider’s address _provAdd, Truck’s address

_truckAddress

2: Output: True if truck consent exists, False otherwise
if truckConsent[_truckAddress][_provAdd] is true
then

returnTrue
else

returnFalse
end if

@

A

efficiency, safety, and reliability of the system. The role of
time is important for platooning coordination. Trucks in a
platoon should maintain precise distance and speed relative
to each other. Accuracy in time synchronization ensures
that all trucks can coordinate their activities effectively, and
they are able to reduce the risk of collisions and improving
overall platoon stability. In a blockchain framework, time
synchronization is must for ensuring consensus. Accuracy in
timestamps help maintain the correct order of transactions,
and it ensures consistency and integrity for the distributed
ledger. The time needed to execute transactions on the
blockchain affects the timeliness of data update. Quick
processing ensures truck positions and speeds is updated
in real-time, which is crucial for maintaining the platoon.
The number of transactions executed per second sometimes
called throughput affects the blockchain’s ability to handle
large data from multiple trucks. High throughput means more
transactions executed per second is necessary in managing
the continuous data flow from all participating trucks. Smart
contracts automates responses based on specific condition.
The execution time of these contracts affects how fast these
actions can be executed, which is critical for the safety and

Algorithm 9 Access Truck Data
1: Input: Provider’s address _provAdd, Truck’s address
_truckAddress
2: Output: Access to truck data
3: if truckConsent[_truckAddress][msg.sender] is true
then
Access truck data
5: else
Output an error: “Truck has not send consent for
accessing data”
7. end if
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Algorithm 10 Proof-of-Work Mining Consensus

1: Input: Previous Block hash previousHash, Data for
the block data

: Output: Nonce nonce, Current Hash currentHash

: nonce <0

. difficulty < 5 { Adjusting difficulty as required}

. prefix <— new strings of difficulty zeros

. while true do

hashlnput <

keccak256(abi.encodePacked(previousHash, data,

nonce))

8:  hash-Bytes < bytes(hashinput)
. validPrefix < true

10.  for i < O to difficulty - 1 do

NS W

11: if hash-Bytes[i] # prefix[i] then
12: validPrefix < false

13: break

14: end if

15:  end for
16:  if validPrefix then

17: currentHash <— hinput
18: break
19:  end if

20:  nonce < nonce + 1
21: end while

TABLE 2. Device configuration.

Components Details

Processor Intel(R) Core(TM) i7-6700 CPU @ 3.4GHz
System Type x64-based pc

Graphics NVIDIA GeForce RTX 2060

RAM 8GB

Clock speed 1.00 GHz

Crypto Libraries Miracle, Charm-crypto, NumPy, hash lib
Environment Python 3.9.0

Cores 8

Operating System | Windows 10 Professional

efficiency of the truck platoon. Low latency is required for
smooth communication between trucks in a platoon. Delays
in communication leads to slower response, and increases the
risk of collisions and reducing the overall efficiency of the
platoon. An HP laptop with Linux(ubuntu) operating system
(Intel(R) Core(TM) i5-1035G1 CPU @ 1.00GHz and 8GB
RAM) will be a server (see Table (2)). We have also included
cost of various operations in the Figure (3), and hypothetical
key generation time in the Figure (4).

Table (2) contains server configuration and Table (3)
contains device configuration respectively. Table (3) shows
output for latency, and complexity, and Table (3) shows a
good relation between the increment in the number of blocks,
and the consumption of time, and growth rates is linear,
it is very helpful in practical application which involves
blockchain. This paper contains notations for schemes as [28]
by [A], [29] by [B], [30] by [C], [31] by [D], [32] by [E], and
the introduced framework by [F], respectively.
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:~$ python3 server.py

T(Ge) =
T(smul)
T(pmul)
T(pma)

72.5036865883552984
: 0.259758464378438
: 0.290874676256378
! 2.34567875434567456
T(cha) : 0.64567875434567456
T(h) : 13.4577656723434234
T(fe) : 405
T(bp) : 8190
T(ecca) : 18
T(ecpm) : 485

FIGURE 3. Device computation cost in nanoseconds.

100

Key Generation Time (ms)
8

o0 3500 s 2
250

Dimension n 1,000

Noise Level g

FIGURE 4. Hypothetical key generation time for RLWE: time vs dimension
n and noise level q.

TABLE 3. Proposed design performance.

of Blacks
[0 _]% 0 60 0 80 90 T00 ] complexity
cy | 1233 | 148 | 1556 | 1801 | 2450 | 2533 | 2780 | 2867 | 3188 | 3423 | O(logn?)

Num
50

1643 | 7870 | 11133 | 17303 | 208.23 | 260.47 | 317.63 | 35203 | 37133 | 41002 | O((N — I)logn)

Read Latency (Seconds)

£ W E) w0 100 20

Number of Trucks
FIGURE 5. Periods vs Read Latency for proposed Frameworks.

TABLE 4. Comparison of the suggested frameworks’ computing costs
against similar ones.

Verification

n1p + 4n7y + 2n7, + n7a
nTp +4n7y + 2n7, + N7,
nTp 4 4nTy 4+ n7y, + 27,

Designes  Key-Generations  Signatures

[A] [29] 27p + 27« + 2071 27p + 207w + 41, + 207,
[B] [30] 47, + 47 + 207 41y + 207w + 27, +47a
[C][31]  Arp 447 + 07 27 + 207 + 47y, + 207,
[D] [32] 27p 4+ 37« + 7
[E] [33] Tp + 37«

21 + 47 + 2 + T+ T +2m + (n—1)7
27p + 47 42 +Ta+0n T+ 2m + (-7

Since all the nodes with number N are new to the
network and able to create transactions at the same time,
they all require keys, which causes the key generation time to
increase. After the nodes have acquired the keys during the
initial time interval, there is a reduction in latencies or almost
stability in the following time intervals (see Figure(5)).
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Read Latency (Seconds)

£} )
Number of Blocks

FIGURE 6. Comparison for read latencies for existing and proposed
Frameworks.

Transaction Latency (Seconds)

) w
Number of Blocks

FIGURE 7. Comparison for transactions latencies for existing and
proposed frameworks.

Throughput (tps)

@ W
Number of Trucks

FIGURE 8. Throughputs measurement for read and overall transactions
for aggregated vs non aggregated frameworks.

To perform analysis on the model, we have executed more
than one transaction iteration, and its average delay initially
is 31.7 seconds, whereas average latency in the second
time period, with new/old keys, is 21.2 seconds indicates
average of latency fall down to 14.2 seconds and 9.1 seconds
with overall complexity O(1) respectively. Table (3) discuss
about the storage and we found the storage overheads is
lesser than the overheads complexity O(N") of technique not
supporting aggregation technique. In Figure (6), this paper
have discussed read latency, and it indicates the reading
latency of the proposed framework is lesser than existing
techniques discussed in the paper. This method is executed
for reading latency and it affects transaction latency (see
Figure (7)), and this approach outperforms over existing
techniques. We executed transactions, and observed read
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FIGURE 10. Energy consumption for consesus, block, and key generation
for proposed Framework.

throughput and transaction throughput in this study (see
Figure (8)). It illustrates how the data gathering throughput
of the non-aggregated blockchain framework grows from 7 to
57 readings per second by a mean of 21.5 percent. The
collective features of the proposed architecture show an
important increase in capabilities, with approximately of
40 percentage more readings per second. This indicates
that the proposed architecture is superior to the present
blockchain structure in general. It also attempts to explore
its throughput capabilities considering the processing speed
of each individual transaction.

It can be observed the proposed framework uses more
computing throughput by a factor of 62 percentage. We have
also done an anlysis of transactions performance with more
nodes, and its observation is given in the Figure (9). It is clear
that the proposed approach is more efficient in throughput
by a factor 36 percentage on average. This happens due to
aggregation of multiple signatures, and the multiple nodes
can be verified in one step. Most of classic blockchains
consume more energy due to tedious key-generation, and
blocks-generation using hashing, and consensus. Figure (10)
shows a graph of energy consumption for a blockchain
supporting usual public key infrastructure. The complete
process of key grnrration for s particular node consumes
usage of energy by a factor of 1.71 percent of the total energy.
Energy usage for blockchain ranges 2.42 percentage to
6.28 percentage at the highest, with an average increment of
0.84 percentage in each step. Table(4) shows the description
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related phases key-generations, signatures, and verifications
processes.

X. CONCLUSION

Truck platooning is a method of organizing vehicles in a
convoy to improve efficiency, safety, and fuel economy.
In truck platooning, multiple trucks travel closely together in
a coordinated manner, with the trucks electronically linked to
synchronize their movements. The leading truck in the pla-
toon sets the pace and controls the acceleration, braking, and
steering, while the following trucks automatically adjust their
speed and maintain a safe following distance. The framework
uses quantum safe aggregate signature for authenticity
for truck platooning. This framework improves safety and
enhances traffic flow. The security of the framework depends
upon quantum safe assumptions (1) Module Learning With
Error and (2) Module Short Integer Solution. This paper
contains an analysis of a framework with high latency and
throughput, and its suitability for truck platooning. We have
found the cryptographic operations, generally in lattice-based
systems, often result in larger key size and ciphertext com-
pared to traditional cryptographic schemes. The increased
communication overheads strain the bandwidth of vehicle-to-
vehicle (V2V) networking, potentially leading to delay and
increased risk of communication bottleneck.
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