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ABSTRACT The Internet of Vehicles (IoV) is an incipient topic within the wider domain of the Internet
of Things (IoT). Using this technology intelligent transportation systems (ITS) can be developed, whose
main purpose is to ensure more safety, faster travel, reduced energy consumption and improved vehicle
upkeep. Devices connected within the IoV transmit a vast amount of data, which leads to additional costs
on the communication network along with data security concerns. This research considers the potential
uses of blockchain technology for improving communication between independent vehicles. In this paper,
a decentralized system is proposed to enhance the security and performance of financial transactions in the
network of autonomous cars based on the Ethereum blockchain. Our system is divided into two modules: car
registration and message alert generating. New vehicles are allowed on the network using the smart contract
that has been written and published on the Ethereum Remix IDE. This is the contract code attached to the
Metamask wallet. Another module, the message alert-generating module, allows an administrator to send
alert messages to all registered cars via a web-based system to their wallet for an Ethereum gas cost. It ensures
the reliability of data transferred between the self-driving cars through the use of blockchain-based systems.
The data is, therefore, confirmed and vetted using the proof of work and stake consensus algorithm to bring
out the truth. The transaction being made, the systemwill see to it that the transaction made is of integrity and
trustable. By synching all these technologies and means of reaching an agreement, the blockchain secures
not only the means of keeping and retaining the information of the kept within self-driving vehicles but
also establishes a strong foundation of highest trust and transparency in the interaction between the vehicles
on the network. Accordingly, a well-defined and reliable conceptual design for the communication systems
of autonomous vehicles has been proposed. Future work and the unresolved issues of using blockchain for
autonomous vehicles have also been deliberated over in detail.

INDEX TERMS Access control, enhanced trust, Internet of Vehicles, blockchain, decentralized, Ethereum,
consensus.

I. INTRODUCTION
The Internet of Vehicles (IoV) stands at the intersection
of IoT, cloud computing and vehicular ad hoc networks
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(VANETs), presenting a versatile array of applications for
intelligent transportation systems. Originating from the foun-
dational concept of the Internet of Things (IoT), IoV fosters
continuous communication and interaction among cars and
infrastructure components such as road signs, traffic signals
and sensors. This mutually shared network elevates traffic
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safety, operational efficiency, environmental well-being, and
user ease. However, the implementation of IoV has its
challenges, which include serious aspects such as security,
scalability, privacy, reliability and performance efficiency.
The immense amount of data and the evolving nature of
network structures necessitate scalable and efficient data
management and service provisioning systems. IoV security
is critical in a sense because it becomes harmful if erroneous
information interferes with the vehicles’ decision-making.
So security is a prime concern along with efficient data
management to regulate the flow of immense amount of data
and its evolving network structures. Customers must be sure
that their communication is strong against intrusive attacks
and data alteration [1]. In order to handle such complex chal-
lenges the IoV requires tactical solutions. Hence, amicably
addressing security concerns, data handling optimization and
performance can lead to a safer and more efficient vehicular
ecosystem. IoV is not just a revolutionized consolidation of
technologies; it also aims at enhancing the overall intelligence
and resilience of transportation systems. Hence, it is impor-
tant to produce dependable solutions which are able to absorb
their setbacks and embrace the benefits anticipated by the
transportation industry [2].

A Blockchain is a mutual and a dgitally distributed and
decentralized public ledger or data structure that exists across
a network and securely preserves digital transactions without
depending on a central point of authority [3], [4]. It records
transactions in a transparent and tamper-proof manner and
allows smart contracts to be executed on peer-to-peer (P2P)
networks, on an automatic basis. They can also be thought
of as databases that let several people edit the ledger at the
same time, possibly producing different chain versions. Each
member of the network keeps a copy of the chain records
and collectively decides by consensus what the ledger’s legit-
imate state is, as opposed to having a single trusted center
manage the ledger [5]. Different consensus techniques are
used, and research into these processes is still underway to
fit a wide range of application domains. Blockchain networks
are made more robust and secure by the cryptographic links
between transactions. By enabling each network member to
independently confirm the legitimacy of transactions, this
cryptographic linkage promotes transparency and the pro-
duction of tamper-proof records that increase confidence.
Furthermore, the existing vehicular communication systems
are facing issues of integration as these systems use less flexi-
ble technologies.Moreover, these systems do not use standard
data format and data exchange protocols, due to which, the
data cannot be efficiently transferred across diverse networks.
On the other hand, the existing vehicular network faces severe
issues of interoperability as they are not able to ensure consis-
tent and reliable communication while integrating the novel
blockchain-based distributed protocol with the traditional
IoV network [6]. The proposed technique was implemented
conscientiously over the Ethreum alongwith a thorough secu-
rity analysis. This research makes the following contributions
to the existing field.

• A thorough analysis of IoV was carried out and the chal-
lenges associated with its secure communication have
been analyzed.

• Blockchain-based decentralized IoT solution has been
proposed along with the framework for secure and safe
vehicle communication and interaction within the IoV
and the transportation system.

• A novel framework that consists of two essential mod-
ules has been stated: alert message generation and vehi-
cle registration, both based on the Ethereum blockchain
and smart contracts.

• The mathematical intricacies of the SHA-256 hash
function and its interaction with the transaction and
consensus systems inherent in the blockchain, have also
been investigated in detail.

Our paper has been organized in the following manner:
Section II gives the System Architecture of the solution.
Section III presents the previous related work already present
in the literature. Section IV presents the proposed conceptual
framework in details. Further on Section V showcases the dis-
cussion and simulations. In the end Section VI ends the paper
with Conclusion and future research directions in the same
field.

II. SYSTEM ARCHITECTURE
Figure 1 represents the System Architecture of the proposed
model. The system is made up of two essential modules:
alert message generation the access control for all enrolled
vehicles and vehicle registration. First, when a new car is
registered, all of its information is stored on the Ethereum
blockchain, including its name, ID, and date of issuance.
To allow the deployment of a smart contract onto the
Ethereum blockchain, Metamask is used to pay Ethereum gas
fees when the ‘‘Register Vehicle’’ function is activated. The
system administrator maintains a comprehensive record of all
the cars that have enlisted after a car is successfully regis-
tered. The administrator has the authority to begin notifying
each registered car of alerts as needed to manage the access
control. The ‘‘Send Message’’ feature can be used to pro-
duce new blocks that are seamlessly added to the Ethereum
blockchain by employing the proof of stake consensus tech-
nique. Ethereum gas costs are collected via Metamask and
can be paid for these blocks.

The issues raised by smart cars go beyond the purview
of traditional privacy and security fixes. These challenges
cover several important areas: First off, existing smart car
architectures are based on centralized, brokered communi-
cation models, meaning that all vehicles are networked and
managed by central cloud servers [3]. However, the scal-
ability of this technique is called into question because a
failure of cloud servers could threaten the entire network.
Furthermore, because data transmission methods do not
include vehicle ownership, current communication designs
usually fail to sufficiently safeguard users’ privacy, leaving
requesters with noisy or condensed data. Furthermore, the
Internet of Vehicles (IoV) implementation of linked devices
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varies greatly among different enterprises, organizations, and
individuals. This increases complexity within intricate net-
works and makes seamless integration challenging. The rapid
advancement of embedded technologies is resulting in the
proliferation of micro-components such as actuators and sen-
sors, as well as an increase in data creation. Controlling the
increasing number of devices and the data they generate is
thus critical in the context of the Internet of Vehicles. The
Internet of Vehicles (IoV) ecosystem involves both human
and non-human creatures in a number of ways, depending
on the circumstance. These positions include suppliers, users,
clients, and data service providers. This demonstrates how
important it is to use tailored management tactics to optimize
their collaborations. Mobility difficulties are the result of
inefficiencies in IoT network and protocol frameworks. The
use of sensor groups, mobile ad hoc networks (MANETs),
and vehicular ad hoc networks organizations (VANETs) just
isn’t suitable for backing up regular IoT devices. The reason?
They demand hefty processing power and energy, which these
gadgets simply can’t handle. Plus, continuous verification
methods hold far more importance compared to one-off solu-
tions. After all, vehicle validation remains crucial even when
the vehicle is in motion is functioning. Lastly, the likelihood
of security breaches, caused by rogue software installations,
become manifold with the increase in the usage of smart
vehicles with autonomous driving features. All such security
deviations pose a threat to the safety of fellow drivers, leading
to potential collisions.

Blockchain technology has emerged as a practical solution
to all these problems by enhancing the autonomy, decen-
tralization and security of intelligent transportation systems.
This technology permits more efficient utilization of present
resources and the underlying infrastructure, and incorporates
crowd-sourcing skills into the intelligent transportation sys-
tems. Blockchain can perform a critical role in answering the
privacy and security challenges inherent in Internet of Vehicle
(IoV) networks. The implementation of a blockchain-based
decentralized IoT solution for vehicle communication can
lead to a credible solution to all the mentioned issues. This
strategic mechanism targets to reinforce privacy and security
measures within the IoV networks; ensuring a secure and
more resilient intelligent transportation system. In this sys-
tem, all users on the IoV network receive messages which
are then distributed to specific Blockchain levels. After veri-
fication from its local knowledgebase, the server determines
whether to add the received blocks to the smart contract or
not. The proposed research presents a revolutionary IoT solu-
tion intended for analyzing interactions within smart cities,
involving vehicles, lights, radars, pedestrians, and more [4].
A major innovation is the use of a Decentralized Framework
powered by Blockchain technology. This framework ensures
better security of communication between cars and other
parts of the transportation system. This system displays excel-
lent results in performance measures, including execution
time, costs, availability, integrity, immutability, and security.

It ingeniously handles important facets of IoV communica-
tion, guaranteeing secure, reliable and efficacious operations.

Our suggested solution is exceptional as it proposes a
thorough blockchain-based system for the Internet of Vehi-
cles (IoV) domain – it is used for vehicle registration and
creating warning messages, in a very novel way. It merges
the functionalities of vehicle registration to maintain the
access control and alert message creation on the Ethereum
blockchain a public and permissionless platform known for
its support of smart contracts and the native cryptocurrency,
Ether.

The proposed system leverages the expansive and dynamic
development community of Ethereum, offering excellent
interoperability with other applications and robust security
and consensus methods. In addition to these fundamentals,
our system features several innovations, including decentral-
ization, enhanced security, privacy, efficiency, and scalability,
to address many critical considerations that alternatives may
not explicitly account for. Additionally, our system explores
the mathematical details of the SHA-256 hash function and
its interactions with the transaction / consensus systems built
into the blockchain, reflecting our commitment to the full
disclosure and understanding we require. Additionally, per-
formance of this system is evaluated in terms of security,
privacy, efficiency, and adaptability against alternative solu-
tions, so that the proposed system can be fully explored and
evaluated in context of the broader technological landscape.

FIGURE 1. System architecture.

III. RELATED WORK
This section presents the detailed analysis of the existing liter-
ature. The generic blockchain technologies and options in the
Internet of Vehicles Systems have been discussed; and focus
has been placed on different technologies for different vari-
ants of blockchain which include Ethereum and Hyper ledger
and along with different consensus mechanisms. Details of
the literature are as follows:
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A. BLOCKCHAIN IN IOV ECOSYSTEMS
Huang et al. [7] innovated within this domain by pre-
senting an ecosystem model that employs blockchain to
manage electric vehicles and recharge stations, utiliz-
ing elliptic curve cryptography for secure hash functions.
Similarly, Kang et al. [8] designed PETCON, a peer-
to-peer power trading system that leverages consortium
blockchain to autonomously manage and validate transac-
tions, thereby obviating the need for centralized authorities.
Further extending blockchain’s application in IoV, Li et al.
[9] proposed CreditCoin, a privacy-preserving system that
ensures user anonymity in the dissemination of crucial
warnings among vehicles through blockchain-enabled data
aggregation.

Yang et al. [10] contributed by developing a blockchain-
based system to authenticate the veracity of information,
relying on the sender’s reputation to determine data trust-
worthiness. Yuan et al. [11] explored the integration of
critical vehicle data with real-time traffic and weather con-
ditions through blockchain, aiming to enhance connectivity
within smart transportation systems. This approach facili-
tates direct, secure vehicle communications while preserving
privacy.

Lei et al. [12] proposed a novel method to secure
inter-vehicle communications by integrating dynamic key
management with blockchain technology, thereby creating
a decentralized communication network devoid of central
oversight. Dorri et al. [13] focused on utilizing blockchain to
safeguard data and improve wireless software updates, intro-
ducing new vehicle services such as insurance, car sharing,
smart charging, and electric vehicles.

The latency challenges inherent in delivering real-time
services to vehicular cloud users were addressed through
fog computing, which provides low-latency services directly
to subscribers [14]. An adaptive resource management con-
troller designed for non-critical vehicle-to-infrastructure ser-
vices was developed to efficiently manage traffic between
proximate and remote clouds [15]. Aloqaily et al. [16]
introduced a Smart Vehicle as a Service (SVaaS) methodol-
ogy, employing a position prediction algorithm to anticipate
vehicle positions and tailor services based on quality of
experience. Ridhawi et al. [17] expanded service availability
through a future location predictionmodel and a sophisticated
cloud negotiation entity, facilitating the selection of services
in both local and global clouds.

In the field of security, several studies have advanced
blockchain applications within IoV. Singh and Kim [18],
[19], [20] enhanced vehicle-to-vehicle data exchange security
through the Intelligent Vehicle-Trust Point (IV-TP), utilizing
blockchain to facilitate safe and effective communication.
Kang et al. [21] developed VECON, a blockchain-based
distributed data management system for vehicular networks.
Addressing traditional VANETs’ security vulnerabilities,
Leiding et al. [22] constructed an Ethereum-based system for
distributed vehicle network management.

B. BLOCKCHAIN TECHNOLOGY IN AUTONOMOUS
VEHICLES USING ETHEREUM
Ethereum, conceptualized by Vitalik Buterin in 2013 and
launched through an online crowd sale in 2015 [12], rep-
resents a pivotal public, permissionless blockchain-based
distributed computing platform. It stands out by enabling
the development of new applications on its programmable
blockchain, thus controlling the programming code for
decentralized applications (DApps). Ethereum introduces
smart contracts, codes leveraging blockchain to create,
run, and manage decentralized applications facilitating the
exchange of money, content, and data.

The Ethereum Virtual Machine (EVM) operates as Turing-
complete software, allowing the execution of programs in
various languages, notably Solidity. This facilitates a stream-
lined development process for blockchain applications, with
the EVM functioning in isolation, ensuring network integrity.
Transactions within Ethereum are secured through digital sig-
natures, involving components such as destination addresses,
gas prices, and optional data. Gas, a measure of computa-
tional effort, is required for transaction execution, with ETH
covering these costs.

Miners, crucial to the Ethereum network’s functionality,
engage in the mining process to validate transactions, utiliz-
ing the Proof of Work (PoW) consensus mechanism to solve
computational puzzles and secure the network. This process
includes the formation of cryptographic hashes linking all
transaction blocks, forming a secure blockchain.

C. BLOCKCHAIN TECHNOLOGY IN AUTONOMOUS
VEHICLES USING HYPERLEDGER
The Hyperledger technology deviates from the Ethereum
by offering support for various programming languages for
smart contract development; instead of relying on cryp-
tocurrency. It provides a blend of security and scalability
essentially required for AV applications. A critical com-
ponent of Hyperledger – the Hyperledger Fabric plays an
important role in the decentralized system, enabling direct
and secure transactions [23]. Hyperledger Fabric has been
used in multiple ways within the AV ecology, ranging from
simplifying decentralized ride-hailing services to fortifying
vehicle data networks. It warrants secure, private transactions
and data sharing amongst vehicles, enhancing trust and oper-
ational safety in autonomous vehicular networks [24], [25].

D. BLOCKCHAIN CONSENSUS ALGORITHMS IN
AUTONOMOUS VEHICLES
Consensus algorithms form the basis of blockchain’s security
arrangements, ensuring network settlement and protecting
against intrusive attacks. The equilibrium between security,
speed, scalability, and energy consumption is balanced pre-
dominantly by the help of methods such as Proof of Work
(PoW) and Proof of Stake (PoS). While comparing both it is
seen that PoW, though secure, is energy-intensive- whereas
PoS provides a more eco-friendly and scalable substitute.
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TABLE 1. Comparative analysis of blockchain frameworks for autonomous vehicle security.

The unique consensus algorithm of Proof of Stake (PoS)
with trust-based node validation was proposed to enhance
security and network efficacy [26]. To meet IoV network
specific requirements, the evolution of consensus algorithms,
including Proof of Authority (PoA) and Delegated Proof of
Stake (DPoS) is a major development [27].
Table 1 demonstrates the organized appraisal of differ-

ent blockchain frameworks with a focus on their required

strategies to improve autonomous vehicle security. Nine cru-
cial dimensions; such as security features, decentralization,
and adaptation to IoT technologies, etc, have been used for
the assessment of every framework, resulting in the thorough
identification of comprehensive characteristics and distinct
benefits provided by the suggested framework. This analysis
exhibits the superiority of the suggested model in answering
the intricate requirements of autonomous vehicle systems,
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along with addressing the critical security and operational
criteria. The comparison illustrates that the suggested frame-
work itself can prove to be a solid solution in making major
contributions to the advancement of security, optimal per-
formance, and flexible communication in the autonomous
vehicle communications network.

The existing literature focuses on privacy-preserving
secure schemes using blockchain, however there is a gap
which leads to the lack of trust and access control mecha-
nisms, combined, in blockchain adopted IoV systems. There
is a dire need to integrate these two elements into the
blockchain and IoV systems for better performance and secu-
rity of the system; which is the focus of the current study.

IV. PROPOSED CONCEPTUAL FRAMEWORK
In this research, a decentralized system to be deployed on the
Ethereum blockchain has been proposed. The system consists
of two main modules: vehicle registration to maintain the
access control and generating alert messages for all registered
vehicles. Initially, a new vehicle is registered with its name,
ID, and date of issue stored on the Ethereum blockchain.
When you hit the ‘‘Register Vehicle’’ button, a smart contract
gets started and sent out onto the Ethereum blockchain. But,
it’s not free – there’s an Ethereum gas fee to pay through
Metamask. Once your ride is officially on the record, the
admin has an organized list of all the vehicles. The admin can
also send out alert messages to every registered vehicle with a
click of the ‘‘Send Message’’ button, but again, it’s not free –
there’s another Ethereum gas fee to cover viaMetamask. This
move creates a fresh block, joining the Ethereum blockchain
family through the proof of stake consensus algorithm.

This system is an online web-based system, used for vehi-
cle registration and sending alert messages to maintain the
access control, by virtue of using blockchain. For users and
the admin; first, the users can give their vehicle info onto the
blockchain, creating a record of ownership and who’s who.
This helps dodge fraud, theft, or any sneaky business with
vehicles. Secondly, the admin can send out alert messages to
all the registered vehicles to maintain the access control for
effective communication. This can be handy for emergency
stuff, traffic news, or just a heads up. It makes cruising
around safer, easier, and more organized. The use of smart
contracts and Metamask, makes sure all the transactions and
chit-chats between users and the admin are smooth and trust-
worthy. Smart contracts, like mini-computer programs on the
blockchain, stick to the rules and agreements. Metamask,
a browser extension, lets users dive into the blockchain world,
handling gas fees for deals and smart contracts. And the
system is very eco-friendly, as it swaps out the energy-hungry
proof of work for the proof of stake consensus algorithm,
harming the environment a little lesser. Instead of focusing
on computer power, proof of stake picks validators based on
their stake and a few other things.

The SHA-256 hash function adds inherent security ele-
ment in the system, which locks down data and transactions.
It turns any input into a fixed-length output, like a secret code,

making it easy to get the code from the input but impossible
to do so from the output. Also, it’s mostly unlikely to find
two different inputs making the same secret code. Nonce is
a major element in the proof of work and proof of stake
consensus games. It changes the difficulty and rewards to find
that perfect hash meeting a special target value, by generating
a random number making it tough to change the hash.

To achieve mutual authentication among the numerous
entities in the large-scale vehicle environment, a concep-
tual network model with two main components has been
designed: the edge network and the local vehicle network,
as shown in Figure 2. The edge network consists of several
edge nodes with high computing power, while the local vehi-
cle network includes many on-board vehicles. The network
model also incorporates blockchain technology and smart
contracts that are deployed on the blockchain.

The system consists of the following entities:
Registration Authority (RA): A trusted authority that ini-

tializes the system and deploys smart contracts. Smart devices
need to register with the RA securely before joining the net-
work. The RA has high data communication and computation
capabilities.
On-Board Unit (OBU):A device installed on a vehicle that

enables wireless communication with other entities, such as
other vehicles or RSUs. OBU can perform communication,
computation, and data storage functions.
Roadside Unit (RSU): A road infrastructure located at the

roadside, which acts as a communication node for vehicles to
offer various services, such as road safety, entertainment, etc.
However, it has a limited communication range and can only
communicate with vehicles in the nearby area. It can receive
and transmit messages from the vehicle in real-time after val-
idating them. The RSU has modules for signal transmission
and reception, data exchange, security authentication, and
data storage. It also has a microprocessor to coordinate the
modules. The RSU and theOBU communicate using theDed-
icated Short Range Communication (DSRC) protocol, which
allows data exchange even when the vehicle is moving fast.
Different kinds of smart RSUs are installed andmaintained by
their own manufacturers. These RSUs are deployed in edge
networks.
Smart Contract: A set of rules encoded on the blockchain,

which ensures the security and reliability of the execution
outcomes. The smart contract is triggered automatically when
a certain condition is met. Both OBU and RSU need to access
the smart contract during the registration and authentication
phase.
Edge Server (ES): A device that provides computing

and storage resources for vehicles, especially for services
that need real-time data synchronization. The edge servers
support the interconnection among different devices and
implement various functions, such as local data storage
and processing, self-regulation, security, and low latency.
The edge computing service provider oversees installing
and maintaining the edge servers. These edge servers are
deployed in edge networks, usually near RSUs. They and
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RSUs are edge nodes. RSU manufacturers and edge comput-
ing service providers manage RSUs and ESs, respectively.
They are hired by businesses that require RSUs or ESs and
receive monetary rewards for installation and maintenance.

FIGURE 2. Network model.

A. WEB-BASED SYSTEM INITIALIZATION
This is the platform where the alert message or the vehicle
registration is generated and preserve the access control.
Initially, the system begins with the vehicle registration that
is compiled into a smart contract using Remix, an online
IDE for Ethereum smart contracts. A smart contract is a
self-executing program that runs on the Ethereum blockchain
and enforces the rules and agreements between the parties.
A vehicle registration is the process of assigning a unique
identifier and a digital certificate to a vehicle, which can prove
its ownership and identity. The vehicle registration contains
the vehicle’s name, ID, and date of issue.

B. VEHICLE REGISTRATION
The vehicle registration module is responsible for registering
new vehicles on the Ethereum blockchain. The registration
process is as follows:

• The user inputs the vehicle’s name, ID, and date of issue
on the web interface.

• The system generates a unique ID for the vehicle by
hashing its name, ID, and date of issue with SHA-256.
Let H(x) represent the SHA-256 hash function, where x
is the input. As shown in Equation 1.

H (x) = SHA− 256(x) (1)

• The system also generates a random Nonce and appends
it to the vehicle’s information before hashing it. The

resulting hash is used as the vehicle’s address on the
blockchain. To integrate the Nonce and data from the
vehicle into the equation for a blockchain transaction,
let Ti Ti be the blockchain transaction, SHA-256 hash
of the concatenated data and Nonce resulting from the
ith vehicle’s data. Let Di be the data from the ith vehicle.
Let Di Ni be the Nonce for the ith transaction. As shown
in Equation 2.

Ti = SHA− 256(Di+ Ni) (2)

• The user pays the Ethereum gas fee for the smart contract
creation and deployment via Metamask.

• The smart contract stores the vehicle’s information,
Nonce, and address on the Ethereum blockchain.

• The smart contract emits an event that notifies the admin
of the new vehicle registration. The admin updates the
record of all registered vehicles accordingly.

C. ALERT MESSAGE GENERATION MODULE
Message alert generation is the function that allows the admin
to create and send messages to inform the vehicles about
emergency situations, traffic updates, or other notifications.
The alert message generation module is responsible for cre-
ating and sending alert messages to all registered vehicles on
the Ethereum blockchain. The message generation process is
as follows:

• The admin inputs the message content and timestamp
on the web interface.

• The system generates a unique ID for the message
by hashing its content and timestamp with SHA-256.
As already shown in Equation 1.

• The system also generates a random Nonce and appends
it to the message’s information before hashing it. The
resulting hash is used as the message’s identifier on the
blockchain. As shown in Equation 2.

• The admin pays the Ethereum gas fee for the smart con-
tract execution andmessage broadcasting viaMetamask.

• The smart contract broadcasts the message to all reg-
istered vehicles. The smart contract also records the
message’s information, Nonce, and identifier on the
Ethereum blockchain.

• The smart contract emits an event that notifies all regis-
tered vehicles to preserve the access control and of the
new alert message. The vehicles receive themessage and
display it on their screens or speakers.

The system also performs the following steps and equations to
secure and verify the data and transactions on the blockchain:

1) LENGTH PADDING
The input messages M are padded so that their length is
congruent to 448 (mod 512). A 64-bit representation of the
original message length is appended. As shown in Equation 3.

M → Pad(M ) (3)
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2) MESSAGE SCHEDULE
The padded messages are divided into 512-bit blocks, form-
ing the message schedule W. As shown in Equation 4.

W = {W0,W1, . . . ,Wn (4)

3) COMPRESSION FUNCTION
The compression function takes the current hash value (Hi)
and the current message schedule (Wi). The SHA-256 com-
pression function involves several logical operations (AND,
XOR, etc.) and bitwise operations (shifts, rotates). The pur-
pose is to mix the current hash value with the current message
schedule block to produce the next hash value. It produces a
new hash value (Hi+1). As shown in Equation 5.

Hi+ 1 = CompressionFunction(Hi,Wi) (5)

4) PROOF OF WORK / CONSENSUS ALGORITHMS
The proof of work / Consensus Algorithms process involves
finding the right Nonce (Ni) such that the resulting hash is
below a specified target value. As shown in Equation 6.

SHA− 256(Di+ Ni) < Target (6)

In this equation, Ni is the Nonce being varied, SHA −

256(Di + Ni) is the SHA-256 hash of the concatenated data
and Nonce.

5) SHA-256 LENGTH PADDING AND COMPRESSION
FUNCTION EQUATION
The detailed equations for the length padding and compres-
sion function are complex and involve bitwise and logical
operations. The overall process can be represented as shown
in Equation 7.

SHn = CmprsnFunc

× (. . . (CmprsnFunc(CmprsnFunc(H0,W0),W1),

. . . ,Wn) (7)

where Hn is the final hash value, H0 is the initial hash value,
W0,W1, . . . ,Wn are the blocks of the padded message. This
equation reflects the iterative application of the compression
function on the initial hash value and the message schedule
blocks. The actual compression function involves numerous
steps and a complex process. These are just for understanding
the working mechanism. The SHA-256 hashing algorithm
ensures that the transmitted data is secure within the network
and no one can alter or manipulate the data once it is recorded
on the blockchain network. Furthermore, only authorized
entities can access the data after authentication. This not only
ensures the security of data but also its integrity.

D. COMPILE SMART CONTRACT USING REMIX
In the process of creating a smart contract for dispatching
alert messages to registered vehicles for sustaining the access
control of autonomous vehicles, one crucial step involves
compiling the smart contract using Remix. Remix serves as a

web-based Integrated Development Environment (IDE), pro-
viding users with the capability to write, compile, and deploy
smart contracts via a web browser. A smart contract is like a
self-running program that sets the rules for transactions. Peo-
ple use Remix to get these contracts ready for action, making
sure they follow the plan before going live on the blockchain.
These smart contracts can domultiple tasks – store data, move
money around, or do special things based on certain condi-
tions. But to make it work, Solidity is introduced. It is the
language these contracts use, made just for Ethereum and its
blockchain counterparts. Solidity is just like JavaScript and
has tools like data types, operators, functions, and modifiers.
Once smart contract is created in Solidity, it is compiled in the
Remix, and it checks the code for any glitches. If everything
is good, it makes the bytecode and the ABI – kind of like the
contract’s secret recipe. The bytecode goes on the blockchain,
and the ABI is the instruction manual for communicating
with the contract. System admin, use Remix to make sure the
smart contract’s code is top-notch, checking for any mistakes
before the big deployment. This proposed blockchain-based
IoV network uses the capabilities of blockchain and ensures
the anonymity of users. The pseudonyms of users are used
instead of their real names to preserve their privacies, which
not only protects the identities of users but also ensures that
all the transactions are happening in a secure and verifiable
environment.

E. DEPLOY SMART CONTRACT USING REMIX
After initiating the smart contract using Remix, the next step
is to send it out to the blockchain using the same Integrated
Development Environment (IDE). Deploying means sharing
the key details (bytecode and ABI) of the smart contract
with a specific spot on the network so others can join in.
However, for deploying a fee or rent is paid in ether (ETH),
the cryptocurrency of the Ethereum network. This fee goes to
the validators who check transactions and keep the network
secure. The fee depends on the gas limit (the most work a
transaction can take) and the gas price (how much ETH you
are willing to pay for each unit of work). Before actually
pressing the deploy button in Remix, these can be calculated
in; advance, and Remix can inform about the total gas fee.

To confirm the deployment, MetaMask is used. It is a
handy browser extension that lets you communicate with the
Ethereum network. Once approved or confirmed by the user,
the smart contract takes its place on the network, and you can
check out its address and start using its features in Remix. The
admin takes care of this deployment process using Remix,
sending the smart contract code and data to network nodes
for approval.

F. TRANSACT USING METAMASK
MetaMask allows the user to dive into the Ethereum
blockchain. It pulls double duty as both awallet for cryptocur-
rency and a doorway to blockchain apps. With MetaMask,
admins can smoothly handle the Ethereum gas fee needed
to deploy and run smart contracts. The gas fee is just the
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amount of Ether, Ethereum’s cryptocurrency, the actual things
are handled by us on the Ethereum blockchain. This fee just
makes sure that the transactions and smart contracts get done
promptly and efficiently, all while keeping the network safe
from incidents.

G. ENTER ALERT MESSAGE DETAILS
To make the application work, details of the alert message of
vehicle registration, are plugged, to sustain the access control
and shooting them over to the smart contract. Depending
on whether the vehicle is already part of the crew or not,
the smart contract will either send the message over to the
vehicle or get it officially on the list. The admin enters the
message content and timestamp into the web-based system.
The message content is essentially what the admin wants to
tell the vehicles, and the timestamp is like the birthdate and
time of the message.

H. PROOF OF STAKE CONSENSUS ALGORITHM
Using the proof of stake consensus algorithm, the new blocks
to the blockchain can be checked. Proof of stake decides
who gets priority based on the coins used, rewarding them
for their block-producing skills. It’s the eco-friendly choice
compared to proof of work, which relies on computer power
and electricity. Our system adds a bit of randomness called
Nonce and sticks it to the data before giving it a SHA-256
hash. The resulting hash becomes the block’s ID on the
blockchain. It then compares the hash with a set target value
that decides the difficulty and reward for finding a good hash.
If the hash is lower than the target value, that block gets a
place on the blockchain. The validator who cracked the code
gets rewarded in the form of new coins and transaction fees.
But, if the hashmisbehaves and is higher than the target value,
that block is a no-go. The validator who couldn’t crack it has
to go back to the drawing board with a different Nonce. And
there’s a small price to pay – they lose a bit of their stake as
a penalty for not making the cut.

I. SMART CONTRACT DEPLOYMENT ON ETHEREUM
BLOCKCHAIN USING GANACHE
Finally, the smart contract is released onto the Ethereum
blockchain, by using Ganache, a handy local development
tool that gives mock values to a blockchain network. It lets
you test and fix up the smart contracts without diving into the
main network traffic. This testing can help identify issues,
before joining the actual network.

Figure 3 summarizes the Conceptual framework of pro-
posed solution, indicating the flow chart and all the processes
through which the entire system goes through.

V. DISCUSSION AND SIMULATION
The goal of analyzing the conceptual framework is to deter-
mine the strength and efficacy of the proposed work. To do
this, a thorough investigation was performed, concentrating
on the trustworthiness of network nodes over time, number of
transactions over time, anonymity set over time, hash power

FIGURE 3. Conceptual framework of proposed solution.

over time. This results in a quantitative evaluation of the
reliability, trustability, data integrity, privacy and security of
the nodes inside the network.

Figure 4 reveals significant variations in the number of
nodes across different blocks, which is indicative of the vari-
ability in trustworthiness over time. This variability would be
a very important condition for the determination of trend or
anomaly, and in parallel, for the possible establishment of a
repetitive behavior concerning specific blocks or sequences
of blocks. The information encapsulated in this figure is
aimed at optimizing the performance of nodes, enhancing
network security, and enforcing data integrity by pointing
out and mitigating possible threats emanating from nodes
carrying mistrusted behaviors.

This study tries to explore the integrity of data within
communication networks of autonomous vehicles. Through
the representation graph, the complex dynamics of data trans-
actions represented by the communication components in
self-driven vehicles are further explained. This is critical to
the data integrity to provide a robust architecture of vehicle-
to-vehicle (V2V) communication that is safe and reliable for
future autonomous mobility systems. Figure 5 explains the
complex routes that packets of data must take as they cut
across communication stacks, to make it very easy where
any potential weakness and bottleneck that may compromise
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FIGURE 4. Number of nodes over time (Trustability).

data integrity can be located easily. Thus, full-fledged stud-
ies about these core mechanisms would outline new ways
for hardening the protocols of data exchange of V2V and
making the networks resilient in the face of cyber threats
and faults in transmission for autonomous vehicles. This
necessarily means that for autonomous vehicles to work
well and safely, robust and secure communication protocols
within the vehicles should be present, which sustain the
frequency of transitions of the moving states consistently
across the communication modules. This ensures an appro-
priate level of data consistency by guaranteeing that the
shared information stays true and reliable through time at
the point of inter-vehicle communication. This graphing of
the dynamics of the state transitions will show the areas of
operational resilience and potential vulnerabilities that may
require further detailed research regarding the performance
characteristics of the system. These patterns of transition
depicted can properly be derived into improved protocols
that solidify the dependability and fault tolerance of networks
in use with the communications of autonomous cars. These
are high data integrities, as clear from figure 5, indicating
that planning and execution of the recommended architec-
ture of vehicular communication are with high sincerity and
rigor. These highlight that the source of information must
flow across all communication modules without interrup-
tion or disturbance on a consistent and smooth continuum.
This is very important for the effective and safe operation
of autonomous vehicles. This empirical validation sets up
how the framework may adhere to the needed level of data
integrity, which is prime and fundamental for the exigency
for the construction of V2V communication infrastructures
that are reliable and secure.

The size of the anonymity set is revisited which proves that
how paramount a criterion this is for several blockchain-based
transaction systems to protect the privacy of the network
nodes. An in-depth study is carried out on the concept of
the size of the anonymity set and its implication in main-
taining the privacy of the network nodes in blockchain-based

FIGURE 5. Number of transactions over time (Data Integrity).

transaction systems. Most importantly, it has a dynamic
size adjustment in the anonymity set across different block
numbers, which helps keep nodes private that are engaged
in transactional activity. The size of the anonymity set can
be taken as a measure of privacy, referring to the level to
which every node within a group possesses characteristics
identical to all other nodes. This will be largely carried
out to maintain the ability of the trace to connect between
the transactional links and the nodes they have originated
from, largely by holding a customizable size for the group
of anonymous entities within each block. This would assure
the inconspicuousness of the data pertaining to the nodes
and their interaction. This, therefore, represents one major
barrier to any external observer or, indeed, a malicious actor
trying to trace or link the transactions to specific nodes.
Reaching the right size of the anonymity set would involve
carefully juggling considering the efficiency, scalability, and
security constraints of the network. Ensuring Privacy in the
Blockchain network is key, particularly in a communica-
tion ecosystem where applications apply to protecting the
anonymity of the transactional activity of every node.

This is very critical to the hash power allocation for the
assurance of data security in the systems of communication
from autonomous vehicles. On the other hand, in Figure 7,
a clearly proved ability to adapt the system flexibly over
time again is a set of smooth curves of the dynamic changes
in hash power to each block. Hash power defines the com-
putational strength or effort injected into the cryptographic
hashing processes. This has a very significant bearing on
the security of any given blockchain network. The algorithm
takes the input of data and outputs hash codes, fixed-size
strings of characters. The hash codes serve as cryptographic
signatures that ensure the data’s integrity and inability to be
changed. Equally, in the increase of security procedures to the
data exchanged in between the vehicles in the autonomous
vehicle communication networks, it would be equivalent to
an increase in hash power distribution to every block. The
peaks and valleys undulating in this graph have depicted the
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FIGURE 6. Anonymity set over time (Privacy).

proactive hash power changes of the system in the unending
changing nature of security needs. These flexible changes are
mandatory not merely in the warding off of possible threats
and weaknesses but also in ensuring that the integrity and
confidentiality of data is sustained at all stages of commu-
nication. This is confirmed in Figure 7 and clearly indicates
the natural elasticity from this system, i.e., strategic allocation
of hash power. This means that it lays great emphasis on
securing data from tampering and unlawful access—issues
of the highest importance within the autonomous vehicle
framework, since they guarantee the privacy and security of
citizens.

Table 2 highlights the unique aspects of the proposed
blockchain based IoV smart contract as compared to the
existing solutions.

FIGURE 7. Hash power over time (Security).

In this proposed model, a proof of stake consensus
algorithm is used for validating the transactions and adding
the blocks to the blockchain. The benchmark schemes use
a proof of work consensus algorithm in which miners are
selected based on their computational powers.

Figure 8 showcases the amount of gas consumed for
utilizing the capabilities of both consensus algorithms for
validating transactions and adding blocks in the blockchain.
It can be observed from the figure that the consumption of

TABLE 2. Comparison between our proposed blockchain based IoV model and existing solutions.
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FIGURE 8. Gas consumption of different transactions.

gas is high for the proof of work consensus algorithm as
compared to proof of stake. The reason is that the proof
of work consensus algorithm uses miner nodes to solve a
puzzle to find a nonce, a specialized random number that
is added to the hash to calculate a particular type of hash.
It adds unpredictability andmakes it tough to change the hash.
Nonce varies significantly in the proof of work consensus
mechanism, which changes the difficulty and rewards to find
that perfect hash meeting a special target value of the hash.
The whole process of finding the nonce is called mining
and it requires a large amount of computational resources
because the miner nodes have to perform different hash
operations for the calculation of the correct nonce. It is the
reason that the gas consumption of proof of work is very
high. The node that first finds the nonce, is considered as
the winner node. This winner node then broadcasts the new
block to the network for validation purposes. Other minor
nodes then verify the nonce and check the correctness of the
hash before publishing it on the blockchain network. The suc-
cessful minor will be rewarded with cryptocurrency. In this
process of proof of work mining, a huge amount of gas is
used.

FIGURE 9. Gas consumption of different nodes.

Similarly, figure 9 represents the consumption of gas
amount in Gwei for 10 different vehicle nodes for both proof
of work and proof of stake consensus algorithms. From both
figures 8 and 9, the gas consumption for all nodes and trans-
actions is very high for the proof of work consensus algorithm
as compared to proof of stake. This is due to energy extensive
nature of proof of work for calculating the nonce and solving
complex challenges of cryptography. On the other hand, the
proof of stake algorithm relies on the capabilities of pre-
approved validators; due to this, the overall computational
overhead is very small in proof of stake. Some fluctuations
can also be observed across different nodes from the figure.
This is because each node in the network is assigned different
tasks and workloads. Nodes 6, 7, 9, and 10 have the largest
amount of gas consumption as compared to other nodes in
the vehicular network. This may be due to the reason that
these nodes are assigned the most difficult and complex tasks
like data processing and removing redundancies. On the other
hand, nodes 1, 2, and 3 have the smallest amount of gas
consumption associated with their tasks because these nodes
are not assigned complex tasks and do not have a higher
transaction load. Both the figures also show that there is
a tradeoff between the data security of users and the effi-
ciency of the overall network. The proof of stake consensus
algorithm utilizes less amount of gas but this algorithm is not
able to achieve high network security. Any node that has a
large amount of resources can all the time put its wealth at
stake and can largely influence the network. This node can
take over the network and performmalicious activities. When
a puzzle is solved in a proof of work consensus algorithm
then other nodes validate the nonce and validate the process
of solving the puzzle. All the resource-enriched nodes have
equal chances to be selected as miners contrary to proof of
stake whereas nodes with high cryptocurrency can be selected
all the time. It is the reason that the proof of work utilizes large
gas resources in terms of Gwei; however, can achieve high
network security. The proof of stake consensus algorithm
utilizes less gas resources; however, it is a less secure and
privacy-preserving consensus mechanism as compared to
proof of work. The capabilities of proof of stake are utilized
because the vehicular nodes in the network are responsible for
continuous data sensing and processing for quick decision-
making. Therefore, primary objective is to limit this burden.

When there is a dispute between the service provider
vehicle and the requester vehicle then the arbitration pro-
cess is triggered and the arbitration transaction takes place.
This transaction ends with the verdict that either the ser-
vice requester vehicle is malicious or the service provider
vehicle is malicious. From the figure, we can conclude that
the proposed vehicular arbitration model is scalable as it
can handle a huge amount of transactions efficiently. The
transaction latency for 1000 arbitration transactions is only
around 2400 ms and the transaction latency for 1000 arbitra-
tion transactions is only around 2300 ms, which shows the
effectiveness of the proposed model in handling a large net-
work. Figure 10 also indicates that the transaction latency of
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FIGURE 10. Transaction latency of different transaction.

arbitration transactions is higher than data flow transactions
for all numbers of transactions. The reason is that only the
data is sent in the data flow transactions and its confirmation
is done by the receiver entity. On the other hand, in arbitration
transactions, both the data and the verdict about the disputes
are sent and their confirmation is done by other network
entities.

A. FINDINGS
The findings suggest that blockchain technology, especially
on the Ethereum blockchain, is an excellent strategy for
vehicle registration and alert messages. It brings decentraliza-
tion, security, and transparency, making vehicular networks
more robust and trustworthy [32]. Furthermore, there is no
tradeoff between the computational overhead and efficiency
of the PoW consensus algorithm and the security of the
network. The security of the network is directly proportional
to the computational overhead. PoW consensus algorithm
utilizes large computational resources due to the involvement
of miners but can secure network transactions efficiently.
On the other hand, the computational overhead of the PoS
consensus algorithm is low as it uses predefined validators
for validating the transactions and adding the blocks to the
blockchain. However, it has less security as compared to
PoW. Here the, challenges are also visible; like scalabil-
ity, latency, cost, privacy, and integrating all these systems
together. The meta-analysis shows that these blockchain
systems are extremely beneficial for vehicular networks. Fur-
thermore, it is somewhere costly to store on the blockchain
network as the cost of storing and maintaining of 1 MB data
on the blockchain is huge [33].

B. IMPLICATIONS
As guideline for practitioners, developers, and engineers, this
analysis shows how blockchain can be utilized for providing
vehicle registration and alert messages; and on how to sustain
the access control on the Ethereum blockchain. It can be
regarded as best practices and lessons learned from previous

studies - for design of vehicle registration systems and their
architectures.

This research and analysis can assist authorities, regulators,
and policymakers in comprehending the opportunities and
difficulties associated with implementing blockchain tech-
nology in the automotive industry. In addition to suggesting
strategies to encourage the adoption of blockchain technol-
ogy, such as providing incentives and funding for research
and development, this can help create the appropriate regula-
tions and standards.

Academics and researchers can use this data as a guide
when developing blockchain applications for Ethereum alert
messages and automobile registration. It can assist in identi-
fying weaknesses and difficulties in recent research and delve
into fresh, ground-breaking investigations.

VI. CONCLUSION AND FUTURE DIRECTIONS
In this research, a Blockchain-enabled Secure Communica-
tion Framework has been introduced to enhance Trust and
Access Control for decentralized Internet of Vehicles (IoV)
network. The framework is blockchain agnostic, which can be
implemented in any blockchain platforms that have adequate
support for smart contract execution. Experimental results
show that our proposed framework achieves optimal results
and is feasible for implementing effective Trust based access
control in decentralized IoV networks.

Recent researches have shown that blockchain has the
potential to overcome a number of access control related
unresolved problems (e.g. single point of failure). To improve
trust and security, future work should focus on real-time
testing, resilience against unknown attacks, blockchain inte-
gration, IoV and big data management, and expanded dataset
availability. In future, further experiments will be conducted,
that are empirical to prove that this proposed system and
architecture can work cardinally with real vehicles, real
users, and real folks. Furthermore, other blockchain plat-
forms and technologies will be explored and compared;
such as Hyperledger, Corda, or IOTA, that can offer dif-
ferent features and advantages for vehicle registration and
alert message generation on the blockchain. Focus will be
kept on the implementation of the proposed IoV model in
real-world scenarios to validate the effectiveness and scal-
ability of this proposed model in practical environments.
Beside this, in future further investigation will be carried
out to address the ethical, social, and legal aspects and
implications of applying blockchain technology for vehicle
registration and alert message generation on the blockchain,
such as the ownership, control, and responsibility of the data
and transactions, the privacy and security of the users and
stakeholders, and the compliance and alignment with the
existing and emerging laws and regulations. In future, data
from similar studies will also be considered and performance
comparison between the Proof of Work and Proof of Stake
consensus mechanisms will also be used in this proposed
framework and other benchmark algorithms such as the Par-
allel Proof of Vote (PPoV). In the last, new and innovative
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applications and services will be developed and tested - that
can leverage the blockchain technology for vehicle registra-
tion and alert message generation on the blockchain, such as
vehicle-to-vehicle communication, vehicle-to-infrastructure
communication, vehicle-to-grid communication, or vehicle-
to-everything communication.
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