
Received 21 May 2024, accepted 16 June 2024, date of publication 17 July 2024, date of current version 26 July 2024.

Digital Object Identifier 10.1109/ACCESS.2024.3429568

Application of Systems Theoretic Accident Model
and Processes in Railway Systems: A Review
ABHIMANYU TONK 1 AND ABDERRAOUF BOUSSIF 2
1Technological Research Institute Railenium, 59300 Valenciennes, France
2COSYS-ESTAS, Université Gustave Eiffel, 59650 Villeneuve d’Ascq, France

Corresponding author: Abhimanyu Tonk (abhimanyu.tonk@railenium.eu)

This work was supported in part by French Collaborative Project DRAISY funded by French Government within the Program
‘‘Investissements d’Avenir’’ and the framework of France 2030 operated by Agence De l’Environnement et de la Maîtrise de
l’Énergie (ADEME).

ABSTRACT This paper provides a bibliometric analysis and literature review to explore the current
application landscape of the Systems Theoretic Accident Model and Processes (STAMP) principles and
techniques in the railway transportation domain. Following PRISMA guidelines, we systematically reviewed
118 research documents retrieved from prominent bibliographic databases, covering the period from
2008 to September 2023. The investigated research works, involving STAMP, mainly focus on two topics:
1) applications of STAMP to railway accident modeling/analysis and 2) applications of Systems Theoretic
Process Analysis (STPA) to railway hazard analysis and risk assessment. In this paper, while the STAMP
related studies are discussed with respect to the considered railway accidents, the studies related to STPA
analysis are discussed with respect to three subjects, STPA applications, STPA comparative studies, and
STPA extensions and improvements. Ultimately, this review aims to provide academic researchers and
railway practitioners with a comprehensive exploration and analysis of the current state of knowledge on
STAMP within the railway sector.

INDEX TERMS Accident analysis, hazard analysis, railway safety, STAMP, STPA.

I. INTRODUCTION
Safety engineering is an interdisciplinary field of engineer-
ing. It encompasses a multitude of activities implemented
during the overall lifecycle of a (socio-)technological system.
Even though there is a lack of consensus about the definition
of safety amongst various industrial domains, the most
accepted definition of safety is freedom from unacceptable
risk [1]. The basic principles and the mechanics of safety
engineering are collectively known as safety science.

The objective of safety engineering activities is to assure
the safe design and deployment of the system within its
operational environment. These safety-related activities are
broadly classified into two categories, (i) proactive and
(ii) reactive activities. The proactive activities pursue risk and
safety assessments that lead to a system that is safe for use
by its design. On the other hand, the reactive activities are
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carried out as a response to a failure of the system, incident,
or accident, with the aim to prevent future ones.

Railway systems are safety-critical sociotechnical systems
with high interactive complexity [2], [3], [4]. To guarantee
and maintain a high level of safety, railway companies
(infrastructure managers, railway undertakings, etc.) estab-
lish and implement a safety management system [5], [6],
[7]. According to the European Union Agency for Railways
(ERA),1 a Safety Management System (SMS) is defined as
the organization, arrangements, and procedures established
by an infrastructure manager or a railway undertaking to
ensure the safe management of its operations. The main
activities on railway safety management system encompasses
safety monitoring, investigation, analysis, and reporting of
safety occurrences (accidents and incidents), as well as
assessing and controlling the associated risks.

The scientific literature on railway safety has garnered
significant attention from both academic and industrial

1https://www.era.europa.eu/
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researchers, primarily focusing on two key topics: (i) accident
modeling and analysis, and (ii) hazard analysis and risk
assessment. The former plays a fundamental role in compre-
hending the nature of railway safety, investigating accident
causation, and implementing measures for preventing future
incidents [3]. The latter, on the other hand, is crucial for
the design and operation of railway systems, ensuring a
consistently high level of safety throughout their operation.

A. RAILWAY ACCIDENT MODELING AND ANALYSIS
Recently, a considerable number of theories, frameworks,
approaches, and tools have been proposed to support accident
causation modeling and analysis, enabling researchers and
practitioners to understand the ‘‘causal chains’’ from different
perspectives [8]. Researchers categorized accident analysis
models into three categories based on their underlying
assumptions: (i) sequential (simple linear) models, epidemi-
ological (complex linear) models, and systemic (complex
nonlinear models) [9], [10].

All these types of accident models have been exploited,
to varying extents, by the railway research community.
While sequential and epidemiological accident models were
historically privileged, the past two decades have witnessed
a significant increase in interest towards systemic models,
namely, AcciMap [11], Functional Resonance Analysis
Method (FRAM) [12], and SystemTheoretic AccidentModel
and Processes (STAMP) [13]. This has resulted mainly due to
the inadequacy of the traditional accident modeling to explain
or analyze accidents that occur in modern railway systems,
such as the ones where accident causation is not the result
of an individual component failure, human error, or energy-
related event [13], [14]. On the other hand, accident models
based on system theory have proven efficient to describe
and explain unexpected, uncontrolled relationships between a
system’s components (technical, operational, organizational,
etc.) [13], [15].

Several research works have already revisited the evolution
of accident models, conducted comprehensive reviews,
and categorizations of these models, and offered critical
analyses of their fundamental principles and practical appli-
cations [10], [14], [15], [16], [17], [18], [19]. Among these
reviews, only a few have specifically focused on railway
accident causation models [8], [20], [21].

B. RAILWAY HAZARD ANALYSIS & RISK ASSESSMENT
The ultimate objective of railway risk management is to
demonstrate that all identified hazards and risk associated
to a proposed change, in the railway system, are suitably
analyzed, evaluated and reasonably controlled [6]. This
ensures that safety of the railway system is maintained at an
acceptable level (the globally or at least equivalent principle).
Hazard analysis and risk assessment is a core part of the
railway safety management process specified in standard
EN 50126 (IEC 62278) [1].

At railway system (or subsystem) level, the risk assessment
includes risk analysis and risk evaluation. Risk analysis
is derived from the system definition and includes hazard
identification, consequence analysis and selection of the risk
acceptance principles. This assessment reflects a reasonable
analysis of hazard(s) and their associated risk(s) upon
railway operations and technologies. The result of such risk
assessment is a set of safety measures and requirements
allocated to clearly-identified function, systems or operating
rules [22] in order to eliminate, mitigate, and control clearly-
specified hazards.

Whilst EN 50126 standard does not mandate a specific
method for conducting the hazard analysis and risk assess-
ment, its Annex F provides a non-exhaustive list of the
approaches to be used, with a certain privilege given to
PreliminaryHazardAnalysis (PHA), FailureMode and Effect
Analysis (FMEA), Fault Tree Analysis (FTA), and Hazard
and Operability Analysis (HAZOP) approaches. Notice that
several factors have to be considered while selecting the
adequate method for the analysis of a system. Moreover, each
of these techniques brings its own nuances to assessment
of hazards in a system [23], [24]. Thus, with increasing
complexity of the railway system (through integration of
new technologies, more (cyber-)interaction between the rail
components, etc.), new methods shall be considered to
complete and support the traditional ones in hazard analysis.
In just two decades, System Theoretic Process Analysis
(STPA) [25] has emerged as an efficient deductive hazard
analysis, mainly when it comes to identify causal factors
related to control issues and misinteractions between system
components. Previously, STPA has already seen remarkable
success in nuclear and aviation domains and, more recently,
its applications have garnered increasing attention in the
railway sector.

C. CONTRIBUTIONS AND OBJECTIVE OF THE PAPER
Recognized by both academia and industrial practitioners,
STAMP (and its associated techniques) has firmly established
its popularity for accident and hazard analysis. Even though
the founding principles of STAMP lie in the aerospace
domain, it has expanded rapidly into several other safety-
critical industries, mainly nuclear, land and marine trans-
portation, healthcare. Besides application and assessment of
STAMP, researchers have also proposed to combine STAMP
with other approaches and to adapt/extend it to specific
contexts and domains.

The advent of STAMP methods, in the railway, is also
pursuing this cross-industry trend but unfortunately it is not
progressing at the same pace observed in other transportation
domains. To the best of authors’ knowledge there is
no reviewing work or scientometric analysis specifically
dedicated to the application and assessment of STAMP/STPA
in railway, except [21] that reviewed STAMP as part of an
overall analysis of system thinking accident methods; and
thus, without analyzing its methods related to hazard analysis.
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This paper provides an extensive bibliometric analysis
and literature review of the research works related to the
investigation of STAMP and its associated techniques in
the railway domain. The review mainly focuses on the
applications of STAMP to railway accident modeling and
analysis, as well as, the applications of STPA to hazard
analysis and risk assessment, as parts of the railway safety
management. The authors sight to offer academic researchers
and industrial practitioners with a holistic understanding of
the current state of knowledge regarding STAMP theory and
practices within railway. The prime focus remains on under-
standing how STAMP principles and associated techniques
have been perceived, implemented, and customized to align
with the specific (organizational, operational, and technical)
railway context. Additionally, the aim is to critically discuss
the existing works, with the intent to identify perspectives
and future directions for the adoption and integration of
STAMP/STPA within railway safety management processes.

This review is organized as follows: Section II presents
the fundamentals of STAMP and its underlying methods.
Section III describes the research methodology based on
PRISMA framework. Section IV details the statistical
analysis of the eligible studies. A detailed review and
scientific discussion is provided in Section V. Finally, the
conclusive discussions and future directions are summarized
in Section VI.

II. OVERVIEW OF STAMP
The story of STAMP starts with the seminal works of Prof.
Nancy G. Leveson [13], [26], [27], where she revisited and
examined the classic assumptions and paradigms underlying
safety engineering (involving complex sociotechnical sys-
tems); namely, the relationship between safety and relia-
bility, the accident causality models, the retrospective and
prospective analysis, and the operational (and organizational)
failures. As previously asserted by Rasmussen [11], Leveson
also highlighted the necessity for novel assumptions and
paradigms in system safety. In fact, she went one step further
and proposed an up-to-date accident model (STAMP) and
safety analysis tool (STPA) to address the safety of current
sociotechnical systems [13], [27].
A historical analysis of the STAMP development timeline

was conducted in [28]. Chronologically, the authors in [26]
showcased the STAMP model and the associated hazard
analysis methodology (STPA). In [27], a detailed guidance on
STPA application was provided while providing an accident
analysis approach (Causal Analysis based on System Theory
- CAST). This was followed by STPA and CAST handbooks
for safety practitioners [29], [30]. In the following sections,
we present STAMP, CAST and STPA.

A. STAMP
STAMP is relatively a new accident model based on systems
and control theory. Built on a set of (new) assumptions about
how accidents occur, it expands the traditional model of
causation beyond a chain of directly-related failure events or

component failures to include more complex processes and
unsafe interactions among system components. Accordingly,
safety is viewed as a control problem, and then managed
by a control structure embedded within the sociotechnical
system which enforces a set of safety constraints on the
system behavior [13], [27]. Notice that, no classic causes are
omitted from the STAMP model, but more are included and
the emphasis changes from preventing failures to enforcing
constraints on system behavior.

The three main principles of STAMP are (i) safety con-
straints, (ii) hierarchical control structure, and (iii) process
models. Safety constraints are enforced through safety con-
trols which, if adequately implemented, will prevent adverse
events from taking place. In STAMP, systems are viewed
as hierarchical structures, in which people, organizations,
engineering activities, and physical system elements are the
components. Each level of the hierarchy imposes constraints
to the level below it, and each level below provides feedback
on how these constraints are successfully implemented or
ineffectively failed [27], [31]. Based on control theory, the
process model is a behavioral representation of the system
process to be controlled (in a system control structure). Four
conditions have to be considered with the control structure,
the goal (i.e., the safety constraint), the control action
conditions (from controller to the process), the observation
(sensed) conditions (from the process to controller) and the
model condition (the internal controller’s model of controlled
process) which is the process model, see Figure 1.

With respect to STAMP principles, safety is treated as
an emergent property of the system that is achieved when
appropriate constraints on the behavior of the system and
its components are satisfied. Hence, accidents are the results
of violation of safety constraints, which is mainly caused
by four types of inadequate control actions: (1) incorrect or
unsafe control commands, (2) absence of required control (3)
wrong timing delivery of control commands and (4) control
is stopped too soon or applied too long. These four types of
inadequate control actions are the basis of hazard analysis
using STAMP.

Equivalent to traditional safety analysis techniques (FTA,
FMEA, HAZOP, etc.), which are based on the assumption
that accidents are caused by the occurrence of a chain of
failure events, new analysis methods are (and can be) built
on the STAMP assumption. Illustratively, CAST and STPA
are the primary STAMP-based approaches [27]. CAST is a
retroactive analysis method that examines accidents/incidents
that have occurred and identifies the causal factors that were
involved [13]. STPA is a proactive analysis method that
analyzes the potential cause of accidents during development
so that hazards can be eliminated or controlled [29].

B. CAST
CAST is a framework, based on STAMP theory, established
for understanding the accident process and analyzing the
prominent systemic causal factors involved. Concretely,
STAMP can be seen as the accident causality model that
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FIGURE 1. Control structure and unsafe control actions.

underlies CAST. The primary goal of CAST is to eliminate
the so-called ‘‘blame culture’’ and redirect the focus towards
understanding why human operators involved behaved the
way they did, considering the information available to them
at the time. Furthermore, CAST establishes a systematic
approach for learning from incidents and events with the
potential to lead to such incidents [30].

According to CAST handbook [30], CAST aims to
identify, for accidents/incidents, why the safety control
structure was unable to enforce the safety constraint that
was violated and to determine what changes in the control
structure are required to prevent a related loss in the future.
The process of CAST can be performed in 5 steps: (1)
assemble basic information, (2) model the safety control
structure, (3) analyze each component in loss, (4) identify
control structure flaws, and finally (5) create an improvement
program.

It should be noted that until 2011, the term STAMP
encompassed both the STAMP theory and its accident
analysis technique. Subsequently, CAST was introduced as
the accident analysis technique based on the STAMP theory.
Therefore, in certain research publications, the terms STAMP
and CAST are used interchangeably to denote the accident
analysis technique.

C. STPA
STPA is an iterative deductive (top-down) hazard analysis
method, based on the STAMP model, that seeks to analyze
the potential causes of accidents during design phases so
that safety risks can be eliminated or controlled. As argued
by Leveson [27], the primary reason for proposing the new
hazard analysis STPA was to include the new causal factors
identified in STAMP that are not handled by the traditional
techniques (such as software flaws, component unsafe
interactions, cognitive complex human decision-making

errors, social and organizational contributing factors, etc.).
In addition, STPA is providing a systematic way and
clear guidance for identifying scenarios that could lead to
hazardous system states involving unsafe interactions among
components.

Notice that STPA can be used at any phase of the system
lifecycle (i.e., for an existing design or even before the design
has been created) [27]. The STPA process is based on the
(functional) control architecture, with the aim of identifying
the potential inadequate control actions of the system and
the related causes that could lead to a hazardous state.
Thus, STPA is advocating to impose safety constraints and
requirements necessary to enforce or limit system behavior
rather than preventing the component failures, as is the case
in traditional methods.

STPA is a qualitative-based analysis approach. Leve-
son [32] argues that quantitative estimates are inaccurate
in practice and often important causal factors (such as
operator error, flawed decision-making, and software errors)
for which probability estimates of unsafe behavior are
difficult, and perhaps impossible, to determine are always
omitted. Thus, it is unfeasible to calculate the failure
probability of dysfunctional interactions and environment-
dependent potential impacts of hazards. Thus, STPA analysis
is generally conducted with an assumption that all safety
hazards are equal [33].
According to the STPA Handbook [29], the hazard

analysis process is generally conducted based on four main
steps: (1) define the purpose of the analysis by identifying
losses, system environment, and system-level hazards and
constraints, (2) build the hierarchical control structure of the
system to capture the functional relationships and interactions
through the feedback control loops, (3) analyze the control
actions and identify the potential unsafe control actions that,
under particular environment conditions, could lead to losses,
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and finally (4) identify the causal factors and scenarios
leading to unsafe control actions and to hazards.

Notice that there exists an extension of STPA, called
SPTA-Sec, used to deal with (cyber)-security [34]. STPA-Sec
aims to analyze cyber-security threats, while considering the
impact on system safety [35].

III. RESEARCH METHODOLOGY AND OVERVIEW
To provide a comprehensive overview on the state-of-
the-art of STAMP-based research studies and applications
in railway domain, we followed the PRISMA framework
(Preferred Reporting Items for Systematic Reviews andMeta-
analyses) and best practice guidelines proposed in [36]. The
methodological procedure for our literature review combines
individual documentary studies supported by a structured
review framework created in Microsoft Excel (for statistical
analysis purposes). The review procedure is performed in
4 steps, as illustrated in Figure 2, and described hereafter.

A. IDENTIFICATION
In order to collect the research works, in this review, we chose
to begin with Google Scholar as a starting database as it per-
forms a free search in publications titles and texts. The results
obtained from Google Scholar were cross-referred with
the following databases: EBSCO, ScienceDirect,
IEEE Xplore, Springer, Semantic scholar.
This process is completed by a specific (manual) search
in the International and European STAMP workshops
and conferences. The search query applied across all
database search platforms is regrouping two parts of terms,
the first part belongs to STAMP terminology (STAMP,
STPA, or CAST) and second one to railway termi-
nology (Railway, Rail, train, metro, tram,
rolling stock, and subway).2 Notice that even
though no temporal filter is used, the selection explicitly
considers the papers published after 2008, coinciding with
the initial discussions about STAMP, and till September 2023.
At the end of this initial search, we obtained a total of
118 references.

B. SCREENING
The initial search was followed by a preliminary investigation
of the abstracts obtained in the previous step, during which
29 papers were judged irrelevant (mainly related to the use of
abbreviations STAMP, STPA for other different meanings).
By carefully reading the abstracts at this early stage, we were
able to screen in manuscripts that are closely related to
our subject. It may be noticed that 4 works were identified
even though these were not directly related to the research
objectives of this review, yet, we opine that the analysis
provided by these studies is quite relevant for a detailed
discussion, namely [28], [31], [37], [38].

2The search query can simply be formulated as follow: (‘STAMP’
or ‘STPA’ or ‘CAST’) & (‘Railway’ or ‘Train’ or
‘Metro’ or ‘Tram’ or ‘Rolling Stock’ or ‘Subway’).
Notice that STAMP, STPA and CAST were used within both full terms and
the abbreviation.

TABLE 1. Inclusion and exclusion criteria.

C. ELIGIBILITY
At this stage, the main focus was to classify the remaining
89 papers separately into different categories. The process
begin by excluding papers whose main content was not
presented in English, even if their abstracts and/or titles were
available in English. Subsequent to the above, the full-text
papers that pursued the accident modeling and investigation
using STAMP and/or CAST were distinguished from those
dedicated to hazard and safety analysis using STPA. The latter
category (concerned with hazard and safety analysis using
STPA) was further divided into three groups. The first group
is concerning the research works proposing a straightforward
application of STPA to railway systems, while the second one
is related to works which indulge in a comparative analysis
related to STPA. The works in the third group are concerned
with the various extensions of STPAmethodology to enhance
its application in railway industry. A structured result of this
grouping process is depicted in Figure 3.

D. INCLUSION AND ANALYSIS
This review encompasses two distinct analyses: (i) a statisti-
cal and bibliometric analysis of the eligible manuscripts and
(ii) a comprehensive technical and scientific analysis of the
research works. While all the selected 89 papers are included
in the statistical and bibliometric analysis, only 72 relevant
papers written in English are considered for the scientific
research analysis. The criteria for inclusion and exclusion are
provided in Table 1; a list of 17 studies excluded from the
scientific analysis is provided in Table 2. The bibliometric
analysis is presented in Section IV and the scientific analysis
in Section V.

IV. STAMP/STPA IN RAILWAY – BIBLIOMETRIC
ANALYSIS
This section details the statistical findings related to the
89 eligible papers. Beginning with the type of publications,
type of analysis, yearly distribution, etc, an overall analysis of
the research works is conducted. Then, we present a specific
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FIGURE 2. PRISMA procedural steps and results obtained in our review.

FIGURE 3. Classification of selected manuscripts into groups.

analysis regarding the studied methods, contributions, rail-
way domains, and railway systems.

Out of the 89 studies, 97.8% (87 manuscripts) pri-
marily represent research publications, including 9.1% (8
manuscripts) as thesis. The remaining 2.2% (2 manuscripts)
are technical reports. Figure 4 graphically illustrates these
results. Moreover, as depicted in Figure 5, almost 69% (61
studies) of the publications are related to hazard and safety
analysis and 31.5% (28 studies) to accident modeling and

analysis. With respect to the type of publication, there is
50.5% (45 studies) of works which are published in con-
ference and STAMP workshop proceedings. Peer-reviewed
journal publications represent 38.2% (34 manuscripts) of
the total, with: 4 papers in Safety Science, 2 papers each
in Applied Ergonomics, Journal of the Korean Society for
Railway, China Safety Science Journal, Journal of Traffic
and Transportation Engineering Infrastructures, and then,
one paper in each of the remaining journals. Table 3 details
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TABLE 2. List of excluded publications.

these journals along with the corresponding published works
listed therein.

FIGURE 4. Distribution of reviewed studies by type of publication.

FIGURE 5. Distribution of reviewed studies by type of analysis.

To the best of our knowledge, the earliest work inves-
tigating STAMP in railway dates back to 2008, a Master
thesis3 supervised by Prof. Leveson. The first research paper,
published in a journal, was published two years later [57]
in the Safety Science Journal. Starting from these, and
over the years, there were a gradual and non-continual
increase in STAMP studies in railway. With a record of
25 studies in 2019, a steep decline was observed afterward
(see Figure 6). Remarkably, this finding aligns with the
statistical information provided in the other review of the
literature [37], [58] about the study of STAMP in safety
critical industries, providing that this trend exists inmore than
just the railway sector (see Figure 7).

3Master thesis [56] of Shuichiro Daniel Ota.

TABLE 3. List of journals with identified manuscripts.

Figure 8 provides a geographical distribution of published
works. It is noteworthy to emphasize that substantial con-
tributions, analyzed in this review, originate predominantly
from China (42.7% - 38 papers) rather than the United States
of America (USA) (6.7% - 6 papers), where the origins
of STAMP are rooted. Surprisingly, even the number of
manuscripts from Japan (19.1% - 17 papers) surpass that from
the USA. We hypothesize that this trend may be attributed to
the comparatively lower popularity of railway transportation
systems in the USA compared to countries in Asia and
Europe. Additionally, it is interesting to observe contributions
from almost all continents, including a solitary paper from
Africa.

Analysis of the eligible works highlight that technical
safety and risk analysis are the predominant subjects studied,
with more than 68% (61 papers). Then, it comes respec-
tively formal methods (18% - 16 papers), human factors/
ergonomics (5.6% - 5 papers) and security (3.4% - 3 papers).
Figure 9 shows the distribution of the published studies
according to these different safety engineering domains.
Furthermore, Figure 10 categorizes the reviewed papers as
per the railway subdomains. Themajority of the contributions
fall under the mainline passenger category (with more than
83% - 75 papers). Then, Urban Guided Transportation,
Magnetic levitation (Maglev) and Mainline Freight systems

99878 VOLUME 12, 2024



A. Tonk, A. Boussif: Application of STAMP in Railway Systems: A Review

FIGURE 6. Distribution of railway systems-based studies by year.

FIGURE 7. Comparison of manuscripts with other prominent literature reviews.

share more than 11% - 10 papers, 1% and 1% respectively.
Other domain make up 2.2% of the remaining total.

Finally, Figure 11 presents an additional category per-
taining to the railway components. Control-command and
signaling (CCS) is the system that has been studied the
most. This makes sense considering that CCS are safety-
related systems (e.g., automatic train protection systems),
with more than 39% (35 papers). The (global) railway system
follows with a share of around 27% (24 papers) along with
infrastructure (22.5% - 20 papers); followed by rolling stock
and, operation and traffic management with each providing
more than 10% and 1%, respectively.

V. STAMP/STPA IN RAILWAY - SCIENTIFIC ANALYSIS
In this section, we begin by examining research works
pertaining to the modeling and analysis of accidents using
STAMP/CAST in railway domain. Subsequently, we review
the investigation of STPA in the hazard analysis and risk
assessment of railway systems.

A. STAMP/CAST FOR RAILWAY ACCIDENT MODELING
AND ANALYSIS
While carrying out the analysis (refer to Figure 3), 17 such
research studies were identified that investigated (or partially
included) STAMP or CAST in their railway accidents
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FIGURE 8. Distribution of studies according to their country of origin.

FIGURE 9. Distribution of studies according to safety engineering
domains.

modeling and analysis. These studies assessed 10 railway
accidents that occurred in 5 different counties (China,
USA, UK, Japan, and Bangladesh). The pioneering effort in
investigating STAMP for railway analysis was undertaken
in 2010 [57]. It was further noticed that the earlier studies
used STAMP/CAST methodology to re-analyze railway
accidents that occurred in the past, whereas other studies
aimed to compare the results of their analysis with other
conventional accident analysis methods (and the authorities’
investigation reports). A third and interesting group of studies
have attempted to extend the STAMP-based approach by
considering some railway-specific features, or to combine it
with other accident analysis techniques. Table 4 summarizes

FIGURE 10. Distribution of studies according to railway systems.

the considered research studies, the type of conducted
analysis and the investigated accident. Hereafter, we provide
a succinct discussion of these research studies with respect
to the accidents considered and the type of the analysis
performed.

The China-Jiaoji railway accident4 took place near the
city of Zibo in Shandong province of Republic of China.
The complete accident took place in two phases. A first
train was derailed, and then this derailment led to a collision
with another train. Reference [57] implemented the STAMP
approach as presented in [26] in order to discuss the
accident spreading process. The authors modeled the overall
hierarchical control structure to ensure the safe operation of

4https://en.wikipedia.org/wiki/Zibo_train_collision
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FIGURE 11. Distribution of studies according to railway subsystems.

trains in China, starting from the government level and up
till the direct control of the train by the driver. Then, they
analyzed the roles of each component in the control structure
(including ministry of railways, local railway administration,
local railway station bureau, and finally the driver and the
technical systems). The results of the causal analysis demand
more feedback and communication channels in the control
structure and the deployment of effective hardware devices.

The Wenzhou 7.23 high speed train collision accident5

is the academically most investigated accident as per our
search. In this accident, a rear-end collision of two high
speed trains led to their derailments. The government
report identified that the accident was caused by a tech-
nical failure (HW/SW components). Three research studies
have conducted a STAMP-based accident analysis for this
accident. The analysis conducted in [79] and [80] have
shown that complex causal factors (throughout the process
of project development and operations combined with the
errors of human controllers) are behind the HW/SW failure.
Simultaneously, the study conducted by [81] concluded that
the outputs of the STAMP analysis are consistent with
the accident investigation report; however, contrary to the
accident investigation which just identifies the causal factors
and human responsibility, STAMP analysis provides a more
comprehensive view to understand the accident.

For the same accident, the authors of [82] conducted
a comparative study of two systematic accident analysis
methods, STAMP and AcciMap. Concretely, the authors
applied the AcciMap approach to get a thorough perspective
of the accident. They described the entire accident trajectory
and assembled the contributing factors into a coherent
causal diagram that illustrates the interrelationships between
them. As a result of the study, two new causes were
further identified compared with the STAMP-based analysis
conducted in [81]. The first one is at the level of the Railway
Bureau, regarding logic errors in decisions; and a second
one, common to all levels, regarding the weak level of safety

5https://en.wikipedia.org/wiki/Wenzhou_train_collision

awareness of the agents over the whole process of train
operation.

In [2], the authors analyzed the accident from the viewpoint
of human and organizational factors by means of a hybrid
approach combining STAMP and HFACS (Human Factors
Analysis and Classification System). Taking advantage of
the human error categories derived from HFACS and the
structured systematic analysis process of STAMP, this
hybrid method provides a detailed causal analysis of human
errors that occur while receiving information to implement
control actions. The application of this method to Wenzhou
accident and comparative analysis of the results with other
analyses [83], [84] demonstrate that the aspect of human
factor in STAMP is somewhat limited and under-specified,
and the managerial and social issues in a sociotechnical
system are simply viewed as sources of failure in terms of
control constraints.

With the aim of extending STAMP/CAST with a formal
layer, [85] proposed the so-called formalSTAMP approach,
that endows the STAMP model with the Petri net modeling
features (based on proFunD formal methodology [86]).
While STAMP/CAST mainly focuses on the qualitative
analysis including organizational aspects, proFunD method
supports both qualitative and quantitative analyses. However,
proFunD is not adequate for the analysis of the high levels of
organizations. Hence, by their integration, formalSTAMP
facilitates both qualitative and quantitative analysis while
considering organizational factors. The analysis of the
Wenzhou 7.23 accident with this extension of STAMP
identified the same hazards as in [84], yet, it identified more
concrete safety constraints due to a formal background.

Another railway accident, a train derailment that led to an
end-of-track collision in the USA - Hoboken terminal,6 has
been analyzed using STAMP. The analysis conducted in [66]
aims to provide a qualitative and explicit understanding of the
systems hazards, safety constraints and hierarchical control
structure of train operations on terminating tracks in US
passenger station. This work provides a detailed safety anal-
ysis of technical components, human errors, environmental
factors and their interrelationships in the complex terminal
operating system. The results disclose the inadequate safety
constraints at each hierarchical level, leading to end-of-track
collisions, and contribute to the establishment of adequate
recommendations. Indeed, four policy recommendations and
practical operations are presented to improve the safety level
and mitigate the risk of end-of-track collisions at passenger
stations.

Another such train derailment in UK-Grayrigg [87]
has been analyzed using STAMP in [64] and [65]. Ref-
erence [65] performed a comparative analysis of three
accident analysis techniques: a variant of Swiss Cheese
Model (ATSB model [88]) and two systematic accident
analysis (AcciMap and STAMP). Concretely, the analysis
techniques were evaluated against two subjects: (1) coverage

6https://www.ntsb.gov/safety/safety-studies/Pages/DCA17SR001.aspx
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of systems theory concepts (in terms of system structure,
system component relationships, and system behavior) and
(2) usage characteristics (in terms of data requirements,
validity, reliability, usability and graphical representation of
the accident). The comparative study showed how ATSB
model and AcciMap do not directly address all the keys
concepts of systems theory, still graphically present their
findings in a more succinct manner. Conversely, STAMP
more clearly encapsulated the concepts of systems theory
but did not provide a graphical scheme of the accident.
Recently, [64] applied STAMP/CAST to analyze the accident
and concluded that the method offered a systematic and
comprehensive perspective of the incident and permitted
the findings relating to flaws and defects within different
organizational levels. The authors also highlighted that
while the original accident recommendations were limited
to modifications in the process system and documentary
aspects, STAMP/CAST provided further recommendations
regarding systematic factors and design flaws.

In Japan, a serious accident occurred as a result of cracks
in bogeys.7 The STAMP analysis conducted in [33] led to the
identification of relevant influencing factors, such as safety-
related communication between the operator and the rolling
stock manufacturer. Similarly, [89] analyzed the London
subway accident,8 where a passenger got stuck between
the train doors. The case was analyzed using two different
methods, STAMP and RAIB. Applying RAIB, the authors
modeled the scenario of the accident and the sequence of
causal events, but failed to clearly understand the complex
relationship among the various events. However, through
STAMP, they succeeded in the examination of the entire
sociotechnical system design and identified weakness in the
safety control structure.

Recently, in case of the China-Joo Koon station train
collision,9 the authors in [90] used STAMP to analyze the
accident and provide a better explanation of the accident
scenario. For another incident at the Jinguang Expressway
North Tunnel [67], [93] set out to identify the deficiencies
of the existing emergency management system by applying
CAST. The complexity of the emergency management
system renders CAST method suitable for such systems. The
authors concluded that even thoughCASTmethod is effective
to analyze social systems, yet, some fundamental changes
are required. They also recommended that the government
agencies use CAST method to summarize the issues exposed
during post-incident exercises, as it is efficient in determining
future improvements.

Finally, we highlight some interesting Master and PhD
research studies that we stumbled upon. These works have
also considered STAMP-based approach for railway accident
analysis purposes. Succinctly, the authors in [91] discussed a

7https://www.mlit.go.jp/jtsb/eng-rail_report/English/RI2019-1-1e.pdf
8https://www.railwaysarchive.co.uk/documents/RAIB_Clapham

South2015.pdf
9https://en.wikipedia.org/wiki/Joo_Koon_rail_accident

generic system-based safety control methodology for Light
Rail Transit, based on lessons learned from past accident
analyzes. The authors in [92] used CAST method and com-
pared it with AIBN (Accident Investigation Board Norway)
method in order to evaluate its benefit, as a systematic
approach, for the accidents involving ERTMS (European Rail
Traffic Management System). The authors in [61] compared
three accident analysis approaches, AcciMap, CAST and
Perceptual Cycle Model (PCM) cognitive approach, to sup-
port the analysis of a level crossing incident in Bangladesh.
Lastly, [56] discussed an approach to analyze safety in high-
speed maglev systems while analyzing the Fukuchiyama line
derailment accident in Japan.

B. STPA FOR RAILWAY HAZARD AND SAFETY ANALYSIS
Based on our analysis (refer Figure 3), we have identified
55 research studies that have applied STPA (or partially
incorporated it) for their railway hazard and safety analysis.
Similar to the studies on STAMP railway accident analysis,
the STPA hazard analysis studies can be categorized into
3 groups. The first group focused on exploring the application
of the STPA approach to railway systems (see Table 5).
The focus of the second group was on comparing the STPA
approach and its outcomes with the conventional methods
used in railway safety analysis (see Table 6). The last group
aimed to adapt, enhance, or extend STPA when applied in
the context of railways (see Table 7). Hereafter, we provide a
succinct overview of works within each group.

1) STPA APPLICATION STUDIES
In order to explore this new hazard analysis approach, several
research studies have applied STPA to analyze the overall rail
system. Indeed, with the aim of understanding the railway
safety management, [75] investigated STPA methodology
to establish a control structure model of the Australian
railway system. The proposed control structure describes
the whole railway system, identifies the actors involved in
managing safety, and shows the control actions and feedback
mechanisms that comprise the adaptive feedback function to
maintain safety. As the primary goal of the work was not to
address the hazards, not all steps of the STPA method were
implemented. In contrast, [94] carried out a hazard analysis
using STPA for a guided transportation system (at overall
level). The analysis focused on typical rolling stock operating
scenarios, such as obstacle avoidance. The study applied
the key steps of STPA method, starting with examining a
predefined list of hazards, establishing a control structure,
identifying unsafe control actions and finally enforcing the
safety constraints. Similarly, [76] investigated STPA with
the aim of identifying the hierarchical safety indicators in
urban rail transit systems. Based on the unsafe control actions
and detailed causal scenarios identified by STPA, two levels
of leading indicators are identified (operation and daily
management levels). Thanks to these indicators, the operators
could understand the operating conditions of the train and
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TABLE 4. STAMP/CAST based accident analysis in railways.

the management of the line, capture anomalies timely and be
aware of the consequence of the indicators. In this work, the
cross-line shunting scenario of interconnection in Chongqing
Metro is used as a case study.

Further, few research works have investigated the STPA
method at the railway sub-systems level. Reference [63]
applied STPA to analyze the safety of the interlocking
function for CBTC system based on the concept of ‘‘securing
a train traveling path’’. The key steps of STPA were
performed, and the authors concluded that an effective
analysis can be achieved by linking the analysis using the
STPA concept and the Fault Tree model; further, they stressed
that the STPA and FTA should not be compared on the same
level. The authors in [97] conducted a safety analysis for
the train control system based on virtual coupling. STPA
method is used to identify the high level hazards related
to the system and put forward the corresponding safety
constraints. The authors expanded the method to propose and
visualize the (safe) state-space of the system to assist the
safety analysis. In [98], STPA is used to analyze the security10

of the train control system. Concretely, the STPA key steps
have been performed to analyze the safety of Temporary
Speed Restriction (TSR) sending scenario based on vehicle-
to-vehicle communication. As a result of the analysis,
security design requirements were formulated according to
the obtained control defects and then modeled using time
automata for verification. Similarly, [99] aimed to understand
dependencies among, safety, reliability, and security in cyber-
physical systems. A methodology to perform hazard-driven
modeling of cyber and physical threats and impact assessment
following an attack is presented. In this methodology, STPA

10The authors interchangeably employed the terms security and safety,
seemingly attributable to the analysis’s direct association with telecommu-
nication systems.

is applied to the functional model to highlight high-level
abuse cases. Even though the methodology is presented in
a general framework of cyber-physical systems, the authors
illustrated the approach using a Communication based train
control (CBTC) system.

The authors in [100] conducted STPA analysis on Regional
Data Center and the core track-side equipment of Chinese
Train Control System Level 1 (CTCS-1). The study aimed
to identify potential hazards related to train collision and
derailment based on the hierarchical control structure of
CTCS-1, and then generate Safety Design Demands (SDD)
to guide the system design. A similar approach is presented
in [101], with an application of STPA to the positioning
integrity of CTCS-4. In this work, safety requirements are
elaborated on the basis of causal factors of the UCAs, and the
generated SSDs are verified using UPPAALmodel-checking.
The authors in [104] conducted a study to examine the factors
that contribute to the hazard ‘‘run through switches’’ (RTS)
at different railway system levels. To do so, the authors
conducted interviews with railroad employees in different
roles and at different levels in the organization. In this work,
STPA is used to identify how interacting factors (related to
physical infrastructure, individual, team and organizational)
can lead to RTS. Amore detailed version of the work was also
published as a technical report [105].

During this review, we observed that STPA has often been
applied to control systems such as (automated) protection
systems, railroad crossing, door system control, etc. This is
mainly due to the fact that such control systems are safety-
related functions. For instance, [102] proposed a rule-based
approach to help analyze hazardous contexts (in terms of
control actions, variables and internal states) with STPA. The
aim of the approach is to identify contexts which require
verification and prevent repeated verification for those that
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TABLE 5. STPA-based hazard analysis & risk analysis in railways (Application).

are similar. This approach is applied to a hazardous train
passenger fall scenario. Regarding the railroad level crossing
system, [62] applied STPA for hazard analysis of three types
of closed-loop level crossing control systems. The main
objective was to compare the safety effectiveness of these
systems with respect to the conventional one. The keys steps
of STPA have been performed and combined with some
outputs of STAMP analysis regarding accidents analysis.

In the context of automated railways, [95] conducted
STPA-based hazard analysis for automated railway opera-
tions with the help of accidental scenarios searching while
taking Beijing Yanfang Line as a case study. The authors have
shown how the obtained results can be exploited for scenarios
testing and validation. In [96], STPA was also applied on
fully automated Beijing Yangfang Line metro. The study is
focused on the analysis of the abnormal operations related
to the interactions between the new automated functions
and the CBTC system. The key steps of STPA method
were performed, and the causal scenarios are identified with
respect to three factors, namely environment, human, and
equipment factors. Similarly, [103] have applied STPA to
a tram door in the case of Grade of Automation 1 (GoA1)
and GoA4. The authors applied two risk analysis methods
(PHA and STPA) at the concept level to identify new
safety risks related to the tram automated operations. The
study have identified different operating situations of the
above-mentioned system, analyzed the safety and availability
related risks and defined the adequate safety measures.
The results of the analyses show that parts of the train
door system are able to operate in GoA4. Furthermore,
the findings suggested enhancing the safety measures for
doors by preventing their opening during train motion and
implementing obstacle detection between the doors. Finally,
[72] investigated several approaches to analyze a safety
model of multi-loop transportation systems. The work used

STPA process and the safety principles in the SOTIF11

standard [106] to describe the safety model and preform the
analysis.

2) STPA COMPARISON STUDIES
By now it has become evident that for STPA to be integrated
into railway practices, it is necessary to demonstrate its
relevance and efficiency compared to conventional hazard
analysis approaches. Accordingly, various comparative stud-
ies have been conducted with respect to conventional ones.
For instance, a comparative study of the STPA with HAZOP
was performed in [107]. The authors were interested on
the safety impact of the replacement of human by tech-
nical components, during emergency conditions, in highly
automated systems. Hence, they conducted a scenario-based
STPA analysis for the fully automated operation systems
with respect to 4 hazardous scenarios (collision, obstacles,
derailment, and passenger injuries in doors). The comparison
is then performed with respect to existing HAZOP study. The
conclusion of the study highlighted the process of conducting
hazard analysis than the actual outputs of the study.

The work by [108] aimed to compare three safety
analysis techniques (FMEA, FTA and STPA) with regards
to the criteria of effectiveness, applicability, ease-of-use and
efficiency in identifying software safety requirements at the
system level. Three railway sub-systems were considered
(train door control, anti-lock braking and traffic collision
and avoidance), and several controlled experiment were
conducted in order to have some statistic results. The
comparison results are obtained from three data sources
(questionnaires, final reports analysis, and time sheets). The
study concluded that even though there is no statistically
significant difference between the approaches, in terms

11Safety of The Intended Functionality
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of effectiveness and efficiency, the STPA addressed more
software safety requirements than the traditional techniques.
However, the conduct of STPA require more time from
safety analysts with short or no prior experience. Similarly,
[109] compared STPA and Software FMEA through a
simultaneous application of both techniques on a level
crossing system. The authors concluded that STPA was more
effective, particularly in identifying the (root) causes and the
safety constraints.

Recently, [73] discussed how STPA can be used and
integrated within the European railway safety management
process, known as Common Safety Method for Risk Evalua-
tion and Assessment (CSM-RA12). In this regard, the authors
simultaneously scrutinized the process activities of both
CSM-RA and STPA, aiming to identify the tasks within the
CSM-RA process where STPA steps could be integrated. The
focus was particularly placed on system definition, hazard
identification and classification, as well as risk analysis and
evaluation. The authors proposed the application of STPA,
and potentially RiskSOAP [110], to real case studies from
complex rail projects. They further emphasized that STPA
is not intended to replace conventional techniques, but to
shift the attention from hardware/reliability focus to more
intangible factors, such as human behavior for complex
systems that could have an impact on the railway safety.

3) STPA EXTENSIONS STUDIES
Within this category, the main objective of studies was
to identify pertinent synergies between STPA and other
approaches, or to enhance it through the incorporation of
formal methods and modeling languages. This was done with
the aim to refine the study, improve the control structure
model, and/or enhance the quality and details of the analysis.

At the overall railway system level, [77] contended that
STPA hierarchical control structure comprises numerous
layers, rendering it challenging to track causes effectively.
To handle this issue, the authors proposed a new control
structure model for multiple control processes in time
sequence and propose to endow STPA with an automated
accident causal scenario identification. The control model is
extended with respect to four aspects: control actions, input
variables, external disturbances, and synchronous timings.
The feasibility and efficiency of the approach is evaluated
through the operational scenarios of parking in a station
of Beijing Yanfang Line. Similarly, [70] proposed a hazard
analysis approach to capture and evaluate the emergent
SOTIF-related hazardous factors (functional inefficiencies,
performance limitation, and reasonable foreseeable misuses)
in automated railway systems. This approach is a customiza-
tion of STPAwith focus on two facets: (i) the hazardous factor
identification and (ii) the hazardous factors evaluation based
on complex network theory [111]. The first aspect tends to
extend the control structure of STPA in order to integrate

12https://www.era.europa.eu/domains/common-safety-methods/risk-
evaluation-assessment-csm_en

the situational awareness process modeling, while the second
one aims a quantitative evaluation of hazardous factors for
heterogeneous networks and customized topological indexes.
The proposed approach is applied to a train driving assistance
system in Tsuen Wan Line of Hong Kong metro. Further,
[71] used STAMP/STPA to analyze thse organizational
factors that impact the safety of automatic operation systems
in railway. Recognizing the limitations of STAMP in
organizational-level analysis, the authors proposed to support
it with a theoretical model of organization (Viable System
Model —VSM [112]). In this study, VSM is used to improve
the safety analysis of inadequate constraints of organization,
and the dynamics models of organizational safety process in
the system.

Applying conventional methods to their advantage,
[113] integrated risk estimation and evaluation into STPA
process by means of FMEA. The authors illustrated their
approach on a level crossing system. They further claim that
safety constraints identified through this study were almost
twice more than the individual application of STPA during
previous work [109]. Aiming to enhance the determination
of control actions in STPA, [114] extended the STPA process
by taking into account further (environment) variables in the
control structure modeling. The authors argued the necessity
of a methodology for an accurate identification of such
environmental variables and illustrated the approach on the
case of automatic train door control system.

Aiming to perform a risk assessment that integrates
both safety hazards and security threats, [115] proposed
a hybrid method, called Systems- Theoretic Likelihood
and Severity Analysis (STLSA), as a combination of both
STEP-Sec [34] and FMVEA [116]. The approach provides
and enriches the top-down view of the functional control
structure of a system with threat/failure scenarios with a
semi-quantitative risk analysis. The approach is illustrated
on a train braking system. Similarly, [117] proposed a
design framework to facilitate the application of STPA,
while integrating hazard/threat analysis related to safety,
security and human factors. The approach take advantages
of several frameworks, as Integrating Requirements and
Information Security (IRIS) and Computer Aided Integration
of Requirements and Information Security (CAIRIS), as tool-
supports. The approach is illustrated with a case study related
to Cambrian coastline Railway incident.13

Several research works have enhanced the STPA analysis
by incorporating formal modeling features. For instance,
[74] were interested in the temporal sequential relation
(in terms of order of control actions) when performing
hazard analysis using STPA. The authors illustrated the
limitation of STPA in dealing with this issue through
the train braking scenario in CTCS-3. To capture such a
temporal relation between inadequate control actions leading
to hazards, the authors proposed a new logic called ‘‘Control

13https://assets.publishing.service.gov.uk/media/64f09d6ffdc5
d10010284934/R172019_191219_Cambrian_Coast_line.pdf
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TABLE 6. STPA-based hazard analysis & risk analysis in railways (Comparison).

Action Temporal Logic’’ to endow the STPA process (called
STPA-T). Application of STPA-T to analyze a CTCS-3
system illustrate increased accuracy and permit a more
detailed refinement of safety constraints. In [118], the
authors combined STPA with Colored Petri Nets formalism
(CPN), so-called formalSTPA, in order to add a formal
analysis layer to STPA. The approach is illustrated using
hazardous scenarios on CTCS-3 system. Using simulation
and dynamic verification, the authors aimed to identify unsafe
paths leading to unsafe states from the system reachability
graph. A similar work is presented in [119], where three-
layer CPN models are used in modeling the STPA control
structure. These models aim to depict the dynamic behaviors
of the CBTC system and the specific internal interactions of
the components. The approach allowed to efficiently iden-
tify technical deficiencies and organizational vulnerabilities
when applied to the process movement authority generation.
Also, the authors in [59], [120] proposed a STPA hazard
analysis based on formal modeling (BFM-STPA). BFM-
STPA exploits CPN to establish a formal sociotechnical
control structure, efficiently identify hazards and generate
a hazard log. This method is applied to CTCS-3 system,
with the scenario of Temporary Speed Restriction. According
to the authors, in comparison with HAZOP approach, the
hazard log generated by BFM-STPA covered not only the
subsystem failures, but also the deviation of interactions
among subsystems from design intent, human errors and
sociotechnical drawbacks related to the Temporary Speed
Restriction scenario.
During the design phase, the combination of STPA is

also possible with modeling activities, including simulation
and formal verification of systems models [137]. In a series
of research studies [69], [78], [124], the authors sought
to enhance the STPA process by providing specific and
concise descriptions of the various elements involved in
STPA process using UML (Unified Modeling Language).
At first, [124] used the UML diagrams to formally (and
graphically) describe the elements of STPA process. Namely,
use-case and class diagrams depict the control structure
and sequence diagrams illustrate unsafe control actions and
hazard scenarios. An improved version of the work was
proposed in [69] where, in addition to UML, FMEA was
used for specific analysis of each hazard causal factor.
Similarly, [135] extended UML multi-views to facilitate the
execution of STPA analysis. This approach is illustrated on a
train door software control system. Also, [125] used UML
modeling mechanisms to graphically depict STAMP/STPA

models and system specification requirements. Since existing
UML modeling mechanism cannot be directly applied to
STAMP/STPA models, the authors proposed a tailored UML
extension according to the characteristics of control structures
in STAMP/STPA. The approach is applied to a Chinese
high-speed railway train control system. Recently, [78] tried
to enhance the conventional STPA using techniques for
(i) describing the components of a system in hierarchical
detail, (ii) clearly defining the components’ behavior, and,
(iii) tracking the structured control process to clarify the
causes of hazards. The proposed approaches were applied to
safety analysis of a railroad crossing system.

As stated by [138], more effective accident and haz-
ard analysis outcomes can be obtained by combining
STAMP/STPA and formal verification methods [139].
Accordingly, a trend of application of formal methods
and tools can be noticed with STPA in railway. Refer-
ence [127] aimed to obtain more effective hazard analysis
by combining STPA approach (using STAMP Workbench
tool) and a formal verification one (model-checking using
UPPAAL tool [140]). The main idea relies on partially
automated analysis procedure in order to reduce the load on
analysts. As per the procedure, firstly model the hierarchical
control structure as timed automata using UPPAAL and
then perform the identification of unsafe control actions,
and determination of hazard causal factors as a violation
of timed temporal logic properties in the model-checking
process. The railroad crossing system was considered for
the study, with a focus on the fallen barrier trap hazardous
scenario. An improvement of STPA/UPPAAL approach was
latterly proposed in [128]. Concretely, the authors proposed
a method for deriving hazard transition sequences by using
SAT/SMT [141] solver in order to automate the model
checking process in UPPAAL. Similarly, [129] proposed
a statistical model-checking to prioritize the hazardous
scenarios identified by STPA. A procedure for systematically
transforming the STPA control structure model into a formal
model for using statistical model-checking tool, which
calculate the probability of hazardous scenarios, is proposed.
The approach is applied to a train gate control system.
Likewise, [126] proposed a method that combines STPA
and intent specification [142] to enhance the process of
safety requirement generation and verification. The approach
consists in using State flow toolbox to model the system,
verify the requirements correctness and completeness (as
a supplement step to STPA). The approach is illustrated
through an automatic train protection system. Finally,

99886 VOLUME 12, 2024



A. Tonk, A. Boussif: Application of STAMP in Railway Systems: A Review

TABLE 7. STPA-based hazard analysis & risk analysis in railways (Extension).

[123] presented safety analysis of advance train controls
system (ATCS)14 by integrating two systematic approaches,
STPA and FRAM. STPA is used to identify software safety
constraints, to prevent the identified hazards, while FRAM

14ATCS is an embedded train control system which encompasses the
following components: Train, Track, Sensors, and Controller.

is used to model the system based on the STPA control
structure. Additionally, a formal verification using NuSMV
model checker is used to examine whether the FRAM model
meets the safety constraints identified using STPA. The
application of the proposed methodology on ATCS showed
that STPA and FRAM can be combined to overcome their
limitations.
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Contrary to the previous works, where several approaches
are used to improve or to extend the STPA process, [131]
proposed to apply STPA as a hazard analysis method for
FRAM-modeled systems [12]. In this combined method
FRAM/STPA, hazard analysis is performed according to
main keywords used to identify causes in STPA process.
The authors hold the belief that FRAM/STPA has the
potential to uncover additional hazards in comparison to
conventional STPA. The approach is evaluated on a railroad
crossing and compared to a classic STPA study. In the same
spirit, [60] used the main principles of the STAMP/STPA
control structure to support the EAST15 framework in the
analysis of the level crossing safety management. Concretely,
a control network representation showing safety controls
and their interrelations (i.e., STPA’s control structure) was
developed for use with EAST’s existing task, social, and
information network representations. The authors concluded
that the extension STPA/EAST has enhanced the analytical
and explanatory power of the EAST framework, and that the
analysis presented has provided a rich understanding of the
level crossing system lifecycle and its safety management.
Also, the authors in [68] used STAMP/STPA model to
enhance the formal verification of complex system. The
authors proposed a conceptual verification framework to
verify the safety control systems where STAMP/STPA is
used to model the hierarchical control structure. Considering
while using STAMP/STPA model a complex control system
can be transformed into several interdependent simpler
control structures with closed-loops. Then, verification of a
global safety property can be decomposed into verifying the
compliance of simpler control structures of the safety control
system to their local properties. The approach is applied to a
CTCS-3 system.

In the context of safety assurance, the authors in [132]
discussed how STAMP/STPA can be combined with Goal
Structuring Notation (GSN) in order to provide safety
argument patterns for the safety assurance cases. This is done
in a generic way by representing the STPA steps as part of
the evidence and claim elements within GSN. The approach
is illustrated through a train door control system.

Finally, [133] used the hybrid dynamical theory to extend
STPA method. To do this, STPA control structure model
is transformed into the hierarchical hybrid model where
interactions and evolution of the systems included both
continuous and discrete states. The approach is illustrated
through a train door system that is modeled using Simulink/
State flow. Reference [134] proposed an approach for the run-
time monitoring of the system safety level based on STPA
analysis. The approach consists of a mathematical model
used to determine system safety level, where its dynamic
calculations are based on STAMP/STPA model. Taking into
account the operational mode of the system, and using the
real-time system data and the outputs of the STPA analysis,
the safety level is then calculated and updated in real time.

15EAST: Event Analysis of Systemic Teamwork [143].

The approach is illustrated through a case study of a train door
system.

Table 7 summarizes the research works related to extension
of STPA within the context of railway systems. The 3rd
column specifically delineates extensions pertaining to quali-
tative and/or quantitative analysis. With regard to quantitative
analysis, the techniques and tools employed to enhance
STPApredominantly encompass Bayesian networks, Colored
Petri nets, formal verification (including timed automata and
statistical model checking), FMEA, FRAM, and the EAST
framework.

Ultimately, wewould like to highlight the effort undertaken
by young researchers, especially those engaged in Ph.D. and
Master’s theses. Notably, a significant number of studies
have focused on the application of STAMP/STPA in railway
systems. For instance, [136] presented a framework for the
practical implementation and facilitation of the systems-
theoretic process analysis for railway. Reference [84] applied
STPA with the aim of including novel causal factors
identified by CAST, for designing the CBTC system.
Reference [130] attempted to combine STAMP and Goal
Structuring Notation for safety cases. Reference [121] dis-
cussed applying STAMP in rail project management, based
on lessons learned from past rail accidents. Finally, [122]
used STPA andBayesian networks in order to analyze railway
safety, with a focus on the train drivers tasks and their
common errors.

VI. DISCUSSION AND CONCLUSION
This study is the first review of the literature pertaining
to STAMP/STPA within the railway domain. It provides
an extensive bibliometric analysis and technical assessment
of STAMP and its associated techniques in railway safety
management. Throughout this review, a total of 118 relevant
works were initially identified, with 89 included for statistical
bibliographic analysis, and 72 manuscripts deeply reviewed
and discussed for scientific and technical analysis.

The review mainly focused on two railway safety topics:
applications of STAMP to accident modeling/analysis and
applications of STPA to hazard analysis and risk assessment.
As a general remark, a major part of the efforts have been
made on hazard analysis using STPA, while a few researchers
have focused on accident analysis using STAMP/CAST.

As regarding the accident analysis, the reviewed studies
have analyzed accidents mostly related to train collision
and/or derailment. It is recommended that parallel initiatives
should be taken up leveraging different approaches for the
analysis of diverse types of railway accidents. Consequently,
we found it unfair to draw definitive conclusions regarding
the efficacy of the STAMP approach in comparison to the
conventional methods employed to prepare these reports.
For comprehensive and meaningful assessments, conducting
parallel investigations employing diverse approaches is
crucial for a fair and relevant evaluation. Another noteworthy
aspect pertains to the predominant involvement of academic
researchers in the analyses, with minimal interaction from
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railway industry professionals and authorities. It is strongly
recommended that, for the widespread adoption and deploy-
ment of STAMP in the railway sector, researchers have to
work jointly with railway stake-holders (railway companies,
railway authorities, and investigation Bureaus) in the future
accident investigations.

In terms of safety and hazard analysis using STPA,
the study reveals that there are three categories namely
STPA applications, STPA comparison, and STPA extensions
studies. Among the works involving direct STPA application,
we note instances of analyzing a global railway system,
yet the majority of studies focus on applying STPA to
CCS systems, with limited attention to infrastructure and
rolling stock systems. This is appropriately justified by the
control process aspect of STAMP, inherently represented by
CCS systems. On the other hand, only a few studies have
compared STPA with other safety analysis methods, such as
HAZOP and (S)FMEA, whereas many studies have focused
on adapting and extending the STPA process to align with
the specific features of the railway domain. The substantial
number of studies within STPA extension category suggests
that there is a willingness among railway safety researchers
to adopt the method, yet, the approach is not fully tailored
to their specific needs and requires further adaptations.
While CAST and STPA handbooks provide guided steps for
conducting the analysis, the review emphasizes that these
steps have not been consistently followed. Further, each study
customizes the process steps to its specific context, making
the comparative studies a difficult task.

Additionally, it is important to note that STPA studies
clearly highlight the fact that STPA remains a high-
level (qualitative) hazard analysis method, in contrast to
the conventional quantitative approaches that are already
standardized in railway. Despite being recommended by
several safety standards, STPA has not yet been adopted
by railway safety standards. This may explain the limited
enthusiasm for hazard analyzes based on STPA conducted by
industrial companies. Obviously, when pursuing compliance,
it is preferable to consider recommended approaches rather
than taking the risk of adopting new ones.

As highlighted by several researchers, the lack of guidance
fromSTPA regarding the development of the control structure
coupled with its inability to quantitatively evaluate risks
associated with identified hazards make it both time-
consuming and less effective for railway engineers. STPA
predominantly operates as a qualitative technique and even
though some researchers have made efforts to remedy this
limitation through proposed extensions, the foundations of
STAMP model are not themselves established with a view
to address quantification. Thus, the pursuit of quantitative
safety assessments utilizing STAMP and its methodologies
remains an unresolved challenge, requiring further research
investigations. This is particularly significant given the
quantitative nature of the railway safety analysis process.

While summing up it is important to state that the adoption
of STAMP approach in the railway industry primarily

depends on a shared willingness among stakeholders to
collaborate on integrating the STAMP/CAST approach into
accident investigations and implementing the STPA approach
within the railway safety management process as part of
railway standards (e.g., [1]).
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