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ABSTRACT Implantable medical devices (IMDs) in medical sciences have provided a quantum leap in
network transformation. The communication network with IMDs typically has a wireless radio frequency
(RF) telemetry or wired connection. IMDs, being devices, havemore computing, communication capabilities
and decision-making. Furthermore, these devices are being used to improve patients’ quality of life by
medicating various chronic diseases. The captured data is stored in a medical server through a controller
node. Our work focuses on wireless communication, so sensitive patient data over a public channel might
be tampered with or eavesdropped by unauthorised access. Furthermore, the leakage of health data and
malfunctioning of IMDs are vital in constructing cryptographic protocols, particularly in the design of remote
user authentication. In this paper, we proposed a novel secure remote user authentication scheme using a
lightweight consortium blockchain for the communication network with IMDs.

INDEX TERMS Authentication, blockchain, key-establishment, controller node, implementable medical
device.

I. INTRODUCTION
In the past two years, blockchain technology has attracted
much interest. It can be understood that the blockchain
functions as a circular database of users. The users of this
database can process data about specific nodes connected
to the network. In the conventional data-sharing approach,
users maintain data through centralized permissions. This
process is decentralised by blockchain, which allows users
to trade with one another without the involvement of a third
party. This is the main advantage of the blockchain process.
For example, have User C represent a so-called third party,
such as a government or health regulator. ‘Traditionally,
when User A and User B execute a transaction, User C
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intervenes to validate both users’ identities. However, the
blockchain configuration does not require user C to be
involved. The blockchain environment has paved the way
for new possibilities for transactions. Blockchain technology
allows users to digitise, encode, and insert virtually any
information transaction in an immutable, distributed, and
secure manner.

IMDs are electronic devices implanted in the human
body for diagnostic, monitoring, and therapeutic purposes.
IMD continues to grow in popularity, with more than
25 million US citizens now relying on IMD for health-related
functions.IMD is still in its very early phases and still has
a lot of regulatory obstacles to overcome. IMD products
that support wireless charging are still in the lengthy trial
stage and will not be available to consumers. Therefore, one
of the major concerns for IMD design is to reduce power

99694

 2024 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ VOLUME 12, 2024

https://orcid.org/0000-0003-4800-4791
https://orcid.org/0000-0002-8729-4392
https://orcid.org/0000-0001-6289-1265
https://orcid.org/0000-0001-5913-1441


J. Kar et al.: LA-IMDCN: A Lightweight Authentication Scheme

consumption. Typically, IMD batteries should last 5-10 years.
This significantly limits the complexity of the safety mecha-
nism. For example, complex cryptographic calculations and
long-distance radio transmission are considered prohibited.

A medical device postmarket surveillance (PMS) system
now requires an infinitely greater data value to be analysed.
This is due to Health Authorities’ increasingly complex
regulatory and demanding requirements to better understand
the evaluation of the safety of medical devices. One of
the primary goals of the new regulations is to ensure the
timely, dependable, and efficient exchange of PMS data
in order to identify medical device safety issues and take
appropriate action. As regulatory agencies increase device
security reviews, there is an increasing need for a proactive
approach to the PMS process. This has motivated several
individuals in the safety assessment of medical devices
to look at potential remedies to problems brought on by
the evolving regulatory environment [6]. Furthermore, they
recognise the importance of addressing some of the process-
related bottlenecks. As in other areas of the medical device
industry, stakeholders are beginning to work on solutions
based on technologies like artificial intelligence (AI) that
may help modify the reactive system of PMS in use for
medical devices. Machine learning, automation of robotic
processes, the Internet of things, and blockchain are some of
the explored solutions in medical devices thus far.

The ability of IMDs to communicate and network
wirelessly is a key source of security issues. Adjacent
eavesdroppers can catch all transmitted packets due to the
openness of the wireless channels. This can disclose patient
privacy, such as the IMD’s existence and its model, and
other common wireless attacks, such as message forging,
tampering and responding. Furthermore, suppose the IMD
allows remote access to the hospital or doctor. In that case,
cyber assaults on the hospital’s network/server might lead to
patient data or credentials theft. It is, therefore, extremely
desirable to develop a straightforward but effective access
control method for IMDs.

Any cryptographic system faces challenges in terms of
effective and secure key management [4]. If an attacker
discovers the keys using any method, such as brute force,
side-channel attacks, physical access to the system, weak
encryption, replay attacks, and so on, the intruder has
complete control over the targeted system [2]. Therefore,
key management is one of the most crucial components of
the cryptographic system. The security of the infrastructure
depends on the security of the keys that control it. Blockchain
infrastructure uses PKI to validate IoT devices; in this
scenario, the security of IMDs and the infrastructure depends
on the reliability of third parties.

II. RELATED WORKS
In recent years, many researchers have been working on
realistic authentication solutions for IoT devices like IMDs.
The primitives of existing IoT authentication systems can
be used to classify them. To solve performance and security

challenges, including key management and storage costs
in the smart grid context, Wang et al. [13] developed
an anonymous recording and gateway-based authentication
system. The signals provided by smart meters are authen-
ticated and aggregated using homomorphic encryption and
HMAC, which significantly reduces the amount of data
transferred in this approach. Edge computing IoT network
security vulnerabilities have been well investigated in [14],
highlighting the integration’s security and privacy threats.
As already mentioned, edge computing-based IoT applica-
tions require efficient authentication schemes. Halperin et al.
[3] presented the vulnerabilities of commercial implantable
cardioverter-defibrillators (ICD). Equipped with oscillo-
scopes and software radios, they could reverse engineer
the ICD’s communication protocol and obtain personal
information about the patient and the ICD. Heterogeneous
cryptosystems (symmetric and non-symmetric) are used to
provide various levels of security. Their protocol consists of
two stages: global authentication and local authentication.
It did not provide anonymity property. Because of its decen-
tralized, stable, secure, and immutable nature, Mingxiao et al.
[8] surveyed the usefulness of blockchain. It was discovered
that the consensus algorithm was crucial to the success
of the project blockchain. They went through a unique
consensus algorithm’s fundamentals, characteristics, perfor-
mance analysis, and application scenarios. Zhang et al. [15]
Studied smart grid concerns such as secured communication,
dependable mutual authentication and privacy credentials,
key management and centred on key management among
smart metres. They introduced a consortium blockchain-
based decentralized keyless signature technique that is
computationally cheap, time efficient, scalable, reliable,
and efficient. Pal et al. [10] discussed the importance of
key management and the need for Blockchain technology
to eliminate the need for third-party providers to validate
transactions over the network. This article covers an overview
of blockchain, examining existing Blockchain PKI and key
management for Blockchain wallets.

A. NETWORK ARCHITECTURE AND COMPONENTS
The IMD communication network model consists of
three components, namely Controller Node (CN), users
(e.g. Doctors, Nurses, Healthcare providers, etc.) (U) and
blockchain (BC). The communication network is depicted in
figure 1.

• CN: It works as a registration authority or trusted
medical server, which plays the role of enrolling
system setup and registration of all users and healthcare
providers. The server all the data from all IMDs using
wireless communications such as Bluetooth, ZigBee,
etc. It’s assumed that the servers are honest and
curious and have high processing power and storage
capacity. Additionally, it distributes the key materials
and deploys blockchain to keep records of the users
and control the node’s key materials through smart
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TABLE 1. Notations.

contracts for identification verification, key updates, and
revocation.

• U: User U may be a doctor or healthcare provider
who, after successful authentication, wants to access
information kept in the CN.

• BC: The role of BC is that all public key materials
should be recorded in the smart contract. Our proposed
scheme stores the record of key issuing, updating of key
materials and revocation in trusted ways.

B. DEPLOYMENT OF SMART CONTRACT
The public key’s information is managed by deploying smart
contracts. The system functions used in the smart contract
system initialization are the authentication of users, creation
of a new user in the ledger and revocation of access.
It also manages access rights administration by introducing
a simplified device removal process through smart contracts,
reducing administrative overhead and enhancing system
usability.

C. TECHNICAL ADVANTAGE
The main advantages of deploying our smart contract in the
proposed scheme LA-IMDCS are as follows

1) Granular Access Control: By matching the public key
of the requester with the initially assigned public key
stored on the blockchain, the smart contract ensures
granular access control. Only users with the correct
public key can update or modify IMD.

2) Limited Time Access: The contract introduces a time-
bound access mechanism wherein users are granted
access for a limited time period. This temporal
restriction adds an additional layer of security by
reducing the window of vulnerability for unauthorized
access.

3) Efficient Device Removal: Removing a device or user
from the blockchain node is streamlined through the
use of the delete function. If the user’s public key
matches the initially assigned public key, the deletion
process can be completed swiftly, ensuring efficient
access rights management.

4) Improved Security: Public key authentication provides
heightened security in contrast to conventional access
control methods. Using cryptographic methods, the
system effectively minimizes the potential for unautho-
rized access, manipulation, or data integrity breaches.

III. PROPOSED PROTOCOL
The protocol comprises four phases: (i) System initialization,
(ii) Registration, (iii) Authentication and (iv) Update and
revocation.

A. SYSTEM INITIALIZATION
This phase is carried out by the CN gateway, which
is assumed to be a trusted third-party authority (TA).
Additionally, It is expected to carry out offline tasks. This
includes (1) assigning a unique identity to all users, (2)
security parameters, and tracing log records, among other
things. The set-up process is performed by the CN-gateway
by choosing an elliptic curve E defined over a prime field
Fp, which is given by E(Fp). In addition, it chooses a point
P ∈ E(Fp) with order n. The CN gateway performs the
following computations.

1) Sets additive cyclic groups G1 with generator P and
a multiplicative group G2. Both the groups are of the
same prime order q.

2) Chooses two cryptographic hash functions H1 :

{0, 1}∗ → Z∗
q, H2 : {0, 1}∗ × G1 → Z∗

q.
3) Picks a number s at random, which is considered as

the master secret key, and computes master public key
Ppub = sP.

Finally, CN-gateway publishes
param = {G1,G2, ê, q,Ppub,H ,H1,H2} and keeps secret
the master secret key s.

B. REGISTRATION
It invokes the algorithm 1 The registration phase is the CN
and the user U in an interactive manner. Assume that the
communication channel is secure and private.
1) CN generates a unique identities {IDi : i = 1, 2 . . . n

for each user Ui participating in the protocol and
computesQi = H (IDi). This phase is performed for the
registration of all the users including patients, doctors
and healthcare providers. The process is carried out by
the CN. It uses IDi and performs the following steps
a) Qi = H (IDi), user’s public key pki = (Qi + s)P

and private key ski =
1

Qi+s
· P. These key pairs

(pki, ski) is computed for ith user.
b) ψi = H1(IDi∥s∥ski).

The function struct IMD is created for managing
the public key and invokes the initialization i.e.
algorithm 1. Upload the parameters pki, ψ , Qi and Ti
to the smart contract.

2) Then invokes the algorithm 5 i.e. updateIMDT
(oldpki, pki,Qi, ψi,T1) checks whether the user has
previously registered, if the user is already registered,
then re-validates the key materials (pki,Qi, ψi,T1)
stored in the struct IMD and updates the struct
IMD if a new user is registered.

3) Prior to the authentication, the algorithm 2 i.e.
queryIMDT(pki) is invoked by the CN to retrieve the
parameters pki, ψi, Qi and Ti; for the user Ui.
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FIGURE 1. Network model.

Algorithm 1 LA_IMDCN System Initialization
begin

contract LA_IMDCN {
address owner;
struct IMD{

byte32 ψ ;
uint256 pki;
uint256 Q;
DataTime T1;

}
IMD[] public IMDT;
constructor LA_IMDCN() {

owner = msg.sender ;
len = 0;
Return 1;

}
end

Algorithm 2 LA_IMDCN Query
begin

function queryIMDT (pki){
if Exist (IMD[i].pki == pki) then

Return IMD;
end if
else

Return 0;
end

C. AUTHENTICATION
The authentication process is initiated by any arbitrary user,
say Ui. It performs the following actions:

1) It Chooses γi ∈ Z∗
q at arbitarily and calculates Vi =

γiP.

2) Computes Wi = skiγi and β = H2(IDi∥Vi∥Wi∥T1).
Where T1 is the current time stamp while transmitting
the parameters.

3) Computes Eψi (IDi,T1) = C .
4) Computes α1 = MACβ [IDi,T1,Vi, ψi].

and obtains the parameters {C,Wi, α1,T1}. Ui sends the
parameters {C,Wi, α1,T1} to CN by using the standard TLS
or SSL protocol.

On receiving {Wi, α1,T1}, CN checks the validity of T1 and
compares with the current time stamp T2. If T2 − T1 = 1T

For authentication at CN, on receiving the parameters from
userUi; queryIMDT(pki) is invoked for validating the user’s
identity. If the function returns ‘‘0’’, then the user is invalid.
Otherwise, returns struct IMD validating the parameters
(pki,Qi, ψi,T1) and then executing the algorithm 3.

Algorithm 3
1: begin
2: Dψi (C) = (IDi,T1)
3: Qi = H (IDi)
4: ski =

1
s+Qi

· P.
5: ψ∗

i = H1(IDi∥s∥ski).
6: if T ∗

1 = T1, ψ∗
i = ψi then

7: V ′
i = (s+ Q′

i) ·Wi.
8: end if
9: β ′

= H2(IDi∥V ′
i ∥Wi∥T1)

10: α′

1 = MACβ ′ [IDi,T ∗

1 ,V
′
i , ψi]

11: if α′

1 = α1 then
12: Chooses x ∈ Z∗

q at random, R = xP.
13: S = xψi · Vi.
14: α2 = MACβ ′ [Vi,T2,R, S].
15: k = H3(IDi∥ψi∥Vi∥R∥S).
16: end if
17: Return : {R, S, α2,T2}
18: end
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Finally CN sends {R, S, α2,T2} to the userUi. On receiving
it, the user Ui check the validity of T2 by verifying T3 −T2 ≤

1T . Then, it executes the algorithm 4.

Algorithm 4
1: begin
2: S∗

= γiψi · R.
3: α′

2 = MACβ [Vi,T ∗

2 ,R, S
∗]

4: if α′

2 = α2 then
5: k = H3(IDi∥ψi∥Vi∥R∥S).
6: end if
7: end

D. REVOCATION AND UPDATE
• Update: Once the initialisation and registration is
completed and the parameters are generated, then the
updateIMDT(oldpki, pki,Qi, ψi,T1) is called by the
CN for access control before the authentication phase.
The function checks the address of the contract’s owner
by equating its address with the user’s address initiating
the transaction; if the user’s public key already exists
in the blockchain, the given parameters are updated in
the structure. If the public key is not present in the
blockchain, a new tuple for the parameter is created in
the IMD struct.

• Revoke - Revocation works in two cases: (1) If CN
discovers suspicious behaviour. (2) If the user wants to
leave the system, CN invokes the revokeIMDT(PK)
which will revoke the user’s access to the public key,
deletes the entry (pki,Q, ψ,T1) and CN will restrict the
communication of user from authentication phase.

Algorithm 5 Update LA_IMDCN
begin

function0 updateIMDT(oldpki, pki,Q, ψ,T1){
if owner != msg.sender then Return 0;
end if
else

if Exist(IMD[i].pki = oldpki) then
IMD[i].pki = pki;
IMD[i].Q = Q;
IMD[i].ψ = ψ ;
IMD[i].T1 = T1;
Return 1;

end if
else

len+ +

IMD[len].pki = pki;
IMD[len].Q = Q;
IMD[len].ψ = ψ ;
IMD[len].T1 = T1;
Return 1;

end

Algorithm 6 Revoke LA_IMDCN
begin

function revokeIMDT (pki)
if owner != msg.sender then Return 0;
end if
else

if Exist(IMD[i].pki == pki) then
Release(IMD[i]);
for i = 0 to len do

IMD[i] = IMD[i+ 1];
end for
Len− −;
Return 1;

end if
else

Return 0;
end

IV. PERFORMANCE EVALUATION
The section that follows assesses the performance of
the proposed scheme. The execution was carried out on the
Ethereum test network. This computes the gas cost for the
operations performed in the smart contract. Computational
cost regarding computation time and communication over-
head is evaluated in relation to the cryptographic operations
performed at each step of the above-proposed scheme. In the
following section, we also contrast the cost with such relevant
protocols and schemes.

A. IMPLEMENTATION ON ETHEREUM
In order to simulate the Ethereum blockchain, Remix is more
efficient because it uses open-source solidity. Additionally
Remix also supports testing, debugging and deploying of
smart contracts and much more. The implementation details
are as follows:

1) We have set up two accounts that represent Controller
node CN and the user U for the test. Solidity Compiler,
version 0.8.7+commit.e28d00a7, is used for our simu-
lation. The address of the deployed smart contract is 0×
6f0D54d283a7a2413Bb849d64D16Db16D5f81209.
The hash of the transaction is given by
0xa4cf158799b4aee8f34e3cea5d1a7e31653fd5879559806fcb8412df2538

2194.
The figure: 2 demonstrates the use of smart contracts
by Remix. This accomplishes every goal the algorithm
set out to accomplish 1. Algorithms 5 and 2 include
functions for updating, querying, and revoking. We can
see from the results that the implementation of smart
contracts has the highest cost, coming in at about USD
15.11065. In the system, the deployment process is
only performed once. Update, inquiry, and revocation
expenses are around USD 10.0469, 9.9983, and
8.8054, respectively, but other activities could be called
frequently. In other words, one implantable medical
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FIGURE 2. Deployment of smart contract.

FIGURE 3. Update function.

device spends roughly USD 10.0469 to authenticate
with the Controller Node.

2) The update transaction for each device is called only
once for new users or if the information for any
implantable medical device is updated during that
time. The Query transaction is carried out every time
the CN establish the connection with the device,
which includes the accompanying transaction cost. The
Revoke transaction is carried out once for each device
when the access is revoked.

(1 ether = 1, 606.83 USD ) The simulation of the Ethereum
blockchain on the proposed network architecture 1 is illus-
trated in this section.We have set up a server for the controller

FIGURE 4. Query function.

TABLE 2. Gas cost of smart contract.

node. Assume that it has high computational capability.
The communication is established between the user, which
might be through a web browser or any mobile device. The
authentication procedure is started by the user and performs
the operations briefed in section III-C. A single desktop
computer with a processor of Intel Core i5 7600 clocked at
3.5 GHz and 16GB RAM serves as the server. It runs on
the Ubuntu 16.04 LTS operating system. In our experiment,
the mobile device is the user which interacts with the
controller device CD. The configuration of the mobile device
is Samsung Galaxy S5 with Quad-core 2.45G processor,
2G bytes memory and Google Android 4.4.2 operating
system. We use the Pairing-based Cryptosystems Library
6 and libgmp via the gmpy2 Python Module 7 in the
implementation. In order to evaluate the communication
overhead and computational time, we choose the additive
cyclic group G1 with generator P of order as the prime q
defined on the elliptic curve E : y2 = x3 + x mod p. The
bilinear pairing is defined as ê : G1 ×G1 → G2, where G1 is
a cyclic additive group generated by the element Pwhich lies
on the underline elliptic curve E . The two primes p and q that
we have chosen are of size 256 and 160 bits, respectively.
The group element in G1 and G2 are 512 bits. We assume
that the sizes of the private and public keys are 512 bits and
256 bits, respectively. A generic hash function is supposed
to have a length of 160 bits, whereas an identity, timestamp,
random number, and random number are each assumed to
have lengths of 32 bits [5].

B. COMPUTATIONAL COST
The computation cost in the authentication process indicates
the processing delays at various user ends and the controller
node as a result of various cryptographic activities. The
communication overhead is measured based on the duration
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TABLE 3. Execution time.

of the messages sent between the user and controller node.
It should be noted that since we do not account for
transmission and communication delays, it is possible to omit
the execution time incurred during the process of calling
the smart contract’s query function and obtaining transaction
data from the blockchain. We list the most time-consuming
activities carried out in existing authentication schemes that
are important and compare them to the suggested technique
since the computational overhead caused by various cryp-
tographic operations has an immediate influence on system
performance. While comparing the cost, the evaluation is
done on the server, and the device side of similar types of
authentication schemes proposed byWang et al. [12], Ni et al.
[9], Kumari et al. [7] and Shen et al. [11].

We counted bilinear pairing, elliptic curve scalar multi-
plication, hashing/MAC, exponentiation, and AES-128 bit
encryption and decryption among the cryptographic pro-
cesses. consider the time of execution of these cryptographic
operations performed in the proposed schemes are denoted by
as Tsm, Tbp, Th, Texp and Ten respectively. The computational
time for the operations, including integer addition and
multiplication, has not been considered in our experimental
analysis as these are low-cost operations. Table 3 shows how
long each of the aforementioned processes took to complete.

We take into account the group size, the length of an
identity, a hash,a random number, and a timestamp, which are
indicated as |ID|, |G|, |R|, |H |, and |T |, respectively, in order
to calculate the communication overhead.

C. EXPERIMENTAL SET-UP
In the experiment, the desktop and mobile devices perform
each operation 1200 times to determine the final average
execution time. We analyse the transmission costs of
several pertinent authentication techniques using the exper-
iment’s findings, including Wang et al. [12], Ni et al. [9],
Kumari et al. [7] and Shen et al. [11] and the results shows
that the LA-IMDCN scheme has low-cost. The comparison
is illustrated in 4.

V. SECURITY ANALYSIS
To demonstrate the robustness of the proposed blockchain-
based lightweight authentication scheme LA-IMDCN,
we adopted the security and adversary model [1] with
provable security. The following subsection briefs the model
where the adversary A communicates with the users
IMD− CN k , the k th instance of the entity user U and the CN
gateway. The user may be a doctor, healthcare provider, etc.,
and CN is the controller node that serves as a storage device
or cloud storage summarized in the network model 1. The

FIGURE 5. Computational time(ms).

FIGURE 6. Communication overhead (bits).

following subsection discusses the adversary and security
model.

A. ADVERSARY AND SECURITY MODEL
The model is simulated as a game between the challenger
C and the adversary A . A submits the queries in adaptive
manner to C . C answers these queries. These are performed
by the following functions.

• Setup: C sends the system parameters for A as a
response to the submitted queries.

• C chooses hi randomly, where H (xi) = hi. Add {xi, hi}
in the list LH and sends hi to A as answer to this query.

• Send(IMD − CN k , sk ): C answers according to the
rules of the proposed LA-IMDCN on receiving of sk
which is sent by A .

• Corrupt(U ): When the following query is submitted
by using the identity IDi of the userUi, C responds with
the private key ski of the user Ui to A .
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TABLE 4. Computation cost and communication overhead.

• Reveal(P j): The session key is obtained using this
query. A computes the session key for the instance
IMD − CN k of an user U and another instance IMD −

CN l of CN gateway during the jth execution of the
protocol P .

• Test(IMD − CN k ): C flips a coin c and responds the
queries asking the session key by A .

We adopt the security model used to prove the proposed
protocol’s security. The adversary A communicates with
CN-gateway. Let CN k denotes the k th instances of CN.
A submits several queries to the challenger C and C
responses and send the answers accordingly to A . The ways
of communication, both the answer and queries, are briefed
in subsection V-A.
Guess: The challenger C toss a coin and obtain α. In order

to breach the security of LA-IMDCN, A attempts to assume
the value α′ and win the game if the guessed value δ′ = δ.Let
E1 represent the event where A guesses the correct value δ
So the advantage of A is defined as

Adv(A ) = |2Pr[E1] − 1|

where Pr[δ′ = δ] denote the probability that α′
= α.

Definition 1: The Proposed protocol LA-IMDCN is
secured if Adv(A ) is negligible.
Theorem 1: The Proposed protocolLA-IMDCN preserves

mutual authentication.
Proof: The adversary A executes Send(U ,m1) and

in case the challenger C is able to obtain ψ∗
= ψ and

α1′
= α, them m1 is legitimate, where m1 = {Wi, α1,T1}.

C checks the session and the validity of m1 by using the
private keys s and ski =

1
Qi+s

of CN and U respectively.
C searches the list LH obtains a record with probability 1

qh
and another record for ml with probability 1

qm
. Hence A can

produce a forge message m1. The probability of the event E2
for A to forge message m1 is Pr[E2] =

1
qhqm

. Similarly

A attempts to forge m2 by executing Send(CN ,m2), where
m2 = (R, S, α2,T2). Here if C successfully able to verify
α2 = MACβ ′ [Vi,T ∗

2 ,R, S
∗]. Then C obtains a records from

the list Lm with probability 1
qm
. In case, if it returns two

legitimate messages {R, S, α2,T2} and {R̄, S̄, ᾱ2, T̄2}, then C
computes (γi − γ̄i) · P and probability of the occurring of

the event E3 =
1

p·qhq2m
. Hence it concludes that Adv(A ) is

negligible. □
Theorem 2: The Proposed protocol LA-IMDCN is seman-

tically secure if the Elliptic Curve Discrete Logarithm
Problem (ECDLP) is hard. authentication.

Proof: The C has negligible advantage δ on execution
of tt Test query for computing the correct session key k =

H3(IDi∥ψi∥Vi∥R∥S). Let Ek denote the correctly computes
the session key k . During the execution of the Test query,
A guesses the outcomes of δ with probability ≥

1
2 . Therefore

Pr[Ek ] ≥
ϵ

2
. (1)

Let ECNTest and E
U
Test denote the event that CN and U are queried

by Test respectively. Hence we get ϵ2 ≤ Pr[Ek ] = Pr[Ek ∧

EUTest] + Pr[Ek ∧ ECNTest ∧ E2] + Pr[Ek ∧ ECNTest ∧ ¬E2.

Pr[Ek ∧ ECNTest ∧ E2]+Pr[Ek ∧ ECNTest ∧ ¬E2 ≤
ϵ

2
− Pr[E2]

(2)

Since Pr[ECNTest∧ ̸= E2 = EUTest, therefore

Pr[k = H3(IDi∥ψi∥Vi∥R∥S)] ≥
ϵ

4
− Pr[E2]/2 □

B. RESILIENCE AGAINST OTHER ATTACKS
1) User(U) Impersonate Attack: The adversary A may

try to impersonate itself as valid user U by forging
the initial message m1.When impersonating, A tries to
produce a fake but valid message m1 = {Wi, α1,T1}
on behalf of U. For thisA chooses a random number γi
and can evaluate Vi = γi ·P but computingWi = skiγi.
The adversary needs the private key of U. Furthermore,
by theorem 1, A cannot form a valid message m1
that can fufill both ψ∗

i = H1(IDi∥s∥ski) and
α′

1 = MACβ ′ [IDi,T ∗

1 ,V
′
i , ψi] without the possession

of private key ski and the secret token ψi of U with
non-negligible advantage. Hence, the proposed LA-
IMDCN is resilient against impersonate attacks.

2) CN-gateway Impersonate Attack: The adversary A
may try to impersonate CN-gateway. For this A tries
to form the reply message m2 = {R, S, α2T2} by
forming a new time stamp T2 and sending to U the
forged but valid message m2. But this message m2 is
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formed by A much pass α2 = MACβ ′ [Vi,T2,R, S].
As by theorem 2, it has been proven that A cannot
construct a valid message m2 without having access to
master secret key s. A possesses negligible advantage
to perform these operations. Hence A cannot imper-
sonate on behalf of a CN-gateway.

3) Key Compromise Impersonation Attack According
to the proposed LA-IMDCN scheme, A can get the
private key of U and pose as the non-compromised
CN-gateway on its behalf.. A possess the private
key and the related parameters {ψi,Qi, ski, IDi} of U.
A waits for IDi to make login requests, and once
made, it disables the request. A examines the login
information {C,Wi, α1,T1}. A may form the response
message m2 = (R, S, α2,T2) by generating fresh time
stamp T2 sending the forged but genuine message m2
to U. For this A must construct m2 which must pass
α2 = MACβ ′ [Vi,T2,R, S]. Furthermore decryption of
C and computation of Vi = (s+Qi) ·Wi, the adversary
must need the master secret key s. By theorem 2, A
cannot construct a valid m2 without possessing the
secret key s. Similarly, A not able to compute the
pair (α2, S) by possessing the secret key s and other
related parameters {ψi,Qi, ski, IDi} of U. HenceA has
negligible advantage to construct a verifiable message
m2 without possessing the CN-gateway’s private key
s. Thus, the proposed scheme LA-IMDCN is resilient
against key compromise impersonation attacks.

4) Man-in-the-Middle Attack : A can mount man-
in-the-middle attack (MIMA), and for this A can
wait the user U’s login. A captures these parameters
{C,Wi,α1,T1} from the communication channel and
tries to send the forged message {C̄, W̄i, ᾱ1, T̄1} to the
CN-gateway. Similarly A captures the reply message
{R, S, α2,T2} and try to send the forged message
{R̄, S̄, ᾱ2, T̄2}. According to the theorem 1 cannot
capture both forged request and forged reply messages.
Thus, the proposed scheme LA-IMDCN is resilient
against MIMA attacks.

5) Reply Attack In the proposed scheme, the request
message {C,Wi, α1,T1} contains time-stamp T1 and
the cipher of C = Eψi (IDi,T1). If an attacker replies
to an old message or sends the altered message by
replacing T1, then it would be checked through the
assigned time-stamp at the recipient end. Hence, it is
resistant to reply attacks.

6) Perfect Forward Secrecy The session key k =

H3(IDi∥ψi∥Vi∥R∥S) is constructed by using both the
secret session parameters Vi, S and long term secret
ψi. It is computationally infeasible if the long-term
and session parameters are exposed to the adversary.
Therefore, the proposed LA-IMDCN scheme ensures
perfect forward secrecy.

7) Known Session Key In LA-IMDCN, the session keys
are independent of each other. Additionally, the con-
struction of session key k uses the random number and

one-way cryptographic hash function. If we assume
one session key, say k1 = H3(ID1

i ∥ψ
1
i ∥V

1
i ∥R1∥S1) is

is computed by U, it will not affect the other session
key k2 = H3(ID2

i ∥ψ
2
i ∥V

2
i ∥R2∥S2).

8) Stolen verifier attack: The verification data (C,Wi,

α1,T1) is computed as α′

1 = MACβ ′ [IDi,T ∗

1 ,V
′
i , ψi],

where β ′
= H2(IDi∥V ′

i ∥Wi∥T1), Wi = skiγi and
Eψi (IDi,T1). So it is not possible for the adversary
to generate the communication data using the stolen
data and sends them to the server CN. He would not
succeeds, to impersonate a legal user from the next
authentication session

VI. CONCLUSION
The paper presents a novel approach to access control using
blockchain network through smart contracts by offering
granular control and time-bound access for improved security
in managing Internet of Medical Devices (IMD). It provides
access rights administration by introducing a simplified
device removal process through smart contracts, reducing
administrative overhead and enhancing system usability.
This enhances security, minimizing unauthorized access
and data integrity risks in IMD and other sensitive data
management scenarios. The proposed scheme LA-IMDCN is
resilient against other attacks, including impersonate attacks,
man-in-the-middle attacks, and reply attacks and ensures
perfect forward secrecy. The communication overhead and
computation time have been compared with the schemes
proposed by Wang et al. [12], Ni et al. [9], Kumari et al. [7]
and Shen et al. [11]. Additionally LA-IMDCN is designed to
be compatible, works on any blockchain network that support
both transaction and smart contract. The smart contract
provides an efficient key update and revocation by reducing
computation cost.
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