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ABSTRACT The Know Your Customer (KYC) process is a fundamental prerequisite for any financial
institution’s compliance with the regulatory framework. Blockchain technology has emerged as a
revolutionary solution to enhance the effectiveness of the KYC procedure. It ensures that the KYC process
is transparent, secure, and immutable, thereby offering a robust solution to combat fraudulent activities. The
potential of blockchain technology in revolutionizing the KYC process has been acknowledged globally.
Blockchain technology provides a decentralized platform for storing customer data, enabling financial
institutions to access the information seamlessly. Using ethereum blockchain technology in KYC procedures
can enhance the efficiency of financial institutions, significantly reducing the time and cost associated
with the process. This work aims to provide a viable and sustainable solution to the challenges that
banks experience in implementing KYC procedures and onboarding new customers. The proposed solution
involves the central bank maintaining a comprehensive register of all registered banks while closely
monitoring their adherence to the existing regulations governing KYC and customer acquisition.

INDEX TERMS Blockchain, decentralized, ethereum, immutable, KYC, secure.

I. INTRODUCTION
The central banks and other governmental financial institu-
tions face significant challenges in effectively trackingmoney
laundering activities, particularly those that are linked to
terrorism and other criminal activities. Money laundering
(ML) has become a global issue, and it is estimated
that approximately $2 trillion is laundered each year [1].
The failure to tackle this issue poses a serious threat to
national security. It can harm the economy and undermine
the financial system’s integrity. The methods used by
money launderers have become increasingly sophisticated,
making it difficult for regulators and financial institutions
to detect them. Criminals often use complex financial
structures andmultiple transactions to conceal their activities.
Moreover, money laundering is often linked to other criminal
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activities, such as drug trafficking, human trafficking, and
corruption [2].

Given the complexities involved in detecting and pre-
venting money laundering, it is imperative that regulators
and financial institutions collaborate closely to implement
effective measures to combat this issue. Such measures may
include increased transparency and reporting requirements,
enhanced due diligence procedures, and improved informa-
tion sharing. Financial institutions must also ensure that their
staff are adequately trained to identify and report suspicious
activity. Failure to tackle the issue of money laundering
could result in significant reputational and financial damage
to businesses and countries alike. Hence, it is vital that all
stakeholders work together to combat this global menace and
safeguard the integrity of the global financial system [3],
[4]. The International Monetary Fund (IMF) recommends
allocating resources in a targeted manner to prevent money
laundering and terrorist financing effectively. To achieve this,
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FIGURE 1. IMF support for risk assessment in detecting money
laundering and terrorist financing.

focusing on areas where resources will be most impactful is
essential. Figure 1 provides a visual representation of such
areas. By prioritizing these areas, organizations can ensure
that their resources are used effectively and efficiently to
combat financial crimes [5]. This necessitates a thorough
analysis and understanding of the risks associated with
ML and terrorist financing (TF) in the country. This
analysis should consider a wide range of factors, such
as the types of financial services and products available,
the vulnerabilities of different sectors and industries to
ML/TF, and the prevalence of different ML/TF methods
and techniques. Armed with this information, authorities
can devise and implement targeted measures to address
these risks, such as enhanced due diligence requirements,
increased monitoring and reporting obligations, and stricter
enforcement measures. A risk-based approach focusing on
the most significant threats is crucial for effective ML/TF
prevention. To safeguard the financial system’s integrity and
prevent its exploitation for illicit purposes, countries must
also stay ahead of the evolving tactics and techniques of those
who engage in ML/TF. This requires ongoing analysis and
adjustment of strategies to address new threats.

FIGURE 2. The factors behind banks refusal of commercial financing
proposals.

As shown in figure 2 when submitting a commercial
financing proposal to a bank, it’s essential to understand
the factors that may lead to rejection. One of the primary
reasons for rejection is the bank’s concerns regarding KYC
regulations. Therefore, providing all necessary documents
and fulfilling the KYC requirements can increase the chances
of approval. Another factor that may lead to rejection is
no sufficient funds (NSF). In such cases, presenting a well-
thought-out financial plan to demonstrate how the funds
will be utilized can help increase the chances of approval.

Additionally, inappropriate land-based funds (LBF) and low
net monthly income (NMI) can also lead to rejection. Another
common reason for rejection is inadequate credit history.
Banks may also decline financing proposals if the business
has weak cash flow or profitability, suggesting it may struggle
to meet its financial obligations. A risky business model or a
subpar business plan can also contribute to a proposal being
rejected [6], [7].

In addition to these factors, banks may also consider
external elements such as economic conditions or industry
trends before approving or rejecting financing proposals.
For instance, if the economy is experiencing a downturn,
banks may be more cautious about extending credit to
businesses. Similarly, they may be less likely to approve
financing for businesses operating in sectors that are expe-
riencing a decline. However, businesses can take several
measures to improve their chances of securing financing
from banks. By building a strong credit history, businesses
can demonstrate their financial stability and credibility to
banks. Optimizing cash flow and developing a sound business
plan can also help businesses present themselves as viable
and attractive candidates for financing [8], [9]. Furthermore,
businesses must stay informed about economic conditions
and industry trends, allowing them to tailor their financing
proposals to align with market realities. By addressing
these factors proactively, businesses can overcome obstacles,
increase their chances of securing bank financing, and
ultimately achieve their financial objectives.

As shown in figure 3, traditional KYC is a process that
necessitates a face-to-face interaction to verify a customer’s
identity. As part of this process, customers provide physical
identification documents, such as ID cards or passports, to a
financial institution for verification purposes. The primary
objective of ‘‘Traditional KYC’’ is to ensure that the customer
is who they claim to be and to prevent identity theft or fraud.
The traditional KYC process, used to verify the identity of
clients, has encountered significant challenges regarding the
establishment of mechanisms that prioritize privacy when
sharing KYC data. Additionally, there is a notable absence of
universally accepted security standards within this process.
During the process, the customer’s physical documents
are thoroughly examined and evaluated to ensure that the
information provided is accurate [10]. Financial institutions
use their internal databases to check the information provided
by customers to prevent fraudulent activities. Compliance
with financial regulations and laws is essential for every
financial institution, and the traditional KYC process is an
integral part of ensuring that such compliance is achieved.
By following this process, financial institutions build trust
with their customers and provide a secure and reliable
service. Traditional KYC verifies your identity with physical
documents like IDs or passports at a bank [11], [12].

However, the traditional KYC process in banking is not
without limitations. Some of the drawbacks include the
high cost of implementation, the time-consuming nature of
the process, and the potential for errors and inaccuracies
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due to manual data entry. Additionally, the requirement
for customers to physically visit a bank branch or submit
paper-based documents for verification can be inconvenient
and burdensome [13]. These limitations can result in a
less-than-ideal customer experience, ultimately affecting
customer retention and satisfaction. Therefore, it is important
to address these limitations and adopt more efficient and
effective KYC processes that leverage technology such as
blockchain, artificial intelligence, and biometric authentica-
tion [14]. These technologies can help streamline the process,
reduce costs, and improve accuracy while providing a more
convenient and secure experience for customers [15], [16].

FIGURE 3. Traditional KYC the process that necessitates a face-to-face
interaction to verify a customer’s identity.

A. STRUCTURE OF THE WORK
This paper will present a comprehensive and detailed analysis
of the chosen topic. The introduction will give readers a
complete comprehension of the subject area. Additionally,
the following sections will aid in making understanding
easier. Section I explores the various factors affecting the
KYC process and proposes using blockchain technology
to enhance the traditional process. Section II provides an
extensive review of the existing literature on the KYC
process, aiming to offer a thorough understanding of the
research conducted in this field. By delving into Section III,
we can gain a deeper understanding of how the proposed
system will be brought to life, inspiring us to take the
necessary steps toward making it a reality. Section IV of
the report discusses the testing and validation process of
the proposed system on the ethereum blockchain. Section V
discusses the conclusions drawn from the research and
potential future work.

II. RELATED WORKS
In work paper [17], Kapsoulis et al. have developed an
innovative KYC document validation scheme based on IPFS
and blockchain technology. The system requires consumers
to provide their identity details to the lender, and their
information is then encrypted and secured using gpg4win
encryption software. However, it is worth noting that the

article fails to address significant concerns around the confi-
dentiality and reliability of transactions. In work paper [18],
Sai et al. suggested a blockchain KYC system modeled after
the microfinance system. The proposed system was tested in
private blockchain scenarios using Polygon, an enormously
distributed platform. In an article [19], Norvill et al. proposed
a framework which enables automation and permission
document sharing over the blockchain to streamline the KYC
process.

In a research paper [20], Ullah et al. suggested a
Hyperledger Fabric network that optimizes the KYC process.
In this model, the customer has complete ownership rights
of the smart contracts that contain their KYC data in the
distributed ledger database. Nevertheless, the work does not
focus on the confidentiality and key management factors
of the KYC process. In this article [21], Karadag et al.
suggest the blockchain-based KYC model, which illustrates
the transparent sharing of loan allocation data for bank
customers who have received loans. The paper discusses
the challenges posed by the rapid growth of global data,
highlighting the need for secure storage and effective sharing
among stakeholders. While regulatory obstacles exist, the
potential for improved efficiency, collaboration, and risk
management within a secure and transparent framework is
evident. In this article [22], Thommandru et al. discuss
compliance and Anti-Money Laundering (AML) policies in
the banking sector, focusing on the use of new emerging
technologies such as blockchain. The paper addresses issues
related to the manipulation of KYC and the financial burden
on banks while also addressing AML policies. Finally, the
paper provides ideas and suggestions on how emerging
technologies such as blockchain can be utilized to address the
problems of money laundering. This includes the potential
for blockchain technology to recalibrate banking systems’
compliance policies. In this work [23], Yadav et al. discuss a
KYC system powered by blockchain technology that has been
developed to enhance the existing KYC process. However,
the article fails to adequately address the necessary checks
and balances required to ensure the integrity and security
of the system. The inclusion of such measures is crucial in
mitigating the risks associated with the use of this technology
and promoting its wider adoption.

• The novel technique presented by the suggested decen-
tralized KYCmodel can significantly minimize the time
people must engage with one another during the KYC
verification process.

• This paradigm restricts the submission of individual
documents to various organizations to address the
problem of data leaks.

• The core bank maintains a comprehensive registry of
all registered banks, while closely monitoring their
adherence to existing regulations governing KYC and
customer acquisition. This is a critical function that
ensures the stability and safety of the financial system.
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FIGURE 4. Implementation of a blockchain-based KYC process.

Blockchain technology makes it impossible for any party to
default on a transaction and ensures that every transaction is
highly resistant to change. The decentralization of the KYC
procedure is a significant advancement over current models
and can potentially increase the security and efficiency of the
verification process. Through the utilization of Blockchain
technology and decentralization, we can establish a KYC
verification method that is dependable, efficient, and safe.

III. IMPLEMENTATION
Many industries, particularly the financial and banking
communities, are interested in blockchain technology due
to its many advantages. One area of growing interest is
using e-KYC platforms that leverage blockchain and cloud
systems. As shown in figure 4, This technology offers a
decentralized structure that promotes transparency, agility,
trustworthiness, and affordability for transactional analysis
and management in multiple user and provider environments.
The blockchain system is a distributed database that allows
multiple users to access and update data, ensuring that all
parties have access to the same information and that it is up-
to-date [24]. This transparency and data encryption makes it
highly secure and trustworthy. Moreover, the decentralized
structure of blockchain enables faster transaction processing
and management, reducing the need for intermediaries and
the costs associated with their services.

Blockchain technology has a contract feature that makes it
possible to execute distributed logic. This feature improves
the usability and flexibility of systems that operate on the
blockchain network. It enables the routine and automated
execution of distributed operations on a decentralized net-
work, which makes the system more secure and reliable.
[25], [26]. Self-executing programs are a powerful solution
for optimizing processes and increasing efficiency. With their
ability to automatically perform specific tasks, intermediaries
become redundant, and processing time is significantly
reduced [27]. By implementing these programs, we can
confidently expect a more streamlined workflow and a boost
in productivity. This feature, combined with the security and
transparency of blockchain, makes it an ideal technology for
transaction processing and management.

Figure 5 describes a sequential flow diagram that
showcases the proposed KYC process using blockchain
technology. The diagram provides a clear and concise
overview of the various steps involved in the process,
highlighting how blockchain technology can be leveraged to
make KYC more secure and efficient. The proposed KYC
process is an innovative approach that offers significant
benefits, such as reduced costs and time associated with
traditional KYC processes, improved accuracy, transparency,
and privacy of customer data, and enhanced compliance
processes. By adopting this advanced approach to KYC,
businesses can streamline their operations, improve customer
satisfaction, and gain a competitive edge in their respective
industries. The diagram is a valuable resource that can
help businesses better understand the KYC process utilizing
blockchain technology and its potential to revolutionize how
we manage customer data.

FIGURE 5. Sequential flow diagram illustrating the proposed KYC process
using blockchain technology.
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Algorithm 1Mandatory Requirements in the Process
Input: Bank name, Bank Address
1: require(!areStringSame(banks[add].name,bankName),

‘‘A Bank already exists with same name’’) ⋆ −→ Step-1
2: banks[add] = Bank(bankName,0,add,true,true)

Output: An event declaring whether the bank is already
existing or not

/* Allow Bank to do KYC */
Input: Bank Address
3: require(banks[add].Address != address(0), ‘‘Bank not

found’’) ⋆ −→ Step-2
4: banks[add].kycPrivilege = true
5: return 1

Output: Previliged Bank to do KYC /* Allow bank to add
new customer */

Input: Bank Address
6: require(banks[add].Address != address(0), ‘‘Bank not

found’’) ⋆ −→ Step-3
7: require(!banks[add].isAllowedToAddCustomer,

‘‘Requested Bank is already allowed to add new
customers’’)

8: banks[add].isAllowedToAddCustomer = true
9: return 1

Output: Bank is allowed to add new customer /* BlockBank
to do KYC */

Input: Bank Address
10: require(banks[add].Address != address(0), ‘‘Bank not

found’’) ⋆ −→ Step-4
11: banks[add].kycPrivilege = false
12: return 1
Output: KYC Privilege is not given to this bank

/* Block Bank to add new customer */
Input: Bank Address
13: require(banks[add].Address != address(0), ‘‘Bank not

found’’) ⋆ −→ Step-5
14: require(banks[add].isAllowedToAddCustomer,

‘‘Requested Bank is already blocked to add new
customers’’)

15: banks[add].isAllowedToAddCustomer = false
16: return 1
Output: Bank is blocked to add new customer

/* Add new customer to Bank */
Input: Customer Name, Customer Hash ⋆ −→ Step-6
17: require(banks[msg.sender].isAllowedToAddCustomer,

‘‘Requested Bank is blocked to add new customers’’)
18: require(customersInfo[custName].validatedBank ==

address(0), ‘‘Requested Customer already exists’’)
19: customersInfo[custName] = Customer(custName, cust-

Data,msg.sender,false)
Output: Customer Name, Customer Hash,Customer

Already Exists, Bank is not allowed to add customer

Algorithm 1 represents the set of essential requirements
that administrators must provide when setting up a new
banking system. These requirements are designed to ensure

the integrity and security of transactions carried out within
the system. The bank name is the official name of the
financial institution being represented and must be provided.
This information is essential for customers to identify the
bank they are dealing with. The unique ethereum address
of the bank is also mandatory. This address serves as a
decentralized and secure way of tracking transactions within
the system. The ethereum blockchain technology ensures
that all transactions are recorded and cannot be altered or
deleted, making it a reliable way to track financial activities.
Finally, the customer unique identification number is a unique
identifier for each customer. This number is used to protect
the customer’s identity and ensure that their transactions are
secure. By providing all of these mandatory requirements,
administrators can create a safe, reliable, and secure banking
system for their customers.

When adding a new bank to the blockchain network, the
administrator first checks the unique ethereum address of
the bank to verify if it is already listed in the ledger. This
process is important to maintain the integrity and security
of the network. If the ethereum address of the new bank
matches an existing address, an event is triggered to notify
the administrator that ‘‘A bank already exists with the same
name.’’ Conversely, if the addresses do not match, the new
bank is added to the network. This careful consideration
ensures that no duplicate banks are added to the blockchain
network, thereby contributing to its overall efficiency and
effectiveness. The subsequent step in the administrative
process necessitates the authorization of banks to carry out
KYC procedures and add new customers to their respective
institutions. If an invalid ethereum address is provided by the
bank, an event will be triggered with the message ‘‘Bank Not
Found’’. Conversely, if the address is valid, KYC privileges
will be granted with a true condition, and ‘‘Requested bank is
allowed to add customer’’ will be triggered. It is imperative
that the bank provides a valid ethereum address to enable the
smooth execution of the KYC process.

In the next step, when the administrator encounters any
miscellaneous issues with the banks in the enrolled list or
newly approached banks that need to be added to the ledger,
they can take the necessary action to prevent such issues from
occurring. The administrator can block the bank’s ethereum
address, preventing the bank from performing KYC and
adding new customers. This will ensure that the bank does
not create any more problems in the system. To implement
this, the administrator can trigger an event that displays the
message ‘‘Requested Bank is already blocked to add new
customers’’ and sets the KYC privilege to false. This will
prevent the bank from adding new customers until the issue
is resolved. Once the issue is resolved, the administrator can
unblock the bank’s ethereum address and restore its KYC
privilege.

Algorithm 2 is a highly sophisticated system designed to
provide comprehensive information on a customer’s KYC
status, including their name and other relevant details. The
system is accessed by inputting the customer’s name, after
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Algorithm 2 Status and Viewing Customer Information
Input: Name of the Customer
1: require(banks[msg.sender].kycPrivilege,‘‘Requested

Bank does not have KYC Privilege’’ ⋆ −→ Step-1
2: customersInfo[custName].kycStatus= true

Output: Boolean, Bank do not have Previlege /* Call
Customer Data */

Input: Name of the Customer
3: require(customersInfo[custName].validatedBank

!= address(0), ‘‘Requested Customer not
found’’) ⋆ −→ Step-2

4: return (customersInfo[custName].data,
customersInfo[custName].kycStatus)

Output: Customer Not found, Status of the Customer /*
Know your Customer Status */

Input: Name of the Customer
5: require(customersInfo[custName].validatedBank

!= address(0), ‘‘Requested Customer not
found’’) ⋆ −→ Step-3

6: return (customersInfo[custName].kycStatus)
Output: Boolean, Customer requested not found /* To check

whether the bank already exists */
7: If(bytes(a).length != bytes(b).length) then
8: return false ⋆ −→ Step-4
9: else

10: return
11: keccak256(bytes(a)) == keccak256(bytes(b))
12: end

which algorithm 2 computes the KYC status and generates
a boolean value that confirms the customer’s compliance
status. A true value confirms the customer meets the
KYC requirements, while a false value indicates that more
information is required. Algorithm 2 is designed to be user-
friendly, with tailored outputs for different scenarios when
the KYC status is false. For example, when the requested
customer’s details are unavailable in the system, the output
‘‘Requested customer not found’’ is returned. If the bank does
not have the privilege to access the information, the output
‘‘Bank does not have the privilege’’ is produced. Finally,
if further information is required on the customer’s KYC
compliance status, the output ‘‘KYC status’’ is returned.

IV. TESTING AND VALIDATION
Once the contract is deployed, the administrator is granted
the power to add new banks to the blockchain network.
This is facilitated by executing the ‘‘addNewBank’’ function
as shown in figure 6, which requires two inputs - the
bank’s name and a unique Ethereum address of 0 ×

5B38Da6a701c568545dCfcB03FcB875f56beddC4. Adding
new banks to the network is a crucial function that
ensures secure and efficient fund transfers between different
banks on the blockchain. The successful execution of the
‘‘addNewBank’’ function adds a new bank to the blockchain
network, facilitating seamless communication and fund

FIGURE 6. Successful execution of adding a new bank function.

transfer between banks. The integration of new banks into
the network is essential for maintaining an updated and
efficient network, ensuring a smooth experience for all
users. By adding new banks to the network, the blockchain
network stays up-to-date, and users can enjoy the benefits
of secure and efficient fund transfer. The ‘‘addNewBank’’
function is a constructive feature that promotes the growth
and development of the blockchain network, making it a
reliable and efficient platform for all users. Once the bank
has been successfully added, the admin will be granted the
authority to enable the KYC function for them. This function
is crucial in verifying customers’ identities and ensuring
compliance with regulatory guidelines. To enable the KYC
function, the admin must use the unique ethereum address
0x5B38Da6a701c568545dCfcB03FcB875f56beddC4. This
address is specific to this KYC process and associated with
the bank’s identity. The admin will initiate the transaction to
enable the KYC function, as shown in figure 7, which will
then be confirmed and verified by the ethereum network.
Once the transaction is successfully executed, the bank will
be authorized to perform the KYC function. The bank will be
able to ensure that the customer’s identity is legitimate and
complies with the regulatory guidelines.

FIGURE 7. Successful execution of Allow bank to perform KYC function.

In the event of an instance where a bank is discovered to
be violating the guidelines established by the reserve bank of
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India, the administrator will be bestowed with the authority
to disable its KYC function. To disable the KYC function, the
administrator must employ a unique ethereum address, which
has been specifically designated for the KYC process and is
linked to the bank’s identity. The ethereum network address
0x5B38Da6a701c568545dCfcB03FcB875f56beddC4 iden-
tifies the KYC process associated with the bank. The
administrator shall initiate a transaction to disable the KYC
function, which is successfully executed as shown in figure 8.

FIGURE 8. Successful execution of Blocking banks to do KYC.

FIGURE 9. Successful execution of Kyc Privilege function.

Upon successful execution of the transaction, the bank’s
KYC function will be disabled. As a result, the bank will be
unable to perform any KYC checks until the administrator
re-enables the function as shown in figure 9 highlighting
‘‘Requested bank doesn’t have KYC privilege’’ and figure 10
represents successful execution of ‘‘Requested bank is
blocked to add new customer to bank.’’ It is crucial to note
that disabling the KYC function is a significant measure and
should solely be employed in instances where the bank is
discovered to be in violation of regulations. This is due to the
fact that KYC is a fundamental aspect of ensuring financial
transparency and preventing ML.

FIGURE 10. Successful execution of the requested bank is blocked to add
a customer.

FIGURE 11. Successful execution of adding a new customer function.

When a bank is authorized to add a new customer to
its database, it follows a strict process to ensure that the
customer’s personal information is collected and verified
accurately. This includes details such as the customer’s
full name and a unique identification number. Once this
information is confirmed, the bank can then proceed to create
a new account and add the customer to its records. Figure 11
provides a visual representation of the successful execution of
the process of adding a new customer to the bank’s records.
This indicates that the KYC process has been completed
successfully and the customer’s information has been added
to the bank’s database if the KYC status is true, as shown
in figure 12. The verification process is crucial as it ensures
that the bank’s database is accurate and up-to-date while also
protecting the customer’s personal information. However,
if the bank rejects the KYC process, the status will be false.

FIGURE 12. Successful execution of Know your customer status.

If, during the course of database operations, it is found that
a customer is already present in the database, the ‘‘requested
customer already exists’’ trigger will be executed. This trigger
is intended to alert the system that the customer already
exists and avoid duplication or conflicting data entries. The
successful execution of this trigger is depicted in figure 13
and indicates that the system is functioning as intended
and that customer data is being processed accurately. If the
customer is not found in the database, the system will provide
a message indicating, ‘‘Requested customer not found,’’ as
shown in figure 14. This can help the user double-check the
customer’s details and ensure the correct information was
entered.

Once all the mandatory KYC processes have been com-
pleted, authorized personnel within the blockchain network
can access customer information by calling up the customer
data. This information is stored in a secure and tamper-proof
manner on the blockchain, ensuring that it cannot be
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FIGURE 13. Successful execution of customer already exists.

FIGURE 14. Successful execution of customer not found.

FIGURE 15. Successful execution of viewing the customer information.

modified or deleted without proper authorization. Figure 15
demonstrates the successful execution of viewing customer
data, highlighting key details such as the customer’s name
and unique ID. This process provides a convenient and
efficient way for parties within the blockchain network to
access customer information without compromising security
or privacy.

A. VULNERABILITY ANALYSIS
Malicious actors may be able to take advantage of pro-
gramming defects or mistakes in smart contracts. These
flaws may give rise to illegal access into the contract
or the ability to change its terms, which could result
in significant financial loss or other harm, particularly if
the smart contracts are utilized for important or financial
transactions. Therefore, to reduce the hazards linked with
these vulnerabilities, it is imperative to make sure that smart
contracts undergo thorough testing and auditing before being
deployed in any real-world situation. As shown in figure 16,
the oyente smart contract analyzer was used to perform a
comprehensive analysis of the system’s security. The analyzer
has conducted a thorough assessment and has identified
potential vulnerabilities in specific areas of the system. After
conducting a thorough analysis, it has been determined that
no actual vulnerabilities exist or the reported vulnerabilities
are false.

FIGURE 16. Successful execution of vulnerability analysis of smart
contract.

• Integer overflow and underflow: This vulnerability
occurs when a mathematical operation results in a value
that is too large or too small to be stored by the system.

• Parity multisig bug 2: This vulnerability was discovered
in the parity multi-sig wallet and allowed an attacker to
gain control of the wallet’s funds.

• Call stack depth attack: This vulnerability occurs when a
malicious actor exploits the system’s call stack to cause
it to overflow and crash.

• Transaction ordering dependency: This vulnerability
occurs when the outcome of a transaction depends on
the order in which it is processed by the system.

• Timestamp dependency: This vulnerability occurs when
a transaction’s outcome depends on the timestamp at
which it was executed.

• Re-entrance: This vulnerability allows an attacker
to repeatedly call a function before it has finished
executing, potentially causing the system to crash.

V. CONCLUSION
In this paper, we have presented a revolutionary solution
to the long-standing problem of KYC using blockchain
technology. The proposed KYC process is designed to
meet the requirements of modern businesses. Utilizing the
strengths of blockchain, such as distributed ledger and
immutability, we have created a solution far superior to
existing ones. Therefore, this blockchain-based solution
ensures that unauthorized entities cannot modify sensitive
KYC data, which is an advantage over existing solutions.
Moreover, it is cost-effective for the companies, significantly
reducing infrastructure costs. Our solution also eliminates the
need for users to repeat the KYC process once they have
entered the system, saving valuable time and effort. The
decentralized peer-to-peer network of the proposed system
offers several advantages over centralized ones, making it
more secure against vulnerability attacks. We have even
simulated a scenario where a bank might not trust other
banks in the network and solve it using digital signatures.
The solution from the proposed work ensures that authorized
entities always validate the KYC process and that the data
remains unaltered. With our blockchain-based KYC solution,
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businesses can ensure that their KYC process is secure,
efficient, and cost-effective.

In the foreseeable future, our objective is to deploy
and conduct testing of our solution on the real ethereum
network.Moreover, we aim to develop a comprehensive, fully
operational decentralized application (DApp). This would
entail a meticulous examination of the technical feasibility of
the proposed solution on the ethereum network, an evaluation
of the potential for adoption, and a thorough assessment
of the security and privacy implications of the DApp. The
ultimate goal is to establish a robust and reliable DApp
that can deliver a seamless user experience while ensuring
transparency, security, and efficiency.
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