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ABSTRACT Healthcare has seen extensive use of internet technology for the transmission of electronic
healthcare records among healthcare professionals and patients for diagnosis and treatment. Now with the
advent of digital and internet technology, multimedia data also be transmitted in the form of images, and
videos which include X-rays, Computed Tomography (CT), Magnetic Resonance Imaging (MRI), and so
forth. It is direly important to secure these medical images which are transmitted digitally among healthcare
professionals and patients. Visual Cryptography (VC) comes as a solution for encrypting and securing these
multimedia data for transmission. The process of VC involves dividing the original Secret Color Image into
Shares and distributing them to the intended recipients. These shares are then combined, either physically or
digitally, at the receiving end to reveal the original multimedia content. VC faces three main challenges which
are the quality of reconstructed images, pixel expansion, and computational complexity. So, we in research
developed a novel approach called Color Secret Sharing Protocol (CSSP) for the secure transmission of
individual secret images within multimedia systems. The newly proposed protocol which is CSSP is been
validated on sample medical images using MATLAB where the reconstructed image quality is improved by
up to 1.345% compared to other existing methods. CSSP enhances multimedia security by utilizing cover
images and simultaneously reducing complexity, effectively addressing pixel expansion within the context
of multimedia transmission.

INDEX TERMS Cryptographic protocols, cryptography, electronic medical records, encryption, information
security, medical information systems, visual communication.

I. INTRODUCTION
The healthcare applications have witnessed a remarkable
transformation driven by integrating Internet technology into

The associate editor coordinating the review of this manuscript and
approving it for publication was Jiafeng Xie.

its core operations in recent years. The digitalization of
healthcare records, Electronic Health Records (EHRs), and
the seamless transmission of medical information have signif-
icantly enhanced the efficiency and accessibility of healthcare
services. Notably, this technological shift has extended to
medical imaging, where X-ray, CT, MRI, and other diagnostic

© 2024 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.
100200 For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ VOLUME 12, 2024


https://orcid.org/0000-0001-5145-510X
https://orcid.org/0000-0002-2988-5151
https://orcid.org/0009-0006-0133-5939
https://orcid.org/0000-0003-3338-850X
https://orcid.org/0000-0003-3133-0603
https://orcid.org/0009-0004-2925-8790
https://orcid.org/0000-0003-3346-7216

S. Sankaranarayanan et al.: Enhancing Healthcare Imaging Security

IEEE Access

images are transmitted digitally in the format of Portable Net-
work Graphics (PNG) and Joint Photographic Experts Group
(JPEG), facilitating remote diagnosis and treatment planning.
While this digitalization has brought tremendous advantages,
it has also raised critical concerns about the security and
privacy of sensitive medical images, especially concerning
Patient Health Information (PHI). The protection of medical
images is paramount due to the sensitive nature of their
information. Patient privacy, confidentiality, and preventing
unauthorized access are paramount to complying with strin-
gent healthcare regulations and safeguarding patient trust.
As medical images are increasingly exchanged among health-
care professionals and even directly with patients, ensur-
ing their security during transmission becomes a pressing
concern.

Information security encompasses the safeguarding of
both textual and image data using information-hiding tech-
niques, respectively. Steganography and watermarking are
employed to conceal image data within Color Cover Images
(I c¢), ensuring protection against copyright concerns. While
cryptography serves as an effective encryption method for
textual data, it becomes impractical for visual image data
due to its large pixel count, resulting in laborious and costly
encryption processes. To address this challenge, Naor and
Shamir introduced Visual Cryptography (VC) as a means to
encrypt images by dividing them into multiple shares. Shares
individually do not expose Secret Color Image (Isc), and
the shares are stacked physically or digitally to reveal Isc
[1]. VC supports binary, grayscale, and color images and
allows for the secure communication of multiple images [2].
VC finds application in binary, grayscale, and color images
due to its effectiveness in both the encoding and decod-
ing processes, which are commonly referred to as share
construction and reconstruction phases, respectively. This
technique proves to be advantageous in achieving efficient
encoding and decoding of various image types. The initial
application of VC involved binary images involving black and
white and with two-layer transparencies. The usage of such
advances includes grayscale and color images with multiple-
layer transparencies [3], [4]. The VC technique incorporates
security measures through the utilization of binary data.
To enhance the cryptographic complexity, natural images are
transformed into halftone images by adjusting the density of
dots [5]. Initially, the physical stacking of the transparencies
revealed the secret and later, digital stacking with XOR oper-
ations was done [13].

As the part of literature study, researchers have studied
various methods to encrypt the image. In Binary image VC,
an image has pixel values of either 0 or 255 that represent
the colors black and white respectively. VC divides an image
into n shares, and any k or n shares can reveal Isc, resulting
in a (k, n) or (n, n) scheme, respectively [1]. However, this
method also leads to a pixel expansion problem, as the pixel
values are encoded into multiple pixels. To address this pixel
expansion issue, traditional VC shares are embedded with
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cover images Icc to share images [6]. Researchers have
proposed schemes to improve the performance of VC and
reduce the complexity while reconstructing the images [17].
Upon the literature study carried out on various factors, the
following are considered for this research work.

Pixel Expansion Factor: (i) The pixel expansion factor
determines the size of the shares generated compared to the
original secret image. Higher pixel expansion factors indicate
larger shares. (ii) In the literature review, the pixel expansion
factors vary across the different studies, ranging from 1 to
n% and n® where n is a variable [9].

Number of Secret Images: (i) The number of secret images
considered in the studies varies from 1 to multiple (n) secret
images. (ii)) Some studies focus on a single secret image,
while others involve multiple secret images. (iii) The tech-
niques used for generating shares may differ based on the
number of secret images involved [7], [8].

Image Type: (i)The image format used in the studies is
predominantly binary and grayscale, with some studies men-
tioning color image formats [12]. (ii) Color images provide
richer visual information, allowing for more diverse and
meaningful shares [11].

Types of Shares Generated: (i) Two main types of
shares are mentioned: random shares and meaningful shares.
(i) Random shares are generated using randomization tech-
niques, and halftoning techniques while meaningful shares
preserve the visual content of the original image [10].
(iii) The choice of share type depends on the specific require-
ments and objectives of the visual cryptography scheme.
Table 1 shows the important notations and the descriptions
used in the proposed CSSP algorithm.

TABLE 1. Important notations used in the proposed CSSP.

Notation Description
Isc Secret Color Image
Icc Color Cover Images
Ish Share Images
I Semantic Images
th Threshold value

Secret Color Image of each channel Red, Green and
Blue respectively

Iscpr Iscgr Iscg

Igsc Reconstructed Secret Color Image
E, Ey Es Encrypted Secret Pixel values

IE Intermediate Encrypted Pixel

T Temporary Pixel part

KP Key Pixel

EF Error Factor

SEF Semantic Error Factor
RSEF Reduced Semantic Error Factor
RBM Random Binary Matrices
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Based on the research objectives derived from a literature
review of VC schemes, this research article proposes a new
Colour Secret Sharing Protocol (CSSP). The objectives of the
proposed CSSP scheme are to:

« transmit a single-color secret image Isc securely from
source to destination validated against attacks through
histogram analysis and brute force testing.

« avoid pixel expansion issues in the share images com-
pared with original secret image Isc as measured by
quantitative image analysis.

« enhance the quality of the reconstructed image and
shares images to increase attack resilience and efficiency
confirmed by image quality assessment and human
evaluation.

The proposed algorithm securely communicates a single-color
secret image using three color cover images Icc1, Icc2, Icc3-

This research work focuses on constructing shares using
a semantic pre-processed secret image without revealing any
information about the original secret image. The construction
of meaningful shares is achieved through simple calculations
that are utilized during the process of revealing the secret.
To enhance the quality of the Reconstructed Secret image,
significant efforts are made to significantly reduce errors
that may occur during the share construction and revealing
phases [13], [14], [21]. The performance of the algorithm
is measured using metrics such as Peak Signal-to-Noise
Ratio (PSNR), Universal Image Quality Index (UIQI), Struc-
tural Similarity Index Measure (SSIM), and Mean Squared
Error (MSE) [15]. After developing and testing the proposed
algorithm using sample images, it was observed that the
algorithm enhances the quality of the shares by up to 1.345%
when compared to existing schemes. The research paper
is structured as follows: Section II explains the proposed
architecture’s design, while Section III presents the imple-
mentation details and performance analysis of the proposed
scheme. Section IV provides the conclusion and Future work.

Il. PROPOSED ARCHITECTURE OF CSSP

The proposed CSSP aims to reduce pixel expansion, enhance
security, improve the quality of Share Images (Is;), and
reconstruct Isc with minimal discrepancies. The scheme
involves three key stages: Semantic Image Preparation,
Share Generation, and Secret Image Reconstruction. The
Semantic Image Preparation Stage assigns meaningful pixel
and generates Semantic Images Is; values to Isc, ensuring
content preservation during reconstruction. The Share Gen-
eration Stage divides Igc into Ig;, and embeds them into
Icc1, Icca, and Icc3 to generate meaningful share images
Isr1 Isr2, and Isz3. Finally, the Isc Reconstruction Stage
retrieves the Ig,, extracts the secret pixel values, and recon-
structs the original secret image.

A. SEMANTIC IMAGE PREPARATION

The Semantic Image Preparation Stage is the initial phase
in the CSSP. Its purpose is to process the Isc and assign
meaningful pixel values Ig;q Is;2, and Igr3, ensuring that the
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reconstructed secret images have minimal pixel differences
at the receiver end. During this stage, the Isc is subjected to
a transformation that involves calculating cumulative sums
and deviation error factors for each pixel. This transfor-
mation helps in creating representations that preserve the
visual content of Igc while embedding them with meaningful
characteristics. The representation of the semantic Image
preparation process is depicted in Fig. 1.

. Semantic Image Preparation

Secret Color Image : Isc

'

EF = Igc, mod 10 + |2 mod 10 + |

l

SEF = EF mod th

l

SEF — th, SEF > ||
SEF, otherwise

'

ISli = Isci — RSEF

'

Semantic Color Channels : Iy, I5;;, and I,

Isc;
100}

RSEF = {

FIGURE 1. Semantic image preparation process.

The Semantic Image Preparation Stage involves the fol-
lowing steps:

Step 1: This stage takes the single-color image Isc of size
H x W as the input and separates its color channels Red
(R), Green (G), and Blue(B). The dimensions represent the
height (H), width (W). Create separate variables for each
color channel Iscy, Isc;, Iscy. A color image of size H x W
can also be represented as a three-dimensional array or matrix
of size H x W x 3. Each element in this array corresponds
to a pixel in the image and contains the color information for
that pixel. The values in the array can range from O to 255,
representing the intensity or color component for each
channel.

Step 2: (0, 0) to (H, W) where 0 < H, W < 255 each pixel
is identified whether the particular pixel has semantic value
or not. If not, the Error Factor (EF) and the Semantic Error
Factor (SEF) are calculated using (1) ands (2). The th is
the constant value assigned and is chosen as 9. The value is
chosen to reduce the EF as low as possible so that the changes
in the pixel value do not affect the image representation.
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the selection of th in the proposed CSSP was a calculated
decision based on empirical evidence and the theoretical
underpinnings of our protocol’s design. It ensures that the
protocol effectively reduces the EF, maintains image quality,
and is computationally efficient. The decision to use th also
aligns with the digital encoding of images, where pixel values
are typically manipulated within a base-10 system. mod10 is
used to ensure that the transformed pixel values remain within
the range of a single decimal digit, which is crucial for the
encoding process within the proposed CSSP. This operation
ensures pixel intensity values are restricted to the 0-9 range,
which is pivotal for maintaining image quality and facilitating
efficient encoding and decoding processes within the CSSP
framework.

EF = Isc,mod10 + | SS& | mod10 + | S50 ||
scimoa o + { 10 Jmo + LOOJ

i€ {R,G,B} (1)

SEF = EF mod th 0 <EF < th 2)

In the operations involving fractional numbers and mod-
ular arithmetic, the floor function to the division result
before the modulus operation is used. This method is
consistent with conventional mathematical practices where
fractional components are truncated to achieve integer-only
results, thus preserving the integrity and correctness of the
arithmetic processes involved. This practice ensures that
our modular arithmetic operations are free from ambigui-
ties and are correctly aligned with standard mathematical
protocols.

Step 3: The error factor SEF needs to be reduced since the
higher value of SEF can create a disturbance in the pixel value
in the image. The Reduced Semantic Error Factor (RSEF) is
calculated using (3).

th
SEF —th, SEF > | —
RSEF = 2 3)
SEF, otherwise
where the value ranges berween 0 < RSEF < |th/2 |
Step 4: The Igy,, Isi;, and Igj, are generated using (4).
ISI,- = ]SC,- — RSEF, VY0 < ISI,' < ul @)

The upper limit for the pixel value is determined as ul, where
ul is calculated as 255— [th/2]).

B. SHARE GENERATION

Fig. 2 shows the Share generation stage of the proposed
CSSP. Isc is divided into [Ig,, and three cover images
Icci, Icca and I cc3 are selected to embed the shared pixels
and create meaningful /g,. Semantic color image generated
from the previous stage in the form of Red (R), Green (G), and
Blue (B) channels, with pixel values ranging from Otoul for
each channel. Igc is pre-processed to generate the semantic
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meaningful image Is71, Is;2, Is;3. A random binary matrix
is generated to randomly separate the secret pixel values to
the Ig, so that enhanced security can be implemented. The
transitional share pixels are chosen using RBM values and
the Icci1, Icca, Iccs are used as carriers so that meaningful
Is, can be generated. The generated Iy looks very similar to
the Icct, Icca, Iccs. The Isyy, Isyo, Isps are distributed to the
participants of the communication through the communica-
tion channel.

Share Generation Stage

Secret Color Image

Isc Iccr Ieca Iecs

Color Cover Images

Color Channels

IcciprIecagrlceag
Iecopr lcczgr lcczy
Iecagrlccagr lecay

Iscps Iscgr Iscy

| Semantic Image Preparation Stage |

| Semantic Image : Isy || Random Binary Matrix

Transitional Share Pixels
T(1), T(2), T(3)

: | Decimal based Modified LSB | !

Isna g Isn1gr Isnig
Isnzps Isn2gr Isnzg
Isnagps Isnagr Isnag

Share Color Channels

| Combining Color Channels |

!

: | Shares:  Isn1, Isnz Isna | |

FIGURE 2. Share generation stage of the proposed CSSP.

The process of this stage is as follows:

Step 1: The resulting images Iy, Isi;, Is;, obtained from
the previous stage is divided into transitional share pixels.
Random Binary Matrices (RBM) of size H x W are generated
using (5):

RBM; = randi([0, 1], H, W), where i € (R,G,B}  (5)

Step 2: The share values are randomly selected from the
transitional share pixels to enhance security. The selection of
encrypted share values is determined using (6), (7), and (8):

T(1) = Is, mod 10 (6)
Iy,

LS—(’)J mod 10, RBM; = 1
Q=1 (7)
LEJ : RBM; =0
T(3) = RBM;*" ®)
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where i € {R, G, B} and (x, y) are the pixel coordinates 0 <
x,y < 255.

This process is repeated for all three channels of the
semantic secret color image. The resulting share values range
from O to 9 and resemble binary images. However, send-
ing such images may increase the likelihood of predicting
the secret content. To enhance security, Icc1, Icc2, Icc3 are
utilized.

Step 3: The share values are embedded into the correspond-
ing color ICCl s Icc2, Icc3. The cover images ICCl s Iccz, Icc3
are separated into their respective Red (R), Green (G), and
Blue (B) channels. Each channel functions as an individ-
ual image, with pixel values ranging from O to 255. The
encrypted share values obtained from Equations 6,7 and 8 are
embedded into the cover channel images using the Decimal
based Modified Least Significant Bit (DMLSB) embedding
process [16], [17]. The proposed CSSP leverages the use
of modulo 10 to encode numerical values within a single
decimal digit, a technique that aligns with the base-10 encod-
ing of the pixel intensity values commonly used in medical
images. This method enables a one-to-one mapping of the
pixel value adjustments to the 0-9 range, preserving the orig-
inal image’s visual and diagnostic integrity more effectively
than binary LSB manipulation. The intermediate embedded
Isn1, Isna, Isy3 are calculated using (9):

Isnz), = Iccz), — Icc(z),mod10 + T(Z) )

where i € {R, G, B} and € {1, 2, 3}

Step 4: The individual shares Isy1, Ispo, Isp3 are commu-
nicated to the intended recipients through any open network
channel. The Igp1, Isn2, Isnz appear as color images that
closely resemble the Icc1, Icc2, Icc3 ensuring the confiden-
tiality of the embedded secret information.

C. SHARE IMAGE RECONSTRUCTION

In the Secret Reconstruction Stage, the received shares
Isn1, Ispp, Isp3 are separated in to R, G, B channels. The
DMLSB extraction method is utilized to extract values from
each channel to reveal the secret pixel values [21]. The
pixel values are decrypted by the following step-by-step
process.

Fig. 3 shows that the shared images received from
the participants are separated into color channels. The
DMLSB extraction process extracts the secret encrypted
pixel value. These values are random and are partial to
get Isc pixel. The values are used to generate a new Key
Pixel (KP) value then the KP and the share values are
used and digitally stacked together to get the original secret
value.

If the Isp1, Isno, Isp3 are tampered or modified, KP from the
share values would not be able to reveal the Reconstructed
Secret Color Image (Igsc). Also, without the reconstruction
stage, Isc will not be able to reconstruct Iggc as it cannot be
possible without the KP generated. This ensures the security
of the Isp1, Isp, Isp3 and Isc.
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Secret Reconstruction Stage

Share Images : Isn1, Isnz: Isns

A\

Color Channels of all shares

Isn1g Isnag Isnip
Isnap Ishzg Ishzg
v Isnag Isnagr Isnsp

Decimal based Modified LSB Extraction

\/

Encrypted Secret Pixel Values

IE

\/

New Key Pixel Generation

v KP

Revealed Secret Pixel Value

Ircpr Ircgr Ircg

Combining the Revealed Color Channels

A\

Reconstructed Secret Image Irc

FIGURE 3. Secret image reconstruction stage of the proposed CSSP.

Step 1: Isp1, Isno, Isp3 are collected from the intended par-
ticipants. The Encrypted Secret Pixel values E, E;, E3 are
obtained from the Isj,; by applying (10):

E(i,z) = ISh(Z),' mod 10 (]0)

where i € {R, G, B} and Z € {1, 2, 3}.
Step 2: The received encrypted secret pixel values are used
to generate the missing KP values using (11) and (12):

IEq) = Eg.1) + Ei2) (11)
th — IE;, IEG <th

KP4y =12xth—IE;, IE; > th (12)
0 IE;) =0

where th is a threshold value.
Step 3: The share values retrieved from the received
Isn1, Isnp, Isp3 andKP are digitally stacked to obtain the secret
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pixel values using (13):

KP4 x 100+ E 2 x 10+ E; 1y, Eiz =1
Irsci) = 1 E2) x 1004+ KP;)y x 10+ E; 1y, EG3 =0
0 otherwise

(13)

The procedure is repeated to the green and blue channels of
all the Isp1, Isp2, Isp3 to retrieve the remaining secret image
channels.

Step 4: All the reconstructed 3 channels are put together to
reconstruct the Secret Color image Igrsc sent from the sender
side.

The Channel representation of the Secret reconstruction
phase for the red color channel is shown in Fig. 4.

Reconstruction Stage

Share 3: Ig3

Share 2: IShZ

I R

Isng | | Isnig| | Isnag Isnzg| | Isnzg | | Ishzg Ishag | | Isnz2g | | Isnag
v l
Ewa) Ew2) Ew3)
KPr
— Ipsc(r)

| frsc | {Insc
v ‘ {

Reconstructed Image : Ipsc

FIGURE 4. Channel-wise secret image reconstruction stage of the
proposed CSSP.

In Fig. 4, the Isy1, Isp2, Isp3, and the life cycle of each
color channel in the reconstruction stage. Each color channel
is used to reconstruct the key share KP and the secret. For
the demonstration, only the process of red color channel is
shown. In this section, the proposed CSSP is designed to
securely communicate color secret images. The transmis-
sion ensures the confidentiality and security of the secret
information.

In the Semantic Image Preparation Stage, the single-color
secret image is processed to assign meaningful pixel values
Isr1, Ispo, Isy3. In the Share Generation Stage, the semantic
images are divided into transitional share pixels. RBM are
generated for each color channel. Encrypted share values are
selected based on the transitional share pixels and the RBM to
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Algorithm 1 Share Generation

Input: Single Color secret image Isc and 3 color cover images
{]CC1 JAcca, ICC3} of Size H x W
Output: n Color share images {Isy1, Isp2, Isp3 - - - Ishn}
begin :
Separate the color channels Isc; from Isc, i € {R, G, B}
Separate the color channels Ic¢(z); from Icc, Z € {1, 2, 3}

For every i in Isc:
(x.) (x,)
e e

Foreveryx <~ 0: H — 1

Foreveryy < 0: W —1:

SEF*” = mod (EF,", th), 0 < SEF*” < th

SEF(™Y—th, SEF” > | 4 |
SEF*Y),
(x.y) _ yxy) *x.y)

Ig " =Igc; — RSEF,
V0 <15 <ul.ul =255 — | &
Generate a rardom number » between 0 and 1

EFi(x’y) = mod (Iéxay) 10) +mod

RSEF™Y —
otherwise

xy) _ 0, r<05
RBM; ] 1, otherwise

T = mod (1, 10)

I;'I\"-” (x,y)
mod 10 ,10), RBMi =1
(x,y)
o= 15" *x.y)
i Xy _
100 |° RBM; =0

T3 = RBM™Y
ForeveryZ<«1:3:

153, = 1820 —mod (1820, 10) + T
end for
end for
end for

Forevery Z <— 1:3:
Isnzy Gy 1) = Ispzy,
Isnz) (51, 2) = Isnz)g
Isnz) G55 3) = Isnz)g
end for
end for
end begin

enhance the security of the pixel values. A minimum number
of pixel values are sent to the receiver and the remaining
pixel values are regenerated or recalculated at the receiving
end. The algorithm for the Share Generation Stage is shown
in Algorithm 1. The algorithm combines both the semantic
image preparation and the share generation stage on the
sender side.

In the Secret Reconstruction Stage, the received
Isn1, Ispn, Isp3 are separated into Red (R), Green (G), and
Blue (B) channels. From the encrypted secret pixel values
are extracted from the Igp1, Isp2, Isp3, and missing KP val-
ues are generated. The secret pixel values are retrieved by
stacking the share values using the obtained KP. This process
is repeated for all channels of the Igp, Isp2, Isp3, and the
reconstructed channels are combined to obtain the secret
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Algorithm 2 Secret Image Reconstruction

Input: Three color share images {SHy, SHy, SH3} of Size H x W
Output: Reconstructed Secret Color image (Rlgc)
begin :

Separate the color channels SHz, from SH, i € {R,G, B}, Z €
{1,2, 3}

For every i in SH:

Foreveryx < 0: H — 1
Foreveryy < 0: W —1:

E®Y = mod (SH(X’Y) 10)

@n =

an-

E3) =mod (SH{), 10)

(i.2)

G.2)°

(.y) _ x.y)
E(3) = mod (SH{3). 10)

xy) _ gxy) (x,y)
IE(i) =E i + E(i’2)

(x,y) (x,y)
o th—IE(i)( ,) IE?) )5 th
xy) _ X,y Xy
KP(i) =1{2x th—IE(i) , IE(i) > th
0, IEGY =0
(X,y) (. y) (x,y)
KP(i) X 100+E(i’%) ;< 10+E(i,1) ,
x,y) _
(x.y) f(i’f )= @.y)
N = X,y X,y x,y
RlIsc() E(Lz) x 100 + KP(i)( ;< 10 + E(i,l) ,
Xx,y) _
E(i73) =0
0, otherwise
end for
end for

Forevery Z<1:3:
Rlsc 1, 1) = Rlscw)
Rlsc (,:,2) = Rlsc6)
Rlsc (.1, 3) = Rlscp)
end for
end for
end begin

color image. Algorithm 2 shows the Secret Reconstruction
phase receiving from the Isy1, Isno, Isp3 at the receiver end to
the decrypting of the image.

Through these stages, the CSSP ensures that the recon-
structed secret images have minimal pixel differences com-
pared to the original secret image. The scheme enables secure
sharing and reconstruction of Igc while preserving its visual
content and minimizing discrepancies.

IIl. IMPLEMENTATION AND RESULT ANALYSIS

In this section, we focus on the implementation details and
provide a comprehensive analysis of the results obtained
from the Color Secret Sharing Scheme (CSSP). The CSSP
algorithm was implemented using the MATLAB version
R2020a tool, and a comprehensive evaluation was conducted
using a set of color images as secret images [18], [19], [22].
The implementation involved utilizing various MATLAB
functions and libraries to perform the necessary computa-
tions and image processing operations. The performance of
the implemented CSSP algorithm was evaluated using sev-
eral metrics, including Peak Signal-to-Noise Ratio (PSNR),
Mean Squared Error (MSE), Universal Image Quality Index
(UIQI), and Structural Similarity Index Measure (SSIM).
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These metrics were utilized to assess the visual quality, accu-
racy, and similarity between the original secret images and
the reconstructed images generated by the algorithm [20],
[22]. The analysis of these metrics provides valuable quan-
titative measures to evaluate the effectiveness and fidelity of
the CSSP algorithm in preserving image quality and min-
imizing distortions during the sharing and reconstruction
process.

A. TOOLS USED

MATLAB version R2020a was chosen as the implementa-
tion tool for the CSSP algorithm due to several reasons.
Firstly, MATLAB is a widely used programming environment
that provides a comprehensive set of tools and functions
for image processing and analysis. It offers a user-friendly
interface and a rich library of built-in functions, making
it convenient for implementing complex algorithms like
CSSP. Furthermore, MATLAB provides extensive support for
matrix operations, which is crucial for handling image data
represented as matrices. This allows for efficient manipula-
tion, transformation, and processing of the pixel values in
the secret and Icc1, Icc2, Icc3 during the different stages
of the CSSP algorithm [23]. In addition, MATLAB offers
various image processing and visualization functions that
facilitate the analysis and evaluation of the algorithm’s per-
formance. It allows for easy calculation of metrics such
as PSNR, MSE, UIQI, and SSIM, which are commonly
used in image quality assessment. While MATLAB was
a suitable choice for implementing the CSSP algorithm,
there are alternative options available as well. Other pro-
gramming languages like Python with libraries such as
OpenCV or scikit-image could have been used. These lan-
guages also provide robust image-processing capabilities and
have a large community of developers working on image-
processing applications [24], [25], [26]. Additionally, special-
ized image processing software tools like ImageJ or Adobe
Photoshop could have been utilized for implementing and
evaluating the CSSP algorithm, although they might require
additional customization and scripting capabilities [27].
Ultimately, the choice of implementation tool depends on
factors such as familiarity, available resources, and spe-
cific requirements of the project. In this project, MATLAB
is used for cost-effectiveness and the license version was
available.

B. RESULT ANALYSIS

In this section implementation details provide a comprehen-
sive analysis of the results obtained from the proposed CSSP.
The CSSP algorithm was implemented using the MATLAB
tool, and a comprehensive evaluation was conducted using
a set of color images as secret images. After conducting
the tests on the dataset, various metrics were computed and
organized in a tabular format. These metrics provide insights
into the performance of the CSSP algorithm, assessing factors
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such as security, fidelity, and robustness. The sample secret
images tested for this study are shown in Fig. 5.

(a) Secret image 1 (b) Secret image 2 (c) Secret image 3 (a) Secret image 4

FIGURE 5. Sample color secret test images.

Also, the sample MATLAB test colors Icc1, Icca, Icc3 are
shown in Fig. 6.

(a) Cover Image 1 (b) Cover Image 1

(c) Cover Image 3

FIGURE 6. Sample color cover test images.

The entire lifecycle of Igc, including the process of divid-
ingitinto Isp1, Isp2, Isp3 and reconstructing the original secret
from the Isy1, Isp2, Isp3, is visually depicted in Fig. 7.

Fig. 8 shows the matrix representation of the process
of share generation for random pixel values. Four random
matrices of size 4 x 4 has been taken as a red channel of
a Isc, Icci, Iccz, and Iccs pixel values respectively. The
step-by-step transformation of pixel values is shown for
demonstration purpose. RBM is the random matrix generated
and the Share images Is;1, Isn, Isy3 are created.

1) SECURITY ANALYSIS
When analyzing the results of the CSSP algorithm in terms
of security, several factors can be considered to evaluate
the robustness of the Isp1, Isy2, Isp3, and the confidentiality
of Isc. Here are some key aspects to measure the security
including share correlation, share independence, and recon-
struction accuracy. By considering reconstruction accuracy
and conducting a comprehensive analysis, the security of the
Isp1, Isno, Isp3, and Igc regenerated by the CSSP algorithm
is analyzed. It is important to strike a balance between secu-
rity and the visual quality of the reconstructed secret image
to ensure both confidentiality and usability. Reconstruction
accuracy is measuring the accuracy of Igc reconstruction
process from the received Isp1, Isp2, Ispz. The Isp1, Isna, Isnz
and Igc are compared and the histogram analysis is shown in
Fig. 9. For demonstration purposes, only the red channel of
each of the image is compared.

When analyzing the histograms of the Ig; and the Igc,
if they do not share a similar pattern, it suggests that the
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FIGURE 7. Lifecycle of secret test images of proposed CSSP.
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FIGURE 8. Share generation stage for a 4 x 4 image.

distribution of pixel intensities in Isp1, Isp2, Ispz does not
provide direct information about /sc. This is an important
characteristic for security because it implies that an attacker
who has access to individual sy, Isy, Isp3 cannot gain any
meaningful information about Igc solely from its share.
By keeping the histograms dissimilar, the scheme ensures
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that no individual share reveals any visual or statistical char-
acteristics of Igc. This property enhances the security of
the image-sharing scheme by preventing unauthorized users
from extracting information about Isc without the neces-
sary Isp1, Isna, Isy3. Therefore, when the histogram analysis
demonstrates that the Isj1, Ispo, Ispz do not share the pattern
of Igc, it indicates that the structure of the Igy1, Isno, Isy3 suc-
cessfully maintains the security of the image by preserving
the confidentiality of the secret.

Image Name Brain Image ECG Image

b

QR Code Image

RN

Sccret Image

Semantic N
Preprocessed
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FIGURE 9. Histogram analysis of secret images.

Fig. 9 shows the Isp1, Isp2, Isn3, and Isc do not have any
correlation and that does not give the chance of guessing
the actual availability of secret inside the Is1, Ispo, Ish3-
Similarly, the Igp1, Isp2, Isp3, and the reconstructed secret
image do not have any resemblance. This protects Igc from
the share’s extraction. Additionally, even with access to
Isp1, Isno, Isp3, an intruder cannot reconstruct the Iggc with-
out revealing the phase. The proposed schemes generate a
new intermediate share during the revealing phase, which is
essential for reconstructing the reconstructed secret image.

Enhanced Security Analysis on VC With Steganography:

Visual cryptography is an encryption technique that con-
verts visual information into multiple shares. Each share is
a random pattern of pixels, and when these shares are com-
bined, the original image is revealed. One key advantage of
visual cryptography is that the individual shares do not reveal
any information about the original image.

In the proposed CSSP protocol, using VC, the original
image Isc is converted in to Is; and the pixel values for
example p(pl, p2, p3) of Isc needs to be divided in to shares.
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The proposed CSSP uses a Random Binary Matrix (RBM) to
generate shares by picking up {{(p1l, p2) | (p2, p3) | p1, p3))}.
In this process part of the p is used to generate the shares with
the help of RBM. Each share is a separate image that appears
random on its own but reveals the hidden data when combined
with other shares. Each share generated by CSSP is embedded
into different cover images using Decimal based Modified
Least Significant Bit (DMLSB) steganography. This replaces
the LSB from the pixel value in decimal number system. This
technique modifies the LSBs of pixel values to hide share
(the encrypted data), making the changes imperceptible to
human eyes. Each share generated by CSSP’s Share gener-
ation phase is embedded into different cover images. Fig. 10
shows the experimentation results while random LSB modi-
fication happens during attack in the share values. The share
images without the LSB modification or removal are said to
be true and all the shares without attack reveals the Igsc. The
received shares which were under attack are shown as false
and during the decryption, the image is not reconstructed.

IShl IShZ ISh3

False False False

FIGURE 10. Robustness of proposed CSSP against LSB Removal or
modification attack.

« Visual Cryptography Provides a robust layer of encryp-
tion. Each share is a random pattern and reveals no
information about the original data independently. The
shares are distributed across multiple cover images.
An attacker would need to access all these images
to reconstruct the original data. The original data be
decrypted and visualized by combining all the shares.

VOLUME 12, 2024



S. Sankaranarayanan et al.: Enhancing Healthcare Imaging Security

IEEE Access

« Even if an attacker detects the presence of hidden data,
they cannot understand it without all the shares.

o VC shares are concealed within the cover images. The
modifications to the LSBs are minimal, making it dif-
ficult for an attacker to detect the presence of hidden
data.

o The visual quality of the cover images remains high and
imperceptibility, as the changes are minor.

o The redundancy and partial distribution ensure that par-
tial data remains meaningless and provides additional
layer of security.

To demonstrate the robustness in our proposed CSSP,
we conducted a comprehensive comparative analysis and
robustness evaluation against various attack vectors:

Simple LSB Removal: The impact of removing the least
significant bits from the share images is tested. If an attacker
manages to detect hidden shares in some images, these values
are random and are partial to get Isc pixel. Even if the attacker
manages to get all share values, the proposed CSSP’s Share
Image Reconstruction phase, uses the received encrypted
share values to generate a new Key Pixel (KP) value matrix
then the KP and the share values are digitally stacked together
to get the original secret value. Without the reconstruction
phase, the original image cannot be reconstructed.

Random LSB Modification: Evaluated the effect of ran-
domly altering the LSBs. If the shares Igyi, Isno, Isp3 are
tampered or modified by the attacker, KP from the share
values would not be able to reveal the Iggc. It cannot be
possible to generate the KP and the attacker cannot reveal the
secret image. This ensures the security of the Iy, Isno, Isn3
and Igc.

By combining visual cryptography with LSB steganogra-
phy, we achieve a robust and secure method for hiding and
protecting data. Visual cryptography provides strong encryp-
tion, making the data unreadable without all the shares, while
LSB steganography ensures that the presence of hidden data
is difficult to detect. This dual-layered approach significantly
enhances the overall security of the hidden data.

To bolster the security of the proposed CSSP against well-
known vulnerabilities, we have implemented multiple layers
of defense as outlined below:

(i) Cheating Problem Mitigation: To address the risk of
cheating, where fake shares might be introduced to produce
an incorrect secret image, the proposed system will not be
able to produce the Igrsc. These mechanisms are designed to
detect the authenticity of shares prior to the reconstruction
process, effectively preventing the acceptance of counterfeit
shares.

Fig. 11 illustrates the process of verifying the authentic-
ity and correctness of shares in case of cheating by one or
more of the participants in the proposed CSSP and their
impact on the reconstruction of the original secret image. The
columns represent different shares and their reconstructions,
labelled as Isc, Isn1, Isn2, Isp3 and Irsc. The rows correspond
to various scenarios of share manipulation and reconstruction
attempts.
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Each cell contains an image and a label (for example TT,
TF, FT, FF), indicating the authenticity and order correctness
of each share:

o TT (True, True): The share is authentic and in the correct
order. This scenario represents the ideal case where the
share is genuine and held by the rightful owner. The
reconstructed image is accurate (True).

e TF (True, False): The share is authentic but not in the
correct order. Here, although the share is genuine, its dis-
ordering disrupts the reconstruction process, resulting in
a flawed secret image.

o FT (False, True): The share is not authentic but is in the
correct order. Even if the order is correct, the use of a
fake share prevents successful decryption of the original
secret.

o FF (False, False): The share is neither authentic nor in
the correct order. This combination fails to reconstruct
the original secret image.

IShl IShZ

F

FIGURE 11. Robustness of proposed CSSP against cheating issues.

The labels TT, TF, FT, and FF indicate different scenarios
in which participants might attempt to deceive the system.
An authentic share submitted in the incorrect order (TF)
or a fake share submitted in the correct order (FT) results
in unsuccessful reconstruction of the secret image (False).
In either case, the proposed CSSP ensures that the original
secret cannot be decrypted, thereby maintaining the integrity
and security of the visual cryptography system.
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(ii) Man in the Middle (MitM) Attack Resistance: The
proposed CSSP employs a sophisticated security strategy to
resist MitM attacks effectively. This is achieved by encrypt-
ing pixel values using color transformations and modular
arithmetic before decomposing these values into multiple
units. Critically, only portions of these units are embedded
into cover images during transmission, ensuring that no sin-
gle share contains the complete information necessary to
reconstruct the original image. This selective embedding sig-
nificantly mitigates the risk of unauthorized reconstruction,
as intercepting the shares alone does not provide the complete
data needed.

During the revealing phase, CSSP’s security is further
reinforced as the remaining units of the encrypted data, not
previously embedded, are recovered in a controlled environ-
ment. This phase requires that legitimate recipients possess
the necessary cryptographic keys and knowledge of the pro-
tocol’s operations, ensuring that even if an attacker accesses
the shares, reconstruction of the image without the specific
operations and keys from the revealing phase is infeasible.

The protocol’s design incorporates randomness in the share
generation phase, significantly enhancing security. Shares are
created with a randomized distribution of encrypted pixel
units, which prevents any predictable patterns that could be
exploited by attackers. This randomness necessitates that an
attacker must not only acquire all shares but also decipher
the random distribution patterns used, a task that becomes
exponentially more challenging with increased image size
and complexity in share distribution. Fig. 10 and Fig. 11
provide empirical evidence supporting the robustness of the
proposed CSSP against MitM attacks. The proposed CSSP’s
use of encryption, modular arithmetic, selective embedding,
and randomization ensures robust protection against MitM
attacks. By embedding only partial information in each share
and requiring cryptographic keys for reconstruction, CSSP
maintains the confidentiality and security of the secret image,
even in the presence of interception attempts. These fea-
tures are crucial for applications demanding high levels of
security.

(iii) Brute Force Attack Resistance: In the scenario of a
brute force attack, the complexity of guessing the correct
pixel values is computationally impracticable. As the image
size increases, the number of shares and the diversity of
the embedding patterns also expand, necessitating that an
attacker manage and decode a much larger volume of data.
This scaling of attack complexity in proportion to image
size and randomness introduces significant computational
and knowledge barriers to unauthorized access. These bar-
riers ensure that the CSSP not only secures the data during
transmission but also systematically discourages and defeats
attempts at unauthorized decryption, thus providing a robust
framework for transmitting sensitive medical images. Given
the pixel value range from O ro 255 and the correspond-
ing probabilities, the number of possible combinations for
guessing even a single pixel is astronomically high, further
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exacerbated when considering multiple shares. This com-
plexity ensures the impracticality of a brute force approach.

To illustrate the impracticality of a brute force attack,
consider an image with width (W) and height (H) with 3 color
channels namely Red, Green and Blue, where each pixel
value ranges from 0 to 255. This image contains (W x H)
pixels, and for each pixel, three shares are generated. Let us
consider a single-color channel Red.

Pixel Values and Shares: Each pixel can have one of
256 possible values (ranging from 0 to 255). For each pixel,
3 shares are generated, resulting in (256° = 16, 777, 216)
possible combinations per pixel. Total Possible Combina-
tions for the Entire Image is W x H. Therefore, the total
number of possible combinations for the entire image is
16,777,216 >H.

Computational Feasibility: Assume an attacker has access
to a supercomputer capable of testing 10'%(1 trillion) combi-
nations per second. The expected time (T) to test all possible
combinations is given by:

16,777,216 >H
T=—"""

1012
24WxH
T == as 16,777,216 = 2**
10
Therefore, the expected time 7 in seconds is T = &VIVZXH)

Conversion to Years: There are 31,536,000 seconds in a
year, so the expected time in years is:
224><(W><H)

T =
31, 536, 000x 10'2

This results in an astronomically high number of years,
far exceeding the age of the universe for any reasonable
image size. This calculation clearly demonstrates that the
time required to brute force an image of size W x H with
3 shares per pixel is impractically long, ensuring that the
CSSP remains secure against such attacks. The above anal-
ysis considers only one-color channel (Red). For a full-color
image with three channels (Red, Green, Blue), the complexity
increases.

224><3><(W><H)

T 31.536.000x10'2 _ 31.536,000x10'2

This results in an even more astronomically high number of
years, further demonstrating the impracticality of brute force
attacks for full-color images.

The CSSP’s design inherently scales the complexity of an
attack in proportion to the image size and the randomness of
share generation. As the image size increases, the number
of shares and the diversity of the embedding patterns also
expand, necessitating that an attacker manage and decode
a significantly larger volume of data. This scaling of attack
complexity introduces substantial computational and knowl-
edge barriers to unauthorized access.

The CSSP’s ability to resist brute force attacks is a tes-
tament to its robustness and effectiveness in ensuring data

2T2x(W xH)
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security. The impracticality of brute force approaches further
solidifies the protocol’s capability to protect sensitive infor-
mation against unauthorized access and decryption.

(iv) Mitigation of Accidental Attacks: The proposed CSSP
is designed to be resilient not only to deliberate attacks but
also to accidental noise or interferences that may introduce
errors during the transmission of shares. This robustness is
critical in ensuring the fidelity and integrity of the recon-
structed image in a practical deployment. The proposed
CSSP also accounts for accidental noise or interferences,
which might introduce errors during transmission. In such
events, key sharing process incorporates quality thresholds
to identify when the reconstructed image’s fidelity is com-
promised, prompting a retransmission request. The CSSP
accounts for scenarios where accidental noise or interfer-
ences occur during the transmission of shares. These events
might compromise the integrity of the shares and, conse-
quently, the reconstructed image. Altered shares will disrupt
the consistency of the pixel value reconstruction due to the
cryptographic properties of the embedding and combining
processes. If an authorized user changes any part of a share,
this alteration will affect the encrypted pixel values dis-
tributed across the shares. Since the revealing phase relies on
the correct alignment and combination of these values, any
unauthorized change will result in incorrect or incomplete
pixel reconstruction. This outcome is immediately noticeable
and can trigger a re-verification or a request for retrans-
mission of the original shares. Fig. 10 and Fig. 11 provide
empirical evidence supporting the robustness of the proposed
CSSP against accidental attacks. These features make CSSP
robust against both external attacks and internal threats posed
by authorized users attempting to manipulate the sharing
process. Thus, the proposed CSSP is resilient to attacks
and critical aspect of patient confidentiality and healthcare
cybersecurity.

2) QUALITY ANALYSIS

The Quality of the Iy, Ispa, Isp3, and reconstructed image
is an important factor while processing CSSP. A secure
algorithm should achieve high reconstruction accuracy while
maintaining the confidentiality of the secret information. The
lower quality of the Isu1, Isna, Isp3 may give security threats
as it might provide the chances for the intruding agents to
look for the secret inside it. If the quality is compromised at
the receiving end, while reconstructing the secret, the purpose
may get lost as it may not give the correct secret message.

a: MEAN SQUARE ERROR (MSE)

MSE, on the other hand, calculates the average squared differ-
ence between the pixel values of the original secret image and
the reconstructed image. It provides a measure of the average
distortion or error present in the reconstructed image. A lower
MSE value indicates better image quality, as it signifies a
smaller difference between the original and reconstructed
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pixel values. The error is given by (14)

S RGBTy Sy (U (. y) = I'(x, )’
3xHxW

Here, let 1(x,y) be the original image and I'(x, y) be the
decrypted image [23], [24], [25].

MSE =

(14)

b: PEAK SIGNAL TO NOISE RATIO (PSNR)
PSNR serves as a metric assessing the relationship between
the highest potential power of a signal and the disruptive
noise. This metric gauge the quality of an image by ana-
lyzing the contrast between the initial secret image and the
image after reconstruction. Higher PSNR values indicate
better image quality, as it implies less distortion or noise in
the reconstructed image [16], [26]. PSNR value is defined
by (15).
@ —1?
PSNR = log————— (15)
MSE

¢: STRUCTURAL SIMILARITY INDEX (SSIM)
SSIM estimates the similarity between two images, depend-
ing on the initial uncompressed or bias-free image. SSIM
is another widely used metric for assessing image quality.
It measures the structural similarity between two images by
considering the luminance, contrast, and structural informa-
tion. SSIM considers the local variations in the images and
provides a more accurate assessment of image similarity.
Higher SSIM values indicate better image quality and a
higher level of similarity between the original secret image
and the reconstructed image [15], [27].

d: UNIVERSAL IMAGE QUALITY INDEX (UIQI)

UIQI is a perceptual quality metric that measures the similar-
ity between two images based on their luminance, contrast,
and structure. It considers factors such as mean luminance,
standard deviation of luminance, and structural similarity.
Higher UIQI values indicate better image quality, as it implies
a higher level of similarity between the original secret image
and the reconstructed image [23], [28], [29].

TABLE 2. Quality analysis of secret images vs. reconstructed images.

Metric Secret Test Secret Test Secret Test
Image | Image 2 Image 3
PSNR (dB) 40.865 39.145 41.286
MSE 0.5203 0.811 0.486
UIQI 0.9233 0.952 0.981
SSIM 0.9233 0.952 0.981
MAE 1.848 2.716 1.224

In the CSSP, the metrics such as PSNR, MSE, UIQI, and
SSIM are calculated between the original secret image and
the reconstructed image and are tabulated in Table 2. The
analysis is shown in picture representation as in Fig. 12.

The quality analysis of cover images versus share images
is essential to assess the impact of our visual cryptography
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FIGURE 12. Quality analysis of secret test images of proposed CSSP.

techniques on image integrity and security. A robust visual
cryptographic system should minimize the degradation of
image quality, which helps prevent security risks that might
arise from discernible changes visible to unauthorized parties.
Significant changes in image quality could potentially reveal
the presence of embedded data, compromising the confiden-
tiality of the secret information. Table 3 shows to analyze the
metrics for the cover and share images.

TABLE 3. Quality analysis of cover images vs. share images.

Metric Sharel Vs Share2 Vs Share3 Vs
Coverl Cover2 Cover3
PSNR (dB) 39.32875 41.52133 40.40282
MSE 0.69347 0.38765 0.68018
MAE 2.39768 1.73145 2.39273
SSIM 0.85863 0.93672 0.86562

The quantitative analysis of image quality metrics between
cover images and share images presents compelling evidence
about the effectiveness after LSB embedding technique in
visual cryptography. PSNR values indicate that the embed-
ding process introduces minimal perceptible noise, suggest-
ing a high retention of image quality. High PSNR values
are typically indicative of less distortion, implying that the
share images maintain a strong resemblance to their corre-
sponding cover images. Lower MSE values denote smaller
average differences between the pixel values of the original
and embedded images, reinforcing the high fidelity of the
reconstructed images. MAE scores further support the con-
clusion that the visual cryptography technique implemented
does not significantly alter the visual content. Lower MAE
values suggest that the average absolute deviation between
the cover and share images is minimal, which is favorable
for maintaining confidentiality and avoiding detection. The
result shows the SSIM values close to 1 which are indica-
tive of excellent image quality preservation. These metrics
suggest that the structural integrity and visual quality of the
images are well-preserved, maintaining both luminance and
contrast fidelity post-embedding. The analysis reveals that
the LSB embedding used in our visual cryptography scheme
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effectively disguises the secret data within the shares without
significantly compromising image quality. This is crucial
for ensuring that the presence of embedded data remains
undetectable to unauthorized observers, thereby enhancing
security. The high similarity and low error rates suggest
that even if intercepted, the shares do not visually indicate
the presence of embedded secrets, thus reducing the risk of
targeted post LSB embedding attacks.

3) COMPARATIVE ANALYSIS

This section presents a comprehensive comparative analysis
of the proposed Color Secret Sharing Protocol (CSSP) with
state-of-the-art encryption methodologies, including AES
Encryption, RSA Encryption, LSB Steganography, and DCT
Steganography. Additionally, a detailed comparison with
existing visual cryptography (VC) protocols is conducted,
focusing on key performance metrics such as pixel expansion,
security, quality, and computational complexity. This thor-
ough evaluation aims to highlight the advantages of CSSP
in providing enhanced security and reliability for sensitive
biomedical applications.

(i) Proposed CSSP with Existing Encryption Methodolo-
gies: The security and integrity of biomedical images during
transmission are paramount, necessitating robust encryption
and steganography techniques. The comparison evaluates
each method based on security, robustness, computational
efficiency, and applicability to biomedical image transmis-
sion and shown in Table 4.

TABLE 4. Comparative study on proposed CSSP vs existing encryption
methodologies.

> > >
g = 7]
— — ) [ %)
& 2 mE_ o E S
. jach jas) Bh Say =
Criteria 2 é “ % & = % A %
< 2 2 2 g
7 7 &
Security High High Low Moderate  High
symmetric ~ asymmetric combined
Brute Force ~ Highly Highly Low Moderate  Highly
resistant resistant resistance  resistance  resistant
MitM Vulnerable Vulnerable Vulnerable Moderately Highly
without without secure vulnerable resistant
secure key  public key
exchange
Robustness High High Low Moderate  High
Noise Sensitive to  Sensitive to bit Very low  Moderate  High
Resistance bit errors errors
Computational Fast Slow Very fast  Moderate  Fast
Efficiency
Suitability for Less Less Moderate  Moderate  Highly
images suitable

Advanced Encryption Standard (AES) is a symmetric key
encryption algorithm providing high security and resistance
to brute force attacks, though it can be vulnerable to MitM
attacks if the key exchange process is not secure. AES ensures
high robustness by encrypting the entire image, preserving
its integrity but is sensitive to bit errors in the ciphertext.
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It is known for its computational efficiency, offering fast
encryption and decryption processes with hardware accel-
eration, making it highly suitable for biomedical image
transmission [32].

Rivest, Shamir, Adleman (RSA), an asymmetric encryp-
tion algorithm, offers high security relying on the difficulty
of factoring large numbers. It shares similar robustness to
AES but is computationally intensive, making it slower and
less practical for large image data. RSA is suitable for secure
key exchange but less so for encrypting large files due to its
computational demands [33], [34].

LSB Steganography embeds data into the least significant
bits of pixel values, offering minimal security and low robust-
ness, being easily affected by image compression and noise.
It has very low computational overhead, making it efficient
but less suitable for biomedical images due to its security
vulnerabilities [35].

Discrete Cosine Transform (DCT) Steganography, embed-
ding data in the frequency domain using Discrete Cosine
Transform coefficients, provides better security than LSB
with moderate resistance to noise and steganalysis attacks.
It offers moderate robustness and computational complexity,
making it more efficient than RSA but less so than LSB.
DCT is moderately suitable for biomedical images, requiring
careful implementation to avoid detection and ensure data
integrity. In contrast, the proposed CSSP combines secret
sharing with visual cryptography, offering high resistance to
brute force and MitM attacks through encryption and selec-
tive embedding of pixel values. The proposed CSSP ensures
high robustness due to its share verification mechanisms,
preventing reconstruction errors caused by modifications or
noise, and maintaining the integrity of the reconstructed
image [36]. CSSP’s computational efficiency is moderate to
high, as the computations primarily involve basic arithmetic
functions and modular operations, resulting in manageable
computational overhead for enhanced security.

Designed to meet high security and integrity requirements,
CSSP is highly suitable for biomedical image transmission,
ensuring that the original secret cannot be decrypted if shares
are manipulated or intercepted. The comparative analysis
demonstrates that CSSP provides a robust and secure method
for biomedical image transmission, surpassing traditional
protocols such as AES and RSA in terms of security and
robustness, while offering balanced computational efficiency
and superior resistance to attacks, making it an ideal choice
for sensitive biomedical applications.

(ii) Proposed CSSP with Existing VC Protocols: The pro-
posed scheme is compared with other existing schemes and
the results are tabulated in Table 5. The metrics are con-
sidered to analyze the quality performance. Based on the
literature study and research work, a comparative analysis
was conducted between existing visual cryptography (VC)
schemes and the proposed VC schemes. The aim of develop-
ing the proposed protocols was to achieve specific research
objectives such as pixel expansion, security, quality, and
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TABLE 5. Proposed vc protocols vs. existing protocols.

_g = S g 2, 5. &

Type E £ 3 E 2 §§ § [
[1] Yes High Low Stack No n Halftone
[6] Yes High Low Stack No n Halftone
[7] Yes  Medium Medium Stack Yes Halftone
[8] Yes  High Medium Digital Stack Yes n  Halftone
[10] Yes High Low Stack Yes Halftone
[11] No  High  Medium Stack Yes 2  Multitone
[15] No  High  Medium Digital Stack No n  Halftone
[16] No  High Low Digital Stack No n  Halftone
[18] No High  Medium Stack No 2 Multitone
[21] Yes Medium Medium Stack No n Halftone
[26] No High  Low Digital Stack No  2n Multitone
grsog}())sed No High  High  Digital Stack Yes 3n Multitone

computational complexity [30]. Table 5 illustrates the results
of the comparative analysis, highlighting the differences and
similarities between the existing VC protocols and proposed
protocols in relation to these objectives.

This addition is aimed at offering readers a thorough under-
standing of the CSSP’s operational efficiency and its practical
applicability in real-world scenarios, where computational
resources may be a constraint.

According to the findings presented, the proposed schemes
outperform the existing schemes in terms of the research
objectives. The proposed schemes demonstrate no pixel
expansion in the reconstructed secret image. The size of the
shared secret image and reconstructed remains the same.
However, this does not compromise security. Moreover, the
space complexity is effectively controlled as three shares can
be used to send Igc.

(iii) Complexity Analysis on Proposed CSSP with Existing
VC Protocols: Table 6 outlines the computational complex-
ity of the CSSP, detailing the algorithmic steps involved
and quantifying their computational overhead. This analysis
includes the time complexity of each stage of the protocol and
the overall computational resources required for processing
the encryption of secret images.

The Isp1, Isn2, Isp3 communicated through the channel do
not reveal any information about the availability of secrets
in the Ign1, Ispa, Isp3. Additionally, even with access to the
Isp1, Isno, Isp3, an intruder cannot reconstruct the Iggc with-
out revealing the phase. The proposed schemes generate a
new intermediate share during the revealing phase, which is
essential for reconstructing the reconstructed secret image.
The quality of the reconstructed image is measured in terms
of PSNR and MSE between Isc and Igrsc. A higher PSNR
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TABLE 6. Comparative study on complexity analysis.

Operations Half-tone  Semantic  Significant Proposed
[3] [23] [15] CSSp
Addition 30to 226 4 3 3
Division 5 2 2 3
Multiplication 7 2 2 0
Subtraction Nil 1 1 4
Mod Nil 2 2 4
Exec. Time (Sec) 2.9-6.8 0.5-1.12 0.181 0.128
Space Complexity TN? N? N? N2

value, typically between 30 and 50 dB, indicates better qual-
ity. The proposed schemes achieve PSNR values of more
than 35 dB, ensuring that a good-quality reconstructed secret
image is maintained. In summary, the comparative analysis
reveals that the proposed schemes excel in achieving the
research objectives of pixel expansion, security, quality, and
complexity compared to the existing schemes.

IV. CONCLUSION AND FUTURE WORK

In this research paper, a new Color Secret Sharing Proto-
col (CSSP) has been proposed for the secure transmission
of a single Isc. CSSP enhances security by incorporating
Color Cover Images I¢cc into the sharing process. This addi-
tion helps to further protect the confidentiality of Igc. One
of the key advantages of CSSP is its ability to minimize
complexity without introducing pixel expansion issues. This
means that the original image’s size remains intact, and there
is no loss of quality during the sharing and reconstruction
process. The proposed protocol also supports the sharing of
multiple images, further expanding its practical applicability.
By introducing CSSP, this research work contributes to the
field of VC by providing a secure and efficient method for
transmitting single secret color images. The incorporation of
Icc and the avoidance of pixel expansion issues ensure that
the transmitted data remains confidential and of high quality.
In summary, the proposed Color Secret Sharing Protocol
offers an effective solution for securely transmitting single
secret color images, addressing the security concerns asso-
ciated with internet communication. Future research could
focus on further enhancing the protocol’s performance and
extending its application to different types of multimedia
data.
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