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ABSTRACT Flying Ad Hoc Networks (FANET) is an emerging area of research due to its low cost, high
coverage and fast transmission features. In these networks, the flying nodes are connected with ground
stations and communicate wirelessly, especially when the networks are congested and complex. Due to
mobility, and lack of predefined infrastructure, these networks have suffered from various security and trust
issues. The traditional trust and security solutions are designed for ground networks and are not feasible
for these networks. This paper proposes a trust and authentication model including Trust Establishment
Mechanism for FANET (TEM-FANET) and authentication system by using Block-chain method. The trust is
calculated to evaluate the node’s trust status and ensure the existence of the trustworthy nodes by using direct,
indirect, and cumulative trust values. Whereas the authentication system is utilizing blockchain technology
for nodes authentication and evaluate its feasibility. The proposed model is lightweight and able to monitor
the node’s behavior and compute the trusted quality and broadcast the node status with neighbor nodes. The
proposed model is also integrated with ground stations for record keeping and decision-making processes.
The proposed model is evaluated in simulation with state-of-the-art trust solutions where the results show
the better performance in terms of overhead, data delivery, node detection rate, and computational time.

INDEX TERMS Trust, evaluation, FANET, security, malicious, attacks, blockchain.

I. INTRODUCTION
Flying Ad Hoc Networks (FANET) have evolved from a
single node operation to a group of nodes to accomplish a
specific task. Drones or Unmanned Aerial Vehicles (UAVs)
are used in these networks to monitor the networks by using
sensing and communication technologies such as for traffic
management, fire and disaster management, agriculture
and remote sensing, monitoring, civil security, and other
fields of life like military surveillance and civil areas
monitoring [1], [2]. Over the past few years, these networks
have gained popularity due to their flexible, cost-effective,
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and versatile features. In these networks, multiple nodes
are wirelessly interconnected autonomously and expand
operational scalability. Multi-drones are used to perform the
monitoring by using the small radar cross-section compared
to the large radar cross-section. These networks also provide
a systematic distribution of nodes, large coverage, low-cost
transmission services, and able to communicate with the
Base Station (BS) on the ground [3], [4]. Furthermore, the
nodes in these networks cover specific geographical areas and
are more feasible for an emergency where normal network
deployment is impossible. These networks improved the
traditional field operations and processes such as defense
monitoring, forming, firefighting, and transportation with
help of an ad hoc network [5]. However, with various
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benefits, these networks have suffered from security, trust,
and privacy issues that can affect and degrade network
performance [6]. Although FANET is similar to other ad
hoc networks, few features make it different from other
types of networks, like higher mobility of nodes, ample
freedom of movement, three-dimensional (3D) rotation,
dynamic topology, and moving in open space to locate easily.
Short and long-range wireless technologies incorporate the
FANET, including IEEE 802.15.1, IEEE 802.15.4, and
IEEE 802.11 [7], [8].

Security is one of the requirements of these networks due
to the open broadcast nature of nodes where the wireless
channels make data transmission vulnerable and susceptible
to variousmalicious attacks and activities [9], [10]. The active
and passive attacks are performed for traffic monitoring and
analysis, such as jamming, interference, and hybrid attacks.
Furthermore, passive eavesdropping attacks are performed
in multihop communication to overhear the broadcasted
information. In addition, other common threats for FANET
networks are spoofing, Denial of Services (DoS), Black-hole,
Sybil, and hello flood attacks [11]. These attacks disturb,
fabricate, andmanipulate the data process in the network [12],
[13]. As per the trust aspect, the node’s behavior analysis
is significant in identifying any malicious or selfish node.
Therefore, trust management methods have been adopted to
evaluate the trust of nodes by using the trustworthiness of
nodes and detecting malicious nodes.

However, the existing trust evaluation solutions use
any single or two factors, like direct or indirect trust to
evaluate the node’s trustworthiness. Most solutions have
been developed for ground networks or fixed devices like
cloud or edge servers [14], [15], [16]. This paper proposed a
Trust Establishment Mechanism for FANET (TEM-FANET)
to tackle internal and external attacks, monitor or judge
the nodes, prevent the network from malicious nodes, and
eliminate such nodes from the network. The proposed
solution provides the best and most secure path to the drones
for data combination. The detailed contributions of this paper
are as follows:

• To calculate the trust values of the nodes and isolate the
malicious nodes from the network

• To broadcast the node’s status about malicious nodes in
FANET and ground networks.

• To keep a record of malicious and untrustworthy nodes
for future reference

• To authenticate the FANET nodes by using Blockchain
technology

• The proposed TEM-FANETmodel is evaluated in terms
of false positive rate, malicious nodes detection rate, data
throughput, data delay and blocktime.

The rest of the paper is organized as follows: Section II
presents the detailed literature review. Section III presents
the proposed solution and its design and development
phases. Section IV and V discuss the simulation results and
discussion. The last section concludes the paper with possible
future directions.

II. RELATED WORK
Authors in [6], proposed a Fuzzy-based novel trust model to
handle the node’s behavior and then classified the nodes using
multicriteria fuzzy classification. The usage of Artificial
Intelligence (AI) is also discussed to tackle security attacks
and monitor the country’s borders. The proposed solution
also manages and predicts the disaster performed rescue
operation to save lives and property and carry transportation.
The proposed model is designed for FANET with two main
features, including collaboration and cooperation, that help
to perform their function in a different environment. The
behavior of these two functions depends on the trust value of
the nodes. Different trust-based proposed models have been
designed based on different parameters to calculate the trust
rate or value, especially for portable and mobile networks.
The FANET network has different unique features compared
to traditional ad hoc networks, such as the high velocity
of the working node, which causes disconnection or link
losses. These challenges alsomake these networks vulnerable
and open to various security attacks. The proposed fuzzy
novel-based technique handles these networks’ unexpected
outcomes by applying multicriteria fuzzy features in a
complex network. However, fuzzy methods are difficult and
more feasible for fixing device networks with more resources
and processing capabilities.

In [17], the authors proposed a novel trust model by using a
genetic algorithm for trust evaluation. To provide secure data
communication and trust evaluation, the authors designed
the trust model by using a genetic algorithm and minimized
the weight of different values-based parameters to check the
direct trust values of nodes for secure data communication.
Direct trust is aggregated with the recommendation to
evaluate the final trust values of nodes. After this, all nodes
that produced the trusted values come under one group or
class, and the others that produced the variant values come
in the risky class and assessment based on risk assessment
class. If a malicious node is found, it can easily separate from
regular nodes by using this direct trust list. However, more
than the direct trust evaluation is needed to calculate the trust
of nodes because indirect and cumulative trust is important,
especially in FANET networks.

In another study [18], the authors proposed a trust
evaluation model for FANET networks. The proposed model
is designed by using the lightweight and efficient trust
mechanism for secure data communication. The nodes
formed a secure self-organized network and facilitated the
users with different applications. Security and trust are the
major challenges due to the open nature of these networks.
These networks need more resources for processing power,
battery, and coverage. The attackers easily enter the network
and make a node untrustworthy to imitate the attacks in the
network. Different types of trust and security solutions have
been designed to address security and trust matters. However,
the traditional solutions are different from FANET’s special
requirements. The proposed solution is designed to consider
all special characteristics of FANET nodes by using trust and
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stable values of nodes. The proposed solution is evaluated
in terms of data delivery ratio and node detection. However,
with many benefits, these types of mechanisms have limited
features and can only handle part of the network due to the
distance between nodes and the dynamic and unpredictable
topologies of the networks.

Authors in [19], designed a Trust Based Clustering Scheme
(TBCS) by using the clustering technique for secure data
communication. The coordination and cooperation among
nodes are considered an evaluation criterion by adopting
the trust concept. The trust is evaluated based on internode
organization and collaboration for balance and better data
flow. The interaction between nodes is based on the trust eval-
uation results of nodes. The proposed solution distinguishes
the node’s incompatibility and interruptions to improve the
data reliability. The proposed scheme builds the node group
or clusters with faith. The proposed scheme uses various
methods of sorting in a vague and complex environment. The
rewards and discipline help change the node’s structured trust
and distinguish malicious and intrusion nodes in FANET.
In addition, a safety team leader is selected based on the trust
value and is responsible for the trust evaluation of control
units, data communications, and groups. The simulation
results indicated better performance of the proposed scheme.
However, the proposed process is complex due to cluster head
election, selection, and then trust calculation among nodes.

Authors in [20], proposed a unique Cumulative Trust
analysis-based economical Technique (CTBET) by focusing
on various viewpoints on the implementation and governance
of safety in edge-based IoT networks. The projected CTBET
is designed based on the cumulative trust concept and direct
and indirect trust values among the available paths between
the sender and the recipient nodes. The proposed technique
focused on the packet transfer rate and drop rate among
transmission nodes and then calculated the direct and indirect
trust among corresponding nodes. The proposed solution
implemented trust and ensured network security. The most
common attacks considered by the proposed scheme are
on-off, Denial of Service (DoS), and Bad-Mouth attacks.
However, the proposed scheme can isolate malicious nodes
from the network. However, this technique is designed for
IoT networks, whereas the FANET networks are different
compared to IoT networks.

Authors in [21], adopted a blockchain-based method to
ensure network security. The blockchain is a decentralized
mechanism to secure the network from any kind of malicious
nodes. This method protects the network and ensures data
security from unauthorized andmalicious node activities. The
blockchain decentralized method ensures the security of the
network and protects the network from security breaches. The
proposed solution is also able to handle the ground stations
when notified by the network with any node tempering
detection. The simulation results indicated that the proposed
solution performance is better due to its smart contract
deployment strategy in the Ethereum network. The proposed
solution can tackle different security attacks, including gray

hole attack, data interception, and black hole attack. The
proposed solution is also detecting false information broad-
casting. These attacks degraded the network performance and
injected false information. The simulation results indicated
the better performance of the proposed solution in the UAV
network. Although the proposed solution handles different
attacks, a different response system is needed for each type
of attack in the network.

Authors in [22], proposed a Drone Assisted Internet of
Vehicles (TPDA-IoV) for data routing, drone nodes, and trust
evaluation. The proposed solution is based on three modules:
drone communication, drone-to-vehicle communication, and
trust evaluation. The proposed solution is to work with flying
and ground zones and ensure nodes’ trust by using a route
discovery strategy. The trustworthiness is evaluated by using
the packet evaluation metrics. Based on the drone’s behavior,
the trust value is calculated by the increment and decrement
of trust values. Each drone node is responsible for calculating
the trust value of neighbor nodes. The proposed solution uses
request packets for trust evaluation. The experiment results
indicated the proposed solution’s better performance than
existing solutions. However, this work needs to include the
most important results regarding malicious node detection
and false positive rate. Table 1 shows the discussed solutions
key features and limitations.

After a detailed discussion in the literature, it is concluded
that the existing trust evaluation solutions are based on direct
or indirect trust factors to evaluate the node’s trustworthiness.
It is also noticed that several existing solutions are designed
for IoT backbone networks or edge and cloud networks.
FANET is a demanding area of research due to its flexible
features and coverage, especially in congested networks.
Security is always a top priority due to the FANET node’s
movement and flying strategies. The drone-to-middle method
has been observed in these networks where one malicious
node disseminates fake information or engages the network
using malicious activities. Therefore, there is a need to design
a trust-based solution to handle internal and external attacks
to evaluate and protect the network.

III. TRUST AND AUTHENTICATION MODEL FOR FANET
In this section, the proposed trust evaluation model design
and development phases discuss in the detailed process. The
proposed model calculates the trust value of drone nodes and
finds the more trustworthy routes for data forwarding. The
trust model identifies the malicious or selfish node status
in the network and updates the status in the network. The
proposed trust model contains four main phases including
the attack model, trust analysis model, and trust decision
model. The first attack model is used to initiate the internal
attacks to identify the selfish and malicious nodes. The trust
decision model is used to analyze the node’s behavior and
store all the data for further analysis. All the recorded data is
further forwarded towards the trust decision model to rectify
and identify the malicious and selfish nodes in the network.
This model is also useful to decide the trustworthy path for
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TABLE 1. Existing solutions key features and limitations.

data communication in the presence of an attack model. After
completing the process from three models, the next and last
process is broadcasting the malicious nodes updates in the
network. All the information is stored in routing tables for
reliable and feasible data communication. Figure 1 shows the
proposed trust model’s four modules.

FIGURE 1. Trust model for FANET.

A. ATTACK MODEL
For the attack model, three well-known attacks are consid-
ered, including bad mouth, Denial of Service (DoS), and
on-off attacks. The malicious nodes generated a volume
of data to engage the network and create overhead and
burden. These attacks are developed and keep all records
and track the data forwarded or received [23]. The bad-
mouth attack generates incorrect values and information
related to the neighbor nodes. This attack records the track of
packet dropping, delay processes, and other communication
parameters [24]. The on-off attack checks the node’s
behavior and then forwards the incorrect information to the
network. The selfish nodes are behaving well or sometimes
badly. These attacks are handled using the trustworthi-
ness, network lifetime span, packet drop, and packet rate
parameters [25], [26].

If the network is under attack, the flying nodes aremodified
and generated, falsifying the incorrect data. This process
degrades the network performance, causing a packet drop,
energy depletion, and overhead. These attacks are generated
in this module to check the proposed model processes
and performance [27]. This attack model is assessed and
evaluated by the network nodes. This model also refutes
the data transmission towards the network with multiple and
continuous packet generation. Three states are considered
to check the node behavior if the node rate is less than
0.5, so it considers the malicious node. The second state is
node dropping rate analysis with 0.5 greater value or equal
to 0, which is considered a selfish node. Another state is a
node good or bad behavior measurement with a value greater
than 0.5 and considered a malicious node. In Equation 1,
the Flying Node (FN) behavior denotes FN(n) as a random
variable. Therefore, the node misbehaves transmission in the
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attack model presented in Equation 1.

FN (n) =


1, if n relays packet
0, if n drops packet where n ∈ N
−1 if n compromise packet

(1)

The attack model generates false information from flying
nodes and makes them malicious to evaluate the trust values
among nodes.

B. TRUST ANALYSIS MODEL
This model evaluates the nodes by monitoring the node’s
records and behavior. A packet profiler is maintained at
every node to check the node behavior by evaluating the
packet traffic. The data traffic is evaluated based on data
received and drop rate, direct and indirect trust evaluation.
This model provides a detailed evaluation of selfish and
malicious node traffic and helps to select the trustworthy
path for data communication. The first phase is flying nodes
trust evaluation of adjacent nodes by adopting the direct and
indirect trust calculation. The result of this calculation is
in the form of cumulative trust of nodes where all records
are stored at each flying node. The direct trust evaluation
is calculated by using different parameters such as packet
receiving and transmission probability. The threshold values
are calculated based on Packet Sent Time (PST) and Packet
Received Time (PRT). If the node fulfilled the criteria and
successfully transmits the packets and received the packets,
then it considers trustworthy. If the Packet Send Ratio
(PSR) is greater than or equal to its mean the node is
trustworthy. Direct trust is also considered based on local
knowledge evaluation. Indirect trust evaluation is calculated
based on recommendation information coming from other
trusted flying nodes. The indirect trust is set up between two
nodes that have less associated such as lack of information
about neighbor flying nodes and direct trust score.

After positive verification, both the direct and indirect
trust, both values are considered for the cumulative trust value
of flying nodes as shown in Equation 2. For the cumulative
trust value, the direct and indirect trust values are combined.

Direct&Indirect Trust

=
Direct TrustFN + Indirect TrustFN

2
(2)

Figure 2 shows the direct and indirect trust calculation
process among UAV nodes. The calculated value is stored
in new packet format to avoid any extra overhead and
computational complexities. The existing solution has been
suggested the cluster or aggregation-based methods. But
these methods consume extra energy and cause overhead in
the network. These methods generally require partitioning
the nodes in the network into clusters whereby each cluster
has a designated cluster head (CH) who is responsible for
the collection of data and forwarding of information to other
clusters or a central controller. Though the applications of

FIGURE 2. Direct and indirect calculation among FN nodes.

these strategies include such advantages like scalability, load
balancing, and decrease of data duplicating, they have their
drawbacks. Interestingly, the CHs always work more and
therefore, consume more energy than the other nodes in
the network; the formation of clusters and maintaining the
clusters also involve some extra communication load and
computational cost. Furthermore, if the CH role is not being
rotated effectively, then some nodes energy will be expended
more as compared to the others leading to the formation of
imbalances in the network. While using aggregation-based
methods helps to decrease the amount of data transmitted
as well as optimize bandwidth usage, it increases the overall
energy requirements for the data processing, and could lead to
the problem of latency. Additionally, nodes that engage in the
aggregation process may become overloaded and, therefore,
create points of failure.

C. TRUST DECISION MODEL
In this model, the trust evaluation decision is initiated by
broadcasting the cumulative trust message in the network.
The cumulative trust value is updated by using the data
message with two new fields including the neighbor FN
identity and the opinion of the sender about the neighbor
as indirect trust. The cumulative value is updated if any FN
observed that the neighbor FN is an untrusted node then it
will set that node value <0.5 for untrusted FN and >0.5 for
trusted FN value. The cumulative trust value message format
shows in Figure 3.

When all FN nodes transmitted the data with a trust score.
When the network is updated with trust values of FN then
the packet transmissions started by using the best data route.
As shown in Figure 4, where the Source-FN and Destination-
FN forward the data in the presence of malicious and selfish
nodes and are successfully eliminated from routing tables.
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FIGURE 3. Recommendation packet format.

FIGURE 4. Illustration of trusted path selection and data transmission.

The routing table is updated with all node’s statuses. Figure 4
shows the trusted path calculation for data transmission.

The proposed solution caters to the false positive ratio
or incorrect recommendation information and calculates
the trust values by using direct and indirect trust. The
trust evaluation value is based on different communication
parameters including packet drop rate, packet received rate,
and time analysis. The flow chart of the proposed TEM-
FANET shows in Figure 5.

In the flow chart, the routing process is initiated where the
nodes check the best and preferable path for data routing from
source FN to destination FN. After selecting the node, the
next step is trust calculation where the direct and indirect trust
is evaluated for cumulative trust value. After this process, the
threshold process initiates and if FN is under threshold, then
the node ismarked as normal otherwise consideredmalicious.
All steps are repeated until all paths are calculated in terms
of the trust. In last, the most trustworthy path considers based
on cumulative trust and updates with source and destination
FN. Themalicious nodes are eliminated from the network and
updated the network about the status of the node.

D. BLOCKCHAIN-BASED FANET AUTHENTICATION
SYSTEM
In this section, we propose a blockchain-based authentication
system for FANET networks. Authentication and verification
of FANET nodes are crucial for the network’s security and
trust. Traditional identity management systems often face
challenges in the dynamic and open network of FANETS.
We propose the integration of blockchain technology into
FANET for robust identity management. The proposed sys-

FIGURE 5. Flow chart of TEM-FANET.

tem leverages the immutability and decentralization features
of blockchain technology to establish and manage node
identities securely.

We choose to implement the FANET authentication system
using a consortium blockchain. The consortium blockchain
offers advantages in terms of privacy, performance, and
scalability when compared to the public blockchain. Con-
sortium blockchain provides a trusted environment with
regulated access protecting sensitive authentication data.
It further provides faster, more efficient transaction pro-
cessing to enable reliable access within FANETS networks.
We choose Ethereum to deploy a consortium blockchain
over other alternatives like Hyperledger, Quorum and Corda.
Our selection of the Ethereum network is based on two
factors. Firstmost, Ethereum supports solidity-based smart
contracts that empower us to create highly customizable and
programmable authentication processes while using well-
established authentication token standards. Furthermore,
Ethereum offers interoperability with the public Ethereum
blockchain that allows secure data sharing and asset transfers
to other applications running over the public blockchain.
We chose the Proof of Authority (PoA) consensus mecha-
nism, also known as Clique for the FANET authentication
system. PoA offers efficiency low latency, and controlled
governance, making it well-suited for implementing authen-
tication systems in FANETs. PoA strikes a balance between
efficiency and security by relying on trusted identities for
network validation, ensuring enhanced security in FANET
environments. Its low-latency transaction processing is
crucial for real-time communication needs in FANETs, while
its minimal resource requirements make it energy-efficient
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FIGURE 6. System overview: blockchain based FANET authentication
system.

for resource-constrained networks. The system overview of
the FANET authentication system is presented in Figure 6.

The smart contract is deployed over the Ethereum PoA
private blockchain and comprises four essential functions:

a. Registration: The registration function is used to
register the identities of new FANET nodes.

b. Verification: The verification function is used to verify
the authenticity of the identity of the FANET nodes.

c. Attestation: The attestation function is used by the
manufacturer to provide attestation of their FANET
nodes.

In the FANET network, new nodes register themself using
the registration smart contract. Before registration, each
FANET node is assigned a public-private key pair. The public
key is used to generate a public address which identifies
the node over the blockchain. The private key is used to
sign transactions. The FANET node initiates the registration
process by calling the registration function and uploads the
signature of the device identifier along with the required
identity information. The signature contains the encrypted
hash of the identity information using the node’s private
key. After registering the FANET node can send connection
requests to the network. This request includes the user’s
public key and identity information. The received FANET
node verifies the identity by calling the verification function.
It downloads the signature and validates that it belongs to the
sending FANET node. By using the verification function the
receiver also receives the attestation from the manufacturer.

IV. EXPERIMENT RESULTS
This section discusses the simulation and experiment setup to
test and evaluate the proposed scheme TEM-FANET in terms
of trustworthiness with time, malicious nodes detection,
detection accuracy, packet delivery, packet delay ratio, and
network lifetime. The proposed scheme is evaluated in a
well-known OMNET++ open-source simulator [28], [29].
This simulator is one object-oriented integrated discrete event
simulator with a graphical user interface. The simulator is
specially designed for traffic modeling and protocol testing.
The simulation is also suitable for trust evaluation due to
its diverse descriptive features and support for various kinds
of security attacks. The FN are randomly deployed in the
network, whereas the total area of the network is around 15 X
150 meters. The FN communication range is around 20 to

TABLE 2. Simulation parameters.

30 meters. The malicious nodes are created in the network by
using the network attack model. The simulation parameters
are presented in Table 2.

A. ADVERSARY MODEL
An adversary model is used for security analysis and
evaluating the overall system security. This model is utilized
for this research to access the potential threats and identi-
fying the vulnerabilities in the system. We used SEA++

(Environment, and Adversary) framework with OMNET++

to evaluate the security attacks. The SEA++ framework
extend the OMNET++ framework to check the security
attacks in the network. For the adversary part, three well-
known attacks are considered, including bad mouth, Denial
of Service (DoS), and on-off attacks. The malicious nodes
generated a volume of data to engage the network and create
overhead and burden. To assess the attacks impact, the attack
model already discussed in proposed model section. The
SEA++ uses the high-level description for attacks evaluation
by using attack specification language and generate the single
adl file. The attacks description results in this file are further
store in database and interoperate by using Python script and
then run the simulation.

To evaluate the proposed scheme, the different perfor-
mance evaluation parameters are level of trustworthiness,
detection rate, detection accuracy, false positive rate, net-
work lifetime, average throughput, and delay analysis. The
level of trustworthiness refers to the accurate identification
percentage of malicious nodes in the network. The false
reporting is analyzed for the proposed scheme in the presence
of selfish nodes. The detection rate analysis parameter is used
to analyze the malicious nodes detection ratio. The accurate
detection of malicious nodes is also analyzed whereas the
false positive rate on different attacks is evaluated. Data
throughput and delay are checked during data transmission to
evaluate the proposed scheme’s performance in the network.

B. TRUSTWORTHINESS ANALYSIS
In this section, the trustworthiness of FNs is analyzed based
on the trust threshold. The threshold values are between
0 and 5. Several experiments are conducted to check the
proposed scheme performance and trustworthiness of FNs in
the presence of malicious nodes in the network. The proposed
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FIGURE 7. Trustworthiness analysis with no of flying nodes and time.

FIGURE 8. Trustworthiness analysis with no of flying nodes and time.

TEM-FANET scheme is compared with two state-of-the-
art existing schemes including CTBET, and TPDA-IoV. The
CTBET is designed for smart cities and IoT networkswhereas
the TPDA-IoV is designed for the internet of vehicles and
drones. Figure 7 and 8 show trustworthiness analysis with
no of flying nodes with time. The results showed the better
performance of TEM-FANET as compared to the other three
existing trust evaluation schemes due to its simple and three-
way trust evaluation process.

C. MALICIOUS NODES DETECTION ANALYSIS
In this experiment, the malicious nodes ratio is analyzed in
the presence of different malicious nodes in the network.
The malicious nodes are generated by using bad-mouth, on-
off and DoS attacks behavior to check the proposed scheme
detection ratio. Figure 9 shows the detection of malicious
nodes against internal attacks where it is observed the better
and high performance of the proposed scheme TEM-FANET
as compared to CTBET and TPDA-IoV schemes. It is also
observed that the CTBET performance is better due to the
operation of its non-mobility devices for smart city networks.
The TPDA-IoV scheme is designed for the drone’s network
but due to its complex functions and evaluation as compared
to TEM-FANET degraded its overall performance in the
network.

FIGURE 9. Rate of detecting malicious nodes against internal attacks.

FIGURE 10. Rate of detecting malicious nodes against internal attacks.

In the second experiment (Figure 10), we increased the
number of malicious nodes in the network to check the
proposed scheme’s performance. Overall, the performance of
TEM-FANET is better than CTBET and TPDA-IoV.

D. FALSE POSITIVE RATE ANALYSIS
This section discusses the experiments conducted for false
positive rate analysis. The false positive rate is analyzed in the
presence of different internal attacks. The best false positive
rate is 0 whereas the worst is 1. The False Positive Rate (FPR)
in detecting malicious nodes measures the proportion of
benign nodes incorrectly flagged as malicious. High FPR can
lead to resource wastage, operational disruption, and erosion
of user trust, necessitating a balance with other performance
metrics like True Positive Rate (TPR). The three main attacks
are considered for these experiments including DoS, On-Off,
and Bad-Mouthing attacks. The lesser values indicated the
trustworthiness of nodes whereas the malicious nodes have
higher values as shown. Figures 11 shows the FPR in the
presence of malicious nodes.

For the second experiment, we increased the number
of malicious nodes to check the proposed TEM-FANET
performance. It is observed in Figure 12, the results are
smooth as compared to previous experiment due to settlement
of network and nodes in the network.
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FIGURE 11. False positive rate with number of FN.

FIGURE 12. False positive rate with number of FN.

E. NETWORK LIFE TIME ANALYSIS
This section presents the network lifetime analysis with time
analysis to check the overall network lifetime. This analysis
is useful to count the time of sensor-based network FN
operated or alive in the network. This parameter is used to
check the time of any FN energy level. Energy is one of
the significant requirements of the network, especially for
FANET nodes. Whenever any malicious node exists in the
network it creates an impact on the network where nodes
are depleted earlier and not able to perform better services
in the network. This experiment analyzed the presence of
a malicious node in the network. It is observed that the
proposed scheme TEM-FANET network lifetime is better
compared to CTBET and TPDA-IoV. The result of TPDA-
IoV is better than CTBET because of its node’s mobility
consideration whereas the CTBET is designed for static
devices for smart cities and IoT networks. When the network
has less infected with fewer malicious nodes then the network
lifetime is more. Figure 13 shows the network lifetime by
calculating the packet delay rate in the presence of malicious
nodes.

F. AVERAGE PACKET DELAY ANALYSIS
The packet average delay is analyzed in the presence of
malicious nodes in the network. The packet delay occurs
when there is any unusual activity during data transmission.
The experiments and results indicated the better performance

FIGURE 13. Network lifetime (seconds).

FIGURE 14. Average packet delay ratio in the presence of malicious FN.

of the proposed TEM-FANET scheme as compared to the
existing CTBET and TPDA-IoV. The performance of the
proposed TEM-FANET scheme in terms of delay average rate
is higher when there are more malicious nodes due to trust
evaluation in the network. Figure 14 shows the packet delay
rate in the presence of malicious nodes.

G. AVERAGE DATA THROUGHPUT
The data throughput is analyzed in the presence of malicious
nodes in the network. The data throughput is evaluated by
using the total payload over the entire session divided by the
total time. A higher data rate is required for a stable network.
The proposed TEM-FANET data throughput rate is better
than TPDA-IoV and CTBET. As compared to CTBET, the
TPDA-IoV data throughput result is better and higher due
to its design strategy for flying nodes. Figure 15 shows the
average data throughput result.

After conducting different experiments in terms of trust-
worthiness, malicious node detection, data throughput, data
delay, and node detection rate, it is observed that the proposed
scheme TEM-FANET performance is better as compared to
existing CTBET and TPDA-IoV solutions. The better results
are due to lightweight and direct, indirect, and cumulative
trust calculation strategy and scheme suitability for flying
nodes. Whereas the CTBET is designed to fix devices where
the energy is not an issue. On the other hand, the TPDA-IoV
also achieved better results as compared to CTBET.

95398 VOLUME 12, 2024



K. N. Qureshi et al.: Blockchain-Based Trust and Authentication Model

FIGURE 15. Average data throughput in the presence of malicious nodes.

H. DISCUSSION ON TEM-FANET
After detail results experiments, this section summarizes
the performance indicators of the discussed solutions in
the literature and their comparison with the proposed
solutions. It is noticed that the proposed solution TEM-
FANET is evaluated with more parameters especially with
false positive rate and average delay throughput compared
to other solutions. Many existing solutions also missed the
packet nodes trustworthiness analysis, which is one of the
significant requirements for data communication. It is also
observed that the existing solutions are evaluated with three
or four parameters, whereas the TEM-FANET is tested with
six parameters. Table 3 shows the performance parameters of
the existing and proposed solutions.

I. PERFORMANCE EVALUATION OF FANET
AUTHENTICATION SYSTEM
We deployed a blockchain consortium of five nodes using a
Go Ethereum client (Geth) and connected each node using
their eNode addresses. Each node was housed on Amazon
Web Services (AWS) EC2 virtual computers. The virtual
machine has 1 GB of RAM, and 20 GB of storage, and
was configured to run the Linux Ubuntu operating system.
The configuration of critical parameters in the JSON genesis
file including, ‘chainID’, ‘gasLimit’, ‘alloc’, ‘extraData’, and
‘Epoch’ were defined to establish a clique PoA consensus
network. The ‘chainID’ parameter was used to assign a
unique identifier for the network.

The ‘gas limit’ parameter was initialized to 20000000 to
define the maximum limit of gas that can be used per
block. This limits the number of transactions within each
block. Account addresses for FANET nodes were defined
at the genesis block where each account was pre-allocated
with 2 ETH using the ‘alloc’ parameter. The nodes that can
validate transactions were set as Sealers using the ‘extraData’
parameter. The ‘Epoch’ parameter was varied to explore
block time intervals with values of 1, 2, 3, 5, 10, and
15 seconds. Table 4 shows the transaction gas cost.

We computed three performance metrics including Trans-
action Gas Cost, Transaction Per Second and Propagation
Delay to evaluate the performance of the blockchain. The

TABLE 3. Tested performance parameters comparison analysis.

TABLE 4. Transaction gas cost.

Transaction Gas Cost is used to compute the complexity of
the smart contract. To make the smart contract efficient and
less complex it is crucial to monitor and optimize the gas cost.
Table 4 shows the list of all smart contract functionalities and
their associated Transaction Gas Costs. The Smart Contract
Deployment takes a significant gas cost of 774,405, however,
this expense would only be once as after deployment only the
functions of the smart contract will be accessed. Registration
of new FANET nodes comes at a cost of 50,534 gas. Each
node will register only once. On the other hand, Verification
which is an essential step in confirming the authenticity of
FANET identity has a relatively lower cost of 10,572 gas. The
attestation of FANET by manufacturers also consumes less
cost of 24,500 gas. Table 5 shows the transaction per second.

The Transaction Per Second is an important metric for
measuring blockchain performance. It quantifies the number
of transactions that a blockchain can process within a
second. A higher Transaction Per Second indicates that
the blockchain network can handle a larger volume of
transactions and is more scalable. Table 4 presents a detailed
representation of Transaction Per Second in relation to the
block time parameter. It can be observed that when the
block time is increased the Transaction Per Second reduces
significantly. This trend shows that to achieve a higher TPS
in the clique network a lower block time should be selected.
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TABLE 5. Transaction per second.

TABLE 6. Propagation delay.

However, we have also observed that when the block time,
for instance, is set very low, such as 1 second, the number
of lost blocks tends to be higher. This is because the sealers
do not have sufficient time to validate the transactions before
the next block appears. Therefore, a block time between 1 and
2 is suggested. Table 6 shows the propagation delay.

We further conducted an assessment of the Propagation
Delay in the network. Propagation Delay measures the time
it takes for a transaction to be broadcast across the network
and received by all participating nodes. In a clique network
‘‘sealers’’ are the validator nodes responsible for creating
new blocks and confirming transactions. Our evaluation of
Propagation Delay revealed a noteworthy correlation with
the number of sealers in the network as shown in Table 5.
It can be seen that an increase in the number of sealers
would lead to increased propagation delay in the network.
This means that the FANET nodes would face higher delays
in the authentication process. Therefore, it can be concluded
that to achieve optimal performance, a lower block time and
reduced number of sealers should be used. This will result in
higher throughput and reduced delays in the network which
would lead to a faster authentication process for the FANETs.

V. CONCLUSION
This paper proposed a Trust Establishment Mechanism for
FANET (TEM-FANET) networks to evaluate the node’s trust
status and ensure the existence of the trustworthy node and
identified the malicious nodes in the network. The FN is
evaluating trust by using direct and indirect trust values
and then determined the cumulative trust based on threshold
values. The proposed mechanism is specially designed for
drone nodes by using lightweight metrics. The proposed
solution can ensure the trust scenario in the network and
identify the malicious nodes by updating the existence of
the malicious node in the network. When there are any
malicious nodes identified in the network and not qualified
for the trust merit, it is eliminated from the network and their
details are broadcasted. The proposedmodel is evaluatedwith

existing solutions in terms of false positive rate, malicious
nodes detection rate, data throughput, and data delay. The
experiment results showed the better performance of the
proposed trust-based solution as compared to the state-
of-the-art trust solutions. We also proposed an FANET
node authentication system using blockchain technology and
evaluate its performance. The experiments show that by
setting a blocktime between 1-2 we can achieve a TPS of
above 500. In the future, we will integrate the edge network
with FANET and implement the proposed model to check
its performance. Moreover, we are going to implement it in
agriculture precision environments.
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