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ABSTRACT This paper proposes a paradigm that combines edge computing and blockchain technology in
the healthcare field, providing a groundbreaking method to handle, analyze, and safeguard medical data. The
method effectively decreases the time delay, addresses problems related to data transmission capacity, and
improves the protection of sensitive patient data by processing it locally. The blockchain network is essential
to the system since it offers a secure and unchangeable record for storing processed data. The integration
of this novel system guarantees that patient data, once recorded, is unable to be modified in a way that
affects previous entries, thereby preserving the integrity of the data. This approach prominently incorporates
the innovative Proof of Trust and Expertise (PoTE) consensus process, which utilizes the reliability and
specialized knowledge of users in the network. This approach not only guarantees the secure and efficient
validation of transactions, but also conforms to the essential demands of managing healthcare data. The
proposed model provides efficient environment that is scalable and reliable with average block processing
time of 0.25 sec, transactional throughput of 140 transactions per second (tps) and a success rate of 97%while
operating over larger number of nodes in the network. The incorporation of edge computing and blockchain
in healthcare is positioned to establish a novel benchmark in the management, processing, and security of
medical data, consequently augmenting the overall caliber of healthcare services.

INDEX TERMS Blockchain, edge computing, Internet of Things, privacy, security.

I. INTRODUCTION
The healthcare industry is undergoing a digital transforma-
tion, driven by the need to improve service delivery, patient
outcomes, and operational efficiencies. Central to this trans-
formation is the management and utilization of Electronic
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Health Records (EHRs), which contain sensitive patient
information and are essential for modern healthcare services.
However, the increasing volume of data, coupled with rising
cyber threats and stringent regulatory requirements, presents
significant challenges. There is always a need for scalable,
secure, and efficient system for managing EHRs. EHRs are
foundational to contemporary healthcare systems, facilitating
the storage, retrieval, and sharing of patient information [1].
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They are also prime targets for cyber-attacks due to the
sensitive nature of the data they contain. Breaches can lead
to significant privacy violations and substantial financial and
reputational damage. Furthermore, as the healthcare indus-
try continues to expand its digital footprint, the volume of
data generated increases exponentially, necessitating scalable
solutions that can accommodate this growth without compro-
mising performance or security [2].

The traditional centralized models for data management
are increasingly inadequate in this context. They often suffer
from bottlenecks, single points of failure, and scalability
issues. Moreover, they may not fully comply with emerging
regulations that demand greater transparency, data integrity,
and patient control over their information. Therefore, a new
paradigm that can secure sensitive health data while ensuring
it is readily available and manageable on a large scale is
the need of the hour. The digitalization of patient records
has made them accessible to a wide range of healthcare
providers, improving the continuity and quality of care.
However, it also exposes sensitive patient data to various
cyber threats, including data breaches, unauthorized access,
and ransomware. These threats not only compromise patient
privacy but also undermine trust in healthcare systems. Addi-
tionally, the increasing volume of healthcare data necessitates
scalable solutions that can manage this growth without degra-
dation in performance or security [3].

Edge computing refers to the decentralized paradigm
where computation is performed near the data source.
In healthcare, this means processing patient data on-site
at clinics, hospitals, or even on the patient’s wearable
devices [4]. This approach minimizes latency, reduces the
bandwidth required for data transmission, and allows for
real-time data processing, crucial for time-sensitive medical
decisions. Scientifically, edge computing leverages principles
from distributed computing and real-time systems to ensure
data is processed efficiently and securely at the network’s
edge. Edge computing brings data processing closer to the
source of data generation. In the context of healthcare, this
means processing patient data directly at the point of care —
in hospitals, clinics, or even through wearable devices. This
approach reduces latency, alleviates bandwidth pressure on
central servers, and enhances the ability to make real-time
decisions based on the data [5]. However, while edge com-
puting addresses aspects of scalability and performance,
it introduces new challenges in managing and securing dis-
tributed nodes.

The integration of healthcare services facilitates the devel-
opment of novel applications in the healthcare sector. The
potential applications range from remote patient monitor-
ing and telemedicine to ensuring secure pharmaceutical
supply chains and facilitating research data sharing, offer-
ing huge and transformative possibilities [6]. Developing
a new consensus mechanism designed specifically for the
healthcare industry in blockchain technology. It utilizes the
trust and experience present in the healthcare community.

It guarantees that the verification of transactions and health
data ismanaged by reliable and authoritative nodes, providing
an additional level of dependability and precision.

Blockchain provides a decentralized and secure framework
for data management. It ensures data integrity, transparency,
and traceability through its immutable ledger system [7], [8].
Each transaction on the blockchain is encrypted and linked
to the previous transaction, creating a secure chain of data
that is resistant to tampering. Furthermore, smart contracts
automate and enforce access controls and other rules without
the need for intermediaries, enhancing the system’s efficiency
and security [9]. Fig 1 illustrates a block diagram to illus-
trate the structure and components of Blockchain technology,
emphasizing its distributed ledger feature, cryptographic ele-
ments, and the underlying scientific principles. Blockchain
is a distributed ledger technology known for its robust secu-
rity and immutability. Each block in the chain contains a
cryptographic hash of the previous block, a timestamp, and
transaction data, creating a chronological chain of records
that is resistant to modification. From a scientific standpoint,
blockchain employs cryptographic algorithms and consen-
sus mechanisms to ensure data integrity and security. Its
decentralized nature eliminates single points of failure, sig-
nificantly reducing the risk of data tampering and loss [10].

The combination of edge computing with blockchain
in healthcare yields not only additive but multiplicative
advantages. This integration addresses the essential require-
ments of contemporary healthcare systems. Integrating the
real-time data processing capabilities of edge computing
with the secure and unchangeable record-keeping features of
blockchain technology forms a strong framework for effec-
tively managing health data. This technology guarantees the
efficient processing of patient data at the edge and its secure
storage on the blockchain, providing an optimal combination
of rapidity and safety [11]. Given the growing apprehensions
around data privacy and the implementation of strict legis-
lation, this integration provides a solution that adheres to
the required standards. The local data processing capabilities
of edge computing improve privacy, while the secure and
transparent nature of blockchain guarantees compliance with
data protection standards. Scalability and efficiency are of
utmost importance as the amount of healthcare data increases
significantly. Edge computing mitigates the data burden on
central servers, while blockchain offers a scalable architec-
ture for data governance. This synergy effectively manages
increasing data requirements while maintaining optimal
performance.

Although the combination of edge computing and
blockchain in healthcare offers numerous benefits, it also
presents certain difficulties [12]. Significant obstacles
include technical intricacies, interoperability challenges,
adherence to regulatory requirements, and the necessity for
a strong infrastructure. Furthermore, due to the newness
of these technologies, it is necessary to provide exten-
sive instruction and training to healthcare professionals and
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FIGURE 1. Block diagram illustrating the components and features of blockchain.

IT people. The use of edge computing and blockchain
technology in the healthcare sector is a new and essential
advancement in the era of digitalization. It fulfills the funda-
mental requirements of security, efficiency, confidentiality,
and expandability in the handling of healthcare data. The
integration of data management in the healthcare sector rep-
resents a significant advancement in healthcare technology,
as it addresses the challenges posed by the large volume of
data and the need for secure and effective data handling. The
objectives of the proposed model include

•To provide a highly secure environment for storing and
managing healthcare data, utilizing blockchain’s immutabil-
ity for ensuring the integrity of health records, making them
tamper-proof and reliable.

•To process and encrypt data locally at edge nodes, reduc-
ing the risk of data breaches during transmission and enable
immediate processing of critical healthcare data at the source,
which is crucial in time-sensitive medical scenarios.

•To reduce latency in data access and processing, this is
essential for emergency medical services and real-time health
monitoring.

•To efficiently handle the increasing volume of healthcare
data generated by electronic health records and IoT devices
by implementing energy-efficient consensusmechanisms and
system operations.

II. EXISTING SYSTEMS
In recent years, the healthcare industry has witnessed a surge
in the adoption of innovative technologies to address the chal-
lenges associated with managing electronic health records
(EHR). Two such technologies, namely, edge computing and
blockchain have gained significant attention for their poten-
tial to enhance security and scalability in healthcare record
management [13]. Existing models and approaches in the
literature that leverage edge computing and blockchain for
EHR management that emphasize the need for enhanced
security and scalability in the healthcare sector are discussed
here along with the conventional edge based and blockchain
based approaches [14].

Traditional methods of healthcare record management typ-
ically rely on centralized systems, such as electronic health
record (EHR) systems and health information exchanges
(HIEs), to store and manage patient data. These systems
provide a centralized repository for healthcare records,
enabling healthcare providers to access and update patient

information as needed. While centralized systems offer con-
venience and ease of access, they also pose significant
challenges in terms of security, scalability, and interoperabil-
ity [15]. Centralized storagemakes healthcare data vulnerable
to cyber attacks, data breaches, and unauthorized access,
compromising patient privacy and confidentiality. Addition-
ally, as the volume of healthcare data continues to grow,
centralized systems struggle to scale effectively, leading to
performance issues and delays in data retrieval. Interop-
erability remains a major challenge in healthcare record
management, as different systems often use different data for-
mats, standards, and protocols, making it difficult to exchange
and integrate patient data across different healthcare orga-
nizations and systems. This lack of interoperability hinders
care coordination, medical research, and public health ini-
tiatives, leading to inefficiencies and gaps in patient care.
Data mapping and transformation techniques are often com-
plex, time-consuming, and costly to implement, requiring
significant coordination and investment from healthcare orga-
nizations and stakeholders [16].

By leveraging blockchain, healthcare organizations can
enhance the security and privacy of patient information,
streamline data exchange, and improve trust and transparency
among stakeholders. Moreover, blockchain’s smart con-
tracts enable automated and trustless transactions, facilitating
secure data sharing and access control in healthcare record
management [17], [18]. The integration of edge computing
and blockchain represents a novel approach to healthcare
record management, combining the benefits of real-time
data processing at the network edge with the security and
transparency of blockchain technology. Decentralized EHR
systems use blockchain technology to create a secure and
immutable ledger of health records. This approach ensures
that records are not stored in a central location, reducing the
risk of data breaches [19].Methods developed in [11] and [20]
leverage integration of edge computing and blockchain to
secure patient data and enable controlled access by authorized
parties.

Existing models in edge computing for healthcare record
management focus on leveraging edge devices such as
wearable sensors, medical devices, and IoT devices to col-
lect and process patient data. These models emphasize the
importance of edge analytics and edge caching techniques
to optimize data processing and storage at the network
edge [21], [22], while blockchain technology is used to
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securely store and manage electronic health records. Smart
contracts govern access control and data management, ensur-
ing that only authorized users can access and update patient
information [23]. Smart contracts automate the execution of
agreements, ensuring that access to health records is granted
only under predefined conditions. This method enhances data
privacy by enforcing strict access controls and permissions,
which are recorded and verifiable on the blockchain. The inte-
gration of edge computing and blockchain brings together the
benefits of real-time data processing at the network edge with
the security and transparency of blockchain technology [24].

Consensus mechanisms are essential in integrating
blockchain with edge computing, ensuring the security,
integrity, and consensus of transactions across distributed
networks [25]. Thesemechanisms are protocols or algorithms
that enable nodes in a decentralized network to agree on the
validity of transactions and reach a consensus on the state
of the ledger. When combined with edge computing, these
mechanisms help maintain the integrity of data stored on
the blockchain while enabling efficient and scalable data
processing at the network edge [26]. Some common con-
sensus mechanisms include Proof of Work (PoW), Proof
of Stake (PoS), Delegated Proof of Stake (DPoS), Practical
Byzantine Fault Tolerance (PBFT), and Federated Consen-
sus. PoW is known for its security and resistance to attacks,
but it requires significant computational power and energy
consumption, making it less suitable for edge devices with
limited resources and energy constraints. PoS is an alterna-
tive consensus mechanism where validators are chosen to
create new blocks based on the amount of cryptocurrency
they hold and are willing to ‘‘stake’’ as collateral. DPoS
is known for its scalability and speed, allowing for faster
transaction processing compared to traditional PoW and PoS
mechanisms. Practical Byzantine Fault Tolerance (PBFT) is a
consensus mechanism designed for permissioned blockchain
networks where all participating nodes are known and trusted.
It allows nodes to reach consensus on the order of transactions
through a series of voting and message exchange, known
for its high throughput and low latency, making it suitable
for applications requiring fast transaction processing, such
as edge computing environments. Federated consensus is a
consensus mechanism where a group of pre-selected nodes
collectively validate transactions and produce new blocks,
offering greater scalability and flexibility compared to tradi-
tional blockchain networks [27]. Consensusmechanisms play
a critical role in integrating blockchain with edge computing
by ensuring the security, scalability, efficiency, and flexibility
of decentralized networks. By selecting appropriate consen-
sus mechanisms that balance the requirements of security,
scalability, and resource efficiency, blockchain networks can
effectively support edge computing applications and enable
secure and efficient transaction processing at the network
edge.

Existing models in the literature propose various
approaches to integrating edge computing and blockchain for
healthcare record management. These models leverage edge

devices for data collection and processing, while blockchain
technology is used to securely store and manage electronic
health records. By combining the low-latency data processing
capabilities of edge computing with blockchain’s decen-
tralized and immutable ledger, these integrated solutions
offer enhanced security, scalability, and privacy in healthcare
record management [28], [29]. Integrating edge computing
with blockchain addresses scalability issues by distributing
data processing tasks across the network of edge nodes. This
reduces the burden on the central server and ensures that
the system can handle growing amounts of data without
significant delays or increased costs [30].
By leveraging edge computing for real-time data process-

ing and blockchain for secure data storage and management,
these integrated solutions offer a robust framework for safe-
guarding electronic health records and ensuring the efficient
delivery of healthcare services. However, further research is
needed to explore the practical implementation and deploy-
ment of these models in real-world healthcare settings.

III. SYSTEM DESIGN
The proposed model illustrates a synergistic integration of
edge computing and blockchain for providing remote patient
monitoring by utilizing edge computing for real-time data
analysis from wearable devices, ensuring timely medical
interventions. It can also be used in telemedicine to securely
transmits patient data between edge devices and health-
care providers using blockchain, ensuring data integrity and
privacy. The proposed model also enhances data security
and accessibility through immutable blockchain storage and
real-time data processing at the edge. The overall system
components and services are illustrated in Fig 2. These ser-
vices are grouped together in different layers for flexibility in
operations and each layer is explained as follows.

A. EDGE LAYER
This layer is responsible for localized data processing and
security. At the edge, data preprocessing algorithms are
employed to clean, standardize, and structure incoming
patient data. This includes noise reduction, normalization,
and feature extraction, which are crucial for ensuring the
data’s quality and utility. Leveraging machine learning
and statistical models, the edge layer implements real-time
anomaly detection to identify unusual patterns or potential
security threats. Machine learning and statistical models are
utilized for real-time anomaly detection in the edge layer,
including Isolation Forest, One-Class SVM, and statistical
methods like Z-Score. Isolation Forest efficiently isolates
anomalies in high-dimensional data, while One-Class SVM
uses kernel functions to classify data points into normal
or outlier classes. Statistical methods like Z-Score provide
a simple and effective technique for detecting anomalies
in normally distributed data. These models are integrated
into the edge layer to preprocess data, select appropriate
models based on data characteristics, and perform real-time
anomaly detection, ensuring quick response times. Detected
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anomalies are flagged, and relevant data is securely stored
on the blockchain for audit and traceability, enhancing data
integrity and security while maintaining high performance
and efficiency. This proactive approach allows for imme-
diate response to potential issues, enhancing the system’s
overall security. To address scalability and privacy concerns,
data minimization techniques are applied. These techniques
extract and encrypt only the necessary information, reducing
the data volume transmitted and stored while preserving its
essential characteristics.

Let,Ei,0 represents the initial energy level,ECRi represents
the energy consumption rate and EHRi represents the energy
harvesting rate of node i in the edge network. The energy
level equation at any instant t , taking into account both
energy consumption and energy harvesting, is given by

Ei (t) = Ei,0 −

∫ t

0
(ECRi − EHRi) dt (1)

The edge layer efficiently preprocesses and also minimizes
the data at the edge before it is being sent to the blockchain
with compromising the data quality and relevance. The data
minimization function is defined as

Dp = Minimize
(
Dr ; λ

)
(2)

where Dp is the preprocessed data, Dr is the raw data from
sensors and λ regularization parameter that controls trade-off
between data minimization and information loss. The data
quality assurance score is given by

Q
(
Dp

)
= q− α.L(Dr ,Dp) (3)

where q, and α are the maximum quality score of the pro-
cessed data and weight quotient for the loss. L is the loss
function measuring the information loss de to data minimiza-
tion. This model ensures that data is processed efficiently at
the edge and provides the balance required for the trade-off
between data minimization and integrity. The time taken by
edge node to process data packet is given by

Tedge = Tprocess + Tcommunication (4)

where Tprocess is the time required for local data processing
at the edge node and Tcommunication is the time required for
communication with the other nodes or blockchain nodes.
The trust score for the edge nodes is given by

Trust Score =

∑
Trust Scorei

N
(5)

where Trust Scorei is the trust score assigned by the other
nodes to the edge node i, and N is the total number of
interactions of that particular node. This score quantifies
the trustworthiness of the edge node based on the historical
behavior and interaction within the network. The edge node’s
expertise level is a measure of the expertise level in a specific
domain (healthcare in this case). Device such as Raspberry Pi
can have more processing capability compared to Arduino.
Based on this expertise score, the other nodes can understand

the services they can expect from a specific node and this
expertise level is given by

Expertise Level =

∑
EL i
N

(6)

where EL i is the expertise level of a node in that specific
domain. The edge node availability is given by

Eavailability =

(
Tavailable
Ttotal

)
× 100% (7)

where Tavailable is the total time, the node is available and
Ttotal is the observation period time.

B. BLOCKCHAIN LAYER: IMMUTABLE RECORD KEEPING
AND ACCESS CONTROL
This layer house smart contract autonomously executes pre-
defined rules for data access and modification. They provide
a transparent, auditable, and enforceable means of managing
access to EHRs, ensuring that only authorized individuals
can interact with the data. A carefully selected consensus
mechanism balances efficiency and security. For healthcare
applications running on resource-limited networks, mech-
anisms like Proof of Authority or Federated Consensus
might be preferred for their speed and reduced computa-
tional requirements compared to Proof of Work. Innovative
algorithm called Proof of Trust and Expertise (PoTE) is
employed in the proposed model. Let, Bj,0 represents the
initial energy level, BCRj represents the energy consumption
rate and NPj represents the energy harvesting rate of node j
in the blockchain network. The energy level equation at any
instant t , equation takes into account the energy consumed
by a blockchain node j for its participation in the consensus
process over time is given by

Bj (t) = Bj,0 −

∫ t

0

(
BCRj.NPj

)
dt (8)

The network latency due to the transaction delay within the
blockchain is given by

Blatency =

∑
Tdelayi
M

(9)

where Tdelayi is the delay for transaction i, and M is the total
number of transactions. The trust scores over time based on
the node i action at any time t is denoted as TrustScorei(t) and
the update function is given by

TrustScorei (t + 1) = TrustScorei (t) + ξ. (Ai (t) − ρ.Ii(t))

(10)

Ai (t) indicates the successful validations of node i at time t ,
Ii(t) is the invalid transactions down time and ξ , ρ are
the weight coefficients for successful and unsuccessful val-
idations. The validator selection is based on the trust and
expertise scores determined by the validator weighting func-
tion given by

Wi,a = ωTrustScore.TrustScoreθi + ωE .Eη
i,a (11)

VOLUME 12, 2024 115909



M. Z. U. Rahman et al.: PoTE: A Novel Consensus Mechanism for Enhanced Security and Scalability

FIGURE 2. Overall components in the proposed architecture.

where Wi,a weight of the node i for being a validator in area
a. TrustScoreθi and Ei,a are trust score and expertise level of
the node i. ωTrustScore and ωE are the weight coefficients of
trust and expertise and θ and η are the exponents controlling
the impact of trust and expertise. The probability that a node
i for being a validator in area a is given by

Pv (i, a) =
Wi,a∑N
j=1Wj,a

(12)

C. INTEGRATION LAYER
This layer provides seamless integration and ensures that data
across the edge and blockchain layers remain consistent and
up-to-date. It employs sophisticated synchronization algo-
rithms that detect and resolve discrepancies, maintaining the
system’s integrity and reliability. Given the diverse nature
of healthcare systems and data formats, interoperability is
the key. The integration layer implements protocols that
allow seamless communication and data exchange between
different systems and standards, enhancing the model’s
applicability and effectiveness. The services offered by this
synergy are illustrated in Fig 3. To optimize the energy usage
across the network, the problem in the proposed design is
modeled as minimizing the total energy consumption subject

to constraints on the operational requirements and energy
capacities of the nodes.

minimize :

∑
ECRi/j − EHRi (13)

subject to Energy levels must remain above a critical thresh-
old to ensure uninterrupted service, Task scheduling must
meet all operational and QoS requirement and energy har-
vesting and replenishment rates are maximized. Here, ECRi/j
represents the energy consumption of the nodes i or j in the
edge and blockchain networks, respectively.

The integration layer in the proposed system ensures inter-
operability with diverse healthcare systems by implementing
a variety of industry-standard protocols and standards. These
protocols and standards facilitate seamless data exchange,
integration, and communication across different systems and
platforms, enhancing the overall efficiency and effectiveness
of healthcare operations. The integration layer in the pro-
posed system implements a variety of industry-standard pro-
tocols and standards to ensure interoperability with diverse
healthcare systems.HL7 is a set of international standards
for the exchange, integration, sharing, and retrieval of elec-
tronic health information. It provides a framework for the
exchange of clinical and administrative data between health-
care applications. The model uses HL7 Version 2 (v2) used
for messaging standards that define the structure of messages
exchanged between healthcare systems.

In emergency situations, immediate access to critical
patient data is essential for timely medical intervention and
decision-making. The proposed system is designed to han-
dle such scenarios efficiently while ensuring robust security
measures are in place to protect sensitive information. The
system uses a priority-based access control mechanism to
grant immediate access to critical data during emergencies.
Medical personnel with higher priority levels (e.g., emer-
gency doctors, paramedics) are granted expedited access to
necessary information.

Edge devices preprocess the data locally before transmit-
ting it to the blockchain for secure storage. The prepro-
cessing includes data cleaning, normalization, encryption,
and anomaly detection. Once the data is preprocessed and
encrypted at the edge, it is sent to the blockchain layer.
The blockchain layer handles data validation, consensus,
and storage. Listing 1 gives the algorithm of this inte-
gration process. Edge devices preprocess data locally to
reduce latency and improve data quality. Anomaly detection
mechanisms are employed to ensure data integrity before
transmission. The blockchain layer ensures data immutabil-
ity and security through the PoTE consensus mechanism.
Validated data is stored in the blockchain, providing a
tamper-proof record of transactions. Fig 4 shows the inter-
action between edge layer and blockchain network. This
integration ensures efficient local data processing at the
edge, secure transmission, and immutable storage in the
blockchain, enhancing the overall system performance and
security.
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FIGURE 3. Services offered by the proposed integrated model.

LISTING 1. Algorithm for edge and blockchain interfacing.

D. SECURITY ENHANCEMENTS
Beyond standard encryption methods, the model incorporates
advanced techniques like homomorphic encryption, which

FIGURE 4. Interfacing of edge layer and blockchain network in the
proposed model.

allows certain computations to be performed on encrypted
data, providing an additional layer of security and privacy.
To further enhance security, real-time monitoring systems
are integrated to continuously scan for unusual activities or

VOLUME 12, 2024 115911



M. Z. U. Rahman et al.: PoTE: A Novel Consensus Mechanism for Enhanced Security and Scalability

potential threats, providing immediate alerts and triggering
automated responses to mitigate risks.

E. PERFORMANCE OPTIMIZATION
Dynamic resource allocation algorithms assess the current
demand and available resources across the network, dynam-
ically allocating computational power and storage where
needed. This not only ensures optimal performance but also
enhances the system’s ability to scale. The dynamic resource
allocation algorithm in the proposed system involves con-
tinuous monitoring f resource usage, predictive analytics to
forecast future demands, and real-time decision-making to
adjust resource allocations. By implementing criteria based
on utilization thresholds and predictive models, the system
ensures optimal use of computational power and storage,
maintaining high performance and efficiency in real-time.
This approach helps prevent resource bottlenecks, optimize
resource utilization, and ensure the system can adapt to
changing demands effectively. Employing load balancing, the
system efficiently distributes workload acrossmultiple nodes,
preventing any single node from becoming a bottleneck,
thereby maintaining high performance and reliability even
under high loads.

Smart Contract based EHR access manager is defined
to securely and efficiently manage access to patient EHRs,
ensuring that only authorized individuals can view or modify
records according to predefined rules and permissions. The
system maintains an access control list (ACL) that contains a
list of users and their corresponding access rights. A struc-
ture that creates mapping of user identifiers (e.g., public
keys) to their access rights (e.g., read, write, admin) is cre-
ated. Functions to add, remove, or update user access rights,
only executable by users with admin rights are provided.
An authentication mechanism to authenticate users attempt-
ing to access EHRs utilizes cryptographic methods e.g.,
digital signatures) to ensure that access requests are rom legit-
imate users. Verification process is used to cross-reference
the public key from the access request with the ACL to verify
permissions.

The Entity-Relationship model for the smart contract in the
proposed model is illustrated in Fig. 5, Access Logs are used
to maintain an immutable record of all access attempts, suc-
cessful or not. The structure stores records of access attempts,
including user ID, timestamp, action attempted (e.g., read,
write), and whether the attempt was successful.

Fig. 6 demonstrates the sequence of operations while
accessing the EHRs through smart contracts. Dynamic Per-
missioning mechanism is used to adjust user permissions
dynamically based on predefined rules. This implemented by
using conditional logic to modify user permissions based on
factors such as user role changes, emergencies, or consent
revocation. Consent Management ensures patient consent is
central to the EHR access process. This integration allows
patients to directly manage their consent preferences, which
in turn dynamically adjusts the ACL. In emergency cases,
where immediate data access could be life-saving, a secure

override function that grants temporary access in emergen-
cies, with strict logging and post-emergency audit processes.

Since, conventional consensus mechanisms are resource-
intensive, a novel consensus mechanism called Proof of
Trust and Expertise (PoTE) is used in the proposed method.
PoTE relies on trustworthiness and reputation, assigning trust
scores based on past behavior, contribution to the network,
and adherence to consensus rules. When a new transaction
is proposed, participants evaluate its validity based on con-
sensus rules and trust scores. If valid, it is included in a
candidate block. Votes are cast based on trust scores and
expertise levels, with higher scores having more influence.
The candidate block is then proposed to the network for
validation, verifying its integrity and validity. If successful,
it is finalized and added to the blockchain as the latest block.
Incentives may be included to encourage active participation
and cooperation. PoTE allows for dynamic adjustment of
trust scores and expertise rankings based on participants’
behavior, contributions, and interactions within the network.
The overall process is summarized in the form of a flowchart
in Fig. 7. Listing 2 provides the algorithm for the PoTE con-
sensus mechanism. When discrepancies are detected, several
measures are in place to handle and mitigate these issues
effectively. These measures include automated reconciliation
processes, anomaly detection mechanisms, manual reviews,
and consensus revalidation.

LISTING 2. Algorithm for proof-of-trust-and-expertise (PoTE).
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FIGURE 5. E-R model for the smart contract in the proposed method.

FIGURE 6. Sequence of operation happening during the smart contract call in the proposed model.
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FIGURE 7. Flowchart illustrating the mechanisms involved while validating the transactions using
Proof-of-Trust-and-Expertise.

IV. RESULTS
The simulation environment for the proposed model includes
a 1000 square meters network area, 50 edge nodes,

an Ethereum-based blockchain network, a Proof of Authority
consensus mechanism, 1 MB block size, 24-hour simulation
duration, MQTT, TCP/IP communication protocols, energy
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harvesting from solar panels and kinetic energy converters,
and a Poisson distribution network traffic model. A high-
performance laptop with a processor of Intel Core i7-10750H
6-Core Processor, 16 GB DDR4 RAM, 512 GB PCIe NVMe
SSD storage, and a dedicated graphics card for visualization
and analysis of simulation results was used. The laptop’s
operating system isWindows 10 Home 64-bit, and it supports
Gigabit Ethernet, Wi-Fi 6 (802.11ax), and Bluetooth 5.0.
Table 1 lists the simulation parameters used while evaluating
the proposed system.

Fig 8 illustrates the performance of the proposed model
for healthcare with lower average block processing time and
average edge processing time compared to standard meth-
ods. Fig 9 shows the block time comparison and energy
consumption of various blockchain networks. This combines
average block time, the time taken to create and validate
a new block .and consistency of block time, variance in
block time, indicating the stability of the blockchain net-
work. For PoW based blockchains, the average block time
is typically around 10 minutes (e.g., Bitcoin) and has high
variance due to the probabilistic nature of mining. Block
times can fluctuate significantly depending on the mining
difficulty and network conditions. In PoWbased blockchains,
the average time is lower than PoW, around 15 seconds to
a few minutes. This network is more consistent than PoW
as block creation depends on validators’ stakes rather than
computational effort. PoS relies on validators who are chosen
based on their stake, leading to more predictable and shorter
block times. The proposed PoTE has a very low, typically
in the range of a few seconds. This network is highly con-
sistent due to the deterministic nature of trust and expertise
scores. PoTE leverages trust and expertise scores to quickly
and efficiently validate transactions, leading to significantly
lower and more consistent block times compared to PoW and
PoS. Pow consumptions extremely high energy s it deals with
computationally intensive puzzles. ss consumes a significant
amount of electricity. PoTE has no redundant computations,
and the process is streamlined for quick and energy-efficient
validations.

Computational efficiency is a crucial metric for evaluating
and selecting blockchain consensus mechanisms. It measures
how effectively a system uses computational resources to

TABLE 1. Simulation parameters used while evaluating the proposed
system.

achieve its objectives Fig 10 compares the computational
efficiencies of various blockchain models. The PoTE has
the highest computational efficiency, relying on trust and
expertise scores for validation, which requires minimal com-
putational effort and energy. Hence, PoTE provides extremely
cost-effective and sustainable, making it ideal for applica-
tions with limited resources, such as IoT networks, and for
large-scale deployments where scalability and low opera-
tional costs are essential. Fig 11 shows the performance of the
proposed model in terms of latency, throughput, success rate,
and network utilization, which are crucial metrics for evalu-
ating the performance of networked systems like blockchain
and distributed computing environments. Latency (Fig 11(a))
refers to the time it takes for data to travel from its source to
its destination across a network, which is crucial for real-time
applications like financial transactions and online gaming.
High latency can lead to delays and poor user experience.
Throughput (Fig 11(b)) is the amount of data successfully
processed or transmitted within a given period, indicating
the system’s capacity to handle traffic. Higher throughput
indicates a system can handle more transactions or data in
less time, ensuring scalability and efficiency.

A high success rate (Fig 11(c)) indicates a stable and
reliable system, impacting user trust and overall service
quality, especially in financial services. Network utilization
(Fig 11(d)) measures the extent to which network resources
are being used, ensuring efficient use without overloading the
network or leaving too much idle capacity. Optimal utiliza-
tion balances between overuse, which can cause congestion
and slowdowns, and underuse, which may indicate overca-
pacity and unnecessary costs. These performance metrics are
shown in the Table 3.

Fig 12 illustrates the load balancing efficiency of the
proposed model, which measures the distribution of the net-
work’s workload evenly across nodes. This is crucial to
prevent bottlenecks and reduced system performance. Ini-
tially, with 50 nodes, the model achieves a load balancing
efficiency of 1, indicating an optimal workload distribu-
tion. As the node count increases to 100 and beyond,
slight variations in load balancing efficiency are observed,
indicating a high level of efficiency in workload distribu-
tion across an increasing number of nodes. These changes
reflect the system’s adaptive mechanisms to maintain opera-
tional efficiency. Staying high load balancing efficiency with
increasing nodes is significant for several reasons, including
scalability, resource utilization, and system reliability and
performance. Expanding the number of nodes can signifi-
cantly enhance data processing capabilities, reliability, and
system resilience, especially in healthcare applications. The
model’s advanced design in handling increased network size
is crucial for achieving these benefits.

The graph in Fig 13 shows the throughput of transactions
against the node count for three different consensus mecha-
nisms: Proof of Work (PoW), Proof of Stake (PoS), and the
proposed Proof of Trust and Expertise (PoTE). PoW starts
at a high point, suggesting a low node count can process
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FIGURE 8. Processing times in blockchain and edge nodes as a function of increasing nodes.

FIGURE 9. Comparison of block times and energy consumption in various blockchain networks.

large transactions quickly. As the node count increases, the
throughput for PoW dramatically decreases, likely due to the
high computational effort required to validate transactions.
PoS starts high, indicating good performance with fewer
nodes. However, the throughput decreases as more nodes are
added but not as sharply as PoW. Proof of Trust and Expertise
(PoTE) shows a flatter curve compared to PoW and PoS,

maintaining its throughput better as the node count increases.
This shows a significant advantage in scalability, allowing the
proposed model to handle a large number of nodes without a
substantial decrease in performance.

From the graph it is evident that PoTE is more scalable
than PoW and PoS in terms of throughput as the network
grows, which is critical for blockchain networks that need to
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FIGURE 10. Comparison of various blockchain models in terms of computational efficiency.

FIGURE 11. Performance of the proposed model in terms of (a) Latency (b) Throughput (c) Success rate (d) Network Utilization.
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FIGURE 12. Load balancing in the proposed model as function of increasing nodes.

TABLE 2. Average processing times in blockchain and edge networks in
the proposed system.

maintain performance despite increasing node numbers.
PoTE effectively balances the load across the network, pre-
venting any single node from becoming a bottleneck. Addi-
tionally, PoTE and PoS are likely to be more energy-efficient,
with PoTE showing the best performance, potentially leading
to lower operational costs.

Fig 14 shows the comparison of latency as a function
of increasing node count for three consensus mechanisms
namely, PoW, PoS, and the proposed Proof of Trust and
Expertise (PoTE). PoW and PoS starts with low latency,
indicating quick transactions with a small number of nodes.
As the number of nodes increases, the latency increases
significantly due to computational difficulty. The PoTE
mechanism maintains low latency even as the number of
nodes grows. This indicates its efficiency and scalability,
making it suitable for large-scale applications requiring fast
transaction processing times without compromising growth
and addition of new nodes. The PoTE mechanism’s ability
to maintain low latency with increasing nodes highlights its
scalability, responsiveness, resource management, and user
experience. In conclusion, the proposed PoTE mechanism
outperforms both PoW and PoS in maintaining low latency
across various network sizes, making it better suited for
large-scale applications requiring fast transaction processing
times without compromising growth and addition of new
nodes.

The graph shown in Fig. 15 demonstrates the success rate
of three different consensus mechanisms PoW consensus
shows a significant decline in success rate as node count
increases, suggesting challenges in maintaining a high suc-
cess rate as the network scales. PoS consensus shows a
less severe decline but stabilizes at a higher success rate as
node count increases. This may be due to PoS’s reliance
on stake rather than computational power, reducing conflicts
and errors during consensusPoTE mechanism shows a small
initial dip but maintains a stable success rate across different
network sizes, indicating its resilience to network scaling
and effective transaction integrity. The PoTE mechanism’s
high success rate is crucial for applications requiring consis-
tent and reliable transaction processing, such as healthcare
data management. Its efficiency suggests that the system can
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TABLE 3. Performance metrics in the proposed system.

FIGURE 13. Comparative analysis of throughput between the proposed and standard models as function of
increasing nodes.

resolve inconsistencies or errors with a small increase in
nodes, ensuring high-quality service without extensive repro-
cessing or error correction.

Fig.16 shows the network utilization as a function of
increasing node count. This figure compares the network uti-
lization percentages of three different blockchain consensus

algorithms, PoW (Proof of Work), PoS (Proof of Stake), and
PoTE (Proof of Elapsed Time). The graph shows that PoW’s
network utilization increases significantly with the number of
nodes, suggesting that its efficiency decreases as the network
grows. PoS shows amore linear growth in network utilization,
suggesting better scalability. PoTE appears to have the best
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FIGURE 14. Comparative analysis of latency between the proposed and standard models as function of
increasing nodes.

FIGURE 15. Comparative analysis of successful validations between the proposed and standard models as
function of increasing nodes.

scalability, as its network utilization remains constant despite
the increasing number of nodes. PoS increases in utilization
more gradually, suggesting it might be more efficient than
PoW at scale but less efficient than PoTE. It is also evident
that the network load each algorithm puts on the system as it
grows. PoW starts low but increases significantly, implying
a higher computational load as more nodes participate. PoS
increases steadily, suggesting a predictable growth in load.
PoTE maintains a consistent load, which could be advanta-
geous for planning and resource allocation.

Fig 17 shows the average consensus time in seconds
for three different consensus mechanisms PoTE mechanism
shows relatively low and stable consensus times across vary-
ing node counts, suggesting it can handle increased loads
without significantly impacting the time it takes to reach
consensus. PoW mechanism shows the highest consensus

times, with considerable variability, suggesting a decrease in
efficiency. The Proof of Stake (PoS) mechanism presents an
intermediate range of consensus times between PoTE and
PoW, with some fluctuations but maintaining a trend lower
than PoW but higher than PoTE. The proposed PoTEmodel’s
low and stable consensus times suggest it is highly scalable,
capable of maintaining efficiency despite an increase in the
number of nodes. Its lower average consensus time compared
to PoW and PoS indicates it is more efficient, which is critical
for applications requiring quick transaction validation, such
as healthcare datamanagement. The stability of the consensus
time in PoTE also points to its reliability, which is essential
for maintaining trust in distributed ledger technologies, espe-
cially in healthcare.

Block finality time, shown in Fig 18, is crucial for deter-
mining the security and efficiency of a blockchain. Shorter
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FIGURE 16. Comparative analysis of network utilization between the proposed and standard models as a function of
increasing nodes.

FIGURE 17. Comparison between various consensus mechanisms in terms of average consensus time.

finality times lead to quicker transactions, making them
secure and immutable, especially in applications like Elec-
tronic Health Records (EHR) management. The proposed
Proof of Trust and Expertise (PoTE) consensus mechanism
is compared to other mechanisms. A shorter finality time
indicates a more responsive and scalable system. In health-
care applications, rapid block finality can enhance patient
experience by ensuring records are updated and secured
quickly. Block finality time measures a blockchain network’s
responsiveness to new transactions and its ability to reach
immutability, a core requirement for secure and reliable
operations.

Fig 19 illustrates the Scalability Comparison of various
models based on response time and resource utilization.
Scalability testing involves assessing how well the sys-
tem performs as the number of nodes increases. The key
metrics analyzed are response time, resource utilization,
and network latency. Response Time is the time taken to
process a transaction. Resource Utilization indicates the per-
centage of resources (CPU, memory, etc.) utilized by the
system. PoW require high resource consumption leading to
increased response time and network latency as the num-
ber of nodes increases. PoS provide better scalability than
PoW but still shows a gradual increase in response time and
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FIGURE 18. Comparison between various consensus mechanisms’ finality time.

FIGURE 19. Scalability comparison of various models based on response time and resource utilization.

network latency with increasing nodes. The proposed PoTE
Demonstrates stable and efficient performance with minimal
increase in response time and network latency, indicating
superior scalability.

Fig 20 illustrates the security breaches detected in the pro-
posed model and the comparison with other models. Security

breaches are evaluated based on the rate at which unautho-
rized access or tampering is detected. Security breach rate
is the frequency of unauthorized access or data tampering
incidents. PoW provides a higher breach rates due to vul-
nerabilities in computational challenges. The PoS offer lower
breach rates than PoW but higher than PoTE due to the
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FIGURE 20. Security comparison among various blockchain consensus mechanisms.

potential for attacks on the staking mechanism. The proposed
PoTE demonstrated the lowest breach rates, highlighting its
robustness and enhanced security measures.

The system integrates multiple compliance measures to
adhere to key regulations such as the Health Insurance Porta-
bility and Accountability Act (HIPAA) in the United States
and the General Data Protection Regulation (GDPR) in the
European Union.

A. DATA ENCRYPTION
• At Rest:Data stored on the blockchain and edge devices
is encrypted using advanced encryption standards (AES-
256).

• In Transit: Data transmitted between edge devices and
the blockchain is encrypted using Transport Layer Secu-
rity (TLS) to prevent interception and tampering.

B. LEGAL IMPLICATIONS
• HIPAA Compliance: Ensures that all protected health
information (PHI) is encrypted, meeting HIPAA’s
requirements for data security.

• GDPR Compliance: Satisfies GDPR requirements for
data protection by ensuring data is secure both at rest and
in transit.

C. ACCESS CONTROL
• Access to data is restricted based on user roles and
permissions.

• Smart Contracts: Implemented to enforce access con-
trol policies on the blockchain.

The future prospects of this integration in the healthcare
sector are highly promising. As these technologies progress
and overcome initial challenges, they are poised to rev-
olutionize the field of healthcare data management. The
integration’s full potential can be realized through research
and development, as well as collaborative endeavors among
technologists, healthcare experts, and policymakers.

V. CONCLUSION
The proposed method of integrating edge computing and
blockchain in healthcare applications offers a promising solu-
tion to address the technical challenges and limitations of
existing systems. The method enhances security and pri-
vacy by leveraging blockchain’s cryptographic techniques
and decentralized consensus mechanisms, along with the
local data processing and encryption capabilities of the
edge computing. This ensures data integrity and immutabil-
ity, while edge devices enable secure local storage and
processing, reducing the risk of unauthorized access and
data breaches. Improved scalability and performance are
achieved by distributing data storage and processing tasks
across a network of edge devices and blockchain nodes. This
ensures high performance and responsiveness, even as the
volume of healthcare data grows. The method promotes inter-
operability and seamless data exchange between different
healthcare entities through the use of blockchain’s decentral-
ized ledger and smart contracts. Blockchain’s transparency
and auditability mechanisms enhance trust among stakehold-
ers by enabling them to verify the integrity and provenance
of healthcare data at any time. The combined power of
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edge computing and blockchain opens up new opportuni-
ties for innovative healthcare applications, such as remote
patient monitoring, personalized medicine, clinical trials,
and population health management. The proposed model
provides a reliable and scalable blockchain platform for
healthcare applications by exhibiting an average consensus
and finality times as low as 0.0089 seconds and 0.02 seconds,
respectively.
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