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ABSTRACT In the recent years, significant research interest has been devoted in the modelling and
applications of chaotic systems with stable equilibria. In this research study, we propose a new 3-D chaotic
system with two stable node-foci equilibria and an unstable saddle-focus equilibrium. We conduct a detailed
bifurcation analysis for the new chaotic system with the aid of bifurcation diagrams and Lyapunov exponents.
We also show that the new chaotic system has multistability with coexisting attractors. Using MultiSim
version 14.1, we design an electronic circuit for the proposed 3-D chaotic system. Finally, as an application,
we introduce a voice cryptosystem using the new chaotic system with two stable node-foci equilibrium points
and an unstable saddle-focus equilibrium point and its hardware realization on the FPGA platform.

INDEX TERMS Bifurcation, chaos, chaotic systems, circuits, equilibrium, FPGA.

I. INTRODUCTION

Chaos theory deals with the modelling, analysis and appli-
cations of chaotic dynamical systems which are highly
sensitive to changes in the initial states of the systems [1].
Chaotic systems have several applications in engineering
such as cryptography ([2], [3]), robotics ([4], [5]), neural
networks ([6], [7]), mechanical systems ([8], [9]), secure
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communications ([10], [11]), memristive systems ([12], [13],
[14], [15]), cryptosystems [16], etc.

In the recent years, significant interest has been shown in
the chaos literature in the modelling of chaotic dynamical
systems with stable equilibria ([17], [18], [19], [20], [21]).
Yang et al. [17] proposed a quadratic chaotic system
consisting of two stable node-foci equilibria. Yang et al.
[18] proposed a multi-wing chaotic system with two or more
stable node-foci equilibria. Johansyah et al. [19] announced
a new financial risk system with one stable equilibrium and
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two unstable equilibria. Vaidyanathan et al. [20] described
the finding of a new 3-D chaotic jerk system with a stable
equilibrium. Ahmad et al. [21] reported the finding of stable
equilibria and hidden chaotic attractors for the smooth cubic
Chua’s circuit.

Data encryption is essential to guarantee the information
security of the transferred data [22], [23]. Numerous cryptog-
raphy standards and protocols have been proposed to address
information security concerns, such as the Advanced Encryp-
tion Standard (AES), the Data Encryption Standard (DES),
the Triple Data Encryption Standard (3DES), and the RSA
algorithm. While every popular encryption technique has pros
and cons, these cryptographic techniques do not deal with the
distribution of encryption keys. To overcome this limitation,
recent studies used chaotic systems in cryptography since
the chaotic signal is aperiodic, broadband, and has a large
spectrum to conceal the message inside [24], [25].

In literature, the realization of cryptogram-based chaotic
systems was demonstrated using a variety of methods,
including analog circuits and digital circuits that use digital
signal processors (DSP) and Field Programmable Gate Array
(FPGA) [26], [27], [28].

In this research work, we obtain a new 3-D chaotic
system with two stable node-foci equilibrium points and
an unstable saddle-focus equilibrium point by adding a
linear term to the third differential equation of the Yang
et al. chaotic system [17] and considering a different set of
parameter values. The maximal Lyapunov exponent (MLE)
of a 3-D chaotic system is the positive Lyapunov exponent
of the system, which pinpoints the chaotic behavior of the
system [29].

In our work, we establish that the new chaotic system
has a greater value of MLE than that of the Yang et al.
chaotic system [17]. We also show that the Kaplan-Yorke
dimension of the new chaotic system is greater than that of the
Yang chaotic system [17]. We also give a detailed bifurcation
analysis of the new chaotic system with the aid of bifurcation
diagrams and Lyapunov exponents.

In the chaos literature, there is special interest shown in
developing chaotic systems with stable equilibrium points as
such systems possess hidden attractors and they have many
engineering applications [30]. The proposed chaotic system
has the special property of one unstable equilibrium and
two stable equilibrium points. Hence, the proposed chaotic
system exhibits hidden attractors.

Circuit design of chaotic systems aids in the real-world
engineering applications of the chaotic systems ([31], [32],
[33]). In this research study, we build an electronic design
of the proposed 3-D chaotic system with two stable node-
foci equilibria and an unstable saddle-focus equilibrium using
MultiSim 14.1.

As an application, we introduce a voice cryptosystem using
the new chaotic system with two stable node-foci equilibrium
points and an unstable saddle-focus equilibrium point and
hardware realization of the FPGA platform.
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Il. A NEW CHAOTIC SYSTEM WITH TWO STABLE
NODE-FOCI AND ONE UNSTABLE SADDLE-FOCUS
EQUILIBRIUM POINTS

In 2010, Yang et al. [17] proposed a new chaotic system with
two quadratic nonlinear terms given by:

x =aly —x)
y = —ky—xz (1)
z=—-b+uxy

We assume that in the system (1), X = (x, y, z) represents
the state and a, b, k are real parameters that take positive
values. Yang et al. [17] showed that the system (1) exhibits
chaotic motion with two stable node-foci equilibrium points
for the parameter values (a, b, k) = (10, 100, 11.2). It is easy
to check that the Yang system (1) has rotation symmetry about
the z-axis.

For numerical simulations, we take the parameter values
asa = 10,b = 100,k = 11.2 and the initial state of the
Yang system (1) as x(0) = 0.9, y(0) = 1.8 and z(0) = 0.5.
Then the Lyapunov exponents of the Yang system (1) were
calculated using MATLAB as L; = 0.8437,L, = 0 and
L3 = —22.0433. Also, we observe the Kaplan dimension of
the Yang system (1) as

Li+ L,
|L3]
The equilibrium points of the Yang system (1) are obtained

by setting x = y = z = 0. Thus, we solve the following
equations:

Dy =2+ =2.0383 )

aly—x)=0 (3a)
—ky—xz=20 (3b)
—b+xy=0 30)

From (3a), we get x = y. Then the equations (3b) and (3c)
can be simplified as follows:

—x(z+k)=0 (4a)
2—b=0 (4b)
From (4a), either x = 0 or z = —k. The solution x = 0 is

inadmissible since it contradicts (4b). Thus, we must have z =
—k. From (4b), we getx = /b. Hence, the Yang system (1)
has two equilibrium points given by P; = (v/b, v/b, —k) and
Py = (—/b, —/b, —k)

For the chaotic case given by (a, b, k) = (10, 100, 11.2),
the equilibrium points of the Yang system (1) are: P =
(10,10, —11.2) and P, = (—10,—10, —11.2) The eigen-
values of the linearization matrix of the Yang system (1) at
P and P, are found to be equal and given by

A = —20.9778, 03 = —0.1111£9.7635i  (5)

This shows that the equilibrium points Py and P> of the
Yang chaotic system (1) are stable node-foci. Hence, the Yang
system (1) exhibits hidden attractors.
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TABLE 1. Kaplan Dimension and Lyapunov Exponents for the Yang
system (1) and the proposed chaotic system (6).

Chaotic System Lyapunov exponents MLE Kaplan
m dimension

Yang system [17]  0.8437 0 —22.0433 0.8437 2.0383

New system 1.0768 0 —32.8764 1.0768 2.0451
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FIGURE 1. Phase plot of the two-scroll attractor of the system (6) in
(x, y)- plane.

In this research work, we obtain a new 3-D chaotic system
with two stable node-foci equilibrium points and an unstable
saddle-focus equilibrium point by adding a linear term to
the third differential equation of the Yang system (1) and
considering a different set of parameter values.

We propose a new 3-D nonlinear system with two quadratic
nonlinear terms given by the dynamics

X =aly —x)
y = —ky—xz (6)
z=-b+xy+pz

We assume that in the new system (6), X = (x,y,2)

represents the state and a, b, k, p are real parameters that take
positive values. We shall establish in this research work that
the new system (6) exhibits chaotic motion with two stable
node-foci equilibrium points and one unstable saddle-focus
equilibrium point for the parameter values (a, b, k,p) =
(11, 145,12, 0.2).

It is easy to check that the new system (6) has rotation
symmetry about the z-axis.

For numerical simulations, we take the parameter values
of (6)asa = 11,b = 145,k = 12, and p = 0.2. we take the
initial state of (6) as x(0) = 0.9, y(0) = 1.8 and z(0) = 0.5.

Then the Lyapunov exponents of the new chaotic system
(6) were calculated using MATLAB as L; = 1.0768, L, =

0 and Lz = -—23.8764. Also, we observe the Kaplan
dimension of the new chaotic system (6) as
Li+L
Dk =2+ 1|2-| 2 —2.0451 )
3

Table 1 shows that the proposed chaotic system (6) has
more complexity than the Yang chaotic system (1).
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FIGURE 2. Phase plot of the two-scroll attractor of the system (6) in
(x, z)- plane.
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FIGURE 3. Phase plot of the two-scroll attractor of the system (6) in
(v, z)- plane.

Next, we calculate the equilibrium points of the new
system (6) and analyze their stability properties.

The equilibrium points of the new chaotic system (6) are
obtained by setting x = y = z = 0. Thus, we solve the
following equations:

ay—x)=0 (8a)
—ky—xz=20 (8b)
—b+xy+pz=0 (8c)

From (8a), we get x = y. Then the equations (8b) and (8c)
can be simplified as follows:

—x(z+k)=0 (9a)

—b+x>+pz=0 (9b)

We have two cases to consider, viz. Case (A): x = 0, and
Case (B): x # 0.

First, we consider Case (A), i.e. we assume that x = 0.
Since x = y, we must have y = 0. Substituting x = 0 in (9b),
we getpz =borz=b/p.

In Case (A), the new system (6) has the equilibrium Qg =
(0,0, b/p), which is on the z-axis.

Next, we consider Case (B), i.e. we assume that x # 0.
From (9a), we have z = —k. Then Eq. (9b) can be simplified

asx? = b + pk or x = /b + pk.
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FIGURE 4. Lyapunov exponents spectrum and bifurcation diagram of the
system (6) for a < [8, 12].
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FIGURE 5. Chaotic behaviours of the system (6) when b = 145,k = 12,
and p = 0.2: (a) chaotic for a = 11.5, (b) chaotic for a = 12.

In Case (B), the new system (6) has two equilibrium

points given by Q1 = (/b+pk,/b+pk,—k) and

VOLUME 12, 2024

50 (a)

-50

-100 : ' .
-40 -20 0 20 40

40

201

N -20 f

-40

-60

-80 ' :
-50 0 50
y
FIGURE 6. Behaviours of the system (6) when b = 145, k = 12, and
p = 0.2: (a) converges to the equilibrium for @ = 10, (b) converges to the
equilibrium fora = 9.
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FIGURE 7. Lyapunov exponents spectrum and bifurcation diagram of the
system (6) for b € [143, 147].

0> = (—+/b+pk,—+/b+pk,—k). In the chaotic
case, the parameter values are taken as (a,b,k,p) =
(11, 145, 12,0.2). In this case, the equilibrium points of
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FIGURE 8. Chaotic behaviour of the system (6) when a = 11, k = 12, and
p = 0.2: (a) chaotic for b = 144, (b) chaotic for b = 146.
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FIGURE 9. Lyapunov exponents spectrum and bifurcation diagram of the
system (6) for k < [10, 14].

the new system (6) are obtained as Qp =
and Qg =

(0,0, 725)
(12.1408, 12.1408, —12) and Q> =

94022
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FIGURE 10. Chaotic behaviours of the system (6) when
a=11,b =145 and p = 0.2: (a) chaotic for k = 11, (b) chaotic for k = 13.
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FIGURE 11. Behaviours of the system (6) when a = 11, b = 145, and
p = 0.2: (a) converges to the equilibrium for k = 13.5, (b) converges to
the equilibrium for k = 13.84.

(—12.1408, —12.1408, —12) The eigenvalues of the
linearization matrix of the new system (6) at Qg are found
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FIGURE 12. Lyapunov exponents spectrum and bifurcation diagram of the
system (6) for p € [0, 2].

(=)
80 |

30

—-70

—-120
-50

100

50

—50|

—100

—-150
—-150 -75 o 75 150

FIGURE 13. Behaviours of system (6) when @ = 11, b = 145, and k = 12:
(a) chaotic for p = 0.4, (b) chaotic forp =1.4.

as follows:
A1 =0.2, 13 =—11.5£89.3015i (10)

This calculation shows that Qg is an unstable saddle-focus
equilibrium point. The eigenvalues of the linearization matrix

VOLUME 12, 2024
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FIGURE 14. Behaviours of system (6) when a = 11,b = 145, and k = 12:
(a) periodic for p = 1.2, (b) periodic for p = 1.9.
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FIGURE 15. Coexistence of two attractors for parameters:
a=12,b =145,k = 12, p = 0.2 with different initial values: The blue
orbit for (1, 5, 4) and the red orbit for (-1, -5, 4).

of the new system (6) at Q1 and Q» are found to be equal and
they are given as follows:

A = —22.7803, 123 = —0.0099 £ 11.9311i an
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FIGURE 16. Coexistence of two attractors for parameters:

a=8.5,b =145,k = 12, p = 0.2 with different initial values: The blue
orbit for (0.9, 1.8, 0.5) and the red orbit for (-0.9, —1.8, 0.5).
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FIGURE 17. Coexistence of two attractors for parameters:
a=11,b =145,k = 13.5, p = 0.2 with different initial values: The blue
orbit for (0.9, 1.8, 0.5) and the red orbit for (-0.9, —1.8, 0.5).

This calculation shows that the equilibrium points
Q1 and O, of the new chaotic system (6) are stable
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FIGURE 18. The signal z with different values of the offset boosting

controller m: for: m = 0 (blue colour);m = 50 (green colour) m = 100 (red
colour); m = 200 (magenta colour);m = 500 (brown colour).
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FIGURE 19. Phase portraits in different planes and different values of the
offset boosting controller m: (a) x — z plane, (b) y — z plane for:m =0
(blue colour);m = 50 (green colour) m = 100 (red colour);m = 200
(magenta colour);m = 500 (brown colour).

node-foci. Hence, the new chaotic system (6) exhibits hidden
attractors.

Figures 1-3 show the MATLAB signal plots of the two-
scroll chaotic attractor of the new chaotic system (6) for the
parameter values taken asa = 11,b = 145,k = 12,p =
0.2 and the initial state taken as x(0) = 0.9, y(0) = 1.8 and
z2(0) = 0.5.

Ill. BIFURCATION ANALYSIS OF THE NEW TWO-SCROLL
SYSTEM

In this section, we investigate numerically the dynamical
behaviors of the new chaotic system (6) using the Lyapunov

VOLUME 12, 2024
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FIGURE 20. The signal z with different values of the offset boosting
controller m: for: m = 0 (blue colour);m = —50 (green colour) m = —100
(red colour);m = —200 (magenta colour);m = —500 (brown colour).
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FIGURE 21. Phase portraits in different planes and different values of the
offset boosting controller m: (a) x — z plane, (b) y — z plane for:m =0

(blue colour);m = —50 (green colour) m = —100 (red colour);m = —200
(magenta colour);m = —500 (brown colour).

exponents spectrum and bifurcation diagrams. Figures 4-12
show the Lyapunov exponents spectrum and the bifurcations
diagrams of system (6) with respect to parameter a, b, k, p
respectively. Obviously, when a € [8, 12], b € [143, 147],
k € [10, 14], and p € [0, 2] the behaivour of the system (6) is
either chaotic, periodic or converge to an equilibria. We carry
out the bifurcation analysis of the new two-scroll system (6)
with respect to each parameter in the following subsections.

A. VARIATION OF THE PARAMETER a
We can identify the behavior of the system (6) when the
parameter a varies in the range [8, 12] as follows:

VOLUME 12, 2024
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FIGURE 22. The signal z with different values of the offset boosting
controller m: m = 0 (blue colour);m = 500 (red colour);m = —500 (green
colour).

(a)

1000

500 ¢

-500 |

-1000
-100 -50 (0] 50 100 150

(b)

1000

500 f <

-500

-1000
-400 -200 (0] 200 400 600

FIGURE 23. Phase portraits in different planes and different values of the
offset boosting controller m: (a) x — z plane, (b) y — z plane for:m =0
(blue colour);m = 500 (red colour);m = —500 (green colour).

we fix the values of the parameters as b = 145, k = 12,
p =0.2and Let a € [4, 5] and define:

A =1[10.2,12]
B =10, 10.2]

When a € B, it can be seen from Fig. 4, the system (6)
has three negative Lyapunov exponent (L1 23 < 0). Thus the
system (6) converges to an equilibrum point in this range of
the parameter a.

The values of Lyapunov exponents when a = 8.5 are
computed as

Ly =—-0.3831, L, =-0.385, L3 =—-19.53
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FIGURE 24. Electronic circuit of the new chaotic system using MultiSIM 14.0.

The values of Lyapunov exponents when a 9 are

computed as

= —0.2936, L, = —0.2961, L3 = —20.21

L

Also, the values of Lyapunov exponents when a = 10 are
computed as

Ly = —0.1356, L, = —0.1402, L3 = —21.52

When a € A, it can be seen from Fig. 4 that the system (6)
hasL; > 0,1 =0and L3 < 0.

94026

Thus, the system (6) is chaotic and generates a chaotic
attractor.

The values of Lyapunov exponents when a = 10.5 are
computed as
Ly =1.024, [, =0, L3 =-23.32
The values of Lyapunov exponents when a = 11.5 are

computed as

Ly =1.077, L, =0, L3 =—23.88
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FIGURE 25. Chaotic attractor of new chaotic system using MultiSIM 14.0.

Also, the values of Lyapunov exponents when a = 12 are
computed as

L =1.023, [, =0, L3 =—-24.82

Figures 5 and 6 show the behaviours of the system (6) for
different values of the parameter a, while the other parameters
are fixed as b = 145,k = 12 and p = 0.2.

B. VARIATION OF THE PARAMETER b
When we fix the values of the parameters asa = 11,k = 12,
p = 0.2 and Let b € [143, 147], it can be seen from Fig. 7,
that the system (6) has L1 > 0, L, = 0 and L3 < 0. Thus, the
system (6) is chaotic and generates a chaotic attractor.

The values of Lyapunov exponents when b = 144 are
computed as

Ly =1.078, L, =0, L3 =-23.88

VOLUME 12, 2024

The values of Lyapunov exponents when b = 146 are
computed as

Ly =1.088, L, =0, Ly =—-23.89

Figure 8 shows the chaotic behaviour of the system (6) for
different values of b, when the other parameters are fixed as
a=11,k=12,and p = 0.2.

C. VARIATION OF THE PARAMETER k
We can identify the behavior of the system (6) when the
parameter k varies in the range [10, 14] as follows:

In this case, when k € [10, 13.4371324], it can be seen
from Fig. 9, that the system (6) has L; > 0, L, = 0 and
L3z < 0. Thus, the system (6) is chaotic and generates a
chaotic attractor.

The values of Lyapunov exponents when k = 11 are
computed as

L =109, L, =0, Lz =-22.89

The values of Lyapunov exponents when k = 12.5 are
computed as

Ly =1.058, L, =0, Ly =-24.36

Also, the values of Lyapunov exponents when k = 13 are
computed as

Ly =0.9986, L, =0, Lz = —24.36

When k € [13.4371326, 14], it can be seen from Fig. 9,
that the system (6) has three negative Lyapunov exponents
(L1,2,3 < 0). Thus the system (6) converges to an equilibrium
point in this range of parameter k.

The values of Lyapunov exponents when k = 13.5 are
computed as

Ly =—-0.1352, L, =—-0.1522, L3 = —-24.01

Also, the values of Lyapunov exponents when k =
13.84 are computed as

Ly =—-0.1777, Ly = —0.1835, L3 = —24.28

Figures 10 and 11 show the various behaviours of the
system (6) for different values of k, when the other parameters
are fixedasa = 11, b = 145 and p = 0.2.

D. VARIATION OF THE PARAMETER p
When p € [0, 1.16[U]1.24, 1.72], it can be seen from Fig.12,
that the system (6) has L1 > 0, L, = 0 and L3 < 0. Thus, the
system (6) is chaotic and generates a chaotic attractor.

The values of Lyapunov exponents when p = 0.4 are
computed as

Ly =1.134, [, =0, Ly =-23.73

Also, the values of Lyapunov exponents when p = 1.4 are
computed as

Ly =1.118, L, =0, L3 =-22.72
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Chaotic System Chaotic System
! !
Original Voice Encryption | Encrypted | Decryption Decrypted
Signal |  Function 1 Voice Signal |  Function Voice signal

FIGURE 26. The proposed voice encryption systems.

When p € [1.16, 1.24] U [1.72, 2], it can be seen from
Fig. 12, that it has one zeo Lyapunov exponent (L1 = 0)
and two negative Lyapunov exponents (Lp 3 < 0). Thus the
system (6) is periodic in this range of the parameter p.

The values of Lyapunov exponents when p = 1.2 are
computed as

Ly =0, L, =-0.039581, L3 =-21.70

Also, the values of Lyapunov exponents when p = 1.9 are
computed as

L =0, L, =-0.4558, Ly=-20.64

Figures 13 and 14 show the various behaviours of the
system (6) for different values of p, when the other parameters
are fixedasa=11,b=145and k = 12.

A summary of the bifurcation analysis of the new chaotic
system (6) is provided in Table 2.

IV. MULTISTABILITY IN THE NEW CHAOTIC SYSTEM
In order to study the coexistence attractors and other
characteristics of the system better, it is necessary to give
some disturbance to the initial conditions under the condition
of keeping the system parameters constant.

The new chaotic system (6) is invariant under the change
of coordinates

(x’y9Z)—> (—X, -y, Z) (12)

This shows that the new system (6) has rotation symmetry
about the z-axis. Figures 15-17 show the dynamic behavior
with coexistence chaotic attractors with different initial
conditions.

V. OFFSET BOOSTING

In this section, we will discuss the offset boosting control.
Adding a constant ”m” to a variable in a nonlinear system
will produce an offset. Obviously, the state of the system (6)
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can be controllable and the offset-boosted system is obtained
from system (6) by replacing VARIABLE with VARIABLE +
m in the equations of the system (6) as follows:

Case: for z variabale The system (13) can be controllable
and the offset-boosted system is obtained from the system (6)
by replacing z with z 4+ m in the equations of the system (6)
as follows:

x=a(y —x)
y=—ky —x(z+ m) (13)
z=—b+xy+ plz+ m)

Consequently, when increasing or deceasing the boosting
controller m, It can be seen from figures 18,20, and 22 that
the chaotic signal z can be boosted from a bipolar signal to
a unipolar one. The Phase portraits in different planes and
different values of the offset boosting controller m are given
in Figures 19, 21, and 23.

VI. CIRCUIT DESIGN OF THE NEW CHAOTIC SYSTEM
Several studies indicate that ordinary differential equations
can be represented through electronic circuits. However,
designing a circuit directly based on system equations
may result in abnormal functioning. To address this,
an operational-amplifier approach is employed to scale down
the variables’ states of the new chaotic system (6) and achieve
strange attractors. In accordance with system equations, the
scaling variables X, Y and Z are defined as X = %x,
Y = J—t y,andZ = J—tz, where x, y and z are the state variables of
the new system. This system can be practically realized using
common electronic components such as resistors, capacitors,
analog multipliers, and operational amplifiers. The rescaled
chaotic system is given as follow:

X =aY —X)

. b
Z == +4XY +pZ
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TABLE 2. A Summary of the Bifurcation Analysis of the New Chaotic System (6).

Dynamical Behavior Parameter a Parameter b Parameter k Parameter p L1 Lo Ls

Stable Equilibrium 9 145 12 0.2 -0.29356 -0.29614 -20.21029
Stable Equilibrium 10 145 12 0.2 -0.13561 -0.14015 -21.52423
Stable Equilibrium 11 145 13.5 0.2 -0.13523 -0.15218 -24.01259
Stable Equilibrium 11 145 13.84 0.2 -0.17880 -0.18346 -24.27773
Chaotic Attractor 11.5 145 12 0.2 1.03327 0 -24.33263
Chaotic Attractor 12 145 12 0.2 1.02297 0 -24.82259
Chaotic Attractor 11 145 12 0.2 1.07837 0 -23.87763
Chaotic Attractor 11 145 12 0.2 1.08811 0 -23.88715
Chaotic Attractor 11 145 11 0.2 1.09030 0 -22.88950
Chaotic Attractor 11 145 13 0.2 0.99856 0 -24.79795
Chaotic Attractor 11 145 12 0.4 1.13377 0 -23.73318
Chaotic Attractor 11 145 12 1.4 1.11786 0 -22.71688
Periodic Orbit 11 145 12 1.2 0 -0.09580 -21.70474
Periodic Orbit 11 145 12 1.9 0 -0.45576 -20.64463

The electronic circuit for implementing the new chaotic
system is synthesized, as depicted in Fig. 24. The equations
governing the circuit are formulated as follows:

) 1 1
CiX = —Y——X
Ry Ry )
Y =——Y——XZ 15
2 R13 10]54 1 (15)
CyZ =——Vi+—XY + —Z
3 RO TR TR

Here, x, y, z, and w are the output voltages of the operational
amplifiers ULA, U2A, and U3A, respectively. The values of
circuit components are selected as: Ry = R» =36.36 k2, Rz =
33.33 kR, R4 = Rg =10k, R5s = 11.03 k2, R =2 ML,
Ry =Ry =Ri9o=Ri1 =Ri2=R;3=100kQ, Ci = C, =
C3 =3.2nF.

The phase portraits of the system (6) are visually depicted
in Fig. 25 through oscilloscope graphics. It is evident that
the circuit simulation results of the oscilloscope graphics
presented in Fig. 25 align with the MATLAB simulation
results provided in Fig.24.

VII. VOICE CRYPTOSYSTEM USING THE NEW CHAOTIC
OSCILLATOR

This section demonstrates the scheme for a voice cryp-
tosystem using the new 3-D chaotic system with two stable
node-foci equilibrium points and an unstable saddle-focus
equilibrium point in (6).

Figure 26 illustrates the block diagram of the proposed
cryptosystem, which uses the new chaotic system as a key
generator. It is worth mentioning that in a chaos-based
cryptosystem, ensuring the synchronization between the
chaotic systems on both the encryption and decryption sides
is essential to decrypt the voice signal successfully. In this
paper, we align both chaotic systems with identical initial
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conditions. Thus, the decrypted voice signal corresponds
precisely to the original input.

As in Figure 26, the encryption function obtains the
encryption process, which employs the random sequence
generated by the new chaotic system to scramble the original
voice signal. At the beginning of the encryption process, it is
worth mentioning that the state variables generated by the
chaotic system need to be normalized to match the amplitude
of the voice signal. Then, the voice signal V() and the
normalized chaotic states variables xn(t), yn(t), and zn(t) are
combined, producing the encrypted voice signal E(z).

The integration between the key generated by the chaotic
system and the voice signal generates a sophisticated signal
with the chaotic system’s randomness and unpredictability
characteristics. In our system, the encryption function is
described as follows:

E(t) = V(1) + xn(t) 4 yn(t) + 2a(2) (16)

Here V() is the original voice signal, E(¢) is the
encrypted signal and x;,,(¢), y,(¢), z,n(t) are the normalized
state variables generated by the new chaotic system.

The decryption function involves the inverse function to
recover the original voice signal. The decryption function
subtracts the normalized chaotic state variables from the
received encrypted signal, producing the decrypted signal
D(t). In our system, the decryption function is described as
follows:

D(1) = E(1) — (xp(t) + yn(1) + 2n(1)) 7)

Assuming that the chaotic systems used in the encryption
and decryption systems are synchronized and have the same
initial conditions, then the decrypted voice signal matches the
original voice signal.
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FIGURE 27. (a) The waveform of the original voice signal, (b) The
histogram of the original voice signal, (c) The waveform of the encrypted
voice signal, and (d) The histogram of the encrypted voice signal.

Frequency

Figure 27 displays the waveforms and the corresponding
histograms for the original and encrypted voice signals.
The method transforms the original voice into an encrypted
voice that is completely different. Moreover, the histogram
of the original signal has a normal distribution and could be
detected by statistical attacks. However, the distribution of the
encrypted signal is flat and can hide its features as much as
possible.

Correlation Coefficient (CC), Signal Noise Ratio (SNR),
and Percentage Residual Deviation (PRD) tests are applied
to evaluate the resistance of the proposed system against
statistical attacks. Table 3 displays the values that were
computed for various voice signals.

The correlation between adjacent encrypted signal samples
is one method of assessing the efficacy of encryption systems.
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TABLE 3. Correlation coefficient, SNR, and PRD between the original and
encrypted audio files.

Voice Signal CC SNR PRD
Signal-1 0.0008  -48.3487  2.6148e+04
Signal-2 0.0003  -49.8652  3.1136e+04
Signal-3 0.0006  -49.8718  3.1159e+04
Signal-4 0.0003  -51.1147  3.5953e+04

Sign part Integer part Fractional part

1-bit 10-bit 21-bit

FIGURE 28. Fixed point representation of the variables in the voice
cryptosystem.

The small, obtained value of the (CC) shows that the
encrypted signal is random.

Signal-to-noise ratio (SNR) is one of the most used
objective metrics for assessing the original audio signal’s
strength. The highly negative SNR readings in Table 3
suggest that the encrypted voice signals are outstanding.

The Percentage Residual Deviation (PRD)One statistical
method to determine how much the encrypted voice signal
differs from the original signal. Table 3 provides the
computed percent residual deviation values for original and
encrypted audio streams.

Hence, the proposed system makes the signal more
difficult for an attacker to use the encrypted data to derive
partial sample information.

VIil. FPGA IMPLEMENTATION OF THE VOICE
CRYPTOSYSTEM

This section describes the implementation of the proposed
voice cryptosystem using FPGA (Field Programmable Gate
Array). The FPGAs play a vital role in the hardware
implementation of different systems due to their character-
istics, such as parallel processing and real-time response.
The proposed voice cryptosystem consists of two separate
systems: the encryption system and the decryption system.
The hardware implementation of both the encryption and
decryption systems are performed using the VHDL code.
Where each system is realized on the FPGA Cyclon V
platform using QUARTUS software. We use the 32-bit fixed-
point arithmetic representation for all the variables and
constants for the FPGA implementation. This representation
has 1-bit for the sign, 10-bits for the integer part, and 21-bits
for the fractional part as in Figure 28.

Figure 29 shows the top-level entity of the encryption sys-
tem, consisting of four inputs: clock, reset, initial conditions,
and the voice signal and one output represents the encrypted
voice signal.

The detailed block diagram of the encryption system is
shown in Figure 30, which consists of two subsystems: the
new chaotic system and the encryption function.
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FIGURE 29. Top-level entity of the encryption system.
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— |
Original Voice
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1

FIGURE 30. The detailed block diagram of encryption system.

The new chaotic system generates the chaotic sequence
that is used to encrypt the voice signal. To implement the
new chaotic system on FPGA, we apply the forward Euler
integration method on the mathematical representation of the
new chaotic system given in the equations (6) as follows:

x[i + 1] = x[k] + (a([i] — x[i]))dt
yli + 11 = ylk] + (—kyli] — x[i]z[iDdr (18)
Zli + 1] = zlk] + (=b + x[ilyli] + pzlil)dt

Here i and i + 1 represent the current and the next
states, respectively, and dr represents the discretization step.
The VHDL entity that represents the new chaotic system
in Figure 30 consisting of a clock, reset, and three inputs
representing the current state variables x[i], y[i], z[i], three
inputs represent the initial conditions x[0], y[0], z[0], and
three outputs representing the future state variables x[i + 1],
y[i + 1], z[i 4+ 1]. At the beginning, the initial conditions
x[0], y[0], and z[O] define the starting values of the state
variables. Then, the outputs are fed back to the inputs to
generate a chaotic sequence to calculate the future values.
The new chaotic system block is built based on the discrete
Equations (18). The detailed block diagram of the new
chaotic system consists of three subsystems one for each of
the state variables x, y, and z as shown in Figure 31.

Finally, Figure 32 illustrates the basic blocks that rep-
resents the encryption function block in Figure 29. The

VOLUME 12, 2024

aly - x)dt ——

32

—
. - X 1 Ki{_,_ x=x+aly - x)dt
.kv 1
32
X Xz ot (-ky-xz)dt ——
1 3 A dt32 X | + 32
y S y= y+(-ky-xz)dt

y 32 X 32 by bxy+
— -bxytpz
b= w |t (-b+xy+pz)dt
- 22 [ - 32
P 32, dt 7 Scb 2= 2+(-bxy+pz)dt
X
1 3

FIGURE 31. Basic blocks connections to implement the state variables x,y,
and z of the new chaotic system.

X =N
Xty
3 + v X+Hy+Z
y = 2 _\3\2_. + > E=V+x+y+2
32 +
V SoP

FIGURE 32. Basic blocks connections to implement the encryption
function block.

clk rst
Encrypted P Decryption , Decrypted
Voice signal System Voice signal

Initial Conditions

FIGURE 33. Top-level entity of the decryption system.

encryption function block takes the outputs of the new chaotic
system x[i 4 1], y[i 4 1], z[i 4 1] as encryption key and apply
Equation (16) to obtain the encrypted voice signal.

The top-level entity of the decryption system is depicted
in Figure 33. It comprises of four inputs: clock, reset, initial
conditions, and the encrypted voice signal. The output, on the
other hand, depicts the decrypted voice signal.

The detailed block diagram of the decryption system is
shown in Figure 34, which consists of two subsystems:
the new chaotic system and the decryption function. Where
the new chaotic system is similar to the chaotic system in
the encryption system shown in Figure 31. The detailed
block diagram of the decryption function block is shown in
Figure 35. The decryption function performs a mathematical
equation (17) to recover the original signal after considering
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FIGURE 34. The detailed block diagram of the decryption system.

X =N
Xty N
32 + v + X+y+2
Y = , 2 » E=\Vixry+
32 + y
V Scb

FIGURE 35. Basic blocks connections to implement the decryption
function block.

TABLE 4. FPGA resources utilization for the communication system.

Encryption System Decryption System

Res "
esourees Units  Utilization ~ Units  Utilization
Logic Utilization 2203 7 % 2204 7 %
Total Registers 212 — 212 —
Total Pins 162 7 % 162 7 %

Maximum Frequency (MHz)  33.38 — 33.42 —

the outputs of the new chaotic system, x[i + 1], y[i 4+ 1], and
z[i + 1], as the decryption key.

Table 4 illustrates the FPGA resource utilization for
implementing the proposed voice cryptosystem for the
encryption and decryption systems. The Encryption system
utilizes 2203 logic units (7% of available logic), 212 registers,
and 162 pins (7% of total). Its maximum operating frequency
is 33.38 MHz. Similarly, the decryption system for the logic
units, registers, and pins, with a matching frequency of
33.42 MHz.

IX. COMPARISON RESULTS FOR THE NEW VOICE
ENCRYPTION SYSTEM

In this section, the new encryption system is compared to
the current algorithms. In this comparison, various quality
metrics used, such as Correlation Coefficient (CC), Signal
Noise Ratio (SNR), and Percentage Residual Deviation
(PRD) are tabulated in Table 5. By comparing the obtained
metrics using our proposed system with those of the previous
encryption systems shown in Table 5, we may evaluate
the proposed system’s performance increase in comparison
to current approaches. The suggested system performs
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TABLE 5. Performance metrics comparison of the proposed encryption
scheme with other methods.

Encryption Algorithm CcC SNR PRD
[34] -0.001 - -
[35] 0.001466 -15.38255 -
[36] -0.0004282  -25.4968 -
[37] 0.0189 -22.1621 -

Proposed system 0.0003 -51.1147 3.5953e+04

competitively or better than previous research works in this
area.

Based on the results of the security analysis and the
comparison with related work, our proposed system has
a high security level making it a practical option for the
application of voice encryption. However, this system has
some deficiencies that need to be considered. One significant
challenge that faces our system is related to the synchroniza-
tion between the chaotic systems. Although our methodology
assumed the synchronization between the chaotic systems in
both the encryption and the decryption sides, we understand
the need to provide an illustration of the synchronization
procedure. Additionally, the implementation of the voice
cryptosystem, along with synchronization, is associated with
complexity related to hardware and computational resources.

X. CONCLUSION

There is significant research interest in the chaos literature
in the mathematical modelling and applications of chaotic
systems with stable equilibria. The main contribution of this
research work is the modelling of a new 3-D chaotic system
with two stable node-foci equilibria and an unstable saddle-
focus equilibrium. We performed a detailed bifurcation
analysis for the new chaotic system with the aid of bifurcation
diagrams and Lyapunov exponents. We also showed that
the new chaotic system has multistability with coexisting
attractors. Using MultiSim version 14.1, we designed an
electronic circuit for the proposed 3-D chaotic system.
Finally, as an engineering application, we had introduced a
voice cryptosystem using the new chaotic system with two
stable node-foci equilibrium points and an unstable saddle-
focus equilibrium point and hardware realization of the FPGA
platform. We illustrated our results with many simulations.
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