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ABSTRACT Smart manufacturing uses data generated within manufacturing systems to provide intelligent
and flexible control of production processes. To realize the vision of smart manufacturing, digital twins
play a key role. As a virtual representation of any real-world counterpart, the digital twin enhances various
use cases by providing analytical, simulation and replication capabilities. Most research works focus on
potential application scenarios for digital twins within manufacturing. Despite its great potential, few works
address the generic creation of digital twins within an industrial environment. To fill this gap, we introduce
a data-driven framework for digital twin creation in industrial environments. The core creation process of
our framework consists of four vital parts, and the respective data required, to build a digital twin. Before
data is even acquired, we argue that individual conditions must be set to determine the overall scope.
We further address existing interactions and dependencies between components. To validate the framework,
several semi-structured expert interviews are carried out. Furthermore, related works are identified using a
systematic literature review - followed by a comparison to our proposed framework.

INDEX TERMS Creation, digital twin, simulation, smart manufacturing.

I. INTRODUCTION
The rapid development of modern information and com-
munication technologies is having a disruptive effect on a
wide range of areas. Particularly within manufacturing, this
circumstance is driving the transformation from automation
towards smart manufacturing systems [1]. To achieve that,
Cyber-Physical System (CPS) play a crucial role. The main
idea of CPS is to build up smart embedded and networked sys-
tems within manufacturing systems. By combining physical
(e.g., sensors, actuators) and digital (e.g., software, network)
components, this class of systems can communicate, perceive
their environment, interpret information and act on the
physical world. Thereby, the communication between the
physical and virtual world bases on modern communication
technologies [2], [3].

The associate editor coordinating the review of this manuscript and

approving it for publication was Yizhang Jiang .

To build a CPS, the digital twin can act as a key
technology [4]. As a digital representation of a physical
system over its lifecycle, the digital twin holds great potential
for realizing a CPS-based industrial environment that meets
the emerging requirements of smart manufacturing [5]. Most
publications focus on identifying potential application areas
for industrial digital twins (e.g., [5], [6], [7], [8]). However,
less attention is paid to the actual implementation or creation
of a digital twin within an industrial environment. So far, only
a few works deal with the data-oriented aspects for creating
a digital twin in an industrial environment.

To fill this gap, this paper aims to provide a general
data-driven framework for digital twin creation in industrial
environments. Moreover, the proposed framework covers
core technologies for the creation of a digital twin and
can be used as a reference model for implementing digital
twins in industrial environments. Our framework is further
verified by interviews with industrial experts as well as
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by a literature search to subsequently compare to related
works. The innovative part of this research is our data- and
-flow-centric focus for building digital twins. While other
works may mention data regarding digital twin creation, they
mostly do so either for very one specific example (e.g., smart
building [9]) or do not holistically regard the whole flow
from system (environment) to digital twin but mention one
part of data involved (e.g., sensor data mentioned by [10]),
while not even distinguishing between the different nature
of data involved. Our strength further lies in combining two
methods to provide research rigor on the one hand, while also
investigating practical applicability.

The rest of the paper is structured as follows: Section II
provides a brief explanation of the digital twin paradigm
and smart manufacturing with CPS. Our research method
follows a combined approach, which is detailed in Section III.
Section IV introduces our proposed framework for the
creation of a digital twin in an industrial environment
and describes its functionalities. Section V compares our
framework with related work identified through a systematic
literature review. Finally, Section VI draws a conclusion and
provides future research directions.

II. BACKGROUND
A. SMART MANUFACTURING AND CYBER-PHYSICAL
SYSTEMS IN INDUSTRY
In the last decade, industries have focused on smart
manufacturing to realize Industry 4.0. Thereto, sensors and
other operational data is gathered to increase the knowledge
of systems and optimize production [11]. Cyber-physical
systems go hand-in-hand with this trend: They constitute
the joining of computational (cyber) and physical parts [12].
To conclude, functionalities within industrial environments
can be divided into a physical domain (e.g., machines,
actuators) and a cyber domain (e.g., software, network
traffic).

B. DIGITAL TWIN
Even though the digital twin paradigm encompasses the
virtual twin, its physical counterpart and their data [8],
it differs from CPS as the twin is a means of not only
ensuring operability of a system but to improve, investigate
and predict the future of its counterpart. A digital twin can
be described as a virtual representation of any real-world
counterpart (e.g., a CPS) over its lifecycle. It exchanges
data bi-directionally [6] by collecting information from its
counterpart (e.g., sensor values) and sending data (e.g.,
commands) towards it. The data the digital twin collects about
its counterpart is commonly semantically enriched [13] and
can then be used in the different operation modes of the
digital twin [14]. Fig. 1 illustrates the described paradigm and
shows the different operation modes as identified by Dietz
and Pernul [14].

Analyses, the first operation mode, use real-world data to
optimize the real-world object (e.g., predictive maintenance).

FIGURE 1. Digital twin paradigm including potential operation modes.

A second operation mode is simulation, where the real-world
counterpart is virtually modelled and given different scenar-
ios and parameters to change its state. In this mode, relevant
problems can be tested without affecting the operation of the
real-world counterpart [5], [15]. It is important to note that a
simulation alone commonly does not equate a digital twin [5].
A third operation mode is replication. It aims not only at
imitating the behavior, but also at providing the exact same
state the real-world counterpart is currently in. This allows
monitoring and controlling the counterpart with the help of
the digital twin.

III. METHODOLOGICAL RESEARCH APPROACH
To address the issue on the data required for digital twin
creation, our research approach included a combination of
rigorous methods like semi-structured expert interviews and
a structured literature search (SLR). The whole research
procedure is depicted in Fig. 2. We opted to use a combined
approach of those two methods not only as it sets us
apart from related works but also because it efficiently
allows us to assess our approach in theory as well as for
practical use: The SLR strongly supports research rigor as
it consists of a very structured and follow-through approach
that can be reproduced. On the other hand, semi-structured
expert interviews follow a less strict approach while still
upholding a certain scope. Moreover, they provide input from
practice, which is often neglected in research but nevertheless
important, as it ensures applicability and avoids research to
stay in the so-called ivory tower. Compared to related works,
most research regarding digital twin creation do either regard
the practical side by providing a prototypical implementation
(e.g., [9], [16], [17]) or use case (e.g., [18]), while some
provide a SLR (e.g., [19]) but neglect practical input.
We conducted a structured literature search to find and

compare to related works. The quantitative results and
information about the search can be found in Section III-A.
The final qualitative results including the comparison are
described in Section V. Furthermore, expert interviews were
carried out to discuss and refine the established framework
(see Section III-A).

A. EXPERT INTERVIEWS
To gain feedback on the practicability of our frame-
work, we conducted semi-structured interviews [20] with
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FIGURE 2. Combined research method including structured literature
search and expert interviews.

TABLE 1. Focus of the interview according to the interviewee’s
knowledge (anonymized).

professionals from the industrial sector. The interviews aim at
conforming and refining our proposed approach for creating
digital twins with the current requirements from practice.

The interviews are conducted in cooperation with a man-
ufacturing firm (special engineering sector) from Germany.
We chose our interview partners according to the main
phases of our data-driven framework. We further interviewed
executive personnel to gather intelligence on the coherence
of these phases. Depending on the individual knowledge
of the interviewee, we focused on either a phase of the
framework (Aquisition, Processing, Creation or Application)
or the entire framework (see Table 1).
Before conducting the semi-structured interviews, we

developed a interview guide that was sent to all interviewees.
This guide explains the overall aim of the questions as well as
a short version of the proposed framework. It further informs
about the interview procedure, its questions and gave contact
details. The interviews with each expert were carried out via
video telephony. The duration varied between 45-60 minutes.
At the beginning, our proposed framework was explained
to the experts and released for discussion afterwards.
The discussion contained the predefined questions of the
interview guide. In this way, the interview can also be seen
as an expert survey.

Each interview was finally summarized in the form
of key points. Afterwards, these were synthesized and
structured thematically. The experts’ feedback can be found
in Section IV-C.

TABLE 2. Literature search protocol.

B. LITERATURE SEARCH
We carried out a systematic literature review following Okoli
and Schabram [21]. The purpose of our literature review is
twofold: First, it aims at generating an overview of the current
state of research on digital twin creation. The second purpose
is the identification of suitable comparative work to evaluate
our framework. The search protocol (see Table 2) summarizes
the key points of our literature review.

To cover a very broad spectrum on research and gain results
spanning from generic approaches to specific use cases, we of
course specified ‘‘digital twin’’ in our search term and then
queried for various terms covering a creation process to
achieve a large amount of research papers to sort through
instead of eliminating potential relevant works by choosing
a restricted search. To determine the relevance and quality of
the search results, an iterative screening process is followed.
This screening process includes the following steps:

• 1. Screening: From the total results (1,213 results),
existing duplicates are removed. Subsequently, the title
of the publications are checked and sorted out according
to their relevance (283 results).

• 2. Screening: Remaining publications are further nar-
rowed down based on their respective abstract (84
results).

• 3. Screening: Full texts of each publication are examined
in detail, followed by a final assessment of relevance.
This led to 16 results: [9], [10], [16], [17], [18], [19],
[22], [23], [24], [25], [26], [27], [28], [29], [30], [31]

Regarding the results, numerous publications can be
identified within the literature for the general topic ‘‘digital
twin creation’’. Thereby, it is worth having a closer look at
the distribution of the years of the publications. Although no
limitation for the time period of the considered publications
was set, the search results only include papers starting from
2017. This indicates that the creation of a digital twin covers
a modern field of research. Moreover, Table 3 shows that
the main publications appear in more technology (IEEE) or
practice-oriented (ScienceDirect) data bases.

Analyzing the individual publications, we eliminated
results in our screening rounds that (a) proposed a very
specialized or tailored digital twin for a certain system or
the simulation thereof and (b) the creation of a digital twin
multiverse and their networking characteristics, and hence,
not a single twin. We further deemed not relevant all (c)
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TABLE 3. Literature search results.

machine-learning based approaches for predictive and other
analytical tasks (e.g., fault diagnosis, anomaly detection) as
well as (d) optimization and evaluation approaches that do not
concern the overall creation of a twin.

During our systematic literature review it was shown that
while research on ‘‘digital twin creation’’ has been addressed,
commonly those results do not take a data-driven perspective
and lack an overarching presentation. Our framework, which
is detailed in the following (Section IV) meets this need.
We further distinguish our research from existing works by
following a bottom-up approach that explains the framework
and its data (management) by starting from a general
viewpoint, diving deeper into each of its parts subsequently.

IV. DATA-DRIVEN DIGITAL TWIN CREATION
FRAMEWORK
Our framework is depicted in Fig. 3. It comprises two impor-
tant parts: (1) The determination of individual conditions
(see Section IV-A) is a prerequisite for further digital twin
creation. (2) With these conditions determined, a digital twin
can be built (see Section IV-B).

A. DETERMINATION OF INDIVIDUAL CONDITIONS
Determining individual conditions enables a targeted selec-
tion of required data for the creation of the digital twin. This
positively affects the corresponding cost drivers within the
acquisition and processing phase. The individual conditions
can be broken down into the aspects of (a) the digital model -
including simulation level and simulation technology, and (b)
the use case. Fig. 4 illustrates these factors in greater detail.

1) DIGITAL MODEL
A digital model forms the basis for a digital twin. To find a
suitable technology to build the digital model, it is vital to
identify the required representation level. This level depends
on the required functionalities to be mapped into the virtual
world. As mentioned in Section II, the functionalities within
an industrial environment can be divided into a physical
domain (e.g., machines, sensors, actuators) and a cyber
domain (e.g., software, network traffic). Both domains can
again be segmented.

The physical domain comprises all physical parameters
(e.g., physical processes, movements) of the regarded
industrial environment. These, in turn, can be partitioned
into individual physical sublevels: mechanical, electrical,
chemical and thermal. Within industrial processes, there

commonly exists a combination of physical sublevels. Such
a combination is declared as a multi-physical level.

The cyber domain comprises all digital parameters (e.g.,
communication, programs) of an industrial environment.
It can be further divided into information regarding the
system’s software and network traffic. In terms of repre-
senting system software, the circumstantiality needs to be
considered: It can be differentiated between exact and logical
representation of system software. The exact representation
covers an identical copy of the software, including their
parameters. The logical one reflects the behavior and the
functions of the software. The logical representation can
further be functional or identical. In the functional option, the
systems software behavior is mimicked in any programming
language. Whereas in the identical option, the software from
the real system can be copied (same programming language).
Once the required levels are selected, matching technologies
have to be identified, to create the digital model.

Fig. 4 shows exemplary matching technologies for each
representation level. For instance, OpenPLC1 supports ladder
logic and structured control language of real-world PLCs
and thus matches the ‘‘logical representation - identical’’
category. In contrast, MiniCPS2 does not support PLC
programming languages. However, a Python-based code
mimicking PLC logic can be written (e.g., stop the program
when sensor value of machine is too hot). Furthermore,
MiniCPS is able to simulate network traffic based on indus-
trial communication standards like Modbus or Ethernet/IP.
Therefore, it can be mapped to the ‘‘logical representation -
functional’’ category aswell as ‘‘network traffic’’. Please note
that the tools and software provided in Fig. 4 are examples
commonly used in research. Therefore, they have been proven
to work for their intended use for building digital twins.

2) USE CASE
Another aspect that influences the creation of a digital twin
is the use case concerning the deployment of the digital twin.
To date, several papers have examined potential applications
for digital twins in the industrial domain [7], [32]. Eckhart
and Ekelhart [33] provide an excellent overview of potential
digital twin applications. They further assign their identified
use cases to the appropriate position in the industrial value
chain. Taking into account the identified simulation levels and
the specific use case, the appropriate simulation technology
for the creation of the digital model can be identified.
For instance, regarding the operation phase of the real-
world counterpart, the digital twin could be used for system
testing [33] or to optimize the manufactured product [8].
To conclude, the application and purpose of the digital
twin influences digital model with its required simulation
(sub)levels and technology.

In addition, considering the information regarding the
individual conditions, a targeted selection of the required data

1https://openplcproject.com/
2https://github.com/scy-phy/minicps
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FIGURE 3. Data-driven framework for digital twin creation in industrial environments.

for the creation of the digital twin (Section IV-B) can be
conducted.

B. CORE CREATION PROCESS
The core creation process (see (2) in Fig. 3) consists of four
parts: Acquisition, Preparation, Creation, Application. These
are detailed in the following.

1) ACQUISITION
To ensure that the physical components of the real-world
counterpart (e.g., robots, machines, sensors) can be mapped
correctly into the virtual world, different data - of static and
dynamic nature - must be collected. The data required to
be collected is dependent on the individual conditions set
beforehand.

Static data commonly comprises general information
about the respective physical components (e.g., topology,
specifications, configurations). In contrast to dynamic data,
static data changes far less over time, approximately every
1-2 years. Therefore, it only needs to be re-collected in
the event of fundamental changes with regard to the real-
world counterpart (e.g., replacement of a component) and
its environment (e.g., adaptation of the topology). Existing
database systems can be used as reference point for this data.

Dynamic data is continuously generated during the opera-
tion of the real-world counterpart (e.g., sensor data, network
traffic). To incorporate valid data tuples, the tuples must be
checked. This may cause short delays leading to a close-to
real-time performance.

2) PROCESSING
The acquired data is subsequently processed and stored.
Depending on the nature of data (static or dynamic), there
are different procedures concerning data processing.

After their acquisition, static data must be brought into a
uniform data format (e.g., AutomationML3). Thereafter the
data can be broken down into either physical- (e.g., blueprint
of the machine) or cyber-oriented (e.g., program code of
a machine) data. Subsequently, static data are stored in a
permanent storage.

Similarly, dynamic data are classified into a cyber (e.g.,
network traffic) or physical (e.g., sensor values) domain to
facilitate subsequent processing. The dynamic data is then
transferred to a buffer storage system. Once the data reaches
the buffer storage, it is further analyzed and transformed. For
instance, anomalies or patterns in the data can be identified.
These are then transferred to the permanent storage as

3https://www.automationml.org/
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FIGURE 4. Factors to determine individual conditions and build digital models.

historical data records. In the permanent storage, data can be
further analyzed to generate additional value (e.g., derivation
of rules to identify an anomaly).

Based on information contained in respective storage
systems, individual actions of the analysis process (see
Section II) can already be implemented. The processing
in general is also dependent on the determined individual
conditions.

3) CREATION
Using previously processed data, the digital twin is created.
The digital twin can be seen as a combination of several
components - including an ontological model, digital models,
API, buffer storage and permanent storage. The creation itself
follows the subsequent logic:

1) Creation of digital models: A CPS is a combination
of individual subsystems or components, which can be
assigned to the cyber or physical domain. To obtain a
virtual representation of a CPS, a digital model for each
component must be created. Subsequently, these single
models can be merged into a complex digital model.
This can be realized by using Functional Mock-Up
Interfaces (FMI) or Functional Mock-Up Units (FMU)
[34] as illustrated in Fig. 5.

2) Mapping the behavior of the real-world counterpart:
To map the behavior of the real-world counterpart,
the assembled digital models should not act separately,
but as a whole. An ontological model (c.f. Zheng and
Sivabalan [31]) manages this feat. The model maps
corresponding relations to static and dynamic data

from the respective storage. This leads to drawing
appropriate conclusions from the combination of static
and dynamic data, which in turn enables the simulation
of the current state and behavior of the real-world
counterpart.

3) Integrating behavior into the complex digital model: In
a final step, the information from the ontological model
needs to be integrated into the complex digital model.
To enable this integration, an API serves as a kind
of command center between the ontological and the
complex digital model. The API references individual
standard libraries of the respective model. Thus, it can
interact with both models, and control the data flow
between them. The API further controls the retrieval
and transfer of static and dynamic data from the two
storage systems to the ontological and the complex
digital model.

The created digital twin can be used in different operation
modes such as analysis, simulation and replication (see
Section II). The key points of the creation phase can be
summarized as follows:

• The digital twin is a combination of a complex digital
model, an ontological model, a buffer storage and a
permanent storage

• By using appropriate standard interfaces (e.g., FMI,
FMU), single digital models can be linked to form a
complex digital model

• The permanent storage (static data) serves as main
source for the creation of the complex digital model,
while the buffer storage (dynamic data) commonly
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FIGURE 5. Creation of a complex digital model of (industrial) CPS using
FMI/FMU.

enables the representation the current state of the real-
world system. This is turn, manages the proper function
of the operation modes relying on current data (analysis
and replication)

• The ontological model maps the behavior of the real-
world counterpart to the complex digital model

• The API controls and coordinates the complex digital
model and ontological model. It further regulates the
flow of information between the individual models and
the storage systems

4) APPLICATION
Various applications and user interfaces can be provided
on top of the previous parts to enable optimal use of the
digital twin. The design of the applications and user interfaces
depends on the specific use case. Often, individualized
dashboards present valuable use case-dependent information
in a compressed form. Furthermore, visual instructions for
complex processes can be created by using appropriate
technologies for visualization (e.g., augmented reality).
An integrated Identity andAccessManagement (IAM) and an
additionally required authentication mechanism ensure that
only authorized users have access to the respective services
of the digital twin. Please note that the application layer
differentiates from the operation modes (analysis, simulation
and replication) in the following manner: The operation
modes are functional requirements of a digital twin, which
form the basis for other applications. For instance, the
analysis mode will run in a user dashboard that visually
provides insight to the analyzed data. However, applications
can be set to meet individual requirements, which can
affect the operation modes settings. For instance, using AR
to simulate a system requires user-defined parameters for
the simulation, resulting in an information flow from the
application layer towards the operation mode simulation.

C. FEEDBACK FROM EXPERTS
To refine our framework, expert interviews were carried
out. The results of these interviews are summarized in
thematically in the following.

1) GENERAL
All participants acknowledged the meaningfulness of the
proposed layers. The actions within the phases were deemed
similar to best-practices in other firms according to some
of the interviewed professionals. The experts stated that the
main costs will emerge during data acquisition.

2) FRAMEWORK STRUCTURE
All interviewees commented that individual conditions must
be met before initiating the frameworks’ main phases.
They stated that these conditions affect the acquisition and
processing phase, resulting in prerequisites for these layers.

3) ACQUISITION
Most interviewees perceived the realization of our acquisition
as feasible as well as dependent on the underlying use case.
Feedback was also given on static data, where an expert
added examples of general information like circuit layouts,
machine and process descriptions. To mimic the real-world
counterparts, some interviewees mentioned the importance of
dynamic log and sensor data. Few experts stated that from
data acquisition to buffering and processing, latency may
occur, which could hamper real-time processing.

4) PROCESSING
The proposed logic and potential technologies for implemen-
tation of the processing layer were considered reasonable and
practicable. Some interviewees suggested that the buffer stor-
age’s intelligence is crucial: It has to select useful information
and discard non-relevant data. Also, first analytical tasks can
be performed in the storage systems.

5) CREATION
Few professionals stated that combining single digital models
towards one complex digital model is already common
practice in some firms and can be achieved by using
FMI. Our proposition to integrate the ontological model
in the form of a graph-based database was acknowledged
by the experts. However, some interviewees mentioned that
the technological implementation of this phasemight be time-
consuming and costly.

6) APPLICATION
Some professionals highlighted that the applications should
be orientated towards the individual requirements of the end
user. Therefore, the framework should not state individual
applications but sum them up in a general term (Applica-
tions). To secure potentially sensitive data, authentication and
IAM should be installed.
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The results of the expert interviews led to the following
modifications of our framework:

• Framework: Restructuring of individual conditions
• Acquisition: Additions to static data source examples,
modification of term to general information

• Processing: Marking buffer and permanent storage with
analytical capabilities

• Application: Integration of various exemplary applica-
tions into general term applications, addition of IAM as
well as authentication

V. RELATED WORK
In this Section, the presented framework (Fig. 3) is compared
to related work from scientific literature. The methodology
used to select suitable publications for comparison is detailed
in Section III-B.

A. COMPARISON CRITERIA
The related publications identified in Section III-B are
compared to our proposed framework. To consistently
compare the research works, we used the criteria shown in
Table 4.
We divided between general criteria and conceptual

factors. General criteria consider comprehensive research
aspects. Conceptual criteria focus on the main artifact of
individual papers. In concrete terms, they are based on the
respective framework - with special focus on provided layers
(see Section IV). We further included the criteria ‘‘creation’’
as it is the main focus of this work, and without it digital
twins would not exist. Table 5 summarizes the result of the
conducted comparison.

B. GENERAL FACTORS
Almost all of the related publications can be assigned to
an industrial application area: Most works take an industrial
focus on digital twins [10], [17], [24], [26], [28], where
some further see the digital twin as a key technology for
integrating the smart manufacturing approach [22], [27], [29],
[30], [31]. Closely related to this area, are papers that either
focus on the integration of a digital twin within an CPS [23],
or regard digital twins within different IoT use cases [19].
Also, one work specifically regards the nuclear sector [16],
while another shows how to use them for smart buildings [9].
Finally, two publications use digital twins in a general
organizational context [18], [25]. Our work aligns with the
majority by centering around industrial environments.

While some publications focus on the required functionali-
ties of a digital twin (function-oriented) [18], [19], [22], [24],
[25], [28], [30], others go into more detail and additionally
provide generic proposals for the implementation (solution-
oriented) of the mentioned functionalities [10], [27], [29].
The rest of the works rather present a technological
implementation (technology-oriented) [9], [16], [17], [23],
[26], [31]. In contrast, our work does not merely present some
software-restricted solution but takes a bottom-up approach

TABLE 4. Comparison criteria.

by first concentrating on a conceptual framework with a
strong emphasis on the data involved as well as considering
different use cases and scenarios a twin might be deployed.
It therefore provides more flexibility while still providing
enough detail (e.g., we provide an overview of potential
technologies for implementation in Fig. 4).

C. CONCEPTUAL FACTORS
Except for AboElhassan et al. [10], individual conditions are
not considered in related works.

However, all authors [9], [10], [16], [18], [19], [22],
[23], [24], [25], [26], [27], [28], [29], [30], [31] (except
one) consider and describe the acquisition of data to be
the necessary first step for the creation of a digital twin.
Nevertheless, the proposed realization of this phase varies
greatly: While almost all refer to their data source at one
point, only one other work regards the different nature of data
velocity (static/dynamic) [9]. Others might mention certain
dynamic data (e.g., sensor data) but fail to differentiate them
from static data in the acquisition phase. We take into account
that data from industrial environments are of different nature
and can be mostly distinguished by its velocity. Generally,
data generated during systems operations can be considered
dynamic, while general information about the real-world
counterpart is rather static. We think it is important to
differentiate as it greatly impacts the subsequent processing
of the data, especially considering storage options.

Processing acquired data is seen as a vital measure for
digital twin creation by most other works. However, two
works [25], [26] completely neglect the processing phase.
Most authors provide information on storage technologies
or regard the need for data storage. Few consider real-time
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TABLE 5. Comparison of related woks concerning digital twin creation.

requirements [9], [10], [23], [28]. For instance, the MQTT
publish/subscribe protocol [23], RabbitMQ [28] and data
stream processing [10] present two technological solutions
for implementing the real-time requirements of a digital twin.
Like most related works, we suggest processing the data –
including data storage, where we differentiate between buffer
storage for data of dynamic nature and a permanent storage
for static data and processed dynamic data. Thereby, we meet
requirements for handling real-time data. In contrast to all
other works, we further added a breakdown of data between
cyber and physical: As most industrial systems are comprised
of CPS, they have cyber parts and the respective data thereof
(e.g., dynamic: network data, static: program codes). The
same goes for its physical parts (e.g., dynamic: temperature
of machine, static: specifications of systems). We think it of
great importance to be aware of the domain the data belongs
to while processing it.

Concerning creation, most (but not all) authors see
the digital twin as a combination of several models or
components [9], [10], [16], [17], [18], [19], [23], [24], [27],
[29], [30], [31]. Those who do not describe the twin as
such, mainly focus on the development of one specific (twin)
model [22], [26], [28] that is not comprised of other models.
Interestingly, about half of the related works [9], [10], [19],
[22], [23], [25], [30], [31] recognize the need for adding
context to data – most suggest using an ontology to meet this
end [9], [10], [19], [23]. Two publications explicitly mention
that digital twins can run analytical or optimization tasks and
simulations [10], [24], [27]. Going one step further, we argue
that the digital twin can even manage three operation modes
(analysis, simulation, replication).

Part of the authors focus on specific applications resp. use
cases within the industry [9], [10], [16], [22], [23], [26], [27],
[28], [29], [31]. For instance, virtual commissioning of a
semiconductor production use case is tackled by [10]. Others

present more general or hypothetical industrial use cases [18],
[19]. Four works do not provide information about the (poten-
tial) application of the created digital twin [17], [24], [25],
[30]. In contrast to our work, none of the related publications
integrates corresponding security features within this phase.4

In summary, related works confirm the comprehensive
parts of our framework (see Section IV). Especially two
publications ([28], [31]) follow a similar outline: Yang et al.
divide their framework into five layers (perception, network,
data, twin and application) [28], while Zheng and Sivabalan
categorize their framework into four layers (physical, data
extraction and consolidation, cyberspace and interaction)
[31]. Thereby, perception and network layer [28] match
with the physical layer [31], which in turn matches with
our acquisition layer. To our processing layer align the
data layer [28], and the data extraction and consolidation
layer [31], respectively. The core part of our framework, the
creation layer harmonizes with the twin [28] resp. cyberspace
layer [31]. Finally, the application layer [28] and interaction
layer [31] are in accordance with our own application layer.

However, all related works vary in the details. Specifically,
the following points can be noted:

• Acquisition: Our explicit division of data into static and
dynamic data is a feature commonly neglected by related
works.

• Processing: The idea of combining different storage
technologies is confirmed by related publications (e.g.,
[23], [31]). Our final breakdown of the processed data
into a cyber and physical domain can be regarded as
unique feature strengthening the CPS notion commonly
found in industrial environments.

• Creation: The consideration of the digital twin as an
amalgamation of several components is confirmed.

4Please note that works, where the implementation code is verified using
security tools (e.g., [17]) do not fall into this category.
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We are the first to consider three different operating
modes of a digital twin (e.g., analyses, simulation,
replication) in digital twin creation.

• Application: In general, all authors integrate correspond-
ing application components into the presented models.
We distinguish our framework from others by including
security features.

VI. CONCLUSION
Although the digital twin technology promises great potential
for realizing the smart manufacturing approach, few works
deal with the creation of a digital twin. To bridge this gap, our
framework provides a general approach for the digital twin
creation in an industrial environment.

According to industrial experts (see Section IV-C), the
creation of a digital twin has to be designed dependent
on the individual conditions. Based on those, appropriate
technologies can be identified. The digital twin itself consists
of a meaningful combination of several models, and thus,
technologies. A permanent storage and a buffer storage
provide the basis for data processing. The complex digital
model lies at the core of our framework and mirrors the real-
world object into the virtual world. It is realized by merging
digital models of individual CPS components. An ontological
model prepares the database semantically and communicates
with the complex digital model via an API. This collaboration
enables mapping the context of the real-world object into
the virtual world. Through a systematic literature review we
identified related publications. By comparing with related
work, the basic segmentation of our framework can be
confirmed. However, we provide several useful additions that
were neglected in previous works (see Section V-C).

Future research should be guided by current limitations.
For instance, individual conditions could be worked through
methodologically. Especially simulation levels and the sub-
sequent assignment of suitable simulation technologies can
be gathered by rigorously conducting separate systematic
literature and technology reviews. Currently, our simula-
tion technologies were identified from current publications
and matched to respective levels. So, we cannot claim
completeness in regard to these technologies. However,
we found that those were the most academically used tools
in regards to digital twins and simulations. Furthermore, the
practical implementation of the proposed components can be
considered in more detail. In our opinion, an emphasis should
be put to the implementation of the complex digital model.
For instance, a first approach is suggested by using FMI [34],
which could be further explored in terms of limitations for
usage and by comparison to potential other approaches for
generating complex digital models.
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