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ABSTRACT The global impact of the COVID-19 pandemic was huge, and it showed that reporting and
collecting accurate healthcare data are crucial operations for governments. Not only the test results but also
the vaccination information of people should be shared correctly by trusted systems between countries.
Now it is possible with the integration of new practices like blockchain and cryptology with the help of
secure, transparent, and privacy-centric methods. There are a lot of recent studies focusing on blockchain
usage in healthcare in literature. However, they still have flaws in granting full authorization to individuals,
ensuring the security of personal information, speed, and scalability. They mostly use private or consortium
blockchains. However, in a public blockchain, a system that everyone can participate in and follow provides
more reliable information. At the same time, heavy and slow encryption techniques were used in the
models proposed in the literature. Our study focuses on the usage of blockchain in combating pandemics
by ensuring privacy and maintaining reliable medical data sharing during pandemics. The proposed system
is implemented by leveraging public blockchain on Ethereum with smart contracts, IPFS for decentralized
storage, and robust and fast encryption techniques like ChaCha20. In addition to existing techniques, the
framework introduces innovative methods, such as storing encrypted keys alongside encrypted data in IPFS,
which enhances security and scalability. We also eliminate the usage of doctors’ private keys. The framework
grants patient’s full ownership of their medical data, aligning with GDPR requirements. Patients can grant or
revoke access to their data, enhancing their control over personal information. The use of smart contracts to
manage access rights ensures that only authorized parties can access the data, and patients can easily manage
these permissions through a decentralized platform. We aim to implement a framework which is fast, easy to
use and differs in terms of storing and sharing medical data with different encryption methods and protocols
by using a public blockchain. We ensure novel management of COVID-19 medical records that are personal
data.

INDEX TERMS Blockchain, distributed ledgers, cryptography, smart contracts, COVID-19, contact tracing,
vaccine.

I. INTRODUCTION
The COVID-19 pandemic has underscored the importance
of secure and efficient sharing of medical data. Historically,
hospitals have maintained ownership of medical records for
many years. The process of requesting a hospital to transfer
these records can be time-consuming, often taking days, and
in some cases, proves to be challenging, especially when
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attempting to transfer records across different countries.
Emerging technologies such as blockchain present a trans-
formative opportunity to address this trust deficit, enabling
secure and precise sharing of medical information while
ensuring robust anonymization for the protection of private
data. Blockchain’s capabilities in spreading accurate informa-
tion, ensuring traceability for records, monitoring COVID-19
test results can help to combat pandemics. Blockchain
technology offers a decentralized and secure alterna-
tive. Blockchain’s inherent features of decentralization,
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immutability, and transparency can address challenges in
healthcare data management, ensuring patient privacy and
data integrity. In literature, blockchain solutions for health-
care have been proposed more and more in recent years.
However, proposed methods use heavy cryptographic algo-
rithms, cloud servers and doctors’ signature in procedures
which cause the system to slow down. While scalable, cloud
solutions can become expensive with increasing data storage
needs. They are still subject to the limitations of centraliza-
tion. Adding more security layer or complexity decreases
system performance much. Also, in some publications, the
confidentiality of the data is not fully ensured. In addition to
this, most publications use private or consortium blockchains
to gain speed and scalability that makes registering the system
centralized and difficult to track blockchain activities. Private
chains have centralized control and governance, and they are
exclusively utilized within a single organization. They are
not proper for global usage. On the other hand, using public
blockchain provides more trust and ease of usage.

Pandemic data like COVID-19 is simpler than other types
of medical data since it is small and easy to store as json file.
We can use public blockchains for medical data sharing of
pandemic data with acceptable latency. This study explores
the development of a secure and decentralized framework
using public blockchain with strong encryption methods tai-
lored for COVID-19 medical data sharing. There are many
enhancements in this study for security and decentralization
that are handled by blockchain, peer-to-peer storage IPFS and
strong cryptography. The key features of our framework and
main contributions are as follows:

• Firstly, because of the security of personal data,
off-blockchain is used. Off-blockchain activities typically
involve processes that are not recorded directly on the
blockchain itself. It helps a lot with interoperability between
different blockchain networks. InterPlanetary File System
(IPFS) is used since it is a peer-to-peer decentralized file
storage and retrieval system.

• Secondly, we tested the system on Ethereumwith a Solid-
ity smart contract. Ethereum is the most popular blockchain
development environment among scientists. It is easy to use
and provides security. This study uses Ethereum as a public
blockchain. Any user can register the system as a patient and
has full control over his/her medical data which is uploaded
by hospitals.

• Thirdly, we used current cryptology algorithms proven
to be powerful and fast. They are AES, ChaCha20 and RSA.
We used them to create strong security in the fastest way.
Our framework implements novel techniques, including the
storage of encrypted keys alongside encrypted data in IPFS,
which improves both security and scalability. This approach
eliminates cloud server operations and doctors’ signing
process.

• Lastly, we designed an access protocol to grant access
to data for users. Patients can grant or revoke access since
the true owner of the data is patient. If the patient does not
allow a hospital, they cannot decrypt the patient’s medical

data and read it as a plain text. We created a full system to
ensure privacy.

In this study, proposing a stronger and faster alternative
medical data sharing framework to fight against pandemics
such as COVID-19 is aimed. For this purpose, we used
Ethereum as a public blockchain. We created user interfaces
with React for users. Our react client connects with smart
contract via Web3 API. Fig. 1 shows the technologies used
and Fig. 2 shows overall framework design. The proof-of-
concept implementation and test data are given in a GitHub
public project as well as installation guide.1 The proposed
framework contributes to the literature in terms of technology
and method. Our main contributions are using strong and
fast cryptology algorithms and designing a system in which
data ownership is totally given to the personal data owner.
A comprehensive examination of blockchain technology and
its application in sharing medical data is presented within the
context of strategies to combat pandemics.

II. RELATED WORKS
The emergence of Bitcoin in 2008 further popularized
blockchain technology, with Nakamoto publishing a white
paper [1] on Bitcoin in 2009 which has since inspired
numerous applications in healthcare. Between 2013 and
2015, Vitalik Buterin conceptualized Ethereum, introduc-
ing features like smart contracts. Ethereum’s development
marked a significant moment in blockchain history, enabling
the creation of decentralized applications. Ethereum stands
out as the leading blockchain platform for executing smart
contracts, utilizing the Turing-incomplete programming lan-
guage Solidity. In this study, we used Ethereum platform for
permissionless blockchain.

The literature on blockchain-based solutions for healthcare
data management and sharing is extensive and diverse. There
are many studies which use blockchain and IPFS to store
medical data. In an early study, in 2018, Wang et al. [2]
developed a framework on Ethereum with attribute-based
encryption (ABE) methods. They use a secret key generator
on a trusted system to use it for access control. They encrypt
the file with AES encryption and store it on IPFS. Then the
system encrypts the secret key and stores it on the blockchain.
Requestors who meet the access criteria first decrypt the
encrypted secret key then download the encrypted file from
the IPFS. In our study, we keep the encrypted key in IPFS next
to the encrypted data, not on the blockchain. This is important
to keep block size small and for security. Our design makes
it more scalable and secure.

In 2019, Luo et al. [3] advocated for blockchain’s use
in secure clinical data sharing. Xu et al. [4] proposed
Healthchain that is another blockchain-based solution for
medical data sharing. Their design is based on usage of two
private blockchain. In 2020, Hasan et al. [5] presented a
solution leveraging blockchain technology to create digital
medical passports and immunity certificates for managing

1https://github.com/svlzx/PandemicBlockchain
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COVID-19 information. In their approach, IPFS is used to
store encrypted test results and all medical documents. The
encrypted key is stored on a blockchain. The private key is
sent to the receiver as an encrypted package. In our design,
it eliminates password storage on the blockchain as explained
in the following sections.

In 2020, Christodoulou et al. [6] introduced a health
information exchange framework that leverages blockchain
technology. Blockchain offers features like immutability and
decentralization. To create a user-centric approach, they uti-
lize smart contracts, granting data control to the owner. After
encrypting the data, it’s stored on a peer-to-peer (p2p) file
storage system using IPFSClusters. The blockchain stores the
address of the data, while access control is managed through
smart contracts. The researchers implemented and tested their
proposed system on the Ethereum blockchain platform. They
used doctors’ public keys to encrypt themedical data. Patients
use their private key to sign the hash of the encrypted data.
This approach needs doctors’ public and private keys. In our
method we generate symmetric keys to encrypt and decrypt
data, so we do not need private keys of doctors. Our design is
simpler and more reliable.

In 2021, Vardhini et al. [7] explored electronic medical
health records management using smart contracts on Hyper-
ledger Fabric. They proposed using zero-knowledge proof
to prove the owner of the data. Their proposed system is
slow and not scalable. Panwar and Bhatnagar [8] presented
another blockchain-based solution which uses cryptographic
curve hash signature (BC-CCHS). Their solution is based
on pre-shared private keys between patients and hospitals.
This raises another problem: sharing private keys in a secure
way. Qin et al. [9] introduced a secure method for storing
and sharing electronic medical records related to strokes,
utilizing a consortium blockchain.Most proposed studies rely
on private or consortium blockchains. Our design is based on
public blockchain with better security.

Additionally in 2021, Abouali et al. [10] introduced a
blockchain framework for secured on-demand patient health
records sharing. They used both doctors and patients’ encryp-
tion keys with Ursulas. We are inspired by their re-encryption
method during which healthcare entities encrypt personal
health records and upload them to IPFS. We used their
encryption method in a simple way and adopted our
design. Hasan et al. [11] developed blockchain-enabled
telehealth services using smart contracts. They used a per-
missioned Ethereum blockchain. Ricci et al. [12] conducted
a systematic review on blockchains for COVID-19 con-
tact tracing and vaccine support. They proposed usage
of re-encryption keys to share medical data. Xu et al.
[13] introduced BPDST, a blockchain-based approach for
privacy-preserving data sharing on thin clients for health data,
utilizing a consortium blockchain. They used consortium
blockchain.

In 2022, Jain et al. [14] presented a detailed review
of contributions to data management using blockchain

techniques and implemented a full system with Ethereum.
The technology behind the implementation is the same as
us, however they do not use secure encryption. Kumar [15]
addressed granular privacy approaches and scalable health-
care frameworks utilizing blockchain and IPFS technology.
The Ethereum network employs the ECDSA algorithm for
data encryption purposes.Within that study, the patient’s data,
along with a hash of corresponding data and the sender’s sig-
nature, are all encompassed within the transaction. Abid et al.
[16] presented NovidChain, a blockchain-powered platform
designed to safeguard privacy while managing COVID-19
test and vaccine certificates. The proposed infrastructure of
NovidChain relies on Ethereum permissioned blockchain
(private blockchain).

In 2023, Sheeraz et al. [17] presented a blockchain system
on Hyperledger Fabric for trustless healthcare data shar-
ing. In their study, a private or permissioned blockchain
is used and they do not encrypt the data before storing it
to IPFS. Abdelgalil and Mejri [18] developed HealthBlock,
a blockchain-based framework for collaborative sharing of
healthcare data. Their approach to access control dele-
gation relies on Indy and Hyperledger Fabric. Indy is a
decentralized database system offering resources such as
tools, libraries, and reusable elements to facilitate the estab-
lishment and utilization of autonomous digital identities.
Lakhan et al. [19] presents a novel framework aimed at
enhancing the efficiency, security, and scalability of health-
care applications within the Industrial Internet of Things
(IIoT) paradigm. The framework uses a public blockchain to
maintain data processing workflows across multiple comput-
ing nodes, ensuring data security and integrity. They use this
approach for healthcare tasks across mobile, fog, and cloud
nodes with Q-Learning and Deep Reinforcement Learning.
Ahmad et al. [20] present a high-level design with three
blockchain-based systems to assist governments and medical
professionals in managing health emergencies more effec-
tively. That study explains Ethereum, a public platform, offers
restricted privacy for transactions and limited throughput,
processing around twenty transactions per second. In con-
trast, private blockchain platforms are regarded as faster and
more secure, capable of managing several thousand trans-
actions per second, for instance Hyperledger can manage
2000 transactions per second. Reegu et al. [21] proposed
usage of blockchain for healthcare to enable secure and
decentralized medical data sharing based on EHR standards
such as HIPAA and HL7. It is a literature review. They
focus on interoperability, so the framework can run on either
Ethereum or Hyperledger. Ghosh et al.

[22] reviewed the literature which uses blockchain
for healthcare in 2018-2021. They listed the studies
based on their approach. Studies have issues of per-
formance and scalability, and lack of proof-of-concept.
Wenhua et al. [23] reviewed the blockchain solutions on
healthcare based on security issues. Adding more security
layers to blockchain solutions increases energy costs and
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TABLE 1. Evaluation of related works.

decreases performance. Behnaminia and Samet [24] reviewed
patient tracking systems for Covid-19. They also emphasize
the scalability and performance issues. In addition to this,
Andrew et al.

[25] presented a survey about blockchain solutions for
healthcare and they found out the performance of the pro-
posed studies are low. Key generation causes a computational
cost alongside costs of encryption methods.

In 2024, numerous studies highlighted the potential
of blockchain technology to revolutionize healthcare.
Akram et al. [26] investigated the benefits, challenges, and

lessons learned from employing blockchain to improve food
supply chains during the COVID-19 pandemic. They empha-
sized that an eco-friendly blockchain platform is needed
that is energy efficient and sustainable. Jafari et al. [27]
investigated the development of an immutable COVID-19
vaccination certificate utilizing blockchain technology. They
used Ethereum and they stored patient information on smart
contracts and blockchain. This approach has privacy prob-
lems. Niranjana et al. [28] suggested using blockchain-based
Storj mechanism instead of IPFS for health data records.
Storj network provides high security by dividing the data
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into pieces and distributing it to different nodes. They used
ChaCha20-Poly1305 symmetric encryption before uploading
to the cloud server. They increase the security by splitting
files into 80 separate parts. To reconstruct the original file,
29 of these parts are needed. This mechanism provides a
decentralized and secure storing system however it is slower
than IPFS. Wahyudi et al. [29] introduced a mobile-based
vaccine tracking system leveraging Ethereum blockchain and
QR codes. Their data is not personal medical data, so their
system does not concern privacy. Ishengoma [30] empha-
sized the potential of blockchain to tackle the challenges
posed by the COVID-19 pandemic in African developing
countries. Masood and Faridi [31] proposed an innovative
blockchain-based system for vaccine tracking and certifica-
tion on the Ethereum blockchain. Bisht et al. [32] conducted
a comprehensive survey on using searchable encryption and
blockchain for storing and sharing personal health records.
According to their survey, establishing a universal standard
for the format of personal health records (PHRs) is essential,
as it would facilitate the sharing of PHRs between various
medical institutions and third parties. Moreover, there is a
need for searchable encryption (SE) schemes that support
more complex queries beyond single keyword searches while
ensuring PHR security. Additionally, SE schemes should
utilize the benefits of parallel computation. Wang et al.
[33] developed a blockchain-based medical data sharing
scheme for incremental updates by maintaining privacy.
Haque et al. [34] proposed a scalable blockchain framework
for efficient IoT data management. They provide scala-
bility with lightweight consensus like Delegated Proof of
Stake (DPoS). In their another study [35], they presented
a scalable EdgeIoT blockchain framework using EOSIO.
They investigated scalable blockchain to exhibit low latency.
In conclusion, Delegated Proof of Stake (DPoS) consensus is
lightweight and scalable.

To sum up, these studies collectively highlight the growing
interest and potential of blockchain in revolutionizing health-
care data management, security, privacy, and interoperability.
According to Table 1, their designs are based mainly on
off-chain storage and access control.

III. BENEFITS OF BLOCKCHAIN IN MEDICAL DATA
SHARING
Tamper-resistant and immutable features can be better sup-
ported using ledger database, such as LedgerDB, VeDB or
blockchain.While blockchain offers a fully decentralized and
transparent database to manage data, LedgerDB provides a
centralized yet immutable and auditable solution, and VeDB
focuses on verifiable data integrity, potentially with varying
levels of decentralization. Blockchain is more suitable for
applications needing high transparency, decentralization, and
trust without intermediaries.

Using a blockchain for medical data sharing offers sev-
eral potential advantages, especially in terms of security,
transparency, and control over personal information. First,
data recorded on a blockchain is stored in a tamper-resistant

and immutable ledger. Once information is added to the
blockchain, it cannot be easily altered or deleted. This pro-
vides a high level of data integrity and protection against
unauthorized modifications. Secondly, blockchain uses cryp-
tographic techniques to secure data. Personal data can be
encrypted, and access can be controlled through crypto-
graphic keys, ensuring that only authorized parties can view
and interact with the data. Thirdly, traditional centralized
systems are vulnerable to data breaches, as a single point
of failure can expose a large volume of sensitive infor-
mation. Blockchain’s decentralized nature distributes data
across a network of nodes, reducing the risk associated with
centralized databases. Moreover, blockchain’s distributed
architecture enhances data resilience. Even if some nodes in
the network go offline or experience issues, the data remains
accessible through other nodes, ensuring continuous avail-
ability. Lastly, users have greater control over their personal
data. With blockchain, individuals can control access to their
information, grant permissions, and revoke access as needed.
This puts users in charge of who can access and use their data.
Smart contracts on a blockchain can automate and enforce
data usage agreements, ensuring that data is accessed and
used in accordance with the user’s preferences.

A smart contract serves as an automated agreement gov-
erned by code, which executes itself when specific conditions
encoded within it are fulfilled. These contracts operate
on blockchain networks like Ethereum, where they are
stored immutably, ensuring their integrity. Ethereum pro-
vides a decentralized platform for executing smart contracts.
In our framework, smart contracts govern access permis-
sions, ensuring that only authorized individuals can access
specific medical records. Ethereum’s smart contracts govern
access to COVID-19medical records, providing a transparent
and decentralized permission system. These contracts spec-
ify access rights, ensuring that only authorized entities can
retrieve and analyze sensitive pandemic-related information.
The details of the designed smart contract are given in the
next sections.

IV. KEY COMPONENTS OF THE SYSTEM
Ethereum is a platform which serves as a modern blockchain.
It serves as a community-driven technology underpinning the
cryptocurrency known as ether (ETH), along with a myr-
iad of applications available for immediate use. Ethereum
stands out as the go-to platform for Web3 development
due to its pioneering role in smart contracts, a large devel-
oper community, an established ecosystem, strong security
and decentralization, interoperability standards, continuous
improvement efforts, and widespread enterprise adoption.
These factors make it a robust and versatile foundation for
building decentralized applications and shaping the future of
the internet.

By leveraging Ethereum and IPFS, we achieved a more
secure, efficient, and patient-centered approach to data shar-
ing. Ethereum’s smart contracts can manage permissions and
consent, while IPFS ensures that the actual data is stored
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FIGURE 1. Overall system architecture.

securely and efficiently. IPFS allows for decentralized stor-
age of medical data, distributing it across multiple nodes.
This makes the system highly scalable, capable of han-
dling large volumes of data without relying on centralized
servers.

The system is designed on the Ethereum platform. To test
the system, Solidity smart contract is developed to interact
with a client software which is a ReactJS application using
web3.js. We run a local blockchain network on Ganache and
debug the smart contract using Ethereum Remix IDE, and
MetaMask wallet to login the system. The client software
also interacts with IPFS using Infura and ipfs-http-client.
As encryption methods, we used different algorithms like
AES and ChaCha20 which are implemented in CryptoJs
and ChaCha NPM libraries. Technologies and tools used for
Pandemic Blockchain are shown in Fig. 1.
When a patient undergoes a medical test, the resulting

data is encrypted and stored on IPFS. A corresponding smart
contract is created on the Ethereum blockchain, linking to
the IPFS hash and specifying access permissions. Authorized
hospitals query the smart contract, retrieving the IPFS hash.
They use this hash to fetch the encrypted data from IPFS,
decrypting it in the client application for analysis. Only autho-
rized parties with the decryption keys can access the actual
medical records. As shown in Fig. 2, there are several phases
in this system. Fig. 3 and Fig. 4 show use cases of the system.
The details of phases are given below.

A. REGISTRATION PHASE
First, users need to register to the system. Users interact with
the Ethereum network using public and private key pairs. The

FIGURE 2. Technologies used for pandemic blockchain dApp.

private key, kept secret by the user, is crucial for authorizing
transactions and accessing digital assets. Public keys, derived
from private keys, serve as the public address for receiving
funds. Every action in blockchain needs this digital signature
process. There is one key pair for each user for digital signa-
ture: KeySignaturePrivate, KeySignaturePublic.

We used digital wallets for storing KeySignaturePrivate
of users. Storing users’ private key in the wallet can be
accomplished using MetaMask since it is a digital wallet
and browser extension designed to empower users to engage
with decentralized applications (DApps) and services built on
blockchain networks directly through their web browsers.

MetaMask uses the industry-standard AES-256-GCM
(Advanced Encryption Standard with a 256-bit key in
Galois/Counter Mode) algorithm to encrypt private keys.
AES is a symmetric encryption algorithm, meaning the same
key is used for both encryption and decryption. MetaMask
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FIGURE 3. User use cases: Hospital use cases; patient use cases.

derives an encryption key from the user’s password using
a key derivation function (KDF). This process ensures that
the encryption key is not directly derived from the user’s
password but goes through a secure key derivation process.
The private key is then encrypted using the derived encryption
key and the AES-256-GCM algorithm. GCM mode provides
authenticated encryption, ensuring the confidentiality and
integrity of the encrypted data. The encrypted private key is
stored locally on the user’s device or browser. The encrypted
private key can be decrypted later when needed, using the
user’s password to derive the encryption key.

In the system proposed, users need to be added to the
system. Blockchain operators can add admin users. Admin
users can add hospitals to the system. In this system, patients
can be added by hospitals. The first record is saved by a
hospital who adds the patient. Hospital information can be
queried by anyone.

B. SMART CONTRACT UPLOADING PHASE
The second phase is smart contract uploading. A user who is
the blockchain operator can upload the smart contract. Smart
contract address is used by client software. Operator also
handles the client software. It acts like a system administrator.
Client software runs on a centralized server and provides user
interfaces to interact with the smart contract by web3. The
UML diagram of the smart contract is given in Fig. 5.

C. AUTHORIZATION PHASE
The patient should give ‘‘write’’ access right to the hospital
before adding any record. So, the third phase is authorization.
The authorization information is held in the smart contract
and saved on blockchain. The access control of the medical
data is managed by the owner of medical data. The owner
of medical data is a patient according to GDPR. Therefore,
patients can grant or revoke access rights. There are two types
of access rights. One of them is ‘‘write’’ right. If a hospital
has ‘‘write’’ right, they can store any record for the patient.
The other right is ‘‘read’’ right. Anyone on the system can
have ‘‘read’’ right. If the patient wants to grant access to read
his/her history of records to someone, he/she needs to know
the blockchain address of the requester.

D. DATA STORAGE PHASE
The medical data is stored on a different database rather than
the blockchain itself. We stored the unique hash address of

FIGURE 4. Blockchain operator use cases, admin use cases and queries
for hospitals.

FIGURE 5. UML diagram of smart contract objects.

original data on the blockchain. The InterPlanetary File Sys-
tem (IPFS) is used for storing COVID-19 medical data in a
decentralized manner. IPFS serves as a protocol and network
architecture crafted to establish a decentralized approach for
storing and exchanging hypermedia. This system operates as
a distributed file system, allowing peers to share files directly
with one another. It aims to address some of the limitations
and challenges associated with centralized file storage and
retrieval systems. IPFS provides a distributed file system that
ensures data availability and fault tolerance. Each medical
record is stored with a unique hash address on the IPFS
network. Before storing the original data to the IPFS, it is
encrypted. After encryption, its hash is calculated. The hash is
signed with the digital signature of the patient. The encrypted
original data and signed hash are concatenated and stored on
IPFS. This method ensures data availability and resilience
as well as security. To minimize the database storage size,
we can use json format for medical data with metadata as
follows:

{{
‘‘nodeID’’:’’1001’’,
‘‘dataType’’:’’covid19TestResult’’,
‘‘affectedUserKey’’:’’1132423’’,
‘‘timestamp’’:’’1475679929’’,
‘‘location’’:’’39.858425, 116.287148’’,
‘‘result’’:’’positive’’
},
{
‘‘nodeID’’:’’1002’’,
‘‘dataType’’:’’covid19Vaccination’’,
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‘‘affectedUserKey’’:’’1132423’’,
‘‘timestamp’’:’’1706638069’’,
‘‘location’’:’’39.858425, 116.287148’’,
‘‘result’’:’’Biontech’’
}}
In this metadata, dataType is diversifiable. We used

two data types which are ‘‘covid19TestResult’’ and
‘‘covid19Vaccination’’. The result is either ‘‘positive’’ or
‘‘negative’’ for ‘‘covid19TestResult’’ while result is vaccine
type such as ‘‘Biontech’’ for ‘‘covid19Vaccination’’. This
important information can be held on IPFS with this simple
json script. With this method, hospitals can record more than
one result in a block by saving this information respectively
in a json.

E. DATA ENCRYPTION PHASE
Hospitals that want to write the records must send requests
to the patient. Patient grants access with ‘‘write’’ right.
COVID-19 medical data is encrypted before being stored
on IPFS and decrypted only when accessed by authorized
parties. This ensures end-to-end security and privacy for
patients. In other words, it ensures that patient privacy
is maintained while allowing efficient data sharing among
healthcare providers. The encryption is done by using one of
the symmetric key ciphers that can be AES or ChaCha. The
symmetric keys are generated by the system on local Hospi-
tals. The generated symmetric key, called Key X, is encrypted
by using the patient’s public key with an asymmetric cipher
such as RSA or ELGamal. After encryption, both encrypted
medical data and encrypted Key X are stored on IPFS. The
encryption process can be seen in Fig. 6.

Hospitals that want to read the records must send requests
to the patient too. Patient grants access with ‘‘read’’ right. If a
hospital has ‘‘read’’ right, it can send a request to the patient to
read the record. Patient decrypts its symmetric key ‘‘Key X’’
of the encrypted data after the system gets from IPFS. Then
the patient sends Key X to the hospital. The original data can
be read by hospitals by decrypting the data with Key X. The
decryption process can be seen in Fig. 7.

As a symmetric key stream cipher, we choseChaCha20 in
ChaCha NPM library. It was designed to provide a secure and
efficient alternative to existing encryption algorithms. It is a
good choice for encryption and decryption of medical data.
One private key to encrypt/decrypt the data is needed since
it is symmetrical: Key X. Patients use their private key to
decrypt the symmetrical Key X. The system asks the patient
for their private key. After entering their private key, the
system decrypts the Key X and sends it to the requestor.

ChaCha is a type of stream cipher, which means it encrypts
data one bit or byte at a time, in contrast to block ciphers
that operate on fixed-size blocks of data [36]. It gener-
ates a keystream. The algorithm uses this keystream to
XOR with plaintext to produce the ciphertext. The origi-
nal ChaCha cipher is known as ChaCha20, which uses a
20-round version of the ChaCha algorithm. Additionally,

FIGURE 6. Encryption process.

FIGURE 7. Decryption process.

there is a 12-round variant called ChaCha12. ChaCha is often
used in conjunction with the Poly1305 message authenti-
cation code (ChaCha20-Poly1305), providing a secure and
efficient authenticated encryption scheme. It is known for its
speed and efficiency, making it suitable for use in situations
where quick encryption and decryption are crucial, such as
in real-time communication protocols. Overall, ChaCha is a
well-regarded stream cipher that provides a good balance of
security, simplicity, and speed, making it a suitable choice in
medical data management.

As an asymmetric encryption, we chose RSA which
is the most popular one among public key ciphers.
Factoring the product of two large prime numbers
(n = p ∗ q) into its prime factors is difficult. The security
of RSA relies on this principle. If factoring remains com-
putationally infeasible for sufficiently large key sizes, RSA
encryption provides a secure means of communication. RSA
is commonly used for securing sensitive data, digital sig-
natures, and key exchange protocols in various applications
such as secure email communication, online banking, and the
implementation of secure web connections (HTTPS).

F. DATA REQUESTING PHASE
Authorized hospitals query the smart contract for patients’
history, retrieving the IPFS hash address. The authorization
list is stored on smart contracts. If a user or hospital is autho-
rized to reach someone’s medical data, they can reach the
hash address of it. They use this hash to fetch the encrypted
data from IPFS, decrypting it locally for analysis with data
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encryption phase. Only authorized parties with the decryption
keys can access the actual medical records. Patients use their
private key to decrypt the generated symmetric key that is
used for encryption of medical data. Decrypted generated
symmetric key is stored on IPFS alongside encrypted medical
data. The decryption process can be seen in Fig. 7.

V. CHALLENGES AND CONSIDERATIONS
Blockchain and usage of cryptography provide many benefits
for sharing medical data. While the potential benefits are sig-
nificant, it’s crucial to note that implementing blockchain for
medical data sharing requires careful consideration of legal,
regulatory, and privacy concerns. Additionally, usability,
scalability, and interoperability challenges must be addressed
for widespread adoption.

A. SECURITY
The decentralized nature of the blockchain and encryption
of medical data enhance security of COVID-19 medical
data, reducing the risk of unauthorized access and ensuring
data integrity. First, the system relies on blockchain’s digital
signature for authentication and hashing design. Secondly,
we store the authorized hospital address list for each patient
on the smart contract. Also, we encrypt medical data with
a generated symmetric key. Then we encrypt the generated
symmetric key with the public key of the user. This is also
proof of who owns the data. Only patients can decrypt the
key. If they want to give access to the hospital, they give
the symmetric key to the hospital. Hospitals can decrypt
medical data by using symmetric keys. This design ensures
the security of personal data. Unauthorized users cannot read
the data.

There are two encryption processes for storing each med-
ical record, as well as two decryption processes for retrieval
of each medical record. These are bottlenecks of personal
data sharing. For encryption, AES or ChaCha20 can be
used for symmetric key encryption. Both are good options.
AES can be faster with hardware support, but pure-software
implementations of ChaCha20 are almost always fast and
constant-time. ChaCha20 is consistently faster than AES as
shown in Fig. 8 and we used ChaCha20 in the final design.
As an asymmetric encryption, we chose RSA which is the
most popular one among public key ciphers. They are indus-
try standards which NIST approved for their strong security.

Ethereum primarily uses the Elliptic Curve Digital Sig-
nature Algorithm (ECDSA) for ensuring the security and
integrity of transactions. ECDSA is a widely adopted
public-key cryptography algorithm that is used to create dig-
ital signatures. The public key is derived from the private key
using elliptic curve cryptography. In the context of Ethereum,
ECDSA is employed to generate and verify digital signatures
associated with transactions.

Cryptographic hashes are functions that produce always in
fixed-length value for any arbitrary input. Keccak-256 hash
function contributes to the overall security and reliability
of Ethereum’s blockchain. SHA-256 is approximately 50%

FIGURE 8. Performance comparison of AES and ChaCha20.

faster than Keccak-256. However, the SHA-256 is weaker
than Keccak-256. The Keccak-256 was chosen by Ethereum
since it is much stronger compared to SHA-256. IPFS pri-
marily uses the SHA-256 hash algorithm by default. This
algorithm is utilized to generate unique identifiers for con-
tent stored on the IPFS network. IPFS supports many other
hashing algorithms.

B. PRIVACY
Patients retain control over their COVID-19 data, granting
permission selectively. The use of encryption ensures that
sensitive information remains confidential. Robust encryp-
tion techniques safeguard sensitive pandemic-related infor-
mation. The smart contract holds the hospitals’ addresses that
are allowed to read or write. Users can revoke these access
rights. Users can also delete the original data from IPFS.
If a user deletes their record, the record on blockchain
shows only an empty storage address. It becomes a dummy
record. None of the records on blockchain can be deleted.
They are permanent in history. However, the off-chain design
allows us to delete original data. This is a necessity for
regulations like GDPR, HIPAA and HL7. Adherence to regu-
latory standards, including those specific to COVID-19 data,
is crucial to ensure legal compliance and ethical handling of
pandemic-related information. Ethereum provides transpar-
ent and auditable trails of who accessed or modified the data,
which is crucial for compliance with regulations.

It is essential for medical data to prevent data from being
shared without the consent of the real owner, to ensure data
ownership and to take precautions against possible abuse.
This includes the risk of data breaches, unauthorized access,
or even malicious use of the data for purposes such as
discrimination or blackmail. Implementing robust security
measures and encryption protocols is essential for safeguard-
ing patient data and preventing misuse. By using smart
contracts in the blockchain, we give data ownership to the real
owner. By encrypting the data while it is stored outside the
blockchain, we prevent the data from being shared without
the consent of the real owner. Because only the real owner
needs to approve the data stored outside to be decrypted.
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In the context of medical data storage systems, robust
cryptographic systems within the blockchain are imperative
to protect user rights, though an optimal solution is yet to be
identified.

C. INTEROPERABILITY
The framework supports interoperability among healthcare
providers, fostering a more cohesive and efficient healthcare
ecosystem, and facilitating collaborative efforts to combat the
spread of COVID-19. We used Ethereum with Web3.0. How-
ever, we can change the blockchain easily thanks to Web3.0.
The data on IPFS can be transferred to another database
easily. Also, more different databases and blockchains can
work together with the proposed framework. Concerning
data privacy and compliance with international healthcare
standards. There will be no problems with data privacy and
compliance with international health standards. Because we
do not keep people’s medical data on the blockchain. We no
longer need to keep people’s national identification numbers
because, thanks to our encryptionmethod, theywill have their
own private passwords in their wallets where they keep their
cryptocurrency passwords, and they will be able to prove that
they have the passwordwithout ever showing this information
to the other party.

D. SCALABILITY
As the number of medical records grows, scalability becomes
a concern. Design considerations should address potential
bottlenecks and ensure efficient data retrieval during the
ongoing pandemic. We chose Ethereum over Hyperledger
Fabric for implementation. Transaction Per Second (TPS)
metric is used to compute the number of transactions pro-
cessed and recorded on the Blockchain per second. Ethereum
provides 20 transactions per secondwhile Hyperledger Fabric
provides 2000 transactions per second. Hyperledger Fabric
is designed with scalability in mind and is a permissioned
blockchain framework developed by the Linux Foundation
and is specifically aimed at enterprise-level applications.
On the other hand, Ethereum has faced scalability challenges,
but several initiatives and upgrades have been planned or
implemented to address these issues. The biggest motivation
of Ethereum is that it is public and has a great community
behind it. It’s important to note that achieving scalability in
a blockchain network depends on various factors such as the
big community behind it, network design, hardware infras-
tructure, and the specific use case. While blockchain systems
provide the tools and features to build scalable solutions, the
implementation details and configurations play a crucial role
in achieving optimal scalability for a particular deployment.

On the other hand, Ethereum presently relies on a Proof
of Work consensus mechanism, which consumes a substan-
tial amount of energy. Expanding to accommodate millions
of users would greatly increase energy usage, leading to
significant environmental and sustainability issues. With
Ethereum 2.0, transitioning to PoS will reduce energy con-
sumption and potentially increase the network’s scalability.

Under PoS, validators need far fewer resources than miners
in PoW. This significantly cuts down on electricity usage
and diminishes the necessity for specialized, resource-heavy
hardware.

Ethereum 2.0 seeks to improve scalability through shard-
ing, which breaks the network into smaller, more manageable
sections. This boosts transaction throughput and lowers
the energy cost per transaction, enhancing overall resource
efficiency. Continuous enhancements and optimizations in
Ethereum’s protocols ensure efficient network operation,
focusing on reducing computational demands and increas-
ing transaction processing efficiency. Currently, Ethereum’s
inherent scalability limitations threaten the system’s ability
to efficiently handle a large volume of transactions. Reliance
on Ethereum’s public network could result in congestion and
delays, impacting the system’s performance.

There are potential solutions for Ethereum’s scalability
issues like layer-2 scaling solutions, sharding or transitioning
to more scalable blockchain platforms. First, layer-2 scaling
solutions can be applied. Examples of layer-2 scaling solu-
tions are rollups that process transactions off-chain and then
post the transaction data on-chain, state channels that allow
users to conduct multiple transactions off-chain, with only the
initial and final states being recorded on-chain and plasma
framework that allows the creation of child blockchains that
run alongside the main Ethereum chain. Secondly, splitting
the Ethereum blockchain into smaller, more manageable
pieces can be applied. This process is called Sharding. This
method effectively increases the network’s capability by
allowing simultaneous processing, thereby greatly improv-
ing scalability. Thirdly, we can transition to more scalable
blockchain platforms:

• Polkadot enables the simultaneous operation of mul-
tiple blockchains (parachains) and seamless communica-
tion between them. Its collaborative security approach and
cross-chain capabilities position it as a potential substitute for
Ethereum.

• Binance Smart Chain (BSC) is recognized for its ele-
vated throughput and minimal transaction costs. It employs
a consensus mechanism termed Proof of Staked Authority
(PoSA), combining features from Proof of Stake (PoS) and
Proof of Authority (PoA) to facilitate rapid and cost-effective
transactions.

• Cardano has scalability via its Ouroboros Proof of Stake
(PoS) protocol, crafted for superior throughput and energy
conservation. Its stratified structure distinguishes the settle-
ment and computation layers, refining overall performance.

We can use hybrid solutions to handle scalability issues of
Ethereum. Sidechains are independent blockchains that run
parallel to the Ethereum mainnet. They can have their own
consensus mechanisms and provide a way to offload transac-
tions from the main chain. Users can transfer assets between
the main chain and sidechains as needed. Lastly, Protocols
like Cosmos and Polkadot enable interoperability between
different blockchains, allowing Ethereum to offload some of
its traffic to other chains without sacrificing functionality or
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security. By utilizing these solutions, Ethereum can address
its present scalability challenges.

E. PERFORMANCE OF SMART CONTRACT
Computation costs of decentralized applications (dApps),
particularly on platforms like Ethereum, refer to the expenses
associated with executing operations on the blockchain.
These costs are typically measured in terms of gas fees.
A smart contract consumes gas when it runs on Ethereum.
‘‘Gwei’’ is a denomination of the cryptocurrency Ether
(ETH), which is used on the Ethereum blockchain. It is the
smallest unit of Ether, like how ‘‘wei’’ is the smallest unit of
Ethereum. One Ether (ETH) is equal to 1,000,000,000 (one
billion) Gwei. Gwei is commonly used to measure the cost
of gas, which is the fee required for executing transactions
or smart contracts on the Ethereum network. Transactions
on Ethereum are typically priced in Gwei per unit of gas,
with higher gas prices indicating faster transaction processing
times. The gas costs of the smart contract are given in Table 2.
Gas price is accepted 60 Gwei which is the average of the last
six months of 2023. In January 2024, 1 Ether was 2500 USD
in crypto market. It is one of expensive cryptocurrencies
which causes a bottleneck for global usage of dApps.

According to Table 2, ‘‘contract create’’ phase costs
671.79 USD. This is a one-time expense. Adding a patient
costs 47.74 USD. Granting access rights costs 6.73 USD,
while revoking access rights costs 4.17 USD. Each user needs
to grant access rights to each hospital when the hospital needs
to write or read the patient’s history. Adding a new record for
a patient costs 24.91 USD.

The costs depend on the market prices of Ether. The costs
are not bound to the user record sizes. This allows lower
costs. Implementing the framework on a public blockchain
like Ethereum incurs substantial costs, especially for creating
contracts and managing transactions. There are high costs
associated with gas fees, which could hinder widespread
adoption.

TABLE 2. Smart contract cost test (Gas Price = 60 GWEI, 1 ETHER =

2500 USD).

F. SOCIAL IMPACT
Beyond these technical considerations, the broader social
impact of implementing blockchain for medical data shar-
ing is subject to discussion. Blockchain can facilitate secure
and efficient sharing of medical records between healthcare

providers, leading to better coordination of care and faster
diagnosis and treatment. Moreover, blockchain can empower
patients by granting them greater control over their health
data, enabling them to securely share it with their chosen
providers. Implementation of such a system makes the lives
of people easier, especially in areas with inadequate resources
or high risk. Handling large volumes of data in central sys-
tems can lead to performance bottlenecks and high costs.
Instead of setting up a central system to store medical data
and allocating resources for it, they can connect directly to
this ready-made decentralized system and start sharing data.
In areas with high pandemic risk, this system helps prevent
the spread of the pandemic as it reduces face-to-face contact.
The existence of such a system has a positive social impact
on society.

VI. RESULTS
The integration of Ethereum and IPFS for medical data
sharing offers a compelling alternative to existing solutions,
addressing critical issues of security, scalability, interoper-
ability, and cost-efficiency. By leveraging these advanced
technologies, healthcare providers can achieve a more secure,
efficient, and patient-centric approach to managing medical
data, ultimately leading to better healthcare outcomes. Our
proposed framework has significant advantages over existing
centralized and traditional solutions. Our framework uses
ChaCha20 encryption which is faster than AES. Decentral-
ized solutions proposed in literature uses IPFS too. The
comparison of the proposed solution with existing methods
in terms of privacy, security, scalability, interoperability, and
cost-efficiency is given in Table 3.

TABLE 3. Comparison of the proposed solution with existing methods.

In a pandemic, real-time access to medical data and shar-
ing of data are crucial for timely decision-making. Quick
response times allow healthcare providers, researchers, and
public health officials to rapidly obtain current information
on infection rates, patient records, and resource availability.
Latency time starts from encryption, continues with storing
to IPFS or cloud and ends before block creation. Block
creation also takes time since block creation always took
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15 sec on Ethereum because of proof of work. As the number
of requests and the amount of data increases, the time cost
increases. We need a system which rapidly responds to a
pandemic situation. The advantages of our proposed frame-
work are its speed, its faster and stronger cryptography which
ensures privacy and usage of public blockchain.

Our proposed framework provides overall better perfor-
mance than existing solutions. We compared the framework
with other studies which use Ethereum blockchain and
off-storage like IPFS. We ensure privacy and security with
cryptographic methods. We claim our proposed algorithm
is scalable for a few reasons. First, our data is minimized,
so computation costs will be lower. Reading and writing
operations in IPFS exhibit excellent performance regarding
latency and response time, as 1 MB of data can be pro-
cessed within 100 milliseconds. Time consuming activities
are cryptographic key generation and encryption. So, we did
not use heavy cryptographic methods. Secondly, we use
Ethereum which is transitioning to scalable Ethereum 2.0.
We can also apply scalable solutions which we discussed
in previous section V-D. Scalability. We claim our proposed
method is interoperable because off-chain data addresses can
be transferred to any other blockchain easily from a public
blockchain. In our proposed framework, cost efficiency is
provided by eliminating cloud servers, doctors’ signature
procedure and using fast cryptography.

Our framework is better because it combines advanced
scalability, enhanced security, and cost-efficiency. It uses
Ethereum for secure transactions and IPFS for decentralized
storage. This ensures real-time data access and integrity while
keeping costs low. Unlike centralized systems, it protects
against data breaches and single points of failure. It is a
resilient solution for critical applications. Our framework also
integrates easily with existing systems, making it adaptable
and future-proof. This comprehensive approach overcomes
the limitations of other frameworks and places us at the
forefront of innovation in medical data sharing applications
for pandemic data like COVID-19.

VII. CONCLUSION
The global fight against a deadly pandemic is a collective
effort that requires leveraging all available technologies to
halt or slow its spread. COVID-19 has exposed a critical issue
– the lack of fluidity in health data. Blockchain, an impact-
ful and revolutionary technology with proven applications
like Bitcoin and Ethereum as alternative financial systems,
can play a pivotal role. It offers distinct advantages such
as bypassing third-party verifications, ensuring secure and
private data sharing, and outperforming traditional databases
in terms of security and efficiency. We used recent tech-
nologies and implemented a new framework for medical
data sharing, specifically Covid-19 data. We used Ethereum
public blockchain for running our smart contract and IPFS for
storing medical data. In the literature, they usually use private
or consortium blockchains. Using a public blockchain, not
only do we ensure transparency and security, but also any user

can participate easily. We used an existing encryption method
and proposed a new decryption method for the data. Our
decryption method is simpler, faster, and more efficient way
than proposedmethods in literature since they usemostly data
cloud and doctors’ signature. So, eliminating cloud server
usage, complex cryptographic algorithms and the process of
doctors’ signature speeds up the overall system. In addition
to this, usage of ChaCha20 algorithm accelerated the process
because it is faster than AES algorithm. We are the first in
literature to use ChaCha20 and compare it with AES for
medical data sharing purposes. On the other hand, there are
disadvantages of this framework based on technology and
non-technical users. Ethereum can be a problem for scala-
bility, so we can use another specialized blockchain platform
which is open for everyone to join for storing and sharing
pandemic data. The other problem can be non-technical users
who have problems interactingwith digital wallets and decen-
tralized application websites. Due to these problems, it may
be difficult to use worldwide for now. However, if we see this
framework as a starting point, as technology advances, this
idea will mature and be used in the next pandemic. In future,
we can use scalable solutions for Ethereum like sharding
and we can improve security by adding more security layers.
To sum up, we found a new way to store and share medical
data which is fast and secure. As blockchain technology
continues to mature, its applications in healthcare are poised
to revolutionize the industry, placing control over sensitive
medical information back into the hands of patients while
ensuring the highest standards of security and privacy.
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