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ABSTRACT In this paper, a novel approach to generating keys for securing color information by combining
discrete wavelet transform (DWT) in conjunction with chaotic functions is presented. This procedure is
based on chaotic sequences derived using initial conditions and control parameters of the Logistic map
function, which are utilized to decompose in different frequency subbands by applying the DWT. These
subbands construct the chaotic encoded directional phase masks (CEDPM) keys. To investigate the potential
applications of the CEDPM keys, a nonlinear optical cryptosystem for securing color images has been
developed. The color image to be encoded in this study is first separated into three color planes such as
red (R), green (G), and blue (B) which are transformed into the phase function using a modified phase
retrieval algorithm. Subsequently, for R, G, and B color planes in the encoding procedure, the obtained
CEDPM keys are employed, correspondingly. This procedure helps to facilitate the creation of a real-value
ciphertext for the color channels R, G, and B. These encrypted images, which correspond to the color
channels R, G, and B, are positioned at the horizontal, vertical, and diagonal subbands to combine with
low-frequency subbands. After that, inverse wavelet operations are carried out to produce a single covered
image. This technique strengthens the system’s security by adding an additional layer. The efficacy of the
color encryption approaches is confirmed using computer simulations. The results and analysis show that
the proposed scheme performs satisfactorily in protecting color image components compared to the other
techniques in this area.

INDEX TERMS Chaos, decryption, encryption, Fourier signal processing, image processing.

I. INTRODUCTION period. Data encryption is a crucial approach for information

In the digital era, a variety of communication channels are
used to access a wide range of information, images, and
data due to the internet’s and networking technology’s rapid
expansion [1], [2], [3], [4], [5], [6], [7], [8], [9], [10], [11],
[12], [13], [14], [15]. Among these, images are employed
to visualize complex data that helps people comprehend
and analyze it [1], [4]. More precisely, digital photographs
hold private, sensitive, or secret data that is shared and
communicated widely in applications used in industry,
defense, education, health, and other fields in the modern
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security. It is still difficult to conceal and secure data while
it is being transmitted and received via a communication
network [5], [6].

Numerous cryptographic methods based on optical and
digital techniques have been used extensively in data secu-
rity, authentication, and compression in recent years [2], [3],
[4], [5], [6]. These optical approaches transform the input
image into white stationary noise during encryption because
of the specific properties of optics, which include intrinsic
parallelism, high speed, and multidimensional features [7].
The optically encrypted information exhibits complex distri-
bution which must be captured via a holographic technique,
thus, stability of the encryption framework is also required.
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The primary security key for data encryption in the system is
random phase masks (RPMs), which also need to be supplied
securely during the decryption stage, posing a key man-
agement challenge. Furthermore, several published optical
encryption techniques use distinct transforms and parame-
ters that function as additional keys and make information
retrieval challenging [3], [8], [9].

Additionally, phase truncated Fourier transform (PTFT)
algorithms that generate real-value ciphertext using nonlin-
ear operations have gained popularity in recent years as
image encryption techniques [14], [15], [16], [17], [18], [19],
[20], [21], [22]. This method is very helpful in producing
distinct decryption keys during encryption. To safeguarding
multiple images, Mehra et al. suggested optical encryption
based on the two-beam interference concept and PTFT tech-
nique [22]. Later, it was discovered that a number of nonlinear
image encryption techniques utilizing the PTFT operations
improved security robustness and performance [15], [16],
[17], [18], [19], [20], [21], [22]. Moreover, several opti-
cal encryption methods use a monochromatic source to
illuminate the image, or object that is digitally recorded,
processed, and handled in the grayscale domain using an
encryption algorithm [19], [20], [21], [22], [23], [24], [25],
[26], [27], [28]. A digital holographic method for encrypting
and decrypting images that is based on biometric keys gener-
ated by Verma et al. [23], [24], [25] represents effective key
management while preserving the individual’s authenticity.
The color content information of an image is not retrieved
during the decryption process in the schemes that have been
reported. Additionally, the image loses its color information
during the encryption process, which may have added more
texture and richness. This can be utilized as important data
or information for a variety of contemporary applications,
including person recognition, medical imaging, military com-
munication, and navigation.

To take into consideration the color content of the images,
numerous researchers have concentrated their efforts in the
field of color image encryption [29], [30], [31], [32], [33],
[34], [35], [36], [37], [38], [39], [40], [41], [42], [43],
[44], [45], [46], [47], [48], [49], [50], [51], [52]. Initially,
Zhang et al. tried optical encryption-based color image
encryption [29]. This method creates an indexed image for
encoding by first breaking down the color image into its
component R, G, and B color channels. During the decryp-
tion, the indexed image is transformed into an RGB image
to get the color image. Using the PTFT operation in the
Fresnel domain, Chen et al. demonstrated effective key dis-
tribution and management for color image encryption and
decryption [33]. A nonlinear cryptosystem was created by
Deng et al. to encrypt the color image. Using this method,
three random encryption phase keys are multiplied by the
color image that has been divided into the R, G, and B color
planes to create white stationary noise [34]. A PTFT-based
optical encryption system for color images was proposed by
Ding and Chen [36]. In this scheme, position multiplexing
was used. Moreover, optical phase retrieval algorithms have
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been successfully used in information protection to boost the
encryption process’s robustness [2-1]. We discovered that,
in terms of encryption techniques, the goal of color-image
encryption research is to multiplex cipher color components
on a single channel capacity with reduced computational
complexity, reliable transmission over digital media, and
implementation.

On the other hand, more research is being done on sophis-
ticated digital techniques like wavelet and chaos for data
analysis and image protection [10], [33], [34], [35], [36], [37],
(381, [391, [401, [41], [42], [43], [44], [45], [46], [47], [48],
[49], [50], [51], [52]. The discrete wavelet transform (DWT)
method differs from the conventional Fourier transform in
that it breaks the image down into multiple frequency sub-
bands that represents at a different resolution. For security,
compression, identification, and authentication, DWT algo-
rithms have been used in a number of research projects [10],
[27], [38]. Abuturab published a multiple-single-channel
color image system using unequal spectrum decomposition
and 2D-SLIM (2D sine improved logistic iterative chaotic
map) [38]. Furthermore, compared to previous encryption
algorithms, cryptographic techniques based on chaotic sys-
tems have developed more and more, attaining a superior
level of data security [35], [36], [37], [38], [39], [40], [41],
[42], [43], [44], [45], [46], [47], [48], [49], [50], [51], [52].
A color image encryption method based on block scrambling
and chaos was described by Hosny et al. [39]. Chaos is more
suited for image encryption because of its unique properties,
which include its strong sensitivity to initial conditions and
control parameters. As a result, it has been demonstrated that
the inherent nonlinear characteristics of chaos can strengthen
the encryption’s security.

Motivated by features of chaos, DWT, and optics,
we present a key generation procedure for encrypting color
information that is based on DWT and chaotic algorithms.
The major goals of the research investigated under this
idea are focused on designing chaos-based DWT schemes
for security with the characteristics of enhancing embed-
ding efficiency and color image component undetectability
while preserving the encryption’s resilience. In this concept,
we demonstrate our investigations on the chaotic sequence
obtained using a logistic chaotic map function that is uti-
lized to decompose it by applying DWT into different
frequency subbands such as low, horizontal, vertical, and
diagonal features. These subbands do not overlap and are
used in the encoding process to generate the CEDPM keys.
From a chaotic perspective, these keys possess many appeal-
ing properties, including randomness, discriminability, and
uniqueness, which put forward the possibility of data encryp-
tion. For the first time, we combine the optical phase retrieval
algorithm and the PTFT approach to implement a non-linear
encryption strategy for color images that demonstrates the
utilization of the CEDPM keys. Finally, we also present an
efficient process for combining cipher color components into
a single cover image to provide a trustworthy data transmis-
sion. Computer simulations and performance analysis verify
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that the proposed scheme is more effective in comparative
to other reported methods. The following are the significant
contributions of our idea, which are linked to the aforemen-
tioned goal:

1. Combining DWT and chaos, a new algorithm for the
chaotic encoded directional phase masks (CEDPM) key gen-
eration scheme is proposed. Color components in the R, G,
and B planes can be encoded by using the CEDPM keys that
correspond to the horizontal, vertical, and diagonal subbands,
respectively. Algorithm parameters play a crucial role in
enhancing the security of cryptosystems by demonstrating a
high degree of sensitivity to the keys.

2. A nonlinear encryption approach for color images is
designed by using the phase retrieval algorithm, and the PTFT
approach that increases encryption efficiency and robustness.
It is also pointed out that the decryption phase needs correct
key and algorithm parameters to recover the R, G, and B color
components. The wrong color component information will be
decrypted if there are any variations in the key and algorithm
parameters.

3. Therefore, by combining steps 1 and 2, a color
image-based encryption system that is efficient, depend-
able, and secure is constructed using the CEDPM key. This
idea increases the features of maintaining embedding effi-
ciency and undetectability of color components. Additionally,
it keeps encryption performance safe from any potential
attacks both during transmission and storage.

The rest of the paper is organized as follows. Section II
covers the basics of chaos, wavelet, and optical encryption.
In Section III, the proposed CEDPM key generation process
is explained and also focuses on highlighting the role of
wavelet, and chaos for information security. This section
also describes a nonlinear cryptosystem for securing color
images. Additionally, the process of embedding the encrypted
color component into a single covered image is presented.
In Section 1V, the performance analysis of the system is
presented together with simulation results that are evaluated
using computational tests. Finally, concluding thoughts are
reported in Section V.

Il. PRELIMINARIES

Chaotic encoded directional phase masks (CEDPM) keys are
created using the DWT and chaotic methods and are utilized
in color image encryption. Additionally, the PTFT and optical
phase retrieval are used in encryption techniques.

A. LOGISTIC CHAOTIC MAPS

A larger interpretation of recently published studies has
led to the widespread use of a logistic chaotic map in the
design of information security systems. The inherent nature
of nonlinear chaotic characteristics such as great sensitiv-
ity to the initial parameter and values, non-periodicity, and
pseudo-randomness are increasing the use of chaos maps for
information encryption [10], [35], [37], [52]. These features
have sparked a variety of chaotic types of research aimed
at choosing appropriate chaotic functions, with a particular

93352

focus on creating random sequences for information encryp-
tion. The logistic map function in our investigation can be
expressed mathematically as

Xji1 = X1 - X)) (1)

As stated in Eq. (1), the initial condition, control param-
eter, and iteration number are represented by the vari-
ables X, r, and j, respectively, The logistic map function
parameters, r = [3.564996,4] and X; € (0, 1) should be in the
interval to demonstrate the chaotic and random behavior. The
logistic map function produces dynamically entirely random
and chaotic states in this area [34]. Therefore, the involvement
of a logistic chaotic map in a key generation to achieve better
encryption efficiency.

B. DISCRETE WAVELET TRANSFORM (DWT)

DWT is an important tool used to decompose signals into
different subbands at different scales [28]. This framework
has been implemented generally by the involvement of using
filter banks which contain a set of low pass filters A(x), and
high pass filters g(x) by performing a sub-sampling operation
by a factor of (| 2) as

Liow (k) = D hx = 2k) x CM (x) @
Hiigh (k) = D g (x —2k) x CM (x) @)

The terms CM(x), Liw (k), and Hpgp (k) represent the
two-dimensional chaotic matrixes, coefficients of low-
frequency, and high-frequency subbands, respectively. In the
analysis, the wavelet selections and implementation of the
desired decomposition level of the image also serve a crucial
role in designing a system for security and authentication.

C. OPTICAL ENCRYPTION ALGORITHM

Due to the inherent parallelism potentialities for high-speed
optical information processing and two-dimensional imag-
ing, a variety of optical techniques have recently been devised
that are capable of encrypting information. The development
and concentration of research on color picture encryption is
a result of the advancements in grayscale image encryption
technology. Phase retrieval is a versatile technique that can
handle 2D complex information and is efficiently used in
optical security to strengthen the robustness of the encryption
process. This method relies on an iterative transform that can
be applied by switching back and forth between the frequency
and object planes during the Fourier transforms. Typically,
this method converts the input image into a phase func-
tion that is pseudo-random. Encryption is strengthened and
made more secure by the data securities based on the optical
phase retrieve technique [31], [32], [33], [34]. A systematic
plan to exploit new areas of color information processing
applications that might benefit from this kind of structure
is provided by the phase retrieval architecture, which is a
versatile characteristic. This framework’s ease of use for com-
plicated data processing and its ability to execute encryption
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and decryption—both optically and digitally—are appealing
features.

Ill. PROPOSED CRYPTOSYSTEM FOR COLOR IMAGE
ENCRYPTION

The proposed cryptosystem for color image encryption is
formed of three main parts: A. generation of chaotic encoded
directional phase masks (CEDPM) keys, B. Encryption
scheme, and C. Decryption scheme. The proposed method
for producing CEDPM keys is potentially investigated. These
keys are subsequently employed to encrypt the color image
components of R, G, and B, respectively. Additionally, the
steps of combining the encrypted color component into a
single covered image are presented which help in achieving
reliable data transmission and storage. To further aid in the
lossless recovery of the true color image, the decryption pro-
cedure operates in reverse of the encryption. The following is
a description of the main stages of the proposed work.

A. CHAOTIC ENCODED DIRECTIONAL PHASE MASKS
(CEDPM) GENERATION

A flow diagram of the proposed method for producing
CEDPM keys is shown in Figure 1. For this purpose, DWT
and logistic chaotic map algorithms are employed. In this
procedure, the random sequences derived from the logistic
chaos function are utilized to decompose into various fre-
quency sub-bands using the DWT operation. These subbands
are used to generate the chaotic encoded directional phase
mask keys corresponding to the horizontal, vertical, and diag-
onal directions. These keys are later involved in encrypting
components of the color image. To implement the CEDPM
key, random sequences using the parameters of the logistic
map function given in Eq. (1) are generated that should fall
between the interval r = [3.564996, 4] and X; € (0, 1), and
enlarged in two-dimensional chaotic matrixes (CM) as

CM = resize(Xjy1) “4)
Chaotic sequence Resize WT LL ’ LH ‘ LL  |CEDPMy
generation —— (two dimensional
(Logistic map) chao(lg:hl/}*l)atrix HL HH CEDPMy/CEDPMb

FIGURE 1. Chaotic encoded directional phase mask (CEDPM) generation
process.

Furthermore, as illustrated in Figure 2, chaotic matrices (CM)
are decomposed using the Haar wavelet in several frequency
sub-bands, such as horizontal (LH), vertical (HL), and diag-
onal (HH), which is also mathematically given as

F (u, V)Subbands =DWT[CM (x,y)]
=[CMy,CMy,CMpy;, CMpun]l  (5)

Moreover, these subband features are encoded to construct
phase mask keys, where phases are uniformly distributed in
the region [0, 27 ]. Using a horizontal subband, the phase
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mask that is produced is indicated as
CEDPMy = exp(i2n CM 1) (6)

It is noticed from Eq. (6) that the resultant phase mask as
shown in Figure 3 has a speckle pattern and randomness,
and is referred to as a chaotic encoded directional phase
mask (CEDPM ). In a similar manner, vertical (HL) and
diagonal (HH) subbands are employed in the construction of
the CEDPMy and CEDPM p keys. The algorithm’s parame-
ters are crucial during the key generation process and would
be needed during the decryption stage. It is also mentioned
that these parameters might be enough to produce numerous
directional encryption keys that aid in minimizing storage
space. With this in mind, optical encryption for color images
aims to provide increased security and resilience. The next
part goes into more detail about the color encryption design
process.

Huorizontal Detail (LI

Approximation (LL)

o}
ot :
o0}

4001

oSt e e LR o L 500 1
CEEDE
a

Wertical Detail (HL)

RES S
300 400 500

100 200 300 400 500
(d

FIGURE 2. Subbands representation (a) Low frequency (LL) (b) Horizontal
(LH) (c) Vertical (HL) (d) Diagonal (HH).

FIGURE 3. Obtained chaotic encoded directional phase mask (CEDPM ).

B. ENCRYPTION SCHEME

Figure 4 describes the encrypting mechanism of the color
image. In a color image, each pixel element is represented
by three coordinates, which are linked to each color compo-
nent. In the system, the color image /(x, y) is decomposed
into the R, G, and B components which are denoted by
Ir (x,y), 1 (x,y), and Ip (x, y), respectively.

I(x,y) = Ur (x,y), I (x,y), Ip (x, y)] (N
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CEDPM keys

‘ Enc1yption @F PR PST b LL CR
algorl.thm £ Singlecovered
.—- (Modified @fs s o PST z Image
optical phase ®Fpe Ll pst & Ca Ccp | DWI
‘ retrieval) ! i l
Decryptionkeys Dinapeage

(BWr, BWs,BWo)

FIGURE 4. Flow diagram of the encryption process.
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I'(x,y) = |I'r| exp(iO'&(x,y)) «——————————G 'R=|1]| exp(igr(u, v))

FIGURE 5. Encoding of color components using optical phase retrieval
algorithm

In the idea, each color component is encoded by using
modified phase retrieval algorithms. As shown in Figure 5,
the algorithm implements iteratively by applying known
constrain at the object plane and the frequency plane, respec-
tively [23], [24]. At the beginning of the process, each color
component is first combined by an arbitrarily selected RPM.
It is then iteratively alternates between the Fourier domain
and the spatial domain. First, the constraints are applied in
the Fourier domain by changing the Fourier intensity by one
factor while keeping the phase distribution constant. After
executing the inverse Fourier transform (IFT), the data in
the spatial domain is obtained. After performing several iter-
ations, each color component is transformed into a Fourier
phase function. For demonstration, the encoding steps of the
phase retrieval algorithm for a red color plane “Ig (x, y)” can
be mathematically given as:

Step 1: Initially, the Fourier transform (F7) of combined
the red color component /g (x, y) with RPM is calculated as

®)
€))

It gives complex distribution in the Fourier domain in terms of
amplitude (|Gg (u, v)|) and phase part (exp[i¥g (u, v)]) with
respect to the R plane as represented Eq. (9). Here, (x, y) and
(u, v) show coordinates in the spatial and Fourier domains,
respectively.

Gr(u,v) = FT(Ig (x,y) X RPM(x,))
Gr(u, v) = |Gg (u, v)| exp[ilg (u, v)]

93354

Step 2: Reported that the Fourier transform, which is
employed by the phase retrieval algorithm, has followed the
linearity characteristics. To interrupt the linearity of the pro-
cedure, the amplitude specified in Eq. (9) is substituted with
unity while keeping maintain Fourier phase part unchanged,
and the inverse Fourier transform (IFT) is then performed as
follows:

Ig(x,y) = IFT(|1] expli¥ig (u, v)1) (10)

Step 3: As demonstrated in Eq. (10), information in the
object domain is obtained. It has a mathematical expression
in Eq. (11). In this stage, the amplitude /4(x, y) is modified
by using the second constraint which is the initial amplitude
of the red color I (x, y) component. These operations can be
expressed mathematically as

Y
12)

Ip (x,y) = |Ix (x, y)| explifp (x, y)]
I (x,y) = [Ig (x, y)| explig (x, y)]

Step 4: The steps outlined in Equations (8)-(12) must be
implemented through a number of iterations. Thus, the red
color component is transformed into the Fourier phase using
this procedure [24], [28], which has the following mathemat-
ical expression

Pr = expliPr (u, v)] (13)
The term “Ppg” refers to the encoded phase data of the initial
R color component, which is combined with the CEDPM g
key. Furthermore, pixel scrambling transform (PST) proce-
dures are applied to jumble by altering the pixel location of
the resultant phase data to further increase the nonlinearity
and difficulty of the encryption process [10], which is repre-
sented mathematically as

Tpsy = PST(Pg - CEDPM y)
= exp [ilrpsT (1, v)] (14)

As obtained information from Eq. (14), we divide it into two
parts (i) angle part and (ii) sign part.

VOLUME 12, 2024
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FIGURE 6. Flow diagram of the decrypting color components.

(i) The angle component has undergone digital processing
to provide information to depict the absolute distribution as

Cr = abs[@rpst (u, v)] (15)

(ii) To protect sign distribution, this can be encoded in terms
of binary key (BW) as

1, if PresT (U, v) =1
0, if @rpst (1, v) <0

Similarly, the processes listed in Equations (8)-(16) are
carried out for green I (x,y) and blue Ip (x,y) combined
with the CEDPM v, and CEDPM p, respectively. Using these
steps, the encoded components for green and blue are given
as

BWg = [ (16)

Cg = abs[@gpst (1, v)] (17
BWg = [ 1, l:fQ)GPST (u,v) >1 (18)
0, if Dgpst (u,v) <0
Cp = abs[@psT (u, v)] (19)
1, if Oppsr (u,v)) > 1
BWpg = 20
? [0, if Oppsr (u,v) <0 20)

It is important to note that the BWg, BW s, and BWp keys
are necessary required for the decryption procedure, as the
aforementioned stages make clear. Furthermore, the PTFT
operation is performed to the encoded color components
(Cg, Cg, and Cp) obtained from Eqgs. ((15), (17), and (19)) to
generate the ciphertext. The phase truncation (PT) and phase
reservation (PR), as detailed in Ref. [14], can be mathemat-
ically represented for the R color plane as follows to create
ciphertext and decryption keys during the PTFT operation:

Eg = PT{FT[Cg x RPM]} 21)
Eg = PT{FT [Eg (u,v)]} (22)
Dg = PR{FT [Eg (u, )]} (23)

Similarly, the processes given in Equations (21)—(23) are
carried out for green for G and B color components and

expressed as
Eg = PT{FT [EG (u, )]} (24)
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DG = PR{FT [Eg (u, v)]} (25)
Ep = PT{FT [Ep (u,v)]} (26)
Dp = PR{FT [Ep (u, v)]} (27)

From the above steps, the “Dg”, “Dg”, and “Dp” work
as decryption keys corresponding to the R, G, and B color
components while the terms “Er”, “Eg”’, and “Ep” shows
real-valued cipher images of respective color components.
The ciphertext corresponding to the R, G, and B planes
are positioned at horizontal, vertical, and diagonal subband
locations and fused with a low-frequency subband to achieve
a single covered image by performing inverse wavelet opera-

tion that conceals encrypted color information.

E =[CMy,ER, Eg, Egl
W'(x,y) = IDWT[E]

(28)
(29)

This covered image [W'(x,y)] serves as a carrier image,
ensuring it secure and reliable transmission to the recipient
across digital media. The PST order, BW, CEDPM, and D
keys of the corresponding color components are needed for
decryption. Any modifications or variances will result in an
incorrect decryption of the input color component data.

C. DECRYPTION PROCESS

The procedure of decrypting color information is shown in
Figure 6, which is the reverse operation of the encryption
stage. The wavelet and chaotic parameters are also needed
to produce the CEDPM keys as explained in Section II that
help in decoding the color components. The first step in the
decryption process is to provide a covered image, from which
the encrypted color information for the R, G, and B channels
is extracted by performing wavelet operation.

E = DWT[W (x, y)]

= [CM ., ER, Eg, Ep] (30)

Moreover, the following steps are carried out for decoding
the R color component. This can be seen from decoding the
cipher red (E) color information as retrieved in Eq. (30) that
encoded phase color components (Cp) are obtained through
a phase truncation operation on the product of the encrypted
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data (Eg) and the Dp key. This result is then combined the
result with BW g key to obtain the scrambling phase (Tpsr).
To extract the R color component, combining the conjugate
of the CEDPM g key with the findings from the IPST data is
also analyzed using an inverse Fourier transform.

Cr = PT{FT (Eg - DR)} (31
Tpsr = exp{iCRBW R} (32)
Pr = IPST(Tpsr) x conj (CEDPMy)  (33)
I = IFT(P) (34)

Similar to this, the color content information in the G and B
color planes can be decrypted by processing the Eg and Ep.

In the last step of the decryption procedure, the input
color information /(x, y) is obtained by merging information
that has been acquired in the red, blue, and green color
planes, respectively. The decryption step can be mathemat-
ically expressed as:

10,) = 00,9 . I ) I )] (35)
IV. RESULT AND DISCUSSION

This section includes the results of decryption against key
combinations and unauthorized attacks, as well as analyses of
key sensitivity, statistical tests, noise, and occlusion attacks,
security, and comparative performance. To do this, a series of
numerical experiments are performed on MATLAB 2014 set
up on Windows 7 with 4 GB RAM and a core 15 processor.
Any common or standard color test image can be used with
our idea. For demonstration purposes, two color photographs
are chosen: one is a traditional color image, and the other is
a snapshot of a flower captured with the iPhone 8 Plus and
used in computer simulations.

A. INPUT DATA

In order to analyze the proposed idea, test color images of
256 x 256 pixels are shown in Figures 7(a) and 7(e). These
images are then divided into R, G, and B color components,
as indicated in Figures 7(b)-7(d) and Figures 7(f)-7(h).

(] (h)

FIGURE 7. Test color images: (a) Input flower image (b) R plane of flower
image (c) G plane of flower image (d) B plane of flower image (e) Input
pepper image (f) R plane of pepper image (g) G plane of pepper image
(h) B plane of pepper image.

In our simulations, the logistic map parameters form sim-
ulation are x = 0.32 and r = 3.82 for generating a chaotic
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sequence of samples = 262144. These samples are resized
with size 512 x 512 pixels and then utilized to decompose
by applying the ‘Haar’ wavelet in horizontal, vertical, and
diagonal subbands of size 256 x 256 pixels as displayed in
Figure 2, which are encoded as CEDPMy, CEDPMy ,and
CEDPMp as shown in Figures 8(a)-8(c) and then applied
to encrypt R, G, and B color components, respectively. These
keys are used to measure the encryption efficacy of the pro-
posed concept for the selected two-color image as indicated
in Figure 7.

(a) (b) ()

FIGURE 8. Generated chaotic encoded directional phase mask (CEDPM)
keys (a) CEDPM}, (b) CEDPM,(c) CEDPM .

Using the encryption process for the selected two-color
image as indicated in Figures 7(b)-7(d) and
Figures 7(f)-7(h), the R, G, and B color components are
encoded in a cipher image as indicated in Figures 9(a)-9(c)
and Figures 9(d)-9(f), respectively. This encryption pro-
cess also generates decryption keys corresponding to R, G,
and B color components as shown in Figure 10. Finally,
cipher images of R, G, and B color domains are fused
with low-frequency components using wavelet operation.
The result of this operation is a single covered image that,
as seen in Figures 11(a) and 11(b), respectively, corresponds
to Figures 7(a) and 7(e). It can be noticed that the covered
image doesn’t carry any visual resemblance with the original
information and acts as noisy data.

B. DECRYPTION RESULTS
To recover color components, the covered image is provided
to the decryption stage and then cipher color components are

FIGURE 9. Cipher color components (Eg, Eg, and Eg) (a) encrypted

R plane of flower image (b) encrypted G plane of flower image

(c) encrypted B plane of flower image (d) encrypted R plane of pepper
image (e) encrypted G plane of pepper image (f) encrypted B plane of
pepper image.
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FIGURE 10. The decryption keys (Dg,D¢, and Dg) (a) decryption key for
R plane of flower image (b) decryption key for G plane of flower image
(c) decryption key for B plane of flower image (d) decryption key for

R plane of pepper image (e) decryption key for G plane of pepper image
(f) decryption key for B plane of pepper image.

(a) (b)

FIGURE 11. Single covered image [W’(x, y)] yielded for (a) the flower
image, (b) the pepper image.

extracted by using a wavelet operation. Moreover, decryp-
tion keys such as PST order, BW, CEDPM, and D keys
are necessarily required to correspond to the R, G, and
B color components. Any change in keys and parameters
leads to a wrong decryption of the color components. So,
the decryption steps using the possible key combinations
are investigated, and the results are given in Figures 12—-13.
Figures 12(a)-12(c) and 12(e)-12(g) decrypt the input color
component in the R, G, and B domains, respectively, when
all keys are correctly entered into the decryption procedure.
These figures’ color components look the same as those
for the selected image in Figures 7(b)-7(d) and 7(f)-7(h)
respectively. Figures 12(d) and 12(h) display a truly obtained
input color image for the selected two-color image, as shown
in Figures 7(a) and 7(e).

To determine the accuracy of the recovered color
components, the mean squared errors (MSE) and corre-
lation coefficient (CC) between the input color compo-
nent and the retrieved color component, respectively are
evaluated [23], [24].

SYSN iR () — L)

MSE =
M x N

(36)
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(e)

FIGURE 12. Decryption results (a) R plane of flower image (b) G plane of
flower image (c) B plane of flower image (d) Input flower image

(e) R plane of pepper image (f) G plane of pepper image (g) B plane of
pepper image (f) Input pepper image.

TABLE 1. Performance evaluation for flower image.

S. No. Decrypted Color components CcC MSE
1 Ix(x,y) 0.99 1.2026e-04
2 I;(x,y) 0.99  2.7049¢-05
3 Ig(x,y) 0.99  3.9092e-05
4 (IeCey) + (6 y) + Ig(x,y)) 099  6.2134e-05

3

TABLE 2. Performance evaluation for pepper image.

S. No. Decrypted Color components CC MSE
1 Ig(x,y) 0.99 1.2026e-04
2 Is(x,y) 0.99  2.7049¢-05
3 Iz(x,y) 0.99  3.9092e-05
4 (IrGe,y) + Ig(x,y) + Ig(x,y)) 099 6.2134e-05

3

where M and N are the size of the color image. The terms
“ Tg” and “Tp” show the mean of the input red color
component (/g (x, ¥)) and the retrieved red color component
(I (x,)), respectively. For full-color image information,
performance is also shown in terms of the average of MSE
and CC values as mentioned in Table 1 and 2 for the selected
two images as shown in Figure 7.

Additionally, several unauthorized attempts have been
demonstrated to retrieve the R color component for the
selected two-color image. In the case of the R color com-
ponent of the flower image, Figures 13(a)-13(d) represent
the decrypted image. The recovered result is shown in
Figure 13(a) when the CEDPMpy key is excluded from
the decryption process. The recovered result, when the
Dr and the CEDPMp keys are positioned incorrectly,
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FIGURE 13. Decryption results for R color component: for flower image
(a) no CEDPMy keys (b) wrongly placed D and CEDPM; key

(c) CEDPMy, replaced by arbitrarily RPM key (d) incorrect order of the PST
keys for peppers image (e) no CEDPMy keys (f) wrongly placed Dg and
CEDPMy key (g) CEDPM/,; replaced by arbitrarily RPM key (h) incorrect
order of the PST keys.

is shown in Figure 13(b). When PST keys are used incor-
rectly, the retrieved content of the R color component is
depicted in Figure 13(c). The recovered information is
shown in Figure 13(d), where the CEDPMy key has been
replaced with arbitrarily selected RPM keys. The estimated
mean square error (MSE) between Figures 13(a)-13(d) and
Figure 7(b) is determined to be 0.1137, 0.1103, 0.1142, and
0.1145. The results for the peppers image, as displayed in
Figures 13(e)-13(h), also demonstrate that the recovered R
color component solely contains noise information. More-
over, similar decryption results for G and B color components
have been found for a subset of two color images against
unauthorized attempts.

C. HISTOGRAM RESULTS

An image’s histogram primarily shows the distribution of
pixels with respect to intensity [1]. The histogram of the input
image and the encryption image should be different.

The input color component histograms for the R, G,
and B planes are shown in Figures 14(a)-14(c) and
Figures 15(a)-15(c), as shown in Figures 7(b)-7(d) and
Figures 7(f)-7(h), respectively. The encrypted color com-
ponent histograms are shown in Figures 14(d)-14(f) and
Figures 15(d)-15(f), as indicated in Figures 9(a)-9(c)
and 9(d)-9(f). It is impossible to infer information about color
components from the histogram analysis results.

D. SENSITIVITY TEST OF THE CEDPM KEY

To obtain information on color components, we assess the
sensitivity of the CEDPM key by looking at minute deviations
or modifications. The key parameters involved in decrypting
the color components, such as [x = 0.320000000000001 and

FIGURE 14. Histograms of the color components of the flower image
(a) input R plane (b) input G plane (c) input B plane (d) encrypted R plane
(e) encrypted G plane (f) encrypted B plane.

FIGURE 15. Histograms of the color components of the pepper image
(a) input R plane (b) input G plane (c) input B plane (d) encrypted R plane
(e) encrypted G plane (f) encrypted B plane.

as 17(a)-17(c), and Figures 17(d)-17(f), illustrate that the
decoded color components of pepper and flower do not rep-
resent the original color components in any way or provide
any useful information. As a result, even little adjustments or
departures from the logistic map parameters will cause the
CEDPM keys to be changed.

E. OCCLUSION AND NOISE EFFECT

We investigate the effects of occlusion and noise on dig-
ital media during data storage or transfer [28]. When the
covered image pixels of the flower and pepper, as shown
in Figures 11(a)-11(b), have been occluded with 12.50%
and 23.43% of pixels, the recovered color picture is dis-
played in Figures 18(a)-18(b) and Figures 18(c)-18(d),
as well as Figures 19(a)-19(b) and Figures 19(c)-19(d).
When the pepper and flower-covered picture pixels, as seen in
Figures 11(a)-11(b), are corrupted with many noise types
present, including Gaussian and Salt & Pepper noise,
the decrypted color image is displayed in Figures 20-21.
The outcomes of the experiment demonstrate how resilient

r = 3.82] and [x = 0.32 and r = 3.8200000001], are altered the suggested system 1is to occlusion and noise
to confirm this. Figures 16(a)-16(c), 16(d)-16(f), as well attacks.
M N 7 / 7/
=1 2y=1 Ur(x,y) = IR) (Ip(x, y) — I
cc 2=t Zy_l ( y ) ( RV Y R) 37)
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FIGURE 16. Decrypted results when the key parameters slightly change,
x = 0.320000000000001, and r = 3.82 (a) R plane of flower image

(b) G plane of flower image (c) B plane of flower image (d) R plane of
pepper image (e) G plane of pepper image (f) B plane of pepper image.

(a) (b)

) )
FIGURE 17. Decrypted results when the key parameters slightly change,
Xx = 0.32, and r = 3.8200000001 (a) R plane of flower image (b) G plane

of flower image (c) B plane of flower image (d) R plane of pepper image
(e) G plane of pepper image (f) B plane of pepper image.

U]

F. SECURITY ANALYSES

To evaluate security strength, the proposed color encryption
scheme is tested against known plaintext attacks and special
attacks [11], [15]. In our idea, the test color image segregated
into R, G, and B planes is utilized to convert in the phase-only
function at the Fourier domain using the phase retrieval
algorithm. Moreover, the operation of pixel scrambling in
the Fourier domain is applied and then digitally divided
into binary keys (BWR, BWg, and BWg) and amplitude
distribution (Cr, Cg, and Cp) in R, G, and B color planes,
respectively. To encrypt the amplitude distribution, the PTFT
processes are combined to produce the cipher color images
in R, G, and B color planes, respectively. To secure and
reliable transmission, the color cipher images are efficiently
hidden involving the wavelet process. In the process, sev-
eral transforms are involved to increase the complexity and
nonlinearity of the encryption process. In the case of unau-
thorized access to the color content, inherent noise increases
at each iterative step using a phase retrieval algorithm. Hence,

VOLUME 12, 2024

) (d)

FIGURE 18. Occlusion attack results (a) occluded with 12.50% pixels of
covered image for flower (b) Retrieved image for flower (c) occluded with
12.50% pixels of covered image of peppers (d) Retrieved image for

pepper.

©) @

FIGURE 19. Occlusion attack results (a) occluded with 23.43% pixels of
covered image for flower (b) Retrieved image for flower (c) occluded with
23.43% pixels of covered image of peppers (d) Retrieved image for

pepper.

the proposed color image encryption leads to high robustness
and immunity against known plaintext and special attacks.

G. COMPARATIVE ANALYSIS

This section presents the comparative performance of our
proposed scheme with some of the previously published
schemes for color images. In the reported methods [37], [38],
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TABLE 3. Comparative performance of the proposed color image encryption.

Performance Ref.[37] Ref.[38] Ref.[39] Ref.[40] Ref.[41] Ref.[42] Ref.[43] Ref.[44] Proposed
Features

work
Robustness of J J J J J J J J J
decryption keys
statistical analyses J J J J J J J J J
Sensitivity to J J J J x J N J J
initial  condition
and key
Robust to noise x x J J J J J J J
attacks
Robust to X X J N J J N J N
occlusion attacks
Robust to attacks J J J J X J J J J
such as known
plaintext attacks,
Adds an extra x x x x J X X X J

layer of security

(c) (d)

FIGURE 20. Noise (Gaussian) impact results for covered image

(a) recovered image (0.01var) of flower (b) recovered image (0.05var) of
flower (c) recovered image (0.01var) of pepper (d) recovered image
(0.05var) of pepper.

[39], [40], [41], [42], [43], [44], color image encryptions can
resist existing several types of attacks and perform well in
noise and occlusion attacks. It can be seen from Table 3 shows
that these methods are reliable and safe in terms of security
performance.

However, these schemes involve several transforms to
attain robustness and higher security against potential attacks.
In Ref. [41], a method for producing random phase masks
using the chaotic Henon map parameters and fingerprint

93360

(c) (@

FIGURE 21. Noise (Salt & Pepper) impact results for covered image

(a) recovered image (0.01var) of flower (b) recovered image (0.05var) of
flower (c) recovered image (0.01var) of pepper (d) recovered image
(0.05var) of pepper.

biometrics is described. This key applies to encrypting color
images in the domains of the Fourier transform, fractional
Fourier transform (FrFT), Fresnel transform (FrT), and Gyra-
tor transform (GT). It is noted that in comparison to other
domains, results of the GT domain report better performance
while keeping user authentication. Above all, there is no
examination of this strategy for potential attacks. Further-
more, an investigatio of the reported cryptosystem against
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TABLE 4. Provides the running time.

Color components Time in seconds Time in seconds

(flower) (peppers)
R encoding 11.617214 11.257966
G encoding 12.927456. 10.363334
Blue encoding 13.492815 12.886273
Embedding cipher R, 1.594112 0.614461
G, and B image to
make single cover
image
R decoding 1.820281 1.545786
G decoding 1.663955 1.559970
B decoding 1.350808 1.532809
Combining R, G, and 1.472096 1.468652

B color planes to form
True RGB image

tests of occlusion and noise attacks is not provided in
Refs. [37] and [38].

Table 4 provides the running time of the proposed strategy
for encrypting and decrypting the color components of both
images. The chaotic and wavelet scheme parameters in our
system are adequate to provide the CEDPM keys needed
for both encryption and decryption. This will assist in using
less storage space. Furthermore, our scheme provides an
additional security layer to secure color material, and it is
a pioneer in key distribution for encryption and decryption.
As a result, our plan is effective and comparable in this
regard. We will investigate our notion for multi-image and
multimedia data encryption in the future.

V. CONCLUSION
This study suggests an innovative technique for generating
CEDPM keys to secure color photographs. The different
CEDPM keys are constructed by first combining the chaotic
map with the DWT to produce pseudo-random sequences. For
data encryption, these keys’ enticing statistical characteris-
tics include discriminability and randomness. Additionally,
color images are encrypted using PTFT and optical phase
retrieval techniques to investigate the potential applications
of the CEDPM key. The cipher color components are then
successfully incorporated into a covered image to enhance
security against unauthorized assaults and ensure trustworthy
transmission throughout the transfer of digital material. Com-
puter simulations verify the robustness and efficacy of the
proposed method for encrypting color information. Further-
more, our proposed scheme outperforms the others in terms
of potential attack types including noise and occlusion, and
performs better in terms of possible key combinations, key
sensitivity, mean square error, and correlation coefficient. It is
also comparable to the newly published research in this field.
Conflict of interest: The authors declare that they have no
conflict of interest.
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