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ABSTRACT It is challenging in the e-healthcare system to monitor patients using wearables or embedded
sensors that can gather real-time physiological data, analyze lab test results, conduct medical examinations,
and recommend treatments because all the associated sensitive information transmission is through a hostile
environment; it is always possible for an unauthorized person to access them. To improve the security of the
telemedicine system in such a situation, it is imperative to develop a real-time data transmission system that
can effectively handle the tasks carried out by devices in the telemedicine system. This allows administrators
to assess the correctness of the various users’ work and remotely monitor the real-time data gathered by
the smart sensing devices. However, as stated, the real-time data is shared across a public channel—and is
private and sensitive; an attacker accesses the sensitive information about the telemedicine system andmakes
it public to disturb user privacy and violate its security. A robust and lightweight key agreement scheme must
be designed for the telemedicine system to create a secret session key between a chosen wearable or smart
sensing device and the telemedicine server—a trustworthy entity installed in the telehealthcare environment.
Otherwise, security for such sensitive information cannot be guaranteed. Therefore, this article presents the
design of a robust and lightweight authentication protocol named RLKAS-TMS that can effectively alleviate
the security and privacy concerns of sensitive medical information over a public network channel.

INDEX TERMS Verifiability, unlinkability, reachability, indistinguishability, confidentiality, vulnerability.

I. INTRODUCTION
It is essential to recognize the condition of using their
conceivable for intelligent psychological data gathering in
the healthcare system. Wearables can be useful devices for
gathering, evaluating, and sharing psychological data at a
time when data-driven decision-making is becoming more
and more important in medical procedures [1]. This extends
beyond the conventional domains of medical records and pro-
vides opportunities for a finer understanding of individuals’
mental health. Technology may give medical practition-
ers a thorough and up-to-date perspective by gathering
psychological data in an intelligent manner, which facili-
tates better decision-making. When we consider how this
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sophisticated data collection helps healthcare providers, the
importance of it all becomes clear [2]. Technologies have
the potential to significantly improve and expedite patient
treatment by providing a multitude of psychological data-
derived insights. This data-driven strategy makes it possible
to comprehend each patient’s demands more precisely and
individually [3]. It helps medical practitioners to customize
treatment regimens and diagnostics based on a comprehen-
sive understanding of the patient’s health. It ushers in a new
era of accuracy, effectiveness, and better healthcare provision.
The promise of computers to improve healthcare contin-
ues to be a symbol of advancement and recognition of the
life-changing potential for the field of healthcare in the future
as technology advances [4], [5].
In addition, the tremendous influence of technology

and the emergence of telemedicine constitute an amazing
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resource that greatly enhances the worldwide convenience of
both individuals and institutions [6]. By utilizing the trans-
formational potential of the Internet, telemedicine makes it
possible to access a shared pool of resources on-demand,
transforming how data is processed, stored, and made
accessible. With the help of this cutting-edge technology,
geographical barriers are broken down, resulting in a seam-
lessly connected world where services and information are
easily available from almost anywhere [7]. A new era of
more effective and widely accessible data management and
cooperation is ushered in by the telemedicine system, which
represents a paradigm change. The telemedicine server’s
shared resources enable people and organizations to save
infrastructure costs, improve cooperation across many units,
and streamline operations [8]. This revolution in computing
represents a major turning point in the history of technology,
allowing for a more effective and linked global society in
which knowledge can be shared and cooperative projects may
work across many skilled individuals [9], [10].

Moreover, there is a lack of qualified healthcare
professionals—vital to every human being—and residents in
rural and isolated places in the modern world do not have
access to high-quality healthcare facilities. Patients in rural
regions can now benefit from telemedicine-based systems,
which gather patient data through wearables, laboratory diag-
nosis, and semi-skilled medical professionals. Experienced
medical professionals can then access this data from any place
and recommend medication to the patients [11]. In short,
the sensors, wearable technology, labs, and semi-skilled
healthcare practitioners have utilized a wireless channel to
accumulate health-related data from various patients. The
patient data is disseminated via open channels under this sys-
tem, which poses numerous threats. Therefore, an appropriate
security framework must be implemented on both the sender
and the recipient sides to ensure the security of the exchanged
sensitive information. Such a system will then benefit the
patient by enhancing their quality of life, easily monitoring
remotely, reducing labor work in the hospitals, saving time,
minimizing costs, decreasing accountability, providing online
support, and increasing the degree of trust and reliance on
data by the doctors [12].
Researchers have proposed security mechanisms using

different cryptographic methods to protect telemedicine plat-
forms in the past decade. However, these schemes have many
drawbacks; for example, [13] suffer from brute force and
ESL (Ephemeral Secret Leakage) attacks and cannot deliver
forward secrecy, [14] have DoS and insider threats, [15] are
vulnerable to insider and side-channel attacks, in [16] the
physician identity can easily pick by an attacker for imper-
sonating a legitimate doctor, [17], [18], [19] and [20] are
suffering from privacy issue, the patient is easily traceable,
and cannot resist impersonation attack, [21] is susceptible to
brute force and offline password guessing attacks, and [22]
is suffering from high computation costs due to modular
exponentiation. Therefore, this research aims to secure the
telemedicine system to make it worthwhile for patients and

healthcare professionals. The major contributions of this
research work are as follows:

• To design a protocol by utilizing Elliptic Curve Cryptog-
raphy (ECC), this is a lightweight, robust, and remotely
authenticates the telemedicine system to avail the health-
care facility securely.

• To design a ‘‘no-password ’’ based scheme by using
secret numbers, keys, random numbers, identities, and
hash codes to validate out-of-band and resist brute force
and dictionary attacks.

• To check the correctness and mutual authentication of
the RLKAS-TMS through the Real-Or-Random Model.

• To scrutinize the secrecy, confidentiality, verifiability,
unlinkability, reachability, and indistinguishability of
the session secret key through a programming verifica-
tion toolkit, ProVerif.

• To analyze the RLKAS-TMS informally in confirming
that it resists all known attacks.

• Tomeasure the performancemetrics by considering stor-
age, communication, and computation costs.

• To comparatively analyze the RLKAS-TMS for security
functionalities and performance metrics for lightweight-
ness and robustness.

The rest of the paper is organized as in section II
explains the preliminaries and definitions of necessary ideas,
section III surveys the literature and defines the problems
in the existing work, section IV demonstrates the system
architecture, section V designs the RLKAS-TMS, section VI
scrutinizes the security of the RLKAS-TMS both formally
and informally, section VII measures the performance met-
rics and comparison of security and performance and in
section VIII concludes the research work.

II. FOUNDATION
This section gives a comprehensive explanation of the study’s
major ideas their concept, and reasoning for performing the
completion of this research work. These are briefly explained
one by one as under:

A. ROR MODEL
Real-Or-Random (RoR) model originated from [23], some-
times known as a theoretical black box. It is an oracle used
in cryptography that uniformly selects a (really) random
response from its output domain for each unique query.When
a question is asked again, a mathematical function chosen
uniformly at random or a function that maps every potential
inquiry to a (fixed) random response from its output domain
is what is meant to be understood as a random oracle (RoR)
model.

B. PROVERIF
This is an automated software verification toolkit [24] used
for verifying session key secrecy, integrity, reachability,
and authenticity. This widely used toolkit consists of chan-
nels, constants, variables, constraints, queries, and functions.
This language is based on pi-Calculus and originated from
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applied system engineering. A classical formal verification
tool for verifying the cryptographic-based security protocol
in enabling and discovering attacks, proving security for
unbounded messages and sessions.

C. THREAT MODEL
This research adopted the well-known threat model presented
by Dolev and Yao [25] and thus named it DY-Model. Accord-
ing to this model, Ą can learn the identity, extract information
from the message exchanged over an open channel, get the
key previously computed by the security protocol, and know
the long-term secret keys a, and b. Ą has the power to update,
insert, delete, and copy messages communicated over the
wireless channel. With the session state and session keys,
Ą discloses the secret credentials in the sessions. Therefore,
a user authentication scheme designed for a telemedicine
system should ensure that even if Ą learns about some type
of private credential, like session keys or ephemeral secrets; it
won’t significantly impact the confidentiality of the other cre-
dentials. Lastly, it is supposed that the telemedicine server in
the medical setting may be secured with a lockingmechanism
to prevent physical capture by Ą. As a result, the telemedicine
server is regarded as one of the most reliable wireless network
technologies.

D. HASH CRYPTOGRAPHIC FUNCTION
This research uses a secure, collision-free, one-way hash
cryptographic function [26]. It performs amathematical oper-
ation by transforming an input numerical value into an output
numerical value that has been compressed (image of the
input numerical values). The cryptographic hash function
generates the hash that accepts arbitrary-length inputs, but its
result remains fixed. The cryptographic hash function has the
following key features:

• The hash image is computationally hard to reverse, thus
called a one-way function.

• Finding any input value x that hashes to z should
be challenging if a hash function (h) yielded a hash
value (z).

• It isn’t easy to produce an identical hash of the two
distinct inputs, and thus, the hash function named is a
collision-free one-way hash cryptographic function.

E. ELLIPTIC CURVE CRYPTOGRAPHY (ECC)
This is a type of asymmetric key cryptography based on the
curve over the x-axis and y-axis [27] that is defined over a
finite field, E/Fq be a curve over Fp and a group of prime
number q and a sub-group of E/Fq whereas p and q are two
large primes, which satisfy the equation y2 = x3 + ax + b.
Additionally, ECC utilizes an elliptic curve’s points, given
a 160-bit key size, offers more security than conventional
cryptosystems, lower the key length while maintaining the
same level of security, and boosts performance.

III. LITERATURE REVIEW
Mir and Nikooghadam [13] used Telemedicine informa-
tion systems (TMIS) for home healthcare by saying that
patient privacy is protected through secure authentication and
encryption, while the existing user authentication schemes
in TMIS have security vulnerabilities. After that, they pre-
sented an improved biometrics-based authentication and key
agreement scheme, proven secure and efficient for TMIS. The
security of the RLKAS-TMS is verified using the Random
Oracles Model (ROM) and BAN logic, while the AVISPA
tool is used for formal security analysis of the scheme. The
resistance of the RLKAS-TMS against well-known attacks
has also been investigated through discussions. However,
their scheme doesn’t resist brute-force and ESL attacks and
cannot deliver perfect forward secrecy. Shufang et al. [28]
is focused on analyzing and improving a privacy-preserving
authentication scheme for TMIS. They cryptanalyzed the
scheme proposed by Yu and Park [29] by saying that their
scheme is vulnerable to impersonation, replay, and tracking
attacks. It also demonstrated that the Yu and Park [29] scheme
is computationally inefficient and does not provide mutual
authentication. After that, they [28] proposed a symmetric
cryptographic-based authentication scheme using a one-way
hash function and XOR operations to design their scheme.
However, they failed to analyze their scheme formally and
could not simulate it for attack checking.

Zheng et al. [14] said that Telemedicine is rapidly grow-
ing due to the increasing demand for medical services.
The existing authentication protocols in telemedicine sys-
tems have security vulnerabilities. After that, they proposed
an improved authentication protocol based on asymmetric
cryptography using the MD5 technique to address these
vulnerabilities, which offers indistinguishability, forward
secrecy, and resists various attacks. Their security and perfor-
mance analysis sections show that their protocol is efficient
and secure. Also, their scheme effectively resists attacks
such as retransmission, tracking, eavesdropping, man-in-the-
middle, and denial of service. However, they filed to analyze
the security of their improved scheme and do not resist DoS
and insider attacks.

Li et al. [15] argued that using telecare medical informa-
tion systems (TMIS) in hospitals is a dire need of the era,
while secure authentication can preserve patients’ privacy
because there are many security weaknesses in the previ-
ous authentication protocols—an enhanced version of mutual
authentication and privacy preservation protocol is required
to mitigate all the known weaknesses. The improved protocol
must have the capability to ensure message authentication,
patient anonymity, unlinkability, and report confidentiality.
Basically, [15] cryptanalyzed the scheme ofMohit et al.’s [30]
by saying that their scheme is vulnerable to forgery attacks
and patient anonymity and unlinkability are not ensured.
However, [15] does not analyze the security of their enhanced
protocol, and their scheme is vulnerable to insider and

VOLUME 12, 2024 108235



A. Alzahrani: RLKS-TMS: A Robust and Lightweight Key Agreement Scheme for Telemedicine System

side-channel attacks, as they do not use time stamps during
the verification process.

Amin et al. [16] reviewed and analyzed Das et al. [31]
scheme by demonstrating that their claim is baseless and
invalid and identifying a design flaw. After that, they pro-
posed a hash cryptographic function-based authentication
scheme for telemedicine systems by analyzing their security
through AVISPA and Scyther tools and compared the per-
formance. They further discussed the importance of secure
electronic health systems by criticizing previous authentica-
tion protocols for numerous security weaknesses and their
effect on human lives. However, the authentication phase of
the protocol consisted of {Kp, M1, IDk, TIDp, T1} message
having physician identity, which the attacker can eavesdrop
on and use for launching impersonation and masquerade
attacks.

Dwi et al. [17] demonstrated that telemedicine effi-
ciently distributes health services; it is the future of the
health service model, and its implementation requires rig-
orous security—the available security system is posed to
MITM and ESL attacks. So, they have proposed a protocol
based on JavaScript Object Notation Remote Procedure Call
(JSON-RPC) for communication in the multi-tier system
that shows a high service resistance to communication load.
However, the privacy of patient-sensitive information is not
preserved, and it can easily be traceable.

Son et al. [18] said that in the Telecare medical informa-
tion system (TMIS) implemented in a wireless body area
network (WBAN), a secure authentication process between
patient and server is essential, and the limited storage power
of wearable devices can be resolved with the cloud com-
puting. Accessing patient data in a controlled manner is
critical for quality healthcare. So, they have proposed a
protocol that uses a bi-linear paring, blockchain, and CP-
ABE (Ciphertext-policy attribute-based encryption) for data
integrity and access control. However, in the authentication
phase, {PKi, Di, PIDi, T1} message consisted of pseudo-
identity PIDi=SIDi x Li1 and the pseudo-identity consisted
of patient secret identity SIDi, which the adversary can eas-
ily pick the message form the open channel, find out the
actual identity and trace out the legitimate patient. Therefore,
Son et al. [18] don’t resist traceability attacks. The privacy of
patients’ sensitive information is not preserved.

Lei and Chuang [19] discussed the issue of privacy
protection in telecare medicine information systems and
the importance of robust authentication and key agreement
(AKA) schemes. They argued that the previous schemes did
not achieve user anonymity and untraceability and consisted
of password tables in which attackers could quickly launch
forgery and password update attacks. They have proposed
a three-factor authenticated key agreement scheme based
on ECC with a biometric fuzzy extractor in providing user
anonymity and untraceability, an Online update phase to
avoid the involvement of the registration center, and pre-
venting the registration center in the mutual authentication

phase. However, in the authentication phase, the first message
exchanged between the user and the telemedicine server con-
sisted of DID, which is equal to IDU+QU user identity in raw
format, in which an attacker can capture from the open chan-
nel and launches impersonation and traceability attacks. Also,
they have not simulated their scheme for possible attacks
using any software toolkit.

Dharminder et al. [20] proposed a Chebyshev chaotic
map-based authentication protocol for healthcare telemedicine
services using the fuzzy extractor technique. They demon-
strated that the existing protocols in the field have vulnera-
bilities such as password-guess and identity-guess attacks and
do not ensure security and anonymity; their communication
and computation costs are inefficient. However, the patient’s
identity in the first message is transmitted openly, which
attackers can easily capture from the public channel and
violate the privacy of the patient’s sensitive information.
Therefore, [20] is suffering from privacy and traceability
issues.

Ryu et al. [21] expressed their view regarding the impor-
tance of TMIS in the recent COVID-19 pandemic; as the
sensitive patient data is communicated via an open channel
in TMIS, patient privacy is a big challenge; no one guar-
antees its protection and preserves the privacy of patient
sensitive information and shown resistance all known threats.
Yupapin et al. [32] proposed a scheme based on the
Chebyshev chaotic map method by arguing that a secure
authentication protocol for telecare medicine information
systems (TMIS) is mandatory, allowing remote access to
medical services and a secure exchange of electronic medical
records. They have utilized the fractional chaotic maps for
secure authentication and never used public server keys and
additional messages and rounds for key validation. How-
ever, they failed to analyze the security of their Chebyshev
chaotic map-based authentication scheme. Also, communi-
cation costs have not been measured. Actually [21] revisited
the authentication scheme Sahoo et al. [33] proposed and
identified vulnerabilities in their scheme, which does not
have lower communication costs and better security features.
After that, they proposed a scheme based on biometrics using
the ECC technique for the telemedicine system consisting
of initialization, registration, authentication, and password
change phases. However, their scheme does not resist brute
force and offline password-guessing attacks.

Ramadan and Raza [22] argued that during the COVID-19
pandemic and other crises, the Telemedicine system effi-
ciently delivers services to the healthcare system through
WBANs, WSNs, or IoT. But security and privacy are the
major concerns for remote healthcare systems. WBANs
consist of wearable sensors for monitoring health con-
ditions and onward transmission to telemedicine servers
via an open channel, posing numerous attacks. After that,
they proposed a secure framework named WBAN-19 for
telemedicine systems during COVID-19. Their scheme can
efficiently deliver services to doctors while investigating the
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FIGURE 1. System architecture of the proposed security mechanism.

symptoms of COVID-19. They used paring cryptography to
design identity-based encryption, equality tests, aggregation,
encryption techniques, and the KeyGen method for generat-
ing public and private keys. However, they did not analyze
the security of their proposed protocol. Also, their proposed
security framework suffers from high computation costs due
to modular exponentiation.

IV. SYSTEM ARCHITECTURE
The system model mainly consisted of a telemedicine server,
and users (Paramedic Staff, Radiology machine, mobile
devices used by doctors, Electrocardiogram (ECG), Elec-
troencephalogram (EEG), patient, laboratory, medicine store,
etc.) and a telemedicine server as shown in Figure 1. This
article demonstrates all the associated entities as sensors,
wearable, or simply a user specified in the proposed system
model.

A. TELEMEDICINE SYSTEM (TMS)
A few decades back, radios and telephones were the pri-
mary forms of communication doctors used while practic-
ing telemedicine. Telemedicine facilities, as known today,
did not exist. Usually, telemedicine entailed a physician
consulting with a patient over the phone while possibly
taking some notes. Telemedicine was a less formal proce-
dure typically reserved for urgent medical situations. These
days, telemedicine platforms offer doctors a well-organized,
safe way to practice remotely. They can monitor patient
health information, share medical information with other

doctors for consultation, record all remote patient visits, bill
patients, receive payment from outside payers, and much
more. The definition and capabilities of telehealth have
been greatly enlarged by modern technology, and platforms
for telemedicine have undergone major improvements. The
telemedicine server provides the following facilities to the
healthcare system:

• Remote real-time interactive session with experts for
timely and emergency care.

• The communication of health data, laboratory test
records, X-rays, MRI, etc., between a patient and doctor
securely.

• The embedded sensor collects the physiological infor-
mation of a patient, stored in a telemedicine server for
diagnosis by doctors. Typically, remote monitoring is
only for those patients who suffer from some chronic
diseases like cardiovascular diseases, asthma, etc.

• Storing medical records of citizens
• Providing telehealth facilities
• mobile health applications
• personalize medicine information
• Wearables facility description

B. TRUSTED AUTHORITY
TA is a crucial component of telemedicine service providers;
it oversees organizations that shield patients from health
threats, provides a secure work environment for medical staff,
and ensures that health initiatives serve public health and
welfare. TA creates norms and functions at all levels, ensures
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that healthcare organizations and facilities adhere to public
health regulations, and offers safe treatment to all patients and
system visitors. Thus, TA keeps an eye on private and public
healthcare providers and facilities, alerts the government to
changes in the healthcare sector’s operations, upholds more
rigid safety measures, and works to enhance healthcare deliv-
ery while adhering to rules.

C. USER (U)
The user is either a patient admitted in the medical ward,
a sensor embedded for physiological data collection, or a
medical store, physician, radiographer, medical laboratory,
or some other paramedical staff member. Anyone who
desires to avail of the services of a telemedicine server
should be a user. In the proposed system model, a user
and telemedicine server are first registered with the trusted
authority center, a company, organization, or industry that
provides remote telehealth care services. It is worth mention-
ing that telemedicine and telehealth are the same and are used
interchangeably. It will then be operationalized for citizens
to provide telehealth care facilities. As stated, the security
of patients/labs/doctors, etc., and sensitive information is
challenging and needs careful consideration. This article has
proposed a security framework for protecting such sensitive
data on both the user and telemedicine server sides.

V. PROPOSED KEY AGREEMENT SCHEME
This article section presents the proposed lightweight pro-
tocol for telemedicine information systems. The protocol
consisted of registration and authentication phases. These
phases are described one by one, while the notation used for
designing the protocol is shown in Table 1.

TABLE 1. Notations and their descriptions.

A. TELEMEDICINE SYSTEM REGISTRATION
Upon registering the telemedicine system with the trusted
authority, the following steps are performed:

Step: 01: The server connected to the trusted authority
(TA) chooses a random number LTMS ∈ Z∗

P and IDTMS,

compute: PKPub1=LTMS.P and sends {IDTMS, PKPub1}}
message towards the TA, over a secure channel.

Step 2: On receiving {IDTMS, PKPub1} message, the
TA chooses MTA} Z∗

P, IDTA, computes PKTA=MTA.P,
PKPub2=PKPub1+PKTA stores {IDTMS, PKPub2} and sends
{IDTA, PKPub2, MTA, PKTA} message back towards the
telemedicine server.

Step 3: The telemedicine server upon receiving {IDTA,
PKPub2, MTA, PKTA} message, computes UKTMS=(LTMS+

MTA) mod P, PKPub2=UKTMS, PKPub3=UKTMS.PKTA, and
stores {IDTMS, UKTMS, PKTA, IDTA, PKPub3} in its memory
as shown in module I.

MODULE 1. Telemedicine registration phase.

B. USER REGISTRATION
This phase is taking the following steps:

Step 1: The user chooses a large random number LU ∈

Z∗

P identity IDU, computes PKPub1=LU.P and sends {IDU,
PKPub1} message towards TA over a secure channel.

Step 2: Upon receiving {IDU, PKPub1} message the
TA also chooses MTA ∈ Z∗

P identity IDTA, com-
putes PKTA=MTA.P, PKPub2=PKPub1+PKTA, stores {IDU,
PKPub2} and sends {IDTA, PKPub2, MTA, PKTA} message
back to the user.

Step 3: When receiving {IDTA, PKPub2, MTA, PKTA}
message, the user computes UKU=(LU+MTA) mod P, con-
firms PKPub2?=UKU calculates PKPub3=UKU.PKTA and
stores Stores {IDU, UKU, PKTA, IDTA, PKPub3} as shown
in Module II.

MODULE 2. User registration phase.
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MODULE 3. Key agreement phase.

C. KEY AGREEMENT PHASE
This is the most important phase of the protocol in which
a user which is either a physician, radiography, sensors,
wearables, medial stores, laboratory or any other facility
provided by the owner of telemedicine system. This phase
is accomplished in the following steps:

Step 1: The user chooses a random number a∈ Z∗

P, record
TU, computes Q1=a.PKPub2, encrypts Q2=EUKu(IDU⊕Q1),
Q3=h(PKPub3||TU||IDU||Q1) and sends {Q1, Q2, Q3, TU}
message towards the telemedicine server over an insecure
channel.

Step 2: When the telemedicine server received {Q1,
Q2, Q3, TU} message, confirm identity by descript-
ing Q2 using PKpub3 DPKpub3(IDU)=Q1⊕Q2, computes
Q4=UKTMS.Q1, Q∗

3=h(PKPub3||TU||IDU||Q1), confirms
Q∗

3?=Q3, if couldn’t validated, the process is termi-
nated, and deny message displayed to the user. While
for a successful confirmation, the telemedicine server also
chooses a random number b∈ Z∗

P, record TTMS, computes
Q5=b.PKPub1, Q6=b.Q4, SKTMS=h(IDTMS||IDU||Q5||Q6),
Q7=h(PKPub3||TTMS||IDTMS||SKTMS) and sends {Q4, Q6,
Q7, TTMS} message back to the user over a public channel.
Step 3: The user when receiving {Q4, Q6, Q7, TTMS}

message, computes Q∗

6=(a.PKPub3 mod P). Q5, confirms
Q∗

6?=Q6, if couldn’t validated, the process is terminated and
deny message displayed to the user, otherwise, computes
SKU=h(IDU||IDTMS||Q5||Q∗

6), Q
∗

7=h(PKPub3||TTMS||

IDTMS||SKU) and again confirms Q∗

7?=Q7, if doesn’t con-
firmed, the process termination take place, otherwise, keeps

SKTMS, SKU as session secret key as shown in module III,
and diagrammatically is shown in Figure 2.

VI. SECURITY ANALYSIS
The security analysis of the proposed ECC-based security
mechanism can be tested through worldwide techniques of
the Real-Or-Random (RoR) model [23], ProVerif [24] sim-
ulation, and attacks discussion. These are explained one by
one as follows:

A. ROR ANALYSIS
The nomenclature of RoR is shown in Table 2.

Proof: The protocol P consisted of two main entities,
U and TMS which were actively involved in the authentica-
tion phase. The adversary Ą action is explained as follows:

• Execute(
∏t

i ,
∏j

i) : In this query, the adversary Ą
launches an eavesdropping attack on the exchanged
message between two legitimate entities.

• Send(
∏t

i ,m): Ą sent m to P and receives a response.
• Corrupt(

∏U
i ): Ą launches this attack on U to get some-

thing beneficial, and the output should be recorded.
• Test(

∏t
i): This query can simulate the session key SK

between U and TMS by following the indistinguishabil-
ity feature via the RoR model in which the adversary Ą
can flip a coin if got 1-win (compute SK), 0-lose (not
compute SK) and ⊥ (null).

Let’s suppose
∏U

i and
∏TMS

j are the ith and jth participants
of U and TMS and

∏t is said to be the accepted state of P,
then, Ą runs the following queries for fabricating P.
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TABLE 2. ROR nomenclature.

✓ Execute(
∏U

i ,
∏TMS

j )Ą launches snooping/eavesdropping
attack by implementing Execute (·) query on {Q1, Q2, Q3,
TU} and {Q5, Q6, Q7, TTMS}messages transmitted among
U and TMS.

✓ Enc/Dec (
∏U

i , M, CT):Ą uses Enc function to encrypt
M form CT and uses Dec function to decrypt CT into
regional M.

✓ Reveal (
∏t ):Ą while running this query gets SK com-

puted by P on instance t .
✓ Send (

∏t , M):Ą applies this query on {Q1, Q2, Q3, TU}
message or {Q5, Q6, Q7, TTMS}message in acting asman-
in-the-middle attack. Suppose the message denies Ą role
as an active attacker. In that case, it means the transmission
over an open network channel is not revealed to anyone;
otherwise, the reply of Ą should be acknowledged to the
simulator.

✓ Corrupt (
∏t ):Ą inserting something new in the stored

credentials for checking the forward secrecy, if all the
corresponding credentials become changed, then for-
ward secrecy is successful, else, Ą successfully dis-
turbed/corrupt the stored parameters of U and TMS.
Ą uses power analysis [34], statistical measurement
of consumed power [35], and reverse engineering [36]
techniques to reveal the real identity, which later on he/she
will use for impersonation, masquerading, and eavesdrop-
ping attacks.

✓ Test (
∏t ):Ą uses this query for establishing session with

P and the output get either be correct session key or not,
Ą flips a coin, if got 1-Win, 0-Lose, ⊥-Null.

✓ Partnering:
∏U

i and
∏TMS

j are said to be partners of
each other if they are in an accepted state and mutually
authenticate each other.

✓ Freshness: If the share session secret key between
∏U

i
and

∏TMS
j is not compromised by Ą, then it means the∏t is treated as fresh, else, outdated SK can easily be iden-

tified and Ą reaches many secret credentials via reverse
engineering technique [36]. This also means that if the
backward secrecy is not preserved, then Ą can easily find
any secret credentials from the previous session key.

✓ Semantic Security: Let Ą runs Test (
∏t ) interferes P by n

(polynomial) attempts, Ą has the following advantage in
breaking P:

AdvPĄ ≤
(qS + qE )2

n
+
q2H
2lh

+ 2AdvECCĄ (1)

For Real Attack:

AdvPĄ =

∣∣∣2 Pr [Sus0Ą]
− 1

∣∣∣ (2)

For Execute(·) and Test(·) Queries

Pr
[
Sus1Ą

]
= Pr

[
Sus0Ą

]
(3)
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For Session Key:

Pr
[
Sus2Ą

]
− Pr

[
Sus1Ą

]
= AdvECCĄ (4)

For Hash Collision: As per birthday paradox [37], the

chances of collision are q2H
2lh+1 . The hash collision probability

for another tuple is (qS+qE )2

2n .

Pr
[
Sus3Ą

]
− Pr

[
Sus2Ą

]
≤

(qS + qE )2

2n
+

q2H
2lh+1 (5)

For Random number Guessing:

Pr
[
Sus3Ą

]
=

1
2

(6)

Eq: (2)-(6), the result obtained as:

1
2
AdvPĄ ≤

(qS + qE )2

2n
+

q2H
2lh+1 + AdvECCĄ (7)

AdvPĄ ≤
(qS + qE )2

n
+
q2H
2lh

+ 2AdvECCĄ (8)

B. PROVERIF SIMULATION
For checking the session’s key secrecy, integrity, and reacha-
bility, ProVerif is used. Firstly, declare two channels namely
private and public, and then all the constants, variables,
constraints, queries, and functions were declared. Secondly,
the U-side, TA-side, and TMS-side computation steps were
coded. Running the code using the process statement, the
verification result will be displayed which shows that the
attacker cannot reveal any identity, credentials, and session
secret key SK is SAFE from the attacker as given below:
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Verification summary:
Query inj-event(endTMS(IDTMS)) ==> inj-event(startTMS(IDTMS)) is true.
Query inj-event(endUser(IDU)) ==> inj-event(startUser(IDU)) is true.
Query inj-event(endTA(IDTA)) ==> inj-event(startTA(IDTA)) is true.

Query not attacker(s[]) is true.

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

C. INFORMAL SECURITY ANALYSIS
This section discusses different attacks and security func-
tionalities for the proposed authentication scheme informally,
as given:

1. Insider threat: The proposed protocol is without a pass-
word; the user cannot enter any password in the registration
phase. In the registration phase, the user selects a large ran-
dom number LU ∈ Z∗

P identity IDU, computes PKPub1=LU.P
and sends {IDU, PKPub1}message towards the trusted author-
ity over a secure channel. So, the insider threat is invalid for
the RLKAS-TMS. Also, the proposed security mechanism is
useful for LedgerDB [43] and VeDB [44] strongly which is
deployed n a cloud-based e-healthcare system

2. Replay Attack: The first message transmitted between
user and server is {Q_1, Q_2, Q_3, TU}, whereas
Q1=a.PKPub2, Q2=EUKu(IDU+Q1), Q3=h(PKPub3||TU||

IDU||Q1). So, the attacker could not find anything
from the first message. Similarly, the second message

between server and user is {Q5, Q6, Q7, TS} whereas
Q5=b.PKPub1, Q6=b.Q4, SKTMS=h(IDTMS||IDU||Q5||Q6),
Q7=h(PKPub3||TTMS|| IDTMS||SKTMS), again attacker could
not find anything from this message. As these messages con-
tains a large random numbers a ∈ Z∗

P and b ∈ Z∗

P, timestamps
TU, and TS and is without a verification table. So, a replay
attack is invalid for the RLKAS-TMS.

3. DoS Attack: Due to the confirmation of Q∗

3?=Q3
at the server side and Q∗

6=Q6 at the user side, any
illegal attempt of an attacker could be denied because
an attacker cannot validate these random checks at both
sides. Also, if an attacker desires to launch a DoS
attack, he/she has to pass through these computation steps
Q5=b.PKPub1, Q6=b.Q4, SKTMS=h(IDTMS||IDU||Q5||Q6),
Q7=h(PKPub3||TTMS||IDTMS||SKTMS) at server side and
confirming Q∗

7=Q7 which absolutely impossible for him/her
to compute. Therefore, a DoS attack is invalid for the
RLKAS-TMS.

4. Impersonation Attack: In the mutual authentica-
tion phase, the user takes a large random number a ∈

Z∗

P, records timestamp T_U and computes Q1=a.PKPub2,
Q2=EUKu(IDU+Q1), Q3=h(PKPub3||TU||IDU||Q1) and sends
{Q_1, Q_2, Q_3, TU}. The attacker cannot compute
such a big message to impersonate the server. Simi-
larly, the server side chooses another large number b∈
Z∗

P, records TTMS, and computes Q5=b.PKPub1, Q6=b.Q4,
SKTMS=h(IDTMS||IDU||Q5||Q6), Q7=h(PKPub3||TTMS||

IDTMS||SKTMS), and sends {Q5, Q6, Q7, TTMS} which the
attacker cannot compute such a big message for impersonat-
ing a legitimate user. Therefore, an impersonation attack is
invalid for the RLKAS-TMS.
5. Key Secrecy: Assume the server’s private key is com-

promised; still, the attacker cannot compute the session
keys. The adversary must be aware of the user’s identity
IDU, server secret key UKTMS and user private key UKU
to compute the session key SKTMS=h(IDTMS||IDU||Q5||Q6)
or SKU=h(IDTMS||IDU||Q5||Q6) whereas Q5=b.PKPub1,
Q6=b.Q4, SKTMS=h(IDTMS||IDU||Q5||Q6), Q7=

h(PKPub3||TTMS||IDTMS||SKTMS) and Q4=UKTMS.Q_1,
Q1=a.PKPub2. The session key is also not obtained because
the attacker requires the private argument of server b∈ Z∗

P
and user a ∈ Z∗

P. Thus, the suggested approach provides key
secrecy.
6. Anonymity: The message transmitted between user

and server is {Q_1, Q_2, Q_3, TU} whereas Q1=a.PKPub2,
encrypts Q2=EUKu(IDU⊕Q1), Q3=h(PKPub3||TU||IDU||Q1),
the attacker could not find anything from the publicly
transmitted message between user and server. Similarly,
the message transmitted between the server and the user
is {Q4, Q6, Q7, TTMS} whereas Q5=b.PKPub1, Q6=b.Q4,
SKTMS=h(IDTMS||IDU||Q5||Q6), Q7=h(PKPub3||TTMS||

IDTMS||SKTMS) which the attacker again cloud not find
anything from the publicly transmitted message between
the server and user. An attacker cannot find the identity,
so the RLKAS-TMS strongly provides anonymity to the
user.
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FIGURE 2. Flowchart representation of the proposed security system.

7. Tracking Attack: The identification is not commu-
nicated in raw format over a public channel; rather, it is
encrypted before being sent to the server, {Q_1, Q_2, Q_3,
TU} whereas Q1=a.PKPub2, encrypts Q2=EUKu(IDU⊕Q1),
Q3=h(PKPub3||TU||IDU||Q1), making it impossible for an
attacker to decipher the identity in the initial communica-
tion. In a similar vein, the identity in the second message
is closely restricted by the public key, secret key, and
160 bits of the ECC key i.e., {Q4, Q6, Q7, TTMS} whereas
Q5=b.PKPub1, Q6=b.Q4, SKTMS=h(IDTMS||IDU||Q5||Q6),
Q7=h(PKPub3||TTMS||IDTMS||SKTMS). As a result, the
tracking attack does not work with the suggested
protocol.

8. Session Key Disclosure Attack: In order to access the
session key SKU or SKTMS, an attacker needs to get hold
of the two sets of random numbers a ∈ Z∗

P and b ∈ Z∗

P.
However, the private credentials a∈ Z∗

Pand b∈ Z∗

P, UKU and
UKTMS, which is SKTMS=h(IDTMS||IDU||Q5||Q6) as well
as the 160-bit public keys PKPub3 and PKPub2 are tightly

boundwith XOR and hash functions conceal the numbers that
are chosen at random. These parameters are not accessible
to the attacker. As a result, any illegal attacker’s plan to
steal the session secret key is safe against harming the key
secrecy.
9. Mutual Authentication: After receiving the first

{Q_1, Q_2, Q_3, TU} message, the server calculates
Q4=UKTMS.Q1, Q∗

3=h(PKPub3||TU||IDU||Q1), confirms
Q∗

3?=Q3, if couldn’t validated, the process is termi-
nated, and deny message displayed to the user. While
for a successful confirmation, the telemedicine server also
chooses a random number b∈ Z∗

P, record TTMS, computes
Q5=b.PKPub1, Q6=b.Q4, SKTMS=h(IDTMS||IDU||Q5||Q6),
Q7=h(PKPub3||TTMS||IDTMS||SKTMS) and sends {Q4, Q6,
Q7, TTMS} message to the user. The user when receiving
the second {Q4, Q6, Q7, TTMS} message, calculates
Q∗

6=(a.PKPub3 mod P). Q5, confirms Q∗

6?=Q6, if couldn’t
validated, the process is terminated and deny message
displayed to the user, otherwise, computes SKU=h(IDU||
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IDTMS||Q5||Q∗

6), Q∗

7=h(PKPub3||TTMS||IDTMS||SKU) and
again confirms Q∗

7?=Q7, if not validated, the process is
stopped, otherwise keeps SKTMS and SKU as session secret
key. This means that the participants are mutually authenti-
cated with each other in the RLKAS-TMS.

10. MITM Attack: Although an attacker cannot obtain
the large random integers a∈ Z∗

P and b ∈ Z∗

P true identities
IDU and IDTMS, or the secret keys UKU, UKTMS that is
shared between user and server, he/she is unable to produce
the authentication messages and session key. Because the
attacker cannot access any participant’s confidential informa-
tion, our security framework is shown to be resistant toMITM
attempts.

11. Unlinkability: All messages transmitted over the pub-
lic network channel in the RLKAS-TMS are dynamically
renovated and are tightly bound with session keys, secret
keys, and random numbers. As a result, there is no fixed
information in the messages communicated among partici-
pants, so the RLKAS-TMS guarantees the unlinkability of the
user.

12. Data Verifiability: A consolidated ledger database
with quick verification times and robust external auditabil-
ity are the leading problems with LedgerDB and VeDB.
Yang et al. [42] provided a fantastic solution for mitigating
the issue of auditability and strong authentication of cen-
tralized storage. As with utilizing a centralized telemedicine
server, upon registering with the system, each user stored
the hash of data for record, which is tightly bound with
random numbers, secret keys, and ECC keys while its copy
is already available in the telemedicine server. Suppose an
attacker struggles to enter the server and alters or forges the
data from the telemedicine server. In that case, each user can
use the data hash to determine whether the health records
are corrupted. For this reason, data verifiability is enabled by
the RLKAS-TMS.

13. Forgery Attack: If an attacker wants to send a mes-
sage to the server, he/she has to calculate Q1=a.PKPub2,
encrypts Q2=EUKu(IDU⊕Q1), Q3=h(PKPub3||TU||IDU||Q1)
and build {Q1, Q2, Q3, TU} message which is not possible,
as it contains user secret values UKU, user identity IDU
and timestamp TU. So, an attacker cannot know these secret
credentials. Similarly, from the server side, if an attacker
desires to create {Q4, Q6, Q7, TTMS} message, he/she has
to calculate Q4=UKTMS.Q1, Q∗

3=h(PKPub3||TU||IDU||Q1),
confirms Q∗

3?=Q3, if couldn’t validated, the process is ter-
minated, and deny message displayed to the user. While
for a successful confirmation, the telemedicine server also
chooses a random number b∈ Z∗

P, record TTMS, computes
Q5=b.PKPub1, Q6=b.Q4, SKTMS=h(IDTMS||IDU||Q5||Q6),
Q7=h(PKPub3||TTMS||IDTMS||SKTMS), which is not possi-
ble, suppose he/she is succeeded and validated Q∗

3?=Q3, then
he/she has to Compute Q∗

6=(a.PKPub3 mod P). Q5, confirms
Q∗

6?=Q6, validates, computes SKU=h(IDU||IDTMS||Q5||Q∗

6),
Q∗

7=h(PKPub3||TTMS||IDTMS||SKU) and can confirm Q∗

7?=
Q7 which is impossible. Therefore, a forgery attack is invalid
for the RLKAS-TMS.

VII. PERFORMANCE EVALUATION
The performance metrics can be measured using stor-
age, communication, and computation costs. Storage and
processing limitations exist with the user-side devices, wear-
ables, sensors, and related peripherals. To determine if the
RLKAS-TMS approach can be executed on user-side devices
in a suitable amount of time, it is necessary to count the
total number of cryptographic and mathematical operations
in the protocol. The proposed procedure is often implemented
between two parties: a telemedicine system can represent
one party, and a user can represent the other. The activities
include a symmetric encryption function, hash function, mes-
sage authentication, random number generator, encryption,
decryption, ECC point multiplication, point addition, public
keys, and an ECC-based private key. These are described one
by one as follows:

A. STORAGE COSTS ANALYSIS
The storage costs are basically measured by looking at the
parameters that are kept in the user’s memory and on the
telemedicine server during the registration process. Numer-
ous parameters affect storage costs, such as random numbers,
private keys, identities, hash images and mediums used, how
frequently the data is accessed, and the degree of redundancy
necessary. The cost of keeping unstructured data remains
a significant concern for many protocols as the volume of
credentials created can affect the storage costs. Therefore,
to achieve this, the Table 3 represents the storage costs for the
RLKAS-TMS, according to [38] and [39], the storage costs
for different /credentials are as follows:

• ECC key is 160 bits
• Encryption/Decryption takes 192 bits of space
• Identity occupies 64 bits of space
• Random numbers 160 bits in length
• The timestamp is 32 bits in length
• Secret Key is 60 bits in size

TABLE 3. Storage overheads analysis.

The Table 3 demonstrated that trusted authority (TA) stored
{IDTMS, PKPub2} credentials for the telemedicine server and
{IDU, PKPub2} for the user. As stated above, any identity
occupies 64-bit memory space; the ECC key is 160-bit, so the
total costs are 448 bits.

The different parameters stored in the telemedicine server
are {IDTMS, UKTMS, PKTA, IDTA, PKPub3}. In contrast,
the private key occupies 60 bits, so the total costs for the
telemedicine server are 508 bits. Finally, the user stored {IDU,
UKU, PKTA, IDTA, PKPub3} credentials with costs of 508 bits
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FIGURE 3. Storage overheads analysis.

and the total storage costs for the RLKAS-TMS are 1464 bits
and diagrammatically, the storage cost is plotted in Figure 3.

B. COMMUNICATION COSTS ANALYSIS
The messages exchanged in the key-agreement phase of
the RLKAS-TMS are shown in Table 4, according to [39]
and [40], the costs for the different parameters exchanged
among participants are as follows:

• Hash Cryptographic Function is 256 bits
• ECC key is 160 bits
• Encryption/Decryption takes 192 bits of space
• The timestamp is 32 bits in length
• Private Key occupies 60 bits of space
• Identity is 64 bits in size
• Timestamp occupies 32 bits of space

TABLE 4. Communication costs analysis.

Table 4 illustrates that the message exchanged between
a user and the telemedicine server is {Q1, Q2, Q3,
TU}, whereas Q1=a.PKPub2, encrypts Q2=EUKu(IDU⊕Q1),
Q3=h(PKPub3||TU||IDU||Q1) which means in Q1 the ECC
key is computed which is 160 bits in size, in Q2 encryption
is made through private key which is 192 bits weight, and
Q3 is the hash image, which is 256 bits. So, the commutative
cost of the first message exchanged between a user and the
telemedicine server is 640 bits.

Similarly, the message transmitted between a telemedicine
server and the user is {Q4, Q6, Q7, TTMS} whereas
Q5=b.PKPub1, Q6=b.Q4, SKTMS=h(IDTMS||IDU||Q5||Q6),
Q7=h(PKPub3||TTMS||IDTMS||SKTMS) in which Q5 and Q6
are ECC key of size 160 bits, Q7 is a fixed-length hash image

FIGURE 4. Communication costs analysis.

TABLE 5. Computation costs analysis.

TABLE 6. Comparative analysis (performance metrics).

of size 256 bits and timestamp TTMS is 32 bits size, so the
commutative costs of the 2nd message exchanged between
a telemedicine server and the user are 608 bits; in compar-
ison, the total communication cots of the RLKAS-TMS are
1248 bits and is plotted in Figure 4.

C. COMPUTATION COSTS ANALYSIS
It is necessary for the user to register with the TA if they
wish to use the services of a telemedicine server with whom
they are not yet enrolled. To utilize all the services of
the telemedicine system, the user must register with the
trusted authority (TA) once, according to our protocol. As a
result, our protocol provides additional security features and
greater ease. According to [40], the different execution times
obtained from an experiment while using an Intel CPU
of size 2.20GHz, 2GB RAM, and 32-bit Ubuntu OS, the
execution time for different cryptographic operations are
shown as follows:

• TX represents the execution time for ECC point multi-
plication ≈2.226 ms

• T+ represents the execution time for ECC point addition
≈0.262 ms
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TABLE 7. Comparative analysis (security functionalities).

FIGURE 5. Computation costs analysis.

• Trm represents the execution time for random number
generation ≈0.539 ms

• Ted represents the execution time for symmetric encryp-
tion/decryption ≈0.0046 ms

• Th represents the execution time for collision-free one-
way hash cryptographic function ≈ 0.0023 ms

For the RLKAS-TMS, the cumulative computation costs
for the different cryptographic operations like point multi-
plication, addition, encryption/decryption, random number
generation, and hash function are shown in Table 5 and are
plotted in Figure 5.

D. COMPARATIVE ANALYSIS
Upon comparing the RLKAS-TMS with state-of-the-art
works, it has been demonstrated that the proposed scheme
is better in terms of performance metrics and security func-
tionalities against its competitors. In terms of performance

metrics, the result is shown in Table 6 and plotted in
Figures 6 and 7, respectively. The communication cost of Son
et al. [18] is 3456 bits, which means that the proposed pro-
tocol is 63.88% better than [18] in terms of communication
cost. The computation cost of Son et al. [18] is 41.459 ms,
which means that the proposed protocol is also 63.86% better
in terms of computation costs. The communication cost of
Ryu et al. [21] is 1472 bits, and the computation cost is
407.95 ms; so the proposed protocol is 15.21% better in
terms of communication and 96.32% in terms of computation
costs. Mohit et al. [30] have 5312 bits, and the proposed
protocol is 1248 bits, which means the proposed protocol
is 76.50% better in terms of communication and 92.81%
better in terms of computation cost; The proposed protocol
is 30.35% improved in terms of communication and 91.58%
smaller than Sahoo et al. [33] scheme. Finally, the proposed
scheme is 6.02% improved in communication against Abbasi
et al. [41] and 79.66% better in computation costs. This
means that the RLKAS-TMS is lightweight at a maximum
of 76.50% and a minimum of 6.02% against its competitors.

In addition, when comparing the proposed scheme with
Mohit et al. [30], Son et al. [18], Ryu et al. [21], Sahoo
et al. [33], and Abbasi et al. [41] in terms of security
functionalities, including A-Man-in-the-Middle Attack, B-
DoS Attack, C-Replay Attack, D-Insider Attack, E-Spoofing
Attack, F-Forgery Attack, G-Traceability Attack, H-Brute
Force Attack, I-Stolen-Verifier Attack, J-Password Guess-
ing Attack, K-Anonymity, and L-ESL Attack while

√
-

Supported, x–Not Supported. The result shows that the
proposed protocol provides maximum security, as shown in
Table 7. The result obtained shows that [18] has anonymity
issues and suffers from MITM and DoS attacks; [21] is not
safe against brute-force, insider and replay attacks; [30] is
vulnerable to ESL, DOS, and Insider threats; [33] is not
shown resistance to DoS, insider and brute-force attacks and
has anonymity issues; [41] is vulnerable to potential replay
and ESL attacks while the proposed protocol is robust against
all the mentioned vulnerabilities.
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FIGURE 6. Communication costs comparison.

FIGURE 7. Computation costs comparison.

VIII. CONCLUSION
In this article, an asymmetric-based key cryptographic prim-
itive called ECC has been used for securely authenticating
a remote user (patient, doctor, laboratory, embedded sen-
sors, and other wearables) with the telemedicine server. This
research demonstrated the importance of such a system for
uplifting human lives in the recent technological world, where
physical access to the healthcare system creates hurdles and
maximizes the rush on available resources. The security
of the proposed ECC-based security framework has been
scrutinized through the real-or-random (RoR) model and
ProVerif software toolkit. At the same time, the performance
has been measured by considering storage, computation,
and communication costs. The result from the comparison
analysis shows that the scheme is efficient and effective
and can strongly be recommended for practical implemen-
tation in the real-world telehealth system. In the future, the

researcher plans to work on the verifiability of centralized
ledger databases and develop a system based on blockchain to
authenticate LedgerDB and VeDB strongly and deploy them
in a cloud-based e-healthcare system.
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