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ABSTRACT Nowadays, cyber-physical systems (CPSs) have gained remarkable attention in electrical and
control engineering. However, their vulnerability to attacks poses challenges for control. This report explores
the adaptive dynamic surface control approach for CPSs against both injection and deception attacks on
states and the control signal with unknown direction, suggesting using Nussbaum functions. Given the
comprehensive nature of nonlinear time-delay CPSs, this research focuses on designing an adaptive resilient
controller for such systems. To address the challenges of time-delay CPSs without restrictive assumptions,
specific even functions are applied to resolve signal zeroing in the controller’s denominator due to time-
varying delays. Utilizing these functions in dynamic surface control, presents challenges that are addressed
in this study. The proposed method ensures the boundedness of all closed-loop signals and two simulation

examples are given to show how well it works.

INDEX TERMS Cyber-physical systems, injection and deception attacks, adaptive dynamic surface control,

time-delay systems.

I. INTRODUCTION

Cyber-physical systems (CPSs) consist of two main compo-
nents: physical elements such as sensors and actuators, and
communication networks that are responsible for facilitating
interactions between these physical elements, ensuring that
communication aligns with controller-specified commands.
CPSs are commonly found in various industries, including
smart power grids, power plants, petrochemical industries,
refineries, etc. Researchers worldwide are now focusing
on projects involving CPSs because of their vital role and
importance in human life.

These systems face numerous security threats which are
caused by their network and cyber communications, making
them susceptible to cyber-attacks. These attacks have the
potential to disrupt the physical system. Thus, ensuring the
security of communication networks and the robustness of
the control system in CPSs is vital. Given the significance
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of CPSs, research on issues like attacks and defensive
measures is crucial. Despite progress in system modeling,
attack modeling, energy control, security, and controller
design approaches, the study of CPSs and defense strategies
against potential attacks is still in its early stages and research
on their performance continues. CPSs face various attack
types categorized into three groups: Denial of Service (DoS)
attacks, injection and deception attacks, and replay attacks.
Each is important in its own right and today, they have
garnered special attention from the research community.

As previously mentioned, the investigation of CPSs
remains a contentious and remarkable subject for researchers,
given both their importance and susceptibility to attacks.
In [1], [2], [3], [4], [5], and [6], a comprehensive examination
of CPSs, including security gaps and available solutions to
address and decrease these vulnerabilities, as well as strate-
gies to counteract attacks, has been undertaken. In [7], [8],
and [9], investigations and research have delved into control
solutions for CPSs under DoS attacks, wherein attackers
hinder the transmission of control signals or sensor-measured
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signals by sending interfering signals or causing prolonged
delays, resulting in system damage. Notably, [10], [11]
have addressed replay attacks and explored suitable control
approaches to defend against these attacks.

A prevalent category of attacks, central to this research,
is injection and deception attacks. Injection attacks target
sensor output signals, while deception attacks focus on con-
trol input signals, altering correct data during transmission
and potentially causing system faults or even breakdowns.
Therefore, one effective solution to compensate for changes
caused by attacks in these systems is the use of the adaptive
control approach. In [12], [13], and [14], adaptive control
has been investigated for linear CPSs under deception
attacks, injection attacks, and both injection and deception
attacks, respectively. Given that some systems are inherently
nonlinear and susceptible to malicious attacks, studying
nonlinear CPSs under such threats has become a crucial
area of investigation. In [15], an adaptive backstepping
approach is used for nonlinear CPSs with unknown functions
under injection attacks. Actually, [16], [17] investigated using
the adaptive backstepping method for nonlinear CPSs with
known nonlinear functions and uncertain parameters, under
injection and deception attacks. Moreover, [18] explores
using the adaptive dynamic surface control method in
nonlinear CPSs under random injection attacks which can
stabilize the system.

Given the inherent delays in some industrial systems,
recent research has focused on developing defense strategies
against attacks targeting these CPSs. In [19], a study
explored adaptive dynamic surface control for nonlinear
CPSs with time-varying state delays and unknown functions,
considering injection and deception attacks in which the
direction of attacks is known. Similarly, [20] examined an
adaptive controller for nonlinear CPSs with time-varying
delays in its states against injection attacks and actuator
failures which controller ensures system stability.

The objective of this study is to design an adaptive
and resilient controller for uncertain nonlinear CPSs with
time-varying delays in states, influenced by injection and
deception attacks with unknown direction. The main contri-
butions of the article are summarized as follows:

1. In this research, we consider both injection attacks on
states and deception attacks on the control signal for
nonlinear time-delay CPSs with unknown functions.
Given the delay and uncertainties of the nonlinear
CPSs, addressing both these attacks complicates con-
troller design. This article presents solutions to these
challenges. To handle the issue of unknown signs of
the multiplied signals in the states and control signal,
special Nussbaum functions [21] are utilized.

2. The dynamics of the system investigated in this
research are in the form of strict feedback but slightly
more comprehensive. To the best of our knowledge,
previous studies on this subject, such as [15], [16],
[17], [18], [19], [20], [22], [23], and [24], have not
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considered virtual coefficients and input coefficient for
their systems. In this research, we consider bounded
time-varying virtual coefficients in the states. This
reduces the restriction on the dynamics of CPSs.
Furthermore, uncertain disturbances are considered in
the dynamics of the CPSs, so their bounds should
be estimated. Our focus is also to design a robust
controller for the system.

3. Considering uncertain time-varying delays in states
poses challenges in control design, especially with
signals in the controller’s denominator. This can be
addressed by introducing assumptions limiting system
dynamics or applying relevant lemmas that could make
the system sensitive. In this investigation, we utilize
specific even functions in controller design for the
first time in time-delay CPSs, resolving signal zeroing
without additional assumptions.

4. The presence of the even functions mentioned in
the previous item, in the design process, categorized
stability proof into several cases. In the dynamic
surface method, dealing with one more variable than
the backstepping method, we face challenges in prov-
ing stability which we aim to resolve. Our approach
involves using two positive semi-definite functions
instead of a general positive definite function, ensuring
the stability of the closed-loop system. Additionally,
due to the step-by-step nature of this method, some
uncertain parameters are related to subsequent steps
and they can not be estimated easily in subsequent steps
due to the existence of the even functions. We address
this challenge by adding and subtracting these terms
in the subsequent steps, allowing for the estimation of
their uncertain parameters.

Il. PROBLEM FORMULATION AND PRELIMINARIES

The dynamic model of CPSs represented in this essay is in the
form of strict feedback with time-varying virtual coefficients
given as

% = gi()Fit1 +f£():c,-) + hi(_if,.) +di(t),i=1,....,n—1
)En = gn(t)ﬁ +fn()~cn) + hn(ifn) + dn(t)

ey
where %; = [)?1,...,5@-]T fori=1,...,n, and X, € R" and
u are the system states and input signal, respectively. The
vector ¥z = [X1(t — 11(¢)), ..., %i(t — 7;(¢))]" represents the
delayed states of the system. Here, 7; = [t1(?), ..., T:(t)]”
denotes the unknown time-varying delay vector correspond-
ing to system states. The virtual coefficients g;(¢) are also
unknown, time-varying, and bounded, with the condition
git) #0fori=1,...,n and Vt € RT. Additionally, d;(t)
represents the uncertain time-varying disturbance, f;(X;),
i=1,...,n are unknown continuous functions of system
states, and h;(Xz,), i = 1, ..., n represent unknown continu-
ous functions of the delayed states of the system.
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FIGURE 1. Schematic of closed-loop system, under cyber-attacks.

Injection attacks
x(1)

In this paper, we consider attacks conducted by attackers,
to be injection and deception. These attacks impact both the
signals transmitted from the sensors and the control signal
directed to the actuator. The effects of attacks pose significant
challenges to the control of the system which inherently has
high uncertainty and time-varying virtual coefficients. So,
the injection and deception attack on states and control input
signal are modeled as

{xi =% + i) & o

. =b{u+v{)

where w;(¢) € R represents an unknown and time-varying
injected signal designed by attackers with an unknown
sign, v(¢) € R is an unknown attack parameter, b(¢) € R is
an unknown attack multiplicative signal with an unknown
sign and u is the control signal designed by the controller.
According to the attacks, the true state signals X; are
not accessible to the control designer. Consequently, the
controller signal must be designed by using false state signals
x;. The schematic of the closed-loop system and the procedure
for controlling the nonlinear time-delay CPSs under injection
and deception attacks are shown in Fig. 1.

If we assume 1+ w;(t) = A;(z), the attacks on the
system states can be expressed as x; = A;(£)x; and
xi(t — 1;(2)) = A;(t — 1i(1))x;(t — 1i(t)).  Therefore, the
dynamic equations describing the system during and after an
attack are

%= O Oxi + LOOM (Oxig

0 (37T 0x) + 2o (4710 = s

ity i=1,...,n—1
G = dn(OA (Ox + An(Ogn(OB(OU + An()gn(t)V(1)

@ (3 00%2) + AaOh (21 = Tz,

+An(1)dn(1)

3

T ox]'

and Ai_l(t — 7j)xz, is another vector can be defined as

where ){1 (t)x; is a vector defined as [)Lfl (H)xy, ..
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(27N — i — 1), ., AN = Txir — )] Now let

1i(t) = MOgOA @) i=1,...,n—1
pn(t) = An(D)gn(D)D(1) ,  pn1(8) = An(£)gn(D)V(1)
)

Therefore, the dynamic equations (3) could be rewritten as
gt = MM Oxi + wiOxigr + 20 (A7 (1)

+hiOhi (371 = xz) + k(i)

S = An(OX, (O + (O + g + An(@fy (A (02

Fhnh (Ao (¢ = Tz, ) + An()dn(2).
Q)

Assumption 1: The attacks are assumed to satisfy b(z) #~ 0
and Ai(r) #0 for all i=1,...,n at all times, implying
wi(t) # —1 fori = 1, ..., n. Additionally, the signals Xi(t),
Ai(t), b(t), and v(t) are bounded, but their bounds are
unknown.

Remark 1: In many practical applications, attackers have
restricted ability to manipulate the measurements of sensors
and actuators due to the constraints of physical instruments.
Consequently, assuming that the signals sent by attackers
are bounded is reasonable [16]. On the other hand, although
the assumption that b(¢) # 0 and A;(t) #0, i=1,...,n,
is a limitation, it is required to be able to implement the
control signal to the system and make this approach feasible.
Furthermore, it is a common assumption in this field [15],
[16], [17], [18], [19], [20].

Assumption 2: The disturbance signals d;(¢), i = 1, ... .n,
are time-varying and bounded with unknown boundaries and
the indeterminate delay of states zj(t), i=1,2,...,n1is a
differentiable function given by

0<tu®) <7, wt)<Kk <1, for 1<i<n (6)

Here, «; and 7; are unknown parameters.

Remark 2: To address uncertain time-varying delays,
we can impose assumptions on state functions involving
delays [25], [26] or on the delays themselves [27], [28]. Since
some CPSs may not meet the conditions for the functions,
this essay focuses on restrictions on delays. By adopting this
assumption, the Lipschitz condition is not required for the
nonlinear functions of system dynamics.

Lemma 1 ([16]): Let y(x,y) € R be a continuous
function, then there exist two continuous functions a(x) >
0 and B(y) > 0 such that:

ly (x, )| < a(x)BQ). @)
Lemma 2 ( [19]): For the unknown function £;(xz,) where
Xz = [x1(t — 11(2)), ..., xi(t — 7i(1))]", there exist unknown

continuous functions Z;; > 0 such that
i
hiEe)| < D Eilult — 1)), ®)

=1
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Definition 1: A continuous function A is called Nuss-
baum if the relations

‘l N
lim sup—/]\/(x)dx = +o00
§— 00 s 0Y
1 R
lim inf—//\/(x)dx = —00
0

§—>00 Ky

®

hold for it [21].

Definition 2 ( [15]): The function N(s) : R — Risa
specific form of the continuous Nussbaum function, denoted
as N(s) € N. It satisfies certain conditions, expressed as

k ar—
k— [*N(s)d
lim int <= V7@ _

k— k -+

) k —{0 f]\"lzv(i)(j)sds (10
lim inf —0——— =
koo — [T N=(s)ds

Here, N~ (s) and N*(s) represent the negative and positive
components of the function N(s) respectively, defined as
NTt(s) = max{0, N(s)} and N —(s) = min{0, N(s)}.

Nussbaum’s gain method has been utilized in various stud-
ies to address uncertainties in virtual coefficients and input
coefficient. Ordinary Nussbaum functions may not effec-
tively compensate for the unknown multiple time-varying
virtual coefficients and input coefficient, as detailed in [15]
and [21]. Therefore, to handle unknown time-varying coeffi-
cients u;(¢) fori =1, ..., n, the special Nussbaum functions
introduced in Definition 2 are used.

Lemma 3 ( [29]): Consider the smooth and continuous
functions V(¢) and x;(¢),i = 1, ..., n, in the interval [0, #],
where V¢ € [0, #], V(t) = 0, and N(y;) is the Nussbaum
function. If the condition

n t
Vi st Y [ AONGoE e
i=1 70

n t

+e V! E / xie'tdt (11)
. 0
i=1

is established, where A;(t) is an unknown, bounded, and
nonzero parameter, ¢ is a positive constant, and cp is a
constant value, it can be concluded that the signals V (¢), x; (),
and fot gi()N(x;)xidt are all bounded.

Lemma 4 ( [27]): Let the even function, g;(s;) : R — R
be defined as

Lo sil = 8q, + 8,
Si '
C‘Ii/ [(8a; + Sp; — 0)o — ‘Sai)](n_’)do,
8a;
8a; < 8i < 8a; + O,
qi(si) = by |
qu/ [—(8¢; + Op; +0) o + Sai)](nﬂ)do_7
Si

—(8q; + 6p;) < 5i < =04
0, |sil < g

12)
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where §,,, 85, > 0 are constant parameters that should be

; _ __Qum—d+1)! () i _
designed and C,, = m, thus g¢;(s;) is (n — i)th

differentiable and is limited between 0 and 1.

Ill. CONTROLLER DESIGN

In this section, the main focus is on designing a proper
controller for the nonlinear time-delay CPSs under injection
and deception attacks. The Adaptive Dynamic Surface
Control method will be utilized to derive the final control
law, which involves some steps. To design the controller,
we perform a variable change as follows

S1 = X1
. (13)
Si=X—z, Xi=z—0o_1, 2<i<n

Here, s; represents the error surface, z; is the state variable
obtained by passing the virtual controller «;_; through a filter
and X; is the error of the mentioned filter output. This filter is
represented as

Gizi +zi = ai—1 , 2i(0) = @;—1(0) (14)

where, ¢; is the time constant of the filter. By using this
and (13), the equation z; = _—X’ can be easily obtained.

step 1: First, by consideriné (13), the dynamics of the first
error surface according to the system (5) is

§1= A7 Ox1 + i 0x2 + 1 Of (A7 (0Ox)

+ 1O (AT = txs ) + a@Odi). (15

Now, the non-negative function of the first subsystem is
supposed to be V5, = %s% Its derivative with respect to time
is V5, = 5181 which can be written as

Vo =51 (MO Ox1 + @0+ 0f (47 0x)

+ mh (17— tr ) + MOA©) . (16)

By considering (13), let’s substitute x, = s2 + X» + o1 and,
by using the inequality ab < sa’b®+ %, where ¢ is a positive
fixed value, (16) can be rewritten as

. 5 0 (s 1 2
Vo = evstad (O ©) "+ s 52+ X2 + )
+erstador? (A ) + ershiioado

- 3
+ s Oh (A= Txg ) + . (17)
481

Now, considering assumption 1 and equation (4), the
signals (1), wn(t), and p,41(¢) are bounded. To simplify
the design of the controller, we introduce certain variables as

9 = sup (ii(t)ki_l(t))z l<i<n—1
. 2 (18)
on = sup (403, (1)

In addition, by applying Lemma 1, we are able to establish
20f2 (A ) = AOROT OWAE). Since &7

i
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is a non-negative continuous function and A; 1(t) is a
vector with bounded elements, there exists a constant p;
such that k%(t)c‘uiz()»i_l(t)) < p;. Furthermore, we define
ei(x;) = wiz()'ci). To approximate the unknown functions
pi(x;), i = 1, ..., n, we utilize Radial Basis Function (RBF)
artificial neural networks, expressed as

¢i(Xi) = 0] $i(%) + €i (19)

where ¢;(x;) represents vectors of Gaussian functions, o;
denotes network weights and unknown coefficients vec-
tors, and ¢; stands for the approximation error. Previous
research [30] indicates that with a sufficient and suitable
selection of the number of Gaussian functions in ¢;, the error
is bounded as ||€;(x)|| < €p;. Utilizing this expression and the
inequality ab < % + % and by using (18), equation (17) can
be reformulated as

y 2.2 Ly 1o o 1, 15 2

Vs, < e1sixivr + Esl + EM](I)SQ + Esl + E/-’L](I)Xz

+ ni()siar + 81S%,01.Qf¢1(5€1) + 81S%C_11

— 3
+sia®hy (A7 = xg ) + yr (20)

where d; = sup ((Al(t)dl ()2 + pleMl).

Now, leveraging Lemma 1, we consider the inequality
‘/’u ‘X;l(t — TXE " < (Afl(t — Tl), vy ()_Cfl) where
T T— T
- ) = [)\;‘(r - 1'1)] and ¥z, = [x1(r — 11)]". By
using this inequality and Young’s inequality, (20) can be
expressed as

: 1 1
Vs < e1stxfd 451 + Spi083 + SuiOX3 + @i

_ 1 - =
+eistorel i) + it (b0 — )

1 4= - 3
i Ee—ﬁm W (xg,) + e157dy + do (21)

where B is a positive constant. Since the function ¥ depends
on state delays which are unknown, it should be removed
from (21). Hence, a positive semi-definite function

1

Vy = ———
2= k) Ji—gn

PEDYT (x1(8) dE (22)

is introduced. By differentiating this function with respect to
time (¢), the inequality

. 1 _
Vy, = m\lf%m(m - BiVu,
1—-71 _ _
B 2(1 — Kl)e /31”(’)\1112()(;1)
_ | P _
< m‘lﬁz(xl(f)) — 3¢ ﬁ1r1q;12(xﬁ) - B1Vuy,

(23)
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is derived. By adding this equation to (21), we obtain the
inequality

. . 1 1
Vo + Vo, < e1sixidn + 571+ Sui053 + S pi0x3
+ pmi(Os1er + e1stpro] g1(F) + ersidy

1 . 3
— VY 1) — BV, —
+ 30— 1) 11 @) = 1V, + 26,

1 -
+ 5sirt0m? (Al_l(t —))efT. (24)
The function zzrlz ‘ Xfl r—n )) is positive and continuous

in which Al_l(t — 11) contains bounded elements and )L%(t)
is a bounded signal. Therefore, there exists a constant

positive value @ such that A%(t)wlz (kl_l(t — rl)) < @j.

Additionally, \1112 (x1(r)) is an indeterminate function that
should be approximated by RBF neural networks as

W(F (1) = g vi(Er) + &, (25)

where v is a vector of Gaussian functions, ¢ is a vector of
network weights and an unknown vector of coefficients, and
€1 is the approximation error of its estimation. As mentioned
earlier, for an appropriate number of Gaussian functions in
v1, the approximation error €; is bounded. Thus, there exists
a positive constant €y, such that |€;| < €p,. Now, (24) can
be rewritten as follows

. . 1 1
Vo + Vo, < e1sixidn + 57+ i 053 + S i 0x3
+ mi®sian + e1sTp1o] 1 (1)

(s{v@ED)

1 - 3
_— dy — B1V _—
+ 2 —K1)€M1 +e1s57dy — BV, + 2o

(26)

1, s 1
— 28171 4
TN Tt T

The parameters vector and function vector for the first
subsystem are defined as
~ - T
T 1 - 1 T 1 =
0 = [191, p1o], 3P, I mEMl,dl]

27
2 T/= 1 T/ = 1 !
Ty = |e1s1x], e15191 (X1), 51, —v; (X1), —, €151 | -
s1 1
(28)
By this definition, (26) consequently takes the form
v ' 2 1 2 2 1 2 2
Vs +Vuy, <57+ Eﬂl(t)sz + EMI(I)XZ + pi(@)s1ag
3
+ O Y51 — B1Vy, + (29)
4deq
Now, the general positive semi-definite function for the
first subsystem is given by
élTl_‘l_lél

Vl:V51+VU1+ )

(30)

92589



IEEE Access

D. Rostami, M. Kamali: Adaptive Dynamic Surface Control for Uncertain Nonlinear Time-Delay CPSs

Note that 6 = 6 — 6y and Iy = I'T > 0isa
matrix to be designed. Also, él is the estimated value of the
first subsystem’s parameters. Since 6; elements are fixed,
the derivative of §; equals the derivative of the estimated
parameters. By differentiating V1, the inequality

. 1 1
Vi <5t + S0308; + 50X + m©sien

3
-pVu +,—- @GD

o7 6T
+ (0] Y1)s1+0; T 6 26,

is achieved.

Now, the virtual controller o is designed based on (31),
which depends on the vector Y for estimating unknown
parameters. However, in (28), elements of the function vector
T contain sj in their denominator, posing a challenge at
s1 = 0. To overcome this, «; is designed by incorporating
the function g1 (s1) as defined in Lemma 4. ¢ is designed as

(32)

a1 = N()qi(s)lkist + 67 141,
X1 = qi(sDlkas? + 67 Tys1],

where k1 should be designed to satisfy the condition k1 > 1.
Also, the adaptive law or parameter estimation for the first
subsystem is designed as

61 =6y = qi(s)Ty (T1S1 —0151) (33)

where the constant o
parameters.

Remark 3: In(12),q;(s;),i = 1, ..., n,shows a decreasing
trend for 8, < |s;| < &4 + 8p, and since |s;| < 84;, qi(si)
becomes zero. For the first subsystem, this results in g;(s)
decreasing to zero before the signal s; tends to zero, which
resolves the problem at s; = 0. This solution extends to
subsequent subsystem designs.
stepi (i =2,...,n — 1): By considering (13), the dynamics
of the i-th error surface is s; = Xx; — z;, which according to the
system (5), can be rewritten as

$i = Mi(OA (Oxi + i + 20 (A7 (0
i (3710 = T + 1 Od0 — 5 (34)

> 0 and matrix I'; are design

The non-negative function Vs, = %slz is considered for

the i-th subsystem. Its derivative with respect to time, after
replacing x;+1 = si+1 + Xi+1 + «; and using the inequality
ab < ea’b? + 1, is

Vi, = sisi < eisix; ()\ (t)/\—l(t)) + a2 2 (o
+ i(t)si (i1 + Xip1 + i) + estAZ()dF (1)

= ) 3
+ sihi(Oh; (,\l. Nt — s, ) — sizi + —.
48,‘

Subsequently, the function f; is estimated utilizing RBF
neural networks, similar to the first step as outlined in (19).

(35)
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Therefore, after using equation (18), we add and subtract the
term % ,ul.z_l(t)s% to (35) and it transforms to

1
V <esx 29, +§s, + = ,u,(l)slH—i—z ;
+ wi(t)sic; + eis? piol ¢i(%) + eistd; —
3

8iZi + —
4e;

+ = Ml(t)Xl+1
l/vl 1(f)s

+sikiCoh (31 = tvg)
(36)

where d; = sup (LD + 5 (i1 (07 + pien;)

Remark 4: As evident in (36), the term % ,uiz(t)sl.%r] is not
removable, and the parameter /,Liz(l‘) cannot be estimated
within this subsystem due to the appearance of the signal
si+1. This parameter must be estimated in the subsequent step
where s;11 is available. Also, for the (i — 1)-th subsystem,
the term % ,ui2_ l(t)s% appears which its parameter can be
estimated in the i-th subsystem. Additionally, due to the
use of specific even functions in adaptive laws and virtual
controllers, and the challenges in stability analysis, adding
subsystems together is not a proper solution. However, adding
and subtracting these terms to the subsequent subsystems is
an efficient approach.

Now, considering the function &; ()\i_l(t — ri)xf,.), it
depends on the states x; to x; and the delays 7; to t;.
Thus, by applying Lemma 2 and subsequently Lemma 1, the
inequality

i

i (37 = ) 1 = D7 8 (3¢ = m@wt - u()

=1

< Zwi'l ()»l_l(l‘ — Tl)) Wi (xn)

I=1
(37

is achieved, where x;, = x;(t — 7;(¢)). Now, using this

inequality and Young’s inequality, (36) can be written as

Vi, < eis?x?0; + 57 + y,l(t)sl_H—i— Ml(l‘) S
I 57
+ i(0)sicti + €157 pio] $il%) + 5 D eI (xr)
I=1

220 Z w?, ( - rl)) P 4 6524,

2 l l
1 . 3
- Eu,?_l(t)s% — siZi + o (38)

where B; is a positive constant. Since the function W depends
on unknown delays, it should be removed from (38). Hence,
a positive semi-definite function

1
— E BiE—1)\yy2
s =1 2(1 —«y) ‘ VusEnds )

t—7(1)

VOLUME 12, 2024



D. Rostami, M. Kamali: Adaptive Dynamic Surface Control for Uncertain Nonlinear Time-Delay CPSs

IEEE Access

is introduced. By differentiating this function with respect to
time, the inequality

i

. 1
Vg <>
U'—Ez(l—/q)

1 e
-5 D e P (xy) — BiVy, (40)

=1

W7 (i ())

emerges. By adding (40) to (38), we obtain the inequality

VS:‘ + VU: = 85 X ﬁ +S + Ml ([)sz+1 + lul (I)Xz+1

+ & 57 i Pi0; ¢z(xz) + z i,l(xl(t))

2(1 K1)

g xz(r)Zw,l(xl Y= ) P - vy,

2 177l
. 3
+ wi(t)sio; + &; S; d Mz 1([)5 —siZi + E
i
41)

As wl.zl is a positive continuous function and Al_l(t —

77) is bounded, there exists a positive constant value @;;
such that )Ll.z(t)wl?l (Al_l(t — 1:1)) < @, ;. Furthermore, the

function \IJI2 ; (x7(¢)) is an indeterminate function and it should
be approximated by RBF neural networks as

W2 (1) = ¢l i) + & (42)

where v;; is a vector of Gaussian functions, ¢;; is a vector
of network weights and unknown coefficients, and €;; is
the approximation error. As mentioned earlier, For a proper
number of Gaussian functions, we have a positive constant
€m;, such that |€; ;| < €p;,. Now, (41) can be rewritten as

V —I—VU <8sx z?—i—s + = /L,(t)sl+1+ ,u,(t) i

T uisien + 52 piol i) + 257 Z w7
2 =1

Sl vii(x) + €r) — siZi

i 1
+l§2(1—m(

3
+ &i57d; —BiVy, +-—.  (43)

48,'

The parameters vector and function vector for the i-th
subsystem are defined as

1
— _Ml 1(t)s

l 5= _ | 1
Qi:{ﬂi» ,OiQ,'Tv Eeﬂm Wiy zeﬁ’r'wi,i, mgﬁ woes
| T P |
o EM: 1y eery ——€M: > di
20— k) M 21— ey M 2T = M

(44)

T = | eisix?. e:5:0T(%). s .IT
i = | &iSiX; glsld)i (Xi), Siv ooy S0 ;U,‘,l(xl) cee

1
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1, 1 1 r
) _U[,i(-xl')v_a"'v —, &S .
N Si N
(45)
Therefore, equation (43) becomes
VS + VU, < s + ul (t)s,_H + u, (t)X,+1 + wi(t)sia;
1 3
+ (91 Ti)si - z,ui_l(t)si — S[Zz IBlVU’ =+ 4—
(46)

Now, the general positive semi-definite function for the i-th
subsystem would be

orr;1o;

Vi=Vg,+Vy + % (47)
where éi = éi —@;and I'; = FiT > 0 is a matrix that needs to
be designed. Additionally, 6; represents the estimated value
of the parameters for the i-th subsystem. By differentiating
Vi, the inequality

Vi<s 24 SH Ot + u, FOXZ |+ wi)sici + 0] )i

BiVu, + 3 (48)

+a7T'; v
1

1 .
- EMF]([)S,' — 8i%i —
is obtained.

By using Lemma 4 as in the previous steps, the virtual
controller o; would be designed as

’ o = N(xgi(slkisi + 67 i — 211,

. - . (49)
Xi = qiCsdlkis? + 01 Yisi — sizi],

where k; should be designed to satisfy the condition k; >
1. The adaptive law or parameter estimation for the i-th
subsystem is designed as

b; = 0; = qi(s)T; (Tisi - Uiéi) (50)

where the constant o;
parameters.

step n: For the final step, by considering (13), the dynamics
of the n-th error surface is s, = X, — z, which according to
the system (5), can be rewritten as

Sp = }\n(t))‘;l(t)xn + wnOu + ppg1(8) + A (O ‘kz;l(t)xn )

+ An(H)hy ‘A;l(t — Tp)Xz, , + An(t)dn(t) — 2n. ShH

The non-negative function Vy, = ;sﬁ is considered for the

n-th subsystem. Its derivative with respect to time is VY =
sp5, and as in the previous step it can be rewritten as

> 0 and matrix I'; are design

Vs, < 52 (A )+ a0

222006 (i 00) 33Oy (37 (r ¥z,

+ &nSpy On(O)dn(0) + pag1 (1) = snZn + E' (52)

n
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Additionally, given the uncertainty of the f;, it can be
estimated using RBF neural networks. By using (18) and
adding and subtracting the term % ,uﬁ_l(t)sﬁ to (52), It can
be restated as

Vi, < EnS2X200 + n(0)Snlt + €052 008 Pn(Xn)

+ SpAn(t)hy ()\; (t— Tn)xf,, ) — SnZn

_ 1 3
+ 8,,S,%dn — E,uﬁ_l(t)sﬁ + v (53)
n

and d,, = sup (A, (t)d, (1)

+Mn+1(t))2 + ﬁ(ﬂn—l(t))z + )OneM,,)'
Now, by applying (37) for the n-th subsystem (where i =
n), and using Young’s inequality, (53) can be written as

Vsn = Ens Xy, 19 + pn(t)spu + 9, Sn,OnE ¢n(xn) _/an 1(053
+5 ﬁx,%a)Zw (' = ) e + e52d,
. 3
(x-[/) — SpZn + —, (54)

4de,

— _ﬂn?l 2
+ > ; e v

where S, is a positive constant. Subsequently, a positive semi-
definite function

n
1
Vg, =D
O ;2(1—161)

is introduced.

eﬂn(é—l)\pil(xl(g))d%' (55)

t—1(t)

Upon differentiating this function with respect to time and
adding it to V§, same as in previous steps, the inequality

Vs + VUn =< S,,S 79 + ,un(t)s,,u + SnsnPnQnd’n(xn)

+5 ﬁxﬁ(t)zwnl ( - q)) Pt

n
1 -
+ ; m‘pil(xl(f)) + snSf,dn

—_

3
- BuVu, + T (56)
e

n

z (I)S — Snin

is obtained. There exists a positive constant @y, ; such that
B, (e -w) <
for i-th subsystem). Additionally, \IJ,% ; (x7(¢)) is an unknown
function. By using RBF neural networks and (42) for the n-th
subsystem (where i = n), in which €y, , is an upper bound of
the approximation error, (56) can be expressed as

@p, (as proven in the i-th step

Vsn + VU =< Ens X, ﬁ + Mn(t)snu + &nsy, ann¢n(xrz)
+ ; 2(1 — K1) (

1 5 = 1
+ 553 D T~ zﬂﬁ_l(f)Sﬁ
=1

S 1 Un1(X1) + Enp)

92592

3
- BuVu, + Y (57)
En

The parameters vector and function vector for the n-th
subsystem are defined as

+ 8ns,%dn — SnZn

1 ~ _ 1 ~ 1
9}’1: |:19n, pl’Q;s Eeﬂntl w_n,l’ ey Eeﬂnfnwn’n’ 2(1 P )5‘;,1
1 . 1 _
T R S 20 =) M
1 2,
2(1 _ Kn) Mnn’
(58)
2 T,= 1 T
Tn = | E€nSnX,, Ensn¢n ()Cn), Sy ooy Sns S_Ul’l,l(‘xl)’ .
n
r . 1 1 T
s = Up )y — 5oy —, EnSn | - (59)
sn sn Sn
Therefore, (57) can be rewritten as
. . T 1 2 2
Vo + Vi, = tn(sntt + O Y5 = 5101055
. 3
— Snin — lgnVU,, + —. (60)

4e,

Now, the general positive semi-definite function for the n-th
subsystem would be

6rr-1g,
V=V, + V, +%, (61)
where én = é,, —6,and I',, = FZ > 0 is a matrix

to be designed. Additionally, 6, represents the estimated
parameters for the n-th subsystem. By differentiating V,,, the
inequality

. o 1A 1
Vi < tn(O)sput + (0T Co)sn + 6 T,716, — Euﬁ_l(t)SZ

3

= BV, + (62)
€n

- Snin
is obtained.

Eventually, the control signal u is designed as

{ u = N(Xn)qn(sn)[KknSn + énTTn — Zul,

. A . (63)
Xn = Qrz(sn)[knsyzl + GIZTnSn — SnZnl,

where k,, should be designed to satisfy the condition k, > 0.
Additionally, the adaptive law or parameter estimation for the
n-th subsystem is designed as

én = én = qu(sp)n (Tnsn - Unén) ) (64)

where the constant o,
parameters.

> 0 and matrix I',, are design

Now, to better understand, the flowchart in Fig. 2 shows
that many theoretical complexities are not involved in the
practical process of the controller design. Based on this
flowchart, the uncertain parameters of the system, including
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K= HOF Ox+ wOxis + A ORTTOX)
ORI 1)xe) + A(Odi (), i=1,..,n - 1
= LR Ox, +u(t)u+uu(l)+/1(l)f( BT 0%)

+ A (Ohy (716 = Ta)xe, ) + An (dn(6)

<t

! {w(x) THGE) e i=1,

W) =du@) +4
YE(a®) = sTpuG) + €, i =2 0n, I = 1,00

JC

@ = NGa(s)[kasy + 671
i1 = au(s)lkast + 6] s
= NGai(s)lkisi + 8] - 2] u
i = ais)lkis? + 07 Yis; — sy

4= Nt Guls0) [kna + 0% — 2]
i = Qu(s)lkns? + 6105, — 0,]

Gzitzi= iy
2(0) = a1 (0)

8= 6, = DN s, - ),

8 =8, = s Csi - a0y,

b= 6, = qu(s)l sy no)[

FIGURE 2. The flowchart of the controller design process.

uncertainties in the system itself and those caused by attacks,
are estimated using adaptive laws at each step. Consequently,
the virtual controllers are designed using these estimated
parameters. Finally, the main controller of the system is
designed utilizing the virtual controllers and estimated
parameters and is applied to the system under attack.
Theorem 1: Consider the system described by (1), which
is susceptible to both injection and deception attacks (2).
The structure of the controller (63) and the adaptive laws for
parameters (33), (50), and (64), in addition to ensuring the
boundedness of signals in the closed-loop system, guarantee
that over an extended period and in a steady state, the error
surface signal vector s(¢) = [sq, ..., sl converges to

As={s | lIsll = €},

D
Q = max ,/2(6 + B),

where D denotes the upper bound of

Z( aill6ill? +@)+;( M,(I)X,H)

i=1

> (Ba; + 85,)? (65)

i=1

and C is given by C =min{Cy, Cs, ..., Cy}, where C; =
)‘max(r T 2k, ﬂz) ,i=1,...,n Here, k; = k; — 1 for

i=1,...,n—1,and k, = k,. The variable B is defined as
an upper bound of

n t n .
e Z/ wiN () xieCT dt + e~ 2/ ¢S d.
i=1 ey

Proof: To prove the proposed theorem, two positive
semi-definite functions are considered: V() = Zl” Vi
and Vx = X7, X2 where the function Vx undergoes
differentiation yielding Vy = Do Xi X, = = >, XiZi —
&;_1). By defining a continuous function D;(.) £ —d;_1,
it can be expressed as

VX_ZXX

min

—X?
Z —L + X;D;. (66)

i=2 i
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To prove the boundedness of the functions D;(-), the compact
set IT is defined as

n n n
. 1 1 1o s
= [(si,X,', ) | 2 Es?+ 2 5x}+ § Ee,Te,- SPi
i=1 =2 i=1

where P is a positive constant. Given that all types of variables
of the function D; are in this set, according to the Heine-Borel
theorem [31], the continuous D; is bounded on this compact
set and there exists a positive constant M; such that |D;(-)| <
M;. For every §; > 0, the inequality

1XiDi(1)| < Df +38; < XoM; + 8
3; 46;
holds. Therefore, K;* should be designed in such a way that
the condition K* = é — %’f > () is maintained. In this case,
(66) takes the form
Vx < —K*Vy +6 (67)

where, K* = min{K},...,K;} and § = >, ;. Now,
both sides of (67) are multiplied by ¢X™*. By solving this
differential inequality, the relation

Vy < e K1y (0) - 8) + 5, (68)

is obtained, which implies that Vy and signals X;,i =
1, ..., nare bounded. By properly designing §;, i =1, ..., n,
they can be made as small as desired.

Remark 5: Due to the utilization of the function g;(s;) in
the design process, the stability proof is divided into three
regions. When g;(s;) # 1, considering only one positive
function V = Z?=1 V; + Vx allows us to establish the
boundedness of s;, but we cannot prove the boundedness
of X;. Additionally, according to equation (48), due to the
existence of /L as a coefficient of X2 e which is produced
by attackers, the time constant of the filter (;+1), cannot be
appropriately designed. Therefore, employing two positive
semi-definite functions instead of a single general positive
definite function is a suitable solution to address this issue.

Now, the proof of V(¢) is conducted by considering
four distinct cases. Firstly, we explore cases where all s;
satisfy [s;| > 84, + 8p; Or 8g; < |si| < 84, 4 Sp; OF [5i] < B4;.
The boundedness of V(¢) is examined in each of these cases.
Subsequently, we explore a case where the values of s; differ
and are in different ranges.

First case: In this case, where |s;| > 84 + 8p; and g;(s;)) =
1 fori = 1,...,n, the time derivative of V(¢) can be
expressed as

n n—1 n
V) <D s+ D uiOX2 + D miON (XX
i=1 i=1 i=1
n n . n
+ D O] Tosi+ D 671716 = > sici
i=1 i=1 i=2
n n 3
— Vu. — 69
; BiVu, + Zj - (69)
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By adding and subtracting y; and carefully designing k;,
while applying the adaptive laws (33), (50), and (64), the
inequality (69) transforms into

V() < =D kist + D (NG + 1) X — D 0i6 6;

i=1 i=1 i=1
=3
_Z,BtVU +Zu, OXF1 + 2 o (70)
i=1 !

Using — >, aiéiréi <
we have

V() < —CV + > (NG + D g +D (71
i=1

where C and D have been already defined in Theorem 1. If we
multiply both sides by e’ and integrate it, the inequality

n t
V() < e—C’Z /0 1N (xi)x:eCTdt

) —Ct

C’Z/ xieCTdT + (V(0) — ZC).
(72)

is obtained. Now, by applying lemma 3, the boundedness
of V(¢) and x;(¢) can easily obtained. By substituting B,
as defined in Theorem 1, we have V() < B + (V(0) —
g)e_C’ + g. In the steady state, the limit of V(r) is
lim V() < B+ D, implying that the limit of s(t) is

Jim [Is()]| < /2 (2 + B).

Second case: In this case, all s; are confined within the
range 8q; < |si| < 84, + 6p, fori =1, ..., n. The value of s;
is bounded within this region and due to the boundedness
of X;, the signals x;, and the functions Vs, and Vy, are
also bounded. To establish the stability of the positive
semi-definite functions V;, i = 1, ,n, it is esTsenPgil
to verify the boundedness of the functions Vy, = AV
By differentiating it and applying the adaptive laws (50), its
derivative is expressed as

Vo, =0/ 17710 = 6] qi(s)(Yisi — 036).  (73)
Utilizing the inequalities

- 1 - ¢
qi(s)Bf s < gqi(s,-)ueinz + E’q,-(si)rfns%, >0

i
~ A

1 ~ 1
—0i610; < —zain@inz + Eaineinz
equation (73) transforms into
. 1 1~ 5
Vo, < —=qi(si)(oi — )16l
2 ¢
1
+ Eqi(s,-)(muenﬁ + T rish). (74)
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In this region, the vector Y; consists of functions that are all
smooth and bounded. Therefore, with a suitable choice of cg
such that 0" = 0; — % > 0, the inequality

i

Vei = _Cgl VG,’ + 109,' (75)
is obtained, where the parameters Cg = q;(s; )T) and
po; = 2qi(s)) (aill6ilI* + YT Yis?). Similar to (67) and (68),
the boundedness of the function V4, and 6; fori =1, ..., n,

and ultimately V;,i =1, ..., n, is established and all signals
of the closed-loop system will be bounded within this region.
Additionally, considering 6., < |s;| < 84, +p,,i=1,...,n,
v 2?21(891' + 5171')2'

Third case: In this case, all s; are limited to the interval
lsi] < 84 fori = 1,...,n. As a result, the signals s; are
all bounded in this region. Due to the boundedness of X;,
the signal x; and the fupctions Vs, and Vy, are also bounded.

we have ||s]| <

Also, since g;(s;) = 0, éi, and oj_1 fori =1, ..., n are equal
to zero, this means that éi remains in a lirpitedl range and is
bounded. Therefore, the functions Vg, = m and V; are
bounded fori=1,...,n

Fourth case: In this case, the signals s; are in different
regions: some are in the region [s;| > 8,4 + &p;, some in
8q; < I8il < 84; + Op; or |s;] < 8. For instance, if |s;| >
8a; + 0p; and [siy1] < 845y OF 8y < ISiv1] < 8appy + Obyyys
we conclude that all signals in the (i + 1)-th subsystem are
bounded, similar to the proof in the second and third case.
To prove the boundedness of the signals in the i-th subsystem,
if we replace (49) and (50) in (48) we realize that its stability
depends on s;11 which is bounded. This implies that the
signals in the i-th subsystem are also bounded. Additionally,
the n-th subsystem is bounded when |[s,| > §,, + Jp, and
doesn’t depend on other subsystems.

In summary, the proof covers all possible scenarios,
demonstrating that all signals of the closed-loop system are
bounded, and the signal s(¢) = [s1, ..., sulT converges over

time to the region 2.

IV. SIMULATION AND EXAMPLES
In this section, we simulate two examples to demonstrate the
effectiveness and performance of the proposed method and
controller. We present the results to evaluate the method’s
capabilities.

Example 1. Consider the system

. - - - (76)
X2 = g®u+H(x2) + halxs,) + da(t)

I B o= g10% + G +hGr) + di(0)
where g1(r) = 1 4 0.5sin(r), g2(t) = —3 + cos?(¢), di (1) =
0.05 4+ 0.02cos(t), and da(tr) = 0.05 are unknown. Addi-
tionally, fi(¥1) = (=2 + 0.2 cos(t))¥7e™! + sin(£)F| cos(¥),
hFs) = Q@+ sinfO)FH — n@), ) = (1.5 +
0.5 tanh(1))x1%, + (2 + cos*(t))x; cos(¥1), ha(¥z,) = ¥3(t —
72(1)) sin(¥1 (t — 71(1))) where 71(f) = 1.2 + 0.3 cos?(¢) and
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FIGURE 3. The true system states in Example 1 under the first scenario

attack which are not accessible.

7(t) = 0.8 4+ 0.2 sin(z). Functions fi, f>, h1, and h, are all
unknown.

The controller design parameters are also as follows:
84y =08p; =0.1, 84y =8p, =0.1, g =2 =0.1, kg = 2,
ky = 3, 01=0p=0.001, & = 0.01, and T'; and I
are diagonal matrices with diagonal elements of 1. The
initial states of the system are considered as x1(0) = —0.1
and x3(0) = —0.2 and the Nussbaum function is used as
N(x) = cosh(ax)sin(x/B) where « = 0.4 and 8 = 0.3.
In this example, considering that the functions fi, f>, 1, and
hy are unknown, RBF neural networks have been used to
estimate them.

Remark 6: In the process of designing the controller,
functions f; are not directly estimated, because their variable
is the product of A; which is introduced by attackers and
false states. Consequently, we focus on estimating functions
@; that solely depend on the false states. Therefore, we can
consider f; similar to example 1 in which some bounded
time-varying parameters exist. These parameters along with
other time-varying attack parameters, A;, can be isolated
using Lemma 1.

To assess the proposed method, we explore its effectiveness
in two distinct attack scenarios.

Scenario 1: In this scenario, we assume that the system
experiences continuous attacks from the outset. The attack
parameters are defined as wi(f) = —5 + sin2(t), wa(t) =
3 + tan~L(¢), b(r) = 3 + 2sin(¢) cos(?), and also v(t) = 8.
The results of this attack scenario are illustrated in Fig. 3 and
Fig. 4.

Scenario 2: For this scenario, we assume that attacks occur
at + = 20. The attack parameters for this scenario are
specified as wi(t) = 7 + sin(¢)cos(t), wa(t) = —6 —
c0s2(0.21), b(t) = —4 —sin®(¢), and v(¢) = 5+ 3 tanh(?). The
corresponding results for this attack scenario can be observed
in Fig. 5 and Fig. 6.

Fig. 3 illustrates the system’s true states in the first sce-
nario. Although the system’s dynamics are complicated, the
signals show an approximately favorable transient behavior
with acceptable speed and overshoot. Fig. 4 displays the input
signal in this scenario as applied to the system. Due to the
impact of attacks and inherent complexities of the system,
the signal exhibits a large fluctuation range in its transient
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FIGURE 4. The system input in Example 1, which has been affected by
deception attacks under the first scenario.
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FIGURE 5. The true system states in Example 1 under the second scenario
attack which are not accessible.
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FIGURE 6. The system input in Example 1, which has been affected by
deception attacks under the second scenario.
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FIGURE 7. The true system states in Example 2 under the first scenario
attack which are not accessible.

behavior. In Fig. 5, the system’s true states in the second
scenario are shown. Initially, they quickly converge to the
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FIGURE 8. The system input in Example 2, which has been affected by
deception attacks under the first scenario.

154~ ——H
——-x2

0.0

i
i 7
oo 11 _-
oo |
[

001

B
&
8
8

A
Y
/
|
!
‘

) 5 0 15 2 2 EJ 35 @ 3 5
Time

FIGURE 9. The true system states in Example 2 under the second scenario
attack which are not accessible.

origin with a transient behavior. At ¢t = 20, they exhibit
another favorable transient behavior due to the attacks and
subsequently, there’s another convergence to a neighborhood
around the origin. Fig. 6 shows the input signal in the second
scenario. Initially, it is equal to the designed control signal
before the attack. After the attacks, the signal stabilizes again
with a transient response.

Example 2. In this example, we simulate a nonlinear
time-delay practical system, By considering the 2nd order
chemical reactor system described as

@ (€ + 1)~ 1~(t (t))Jrl_F2~
= — — _—— _T
i TR R ! B 2
: Coi 1 ., 2E. ~|—F1~(t )
X2 =—Cp— —X)——X+ —x1t—1
2 TR TR, P By ! !

+25c (t— @)+ —i
B> 2 2 B>
(77

where, Ci{ = C; = 05,Ry = R» = 2,B1 = B, = 0.5,
Fi = F, = 05, E, = %, and F, = 0.5, following the
considerations in [19]. The time delays are introduced as
71(t) = 0.5(2.5 + sin(z)) and 72(¢) = 0.5(3 + 0.4 cos(2t))
which are also unknown. Notably, the initial states of the
system are given by x1(0) = —0.1 and x2(0) = —0.5.

The controller is designed with specific parameters: ¢; =
& =01,k =2,ky =2,01 =0 =0.001, 8,4, =8, =0.1,
84, = 8p, =0.1,4, = 0.01, and I'y, I, are diagonal matrices
with diagonal elements set to 0.1. Moreover, the Nussbaum
function used in this context is N(x) = cosh(a x)sin(x/B)
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FIGURE 10. The system input in Example 2, which has been affected by
deception attacks under the second scenario.

where « = 0.3 and 8 = 1. For the estimation of unknown
functions of the system, RBF neural networks have been
employed.

To evaluate the proposed method, we examine its efficacy
in two different attack scenarios.

Scenario 1: In this scenario, we assume that the system
experiences continuous attacks from the beginning. The
attack parameters are defined as wi(t) = —5 — sin(¢) +
2 tanh(t), wa(t) = 3 + 2 sin(¢) cos(t), b(t) = 4 + cos(t), and
also v(t) = 10sin(¢) cos(t). The results of this attack scenario
are illustrated in Fig. 7 and Fig. 8.

Scenario 2: For this particular scenario, we consider
that attacks occur at ¢+ = 30. The attack parame-
ters for this scenario are specified as wi(¢) = 4 + sin(z),
wy(t) = =3 —0.2cos(t), b(t)=-3, and v(t) = 4 +
sin(¢) cos(t). The corresponding results for this attack sce-
nario can be observed in Fig. 9 and Fig. 10.

Fig. 7 shows the system’s true states under the first
scenario attack, exhibiting a favorable transient behavior
with acceptable speed and overshoot. In Fig. 8, the input
signal applied to the system under the first attack scenario is
displayed. Due to the impact of unknown delays in the states
and the attack parameters including more than one frequency,
the transient response shows large variations. Notably, the
range of these fluctuations is due to the impact of deception
attacks on the system. In Fig. 9, the true system’s states
with the second scenario attack converge approximately to
the origin within a settling time of less than 3 seconds from
the system’s start. At + = 30, they exhibit another transient
behavior, converging to a neighborhood around the origin
with favorable variations. Fig. 10 depicts the input signal
under the second scenario attack, applied to the system.
Before the attack, it equals the control signal sent from the
controller. During the attack, the signal changes but stabilizes
with a favorable transient state.

V. CONCLUSION

In this paper, the design of a controller for uncertain nonlinear
time-delay CPSs under injection and deception attacks was
investigated. We applied a series of even functions to address
the issue of zeroing signals in the controller’s denominator
without imposing any additional conditions or restrictions
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on the system. The utilization of these functions posed
some challenges in the dynamic surface method. Therefore,
we addressed these challenges in our study and successfully
resolved them. We demonstrated that the designed controller
guarantees the boundedness of the system’s closed-loop
signals. Finally, to assess the effectiveness of the proposed
method, we presented two simulation examples and evaluated
their outcomes. Possible future works include considering
time delays in attack modeling for nonlinear time-delay
CPSs.
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