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ABSTRACT Nonorthogonal multiple access (NOMA) enhances spectral efficiency by enabling manifold
devices to utilize the same frequency-time resource through nonorthogonal signal superposition. In addition,
full-duplex (FD) transmission allows concurrent reception and transmission on the same frequency range,
further improving spectral efficiency. Moreover, nearby wireless energy sources are utilized to enhance
energy efficiency. Nonetheless, several challenges are inherent in NOMA FD transmission with energy
harvesting (NOFE), including information security concerns and practical imperfections such as channel
state information imperfection (CSIi), hardware impairment (HWi), and successive interference cancellation
imperfection (SICi). The paper first proposes a solution to address these challenges by leveraging an energy
source both as an energy supplier and a jammer to secure transmission under imperfections. The performance
of the proposed solution is then evaluated using three key metrics (total throughput, outage probability,
energy efficiency). The study highlights the significant impact of various factors such as energy harvesting,
HWi, CSIi, NOMA, SICi, and FD on the performance metrics. The proposed solution also aims to prevent
complete outage by optimizing required spectral efficiency, HWi, CSIi, SICi and power splitting parameter.
Additionally, optimal configuration of system parameters is crucial for achieving optimum performance
metrics. Furthermore, the proposed NOFE is demonstrated to be more secured than two benchmark
techniques (orthogonal multiple access FD transmission and NOMA half-duplex transmission) across
numerous parameter configurations, emphasizing the superiority of utilizing concurrently both NOMA and
FD to only either NOMA or FD.

INDEX TERMS Nonorthogonal multiple access, channel state information imperfection, security, energy
harvesting, full-duplex, hardware impairment, successive interference cancellation imperfection.

I. INTRODUCTION
A. FUNDAMENTALS
The transition from 5G to anticipated 6G systems brings with
it a plethora of emerging wireless applications implemented
to satisfy rigorous communication requirements for a huge
quantity of devices [1], [2]. In spite of high data speed and
low latency promised by these systems, their challenging
issues still exist, particularly in terms of power and bandwidth
allocation as the quantity of devices grows. Moreover, guar-
anteeing secured and reliable communication in thesemodern
systems is a considerable interest for system designers.

The associate editor coordinating the review of this manuscript and

approving it for publication was Yunlong Cai .

In response to these challenges, finding mechanisms that can
concurrently meliorate energy and spectral efficiencies while
guaranteeing secured and reliable transmission becomes
critically important.

Nonorthogonal multiple access (NOMA) is recognized as
a viable mechanism for meliorating spectral efficiency in
wireless networks [3], [4]. By allocating different amounts
of power to various NOMA terminals and enabling succes-
sive interference cancellation (SIC), NOMA optimizes the
utilization of the available spectrum. While SIC enhances
system performance, it’s important to consider SIC imper-
fection (SICi) to ensure the reliability and effectiveness of
NOMA-based systems in real-world scenarios. Also, NOMA
terminals are able to scavenge wireless energy from other
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surrounding wireless terminals, yielding an enhanced energy
efficiency. This aligns with the growing popularity and
feasibility of energy harvesting (EH) circuits in the context
of evolving 5G and 6G technologies [5], [6]. In addition, full-
duplex (FD) communication significantly enhances spectral
efficiency by enabling concurrent reception and transmission
of data on the same system resource (e.g., frequency,
time) [7]. This contrasts with existing half-duplex (HD)
transmission, wherein reception and transmission take place
separately. Accordingly, the integration of NOMA with
technologies such as FD communication and EH, forming
NOMA FD transmission with EH (NOFE), presents exciting
opportunities for advancing the reliability, capacity, and
efficiency of modern communication networks.

Channel state information (CSI) is a key knowledge source
in modern communication networks, providing insight into
the characteristics of the communication channel between
transceivers. Despite efforts to accurately estimate CSI,
limitations and imperfections can arise due to various
factors such as noise, interference, mobility, and hardware
constraints. These imperfections lead to CSI imperfection
(CSIi), which can significantly impact the performance of
wireless systems.

Hardware impairment (HWi) is an essential consideration
in the design and operation of wireless communication
networks. Imperfections in transceiver hardware compo-
nents, such as amplifier nonlinearities, phase noise, and
in-quadrature-phase imbalances, can significantly degrade
system performance [8], [9], [10], [11]. Thence, HWi needs
careful evaluation and analysis in system design process ere
implementation.

Absolutely, promised advantages such as high energy and
spectral efficiencies, as well as improved communication reli-
ability and security can be attained by NOFE. Nevertheless,
its performance is susceptible to practical imperfections like
CSIi, HWi, and SICi. Accordingly, the evaluation of NOFE’s
performance in the presence of these imperfections is crucial
for assessing its practical feasibility and effectiveness.

B. LITERATURE REVIEW
The system model in [12] considered direct NOMA
(D-NOMA) from a secondary transmitter (STx) to a sec-
ondary receiver (SRx) and a primary receiver (PRx). STx is
a FD user, which harvests energy and receives signals from a
primary transmitter (PTx) at the same time that it conducts
NOMA transmission. Transmit and receive beamformers
were jointly optimized in [12]. However, [12] did not conduct
the performance analysis. Reference [13] extended the work
in [12] by considering the direct channel between PTx and
PRx for reliability enhancement. Also, [13] conducted the
performance analysis under practical imperfection (HWi).
The performance analysis of cooperative NOMA (C-NOMA)
was conducted in [14] under consideration of SICi. In [14],
a FD relay plays two roles concurrently. It harvests energy
and conducts relaying to maintain a connection between a
NOMA transmitter to a far NOMA user. Nonetheless, [14]

did not evaluate system performance under realistic imper-
fections (CSIi, HWi). References [11] and [15] analyzed the
performance of relaying NOMA (R-NOMA) where a HD
relay helps a NOMA transmitter in relaying its information
to two NOMA receivers. The performance analysis in [11]
is applicable for long-packet communication under HWi
and CSIi whereas that in [15] is valid for short-packet
communication. In [16], [17], and [18], a basic system
model of NOFE was studied where a transmitter broadcasts
a NOMA signal to a near NOMA user which is a FD device
to relay information to a far NOMA user. The direct channel
from the transmitter to the far user is not accounted in [16]
and [18] whereas it is considered in [17]. Notwithstanding,
the performance analysis was conducted under idealistic
conditions without CSIi, HWi, SICi in [16], [17], and [18].
Moreover, security solutions were not a focus of [11], [12],
[13], [14], [15], [16], [17], and [18].

In [19], an EH-enabled HD jammer was proposed to secure
NOMA uplink transmission. Security/reliability analyses and
rate optimization were conducted without accounting for
practical imperfections (HWi, CSIi, SICi) in [19]. In [20],
multiple near NOMA users bridge between a NOMA
transmitter and a far NOMA user for reliable reception of
the far NOMA user under overhearing of a wire-tapper.
For complexity reduction, [20] proposed the selection of
only one near NOMA user. However, near NOMA users are
the HD devices and the performance analysis in [20] did
not account for practical impairments (HWi, CSIi, SICi).
Moreover, [20] did not propose any security solution against
overhearing. The secrecy performance of R-NOMA was
analyzed in [21] where a relay selection was proposed
to secure the NOMA transmission from a transmitter to
multiple receivers. However, only EH-enabled HD relays
were considered in [21]. Reference [22] studied a system
model in which an energy transmitter (ET) supplies energy
to a message transmitter (MT) but also jams the wire-tapper
for higher security. The system model in [22] is applicable
to downlink communication. Exploiting the same idea
as [22], the authors in [23] utilized ET to supply energy
to legitimate unmanned aerial vehicles (UAVs) while jam
illegitimate UAVs. The system model in [23] is applicable
to uplink communication where legitimate UAVs transmit
their messages in the NOMA manner to a base-station (BS).
However, MT in [22] and legitimate UAVs in [23] worked in
the HD mode. Moreover, the performance analysis ignored
realistic imperfections (HWi, CSIi, SICi) in [21], [22], and
[23]. The performance analysis and throughput optimization
for multi-hop NOMA communication were presented in [24]
where multiple EH-enabled HD UAVs serve as relays.
Although the performance analysis in [24] accounted for
CSIi, other practical imperfections (SICi, HWi) were not
considered. Reference [25] analyzed the security/reliability
performance of a basic systemmodel of D-NOMAwhere one
NOMA transmitter communicates with two NOMA receivers
under overhearing of a wire-tapper. In [25], the wire-tapper is
either active or passive. However, [25] studied only the HD
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operation and its analysis neglected practical imperfections
(SICi, HWi, CSIi). Furthermore, [24] and [25] did not
propose any solution to secure legitimate communication.
The performance of R-NOMA, where an EH-enabled HD
UAV is utilized as a relay, accounting for CSIi and SICi
was analyzed in [26]. The NOMA transmission is secured
by artificial noise transmitted by the UAV. Nevertheless, [26]
ignored HWi in its analysis. In [27], D-NOMA from MT to
a close user (CU) and a distant user (DU) was secured by a
FD jammer, who scavenges energy from MT. Reference [27]
also analyzed key performance metrics (reliability/security
system throughput (RST/SST), security/reliability energy
efficiency (SEE/REE), security/reliability outage probability
(SOP/ROP)) for its systemmodel under consideration of only
CSIi, ignoring other practical imperfections (HWi, SICi).
Nonetheless, since the FD jammer utilizes the scavenged
energy, which is usually limited, to interrupt a wire-
tapping user (WU), the security capability is not improved
significantly in [27].

C. CONTRIBUTIONS
The research contributes the following:

• The research introduces a novel system, NOFE. This
system integrates NOMA, FD transmission, and EH
to enhance energy and spectral efficiencies in wireless
communication systems. Additionally, the research con-
ducts a comprehensive performance analysis of NOFE
considering practical imperfections such as SICi, CSIi,
and HWi. The performance analysis of NOFE in terms
of RST/SST, REE/SEE, and ROP/SOP aims to evaluate
system performance in realistic scenarios.

• The research’s evaluation and optimization of NOFE’s
performance across numerous practical scenarios pro-
vide valuable insights into the system’s capability and
behavior. The findings underscore the significant influ-
ences of various factors such as EH, HWi, CSIi, NOMA,
FD, and SICi on NOFE’s performance. Remarkably,
NOFE demonstrates effectiveness in preventing com-
plete outages by strategically adopting target spectral
efficiency, HWi mitigation techniques, SICi handling
methods, CSIi compensation strategies, and power
splitting parameter. Moreover, optimum performance
of NOFE is attained through careful configuration and
optimization of system parameters. Furthermore, the
proposed NOFE exhibits improved security compared to
its benchmarks, orthogonal multiple access (OMA) FD
transmission and NOMA HD transmission.

D. PAPER STRUCTURE
Section II describes the proposed NOFE. Subsequently, its
performance metrics (RST, SST, REE, SEE, ROP, SOP)
are analyzed in Section III. After that, Section IV conducts
the performance analysis for two references, OMA FD
transmission with EH (OFE) and NOMA HD transmission
with EH (NOHE), under same conditions as NOFE to assess

TABLE 1. Frequently-used notations.

FIGURE 1. NOMA FD transmission with EH.

simultaneous influences of both FD and NOMA. Afterwards,
simulation/analytical results in different practical contexts
are provided in Section V for performance evaluation and
comparison. Finally, Section VI closes the research.

II. NOMA FD TRANSMISSION WITH EH
The system model demonstrated in Figure 1 exposes a
specific scenario of NOFE.1 It encompasses ET, MT, WU,
CU and DU. The proposed system model can be applicable
to downlink communication in wireless systems. MT is
supposed to be power-constrained, hence harvesting energy
from ET. ET may be a devoted energy transmitter, examples
comprise a radio/television broadcasting station. MT is
also a FD user, thence scavenging energy from ET and
simultaneously engaging in NOMA-assisted transmission
to CU and DU. Particularly, MT broadcasts a combined
signal as t =

√
ψPmtd +

√
(1 − ψ)Pmtc wherein ψ is the

1The research selects NOMA for each cluster of two users, a selection
inspired by prior research and existing standards. Previous research has
indicated that increasing the quantity of users in each NOMA cluster
can be intricate and less efficient [28], [29]. Moreover, 3GPP-LTE-A
standards already incorporate two-user NOMA [30], [31].While the research
acknowledges the importance of NOMA clustering, it doesn’t elaborate how
to cluster a pair of users. Instead, it directs interested researchers to consult
other references for a more complete understanding of NOMA clustering [3],
[32], [33], [34].
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power fraction allotted for transmitting td , Pm is the power
scavenged at MT, and tc and td are individual messages
intended to CU and DU, respectively; 4

{
|tl |2

}
= 1, l =

{c, d}. As per the NOMA mechanism, tc is transmitted
with less power than td . Accordingly, the parameter ψ is
controlled to exceed 0.5. Additionally, MT’s FD operation
meliorates spectral efficiency2 in comparison with time
switching method, where communication and EH stages are
separate, as well as improves EH efficiency3 in comparison
with power splitting method, where received power is divided
for EH and communication [14]. On account of the broadcast
characteristic of wireless propagation, MT’s communication
is eavesdropped by WU. To secure MT’s communication,
ET also acts as a jammer, intentionally interfering with
the reception of WU. This enhances the security of MT’s
communication by disrupting eavesdropping attempts.

Figure 1 depicts kza, za = {em, ew,mc,md,mw},
as channel gain. The research supposes independent slow flat
links to suffer Rayleigh fading. Thence, the CDF and PDF of
the power gain |kza|2 are correspondingly represented as

F
|kza|2 (u) = 1 − e−

u
ϑza , (1)

f
|kza|2 (u) =

1
ϑza

e−
u
ϑza , (2)

wherein the fading power is denoted as ϑza = 4
{
|kza|2

}
.

The research models ϑza as ϕd−~
za to account for path loss.

Here, ~ is the path loss decay, ϕ is the fading power at
1 meter distance, and dza is the transceiver separation [35].
Additionally, MT experiences self-interference (SI) from
transmission to reception because of being a FD user.
In Figure 1, SI is represented by the loop link with the link
gain kmm. It is Rayleigh-distributed, i.e., kmm ∼ CN (0, ϑmm)
or the PDF of |kmm|

2 is f
|kmm|

2 (u) = e−u/ϑmm/ϑmm [36].
Owing to the FD operation,MT receives not only the signal

from ET but also SI from its transmission. Consequently, the
received signal at MT is described as

rm = kem
√
Pete + kmm

√
Pmt + χm, (3)

wherein Pe is the transmit power of ET, te is unity-power
symbol broadcasted by ET (i.e., 4

{
|te|2

}
= 1), and

χm ∼ CN (0, ν) is additive noise at MT. Since noise
power is drastically smaller than signal power, MT harvests

power approximated as Pm ≈ λ
(
|kem|

2Pe + |kmm|
2Pm

)
or

2In FD communication,MT performs both transmit and receive operations
simultaneously within the same stage.

3In the context of FD transmission, MT adopts a specific strategy for
EH and communication. Unlike traditional HD transmission where the
received signal is split into separate paths for communication and EH,
in FD transmission, MT does not split the received signal. Alternatively,
MT scavenges energy from the entire received signal while simultaneously
performing communication. Moreover, FD transmission inherently involves
self-interference, where the transmit signal is reflected back into the
receiver. In NOFE, this self-interference is leveraged for energy harvesting.
By recycling the self-interference,MT can harvest a higher amount of energy,
thereby improving energy efficiency and reducing reliance on external
energy sources.

equivalently

Pm ≈
λ|kem|

2

1 − λ|kmm|
2Pe, (4)

wherein λ ∈ (0, 1) represents energy converting efficiency
and |kmm|

2 < 1
λ .

MT sends the NOMA signal t with the scavenged power
Pm. Accounting for HWi [11] and CSIi [37], the received
signal at LU = {CU, DU} is expressed as

rml = (kml + ςml) (t + εml)+ χml

= kml
√
ψPmtd + kml

√
(1 − ψ)Pmtc

+ ςml t + (kml + ςml) εml + χml, (5)

wherein χml ∼ CN (0, ν) is additive noise at LU, ςml ∼

CN (0, αml) is CSIi of the MT→LU link, and εml ∼

CN (0, βmlPm) is HWi at MT and LU wherein βml is the
aggregate HWi at MT and LU. As per [37], αml is represented
to be αml = γmlϑml wherein γml ∈ [0, 1) represents the
degree of CSIi of the MT→LU link.

The decoding process at LU involves restoring its indi-
vidual message tl relied upon the received signal rml , which
is given in (5). Particularly, DU employs a NOMA-based
decoding process to restore its individual message td
directly from rmd without decoding tc. This is owing to
power distribution (ψ > 0.5), which ensures that td is
allocated more power than tc. Accordingly, SINR4 for DU
to restore td is calculated from rmd = kmd

√
ψPmtd +

kmd
√
(1 − ψ)Pmtc + ςmd t + (kmd + ςmd ) εmd + χmd as

ϒ
td
d =

ψPm|kmd |2

(1 − ψ + βmd )Pm|kmd |2 + (1 + βmd ) αmdPm + ν
.

(6)

Also owing to power distribution (ψ > 0.5), CU first
recovers DU’s message td whilst considering tc as interfer-
ence and subsequently deletes interference induced by td
before restoring CU’s individual message tc. Then, CU recov-
ers td with SINR, calculated from rmc = kmc

√
ψPmtd +

kmc
√
(1 − ψ)Pmtc + ςmct + (kmc + ςmc) εmc + χmc, as

ϒ td
c =

ψPm|kmc|2

(1 − ψ + βmc)Pm|kmc|2 + (1 + βmc) αmcPm + ν
.

(7)

After removing the interference injected by td , CU per-
forms decoding tc. Owing to SICi, the residual interference
is available after removing td . Let ιc, 0 ≤ ιc ≤ 1,
represent the SICi level where ιc = 0 stands for completely
perfect SIC while ιc = 1 implies completely imperfect
SIC. Then, CU decodes tc with SNR,5 calculated from
r̃mc = kmc

√
(1 − ψ)Pmtc + ιckmc

√
ψPmtd + ςmct +

(kmc + ςmc) εmc + χmc, as

ϒ tc
c =

(1 − ψ)Pm|kmc|2(
ι2cψ + βmc

)
Pm|kmc|2 + (1 + βmc) αmcPm + ν

. (8)

4SINR means signal-to-interference plus noise ratio.
5SNR represents signal-to-noise ratio.
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In the meantime, WU overhears the NOMA signal t
transmitted by MT but suffers the interference induced by
ET. Therefore, by accounting for HWi [11] and CSIi [37],
the signal received at WU is expressed as

rw = (kew + ςew)
(√

Pete + εew

)
+ (kmw + ςmw) (t + εmw)+ χmw

= kmw
√
ψPmtd + kmw

√
(1 − ψ)Pmtc + ςmwt

+(kmw+ςmw) εmw+χmw+(kew+ςew)
(√
Pete+εew

)
,

(9)

wherein χmw ∼ CN (0, ν) is additive noise at WU, AT =

{ET, MT}, ςaw ∼ CN (0, αaw) is CSIi of the AT→WU
link, a = {e,m}, and εaw ∼ CN (0, βawPa) is HWi at
AT and WU wherein βaw is the aggregate HWi at AT and
WU. As per [37], αaw is represented to be γawϑaw wherein
γaw ∈ [0, 1) represents the degree of CSIi of the AT→WU
link.

According to (9), WU conducts decoding of tc and td
using the NOMA-based decoding process. Owing to power
distribution (ψ > 0.5), WU first restores DU’s message
td , treating tc as interference. Afterward, WU deletes the
interference injected by td before decoding tc. Then, SINR
for WU to recover td is inferred from (9) as (10), shown at
the bottom of the next page.

After suppressing the interference generated by td ,
WU performs its decoding process to recover CU’s message
tc. However, owing to SICi, there may still be residual
interference present after suppressing td . Let ιw, 0 ≤ ιw ≤

1, represent the SICi level where ιw = 0 stands for
completely perfect SIC while ιw = 1 implies completely
imperfect SIC. Then, WU recovers tc with SNR, calculated
from r̃w = ιwkmw

√
ψPmtd + kmw

√
(1 − ψ)Pmtc + ςmwt +

(kmw + ςmw) εmw+χmw+(kew + ςew)
(√

Pete + εew
)
, as (11),

shown at the bottom of the next page.
One sees from (10)-(11) that ET introduces interference to

WU through jamming, CSIi, and HWi. This interference is
quantified as |kew|

2 (1 + βew)Pe + αew (1 + βew)Pe, which
contributes drastically to degrading the probability of suc-
cessful recovery of td and tc at WU, thereby enhancing
message security.

III. ANALYTICAL RESULTS OF NOFE
The section systematically approaches the secrecy and
reliability performance analysis of NOFE, beginning with
the analysis of SOP/ROP. SOP and ROP metrics indicate
the likelihood that the accomplished channel capacity at the
wire-tapping receiver (SOP) or the legitimate receiver (ROP)
falls below the specified spectral efficiency (C). A smaller
ROP implies higher reliability, indicating that the legitimate
receiver is less likely to experience an outage. Conversely,
a smaller SOP implies lower security, indicating that the
wire-tapping receiver is more likely to successfully eavesdrop
on communication. Following the SOP/ROP analysis, the
section extends the evaluation to include RST, SST, REE,

and SEE. These metrics provide insights into the overall
system performance in terms of security and reliability,
considering both throughput and energy efficiency aspects.
Utilizing understandings attained from the SOP/ROP anal-
ysis, these additional analyses offer a complete assessment
of the secrecy and reliability performance of NOFE. The
importance of these analyses falls in their efficiency, as they
offer a prompt assessment of the secrecy and reliability
performance without the need for exhaustive simulations.
This allows for a systematic evaluation of NOFE under
various scenarios and parameter configurations, enabling
system designers to make informed decisions to optimize
the system’s security and reliability while ensuring efficient
resource utilization.

A. ROP OF DU (2D
D)

Given C ,2d
d measures the likelihood that DU fails to recover

its individual message td . This implies that channel capacity
accomplished at DU for recovering td is less than C :

2d
d = P

{
log2

(
1 + ϒ

td
d

)
< C

}
= P

{
ϒ
td
d < K

}
, (12)

where K = 2C − 1.
Inserting (6) into (12) and after some simplifications, one

gets

2d
d =

{
2̄d
d ,K < Kdd

1 ,K ≥ Kdd
(13)

where Kdd =
ψ

1−ψ+βmd
and

2̄d
d = P

{
|kmd |2 <

AddPm + Bdd
Pm

}
, (14)

with Add =
K (1+βmd )αmd

ψ−K (1−ψ+βmd )
and Bdd =

νK
ψ−K (1−ψ+βmd )

.

Remark 1: Given that Kdd =
ψ

1−ψ+βmd
and K = 2C − 1,

(13) illustrates that DU experiences different outage levels
depending on the configuration of the specified spectral
efficiency (C), the HWi parameter (βmd ), and the power
splitting parameter (ψ). In particular, if C , βmd , and ψ

are configured unreasonably such that Kdd ≤ K , DU suffers
complete outage, i.e., 2d

d = 1. However, complete outage of
DU can be prevented by appropriately configuring C , βmd ,
and ψ such that Kdd > K . Alternatively, NOFE must restrain
the target spectral efficiency such that C < log2

(
1+βmd

1−ψ+βmd

)
in order for eliminating complete outage for DU. This
constraint ensures that the achievable rate for DU remains
below the maximum allowable rate determined by system
parameters, thus preventing complete outage and ensuring
reliable communication for DU.

B. ROP OF CU (2C
C )

Given C , 2c
c measures the probability which CU fails to

recover tc. This implies the channel capacity attained at CU
for recovering tc is smaller than C :

2c
c = P

{
log2

(
1 + ϒ tc

c
)
< C

}
= P

{
ϒ tc
c < K

}
. (15)
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Plugging (8) into (15) and conducting some simplification,
one gets

2c
c =

{
2̄c
c ,K < Kcc

1 ,K ≥ Kcc
(16)

where Kcc =
1−ψ

ι2cψ+βmc
and

2̄c
c = P

{
|kmc|2 <

AccPm + Bcc
Pm

}
, (17)

with Acc =
(1+βmc)αmcK

1−ψ−(ι2cψ+βmc)K
and Bcc =

νK
1−ψ−(ι2cψ+βmc)K

.

Remark 2: Given that Kcc =
1−ψ

ι2cψ+βmc
and K = 2C − 1,

(16) illustrates that CU experiences different outage levels
depending on the configuration of the target spectral effi-
ciency (C), the HWi parameter (βmc), the SICi parameter ιc,
and the power splitting parameter (ψ). In particular, ifC , βmc,
ιc, and ψ are configured unreasonably such that Kcc ≤ K ,
CU suffers complete outage, i.e.,2c

c = 1. However, complete
outage of CU can be prevented by properly configuring
C , βmc, ιc, and ψ such that Kcc > K . Alternatively, NOFE
must restrain the target spectral efficiency such that C <

log2
(
1 +

1−ψ
ι2cψ+βmc

)
in order for eliminating complete outage

for CU. This constraint ensures that the achievable rate for
CU remains below the maximum allowable rate determined
by system parameters, thus preventing complete outage and
ensuring reliable communication for CU.
Remark 3: Integrating two remarks (1 and 2), it is inferred

that NOFE must restrain K < Kcc and K < Kdd , or K <

min (Kcc,Kdd ), i.e. restrain its target spectral efficiency

C < log2

(
1 + min

(
1 − ψ

ι2cψ + βmc
,

ψ

1 − ψ + βmd

))
, (18)

in order for eliminating complete outage for both CU andDU.
Conversely, if NOFE restrainsK ≥ Kcc andK ≥ Kdd , orK ≥

max(Kcc,Kdd ), both CU andDU experience complete outage.
Alternatively, if NOFE configures

C ≥ log2

(
1 + max

(
1 − ψ

ι2cψ + βmc
,

ψ

1 − ψ + βmd

))
, (19)

then both CU and DU suffer complete outage.
Remark 4: (13) and (16) indeed demonstrate that the

performance of both CU and DU in NOFE is impacted by
numerous system parameters, including (C , ϑza, ϑmm, λ, ψ ,
Pe, ν, γza, βza, ιl). Accordingly, the adjustment of these
parameters enables NOFE to attain specific performance
targets.

Remark 5: Both 2̄d
d in (14) and 2̄

c
c in (17) are consistently

rewritten in closed-form (the proof is deferred toAppendixA)
as

2̄l
l =

π2

4G

G∑
i=1

√
1−δ2i

cos2ηi
F

|kml |2

(
All tan ηi+Bll

tan ηi

)
fPm(tan ηi),

(20)

where δi = cos
(
2i−1
2G π

)
, ηi =

π
4 (δi + 1), G represents the

complexity-precision trade-off, and

fPm (z) = H
[

M

(z− H)2
−

e−Lz

(z− H)2
− L

e−Lz

z− H

]
, (21)

with H =
ϑemPe
ϑmm

, L =
1

ϑemPeλ
, and M = e−

1
ϑmmλ .

By inserting (20) into (13) and (16), one obtains the
closed-form representations of 2d

d and 2c
c.

C. SOP AT WU
1) SOP FOR TD
Conditioned on C , 2d

w measures the likelihood that WU
fails to restore DU’s message (td ). This implies the channel
capacity attainable at WU for decoding td is less than C :

2d
w = P

{
log2

(
1 + ϒ td

w
)
< C

}
= P

{
ϒ td
w < K

}
. (22)

Inserting (10) into (22) and conducting some manipula-
tions, one gets

2d
w =

{
2̄d
w ,K < Kwm

1 ,K ≥ Kwm
(23)

where Kwm =
ψ

1−ψ+βmw
and

2̄d
w = P

{
|kmw|

2 < Awd + Bwd
|kew|

2

Pm
+
Dwd
Pm

}
, (24)

with Awd =
K (1+βmw)αmw

ψ−K (1−ψ+βmw)
, Bwd =

(1+βew)PeK
ψ−K (1−ψ+βmw)

and

Dwd =
[αew(1+βew)Pe+ν]K
ψ−K (1−ψ+βmw)

.

Remark 6: Given that Kwm =
ψ

1−ψ+βmw
and K = 2C −

1, (23) illustrates that WU experiences different secrecy
outage levels when wire-tapping DU’s message, depending
on the configuration of the target spectral efficiency (C),
the HWi parameter (βmw), and the power splitting parameter
(ψ). Specifically, WU experiences complete secrecy outage
(indicating that DU’s message is absolutely secured) if C ,
βmw, and ψ are configured reasonably such that Kwm ≤ K .

ϒ td
w =

ψPm|kmw|
2

(1 − ψ + βmw)Pm|kmw|
2
+ (1 + βmw) αmwPm + ν + |kew|

2 (1 + βew)Pe + αew (1 + βew)Pe
(10)

ϒ tc
w =

(1 − ψ)Pm|kmw|
2(

ι2wψ + βmw
)
Pm|kmw|

2
+ (1 + βmw) αmwPm + ν + |kew|

2 (1 + βew)Pe + αew (1 + βew)Pe
(11)
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However, complete secrecy outage does not occur if C , βmw,
and ψ are configured unreasonably such that Kwm > K .
Alternatively, NOFE must ensure a lower bound on the
target spectral efficiency such that C ≥ log2

(
1+βmw

1−ψ+βmw

)
in order to attain absolute security for DU’s message. This
lower bound ensures that the achievable rate for WU remains
above the maximum allowable rate determined by the system
parameters, thus suffering complete secrecy outage and
ensuring absolute security for DU’s message.

2) SOP FOR TC
Given C , 2c

w measures the probability that WU unsuccess-
fully recovers tc. This implies the channel capacity attainable
at WU for decoding tc is less than C :

2c
w = P

{
log2

(
1 + ϒ tc

w
)
< C

}
= P

{
ϒ tc
w < K

}
. (25)

Inserting (11) into (25) and performing some simplifica-
tions, one gets

2c
w =

{
2̄c
w ,K < Kwc

1 ,K ≥ Kwc
(26)

where Kwc =
1−ψ

ι2wψ+βmw
and

2̄c
w = P

{
|kmw|

2 < Awc + Bwc
|kew|

2

Pm
+
Dwc
Pm

}
(27)

with Awc =
K (1+βmw)αmw

1−ψ−K(ι2wψ+βmw)
, Bwc =

(1+βew)PeK
1−ψ−K(ι2wψ+βmw)

, and

Dwc =
[αew(1+βew)Pe+ν]K
1−ψ−K(ι2wψ+βmw)

.

Remark 7: Given that Kwc =
1−ψ

ι2wψ+βmw
and K =

2C − 1, (26) illustrates that WU suffers different secrecy
outage levels when overhearing CU’s message, depending
on the configuration of the target spectral efficiency (C),
the HWi parameter (βmw), the SICi parameter (ιw), and the
power splitting parameter (ψ). In particular, WU experiences
complete secrecy outage (indicating that CU’s transmission
is absolutely secured) if C , βmw, ιw, and ψ are configured
reasonably such that Kwc ≤ K . However, complete secrecy
outage of WU does not occur if C , βmw, ιw, and ψ are
configured inappropriately such that Kwc > K . Alternatively,
NOFE must ensure a lower bound on the target spectral

efficiency such that C ≥ log2
(
1 +

1−ψ
ι2wψ+βmw

)
in order

to attain absolute security for CU’s message. This lower
bound ensures that the achievable rate for WU remains
above the maximum allowable rate determined by the system
parameters, thus suffering complete secrecy outage and
ensuring absolute security for CU’s message.
Remark 8: By integrating two remarks (6 and 7), it is seen

that if NOFE restrains K < min (Kwm,Kwc), i.e. restrain its
target spectral efficiency

C < log2

(
1 + min

(
1 − ψ

ι2wψ + βmw
,

ψ

1 − ψ + βmw

))
,

then both CU and DU suffer a certain degree of insecurity.
Conversely, if NOFE restrains K ≥ max (Kwm,Kwc), both

CU and DU reach absolute security. Alternatively, if NOFE
configures C ≥ log2

(
1 + max

(
1−ψ

ι2wψ+βmw
,

ψ
1−ψ+βmw

))
, then

both CU and DU achieve absolute security.
Remark 9: (23) and (26) demonstrate that the secrecy

performance for both CU and DU in NOFE is impacted
by numerous specifications, including (C , ϑza, ϑmm, λ,
ψ , Pe, ν, γaw, ιw, βaw). Accordingly, the adjustment of
these specifications permits NOFE to attain specific secrecy
performance target.
Remark 10: Both 2̄d

w in (23) and 2̄c
w in (26) are con-

sistently written in closed-form (the proof is deferred to
Appendix B) as

2̄l
w =

π2

4G

G∑
i=1

2̃wl (tan ηi) fPm (tan ηi)

√
1 − δ2i

cos2ηi
, (28)

where

2̃l
w (Pm) = 1 −

(
ϑewBwl
ϑmwPm

+ 1
)−1

e
−

(
Awl+

Dwl
Pm

)
1

ϑmw . (29)

By inserting (28) into (23) and (26), one accomplishes the
closed-form representations of 2d

w and 2c
w.

D. RELIABILITY/SECRECY SYSTEM THROUGHPUT
The throughput for NOFE under delay constraint is simply
derived from the outage analysis as

1l
p = C

(
1 −2l

p

)
, (30)

where p = {c, d,w} and 1l
p is the throughput of the l whose

message is decoded at the p, i.e., 1c
c and 1

d
d are respectively

RSTs of CU and DUwhilst1c
w and1d

w are respectively SSTs
of CU and DU.

Obviously, RST/SST in NOFE, as demonstrated by (30),
is jointly affected by a set of parameters (C , ϑza, ϑmm, λ,
ψ , Pe, ν, ιq, γgp, βgp) since this set affects 2l

p where q =

{c,w}. As such, accomplishing the target RST/SST requires
appropriately configuring and flexibly adjusting this set of
parameters within their feasible value regions.

E. RELIABILITY/SECRECY ENERGY EFFICIENCY
In the context of communication systems, REE and SEE are
important metrics that quantify the efficiency of using energy
resource to reach a target transmission rate. In the scenario
of NOFE, REE specifically mentions the proportion of the
aggregate RSTs (1c

c +1d
d ) to the whole power consumption

(Pe). Accordingly, REE is calculated as

8rel =
1c
c +1d

d

Pe
. (31)

Similarly, SEE is calculated as

8sec =
1c
w +1d

w

Pe
. (32)

91348 VOLUME 12, 2024



T. Le-Thanh, K. Ho-Van: Secured NOMA Full-Duplex Transmission With Energy Harvesting

F. PERFORMANCE LIMIT
In communication system analysis, researching the perfor-
mance upper-bound, which represents the best achievable
performance that users can attain under certain conditions,
is essential for gaining deep insights into the upper-bound
capabilities of the system. This subsection focuses on
investigating the performance limit of NOFE in scenarios
where the transmit power of ET reaches infinity, i.e., Pe →

∞. Analyzing the performance upper-bound under high
transmit power conditions allows researchers to understand
the system’s behavior when energy resources are abundant
and the jamming power is effectively unlimited. This analysis
helps in identifying the theoretical maximum performance
that can be achieved by CU, DU, and WU in NOFE,
offering insights into the system’s ultimate capabilities and
limitations. Indeed, as Pe → ∞, MT accumulates infinite
power, resulting in Pm → ∞. In this scenario, ROP (2l∞

l )
and SOP (2l∞

w ) for NOFE can be uniquely expressed as

2l∞
p =

{
2̄l∞
p ,Kpl > K

1 ,Kpl ≤ K
(33)

where

2̄l∞
p = P

{∣∣kmp∣∣2 < Apl
}

= F
|kmp|

2
(
Apl
)
. (34)

From (34), it is evident that the outage probabilities
(ROP/SOP) are constrained by various factors including the
corresponding channel kmp, the desired spectral efficiency
(K = 2C −1), the CSIi γmp, the power splitting parameter ψ ,
the SICi ιq, and the HWi βmp. Since the performance limit is
constant, the diversity order of NOFE is indeed zero.

IV. BENCHMARK MODELS: OFE AND NOHE
Comparing NOFE with two benchmark models, OFE and
NOHE, provides valuable insights into the concurrent
impacts of FD and NOMA in wireless communication
systems. Analyzing the performance of these benchmark
models allows for a quick comparison of their reliability,
energy efficiency, and security aspects. By studying their per-
formance metrics such as throughput, outage probability, and
energy efficiency, researchers can understand the trade-offs
and advantages of employing FD and NOMA techniques in
energy harvesting-enabled communication systems.

A. OFE
In OFE, message transmission is divided into two equal
stages, each occurring within a half-second duration (trans-
mission block is normalized to one second). During each
stage, the FD operation is conducted by MT. MT harvests
energy from ET and utilizes this harvested energy to
broadcast messages intended for CU or DU. The transmit
power Pm in this case remains the same as expressed in (4).
Therefore, LU receives the signal transmitted by MT as

r̄ml = (kml + ςml)
(√

Pmtl + εml

)
+ χml . (35)

SINR to decode tl is calculated from (35) as

ϒ̄
tl
l =

Pm|kml |2

βmlPm|kml |2 + (1 + βml) αmlPm + ν
. (36)

ROP of LU is

2lOMA
l = P

{
1
2
log2

(
1 + ϒ̄

tl
l

)
< C

}
= P

{
ϒ̄
tl
l < K̄

}
,

(37)

wherein K̄ = 22C − 1 and the factor 1
2 ere the logarithm is

proportional to the duration of each stage.
Inserting (36) into (37) results in the explicit form of2lOMA

l
as

2lOMA
l =

{
2̄lOMA
l , K̄ < K̄ll

1 , K̄ ≥ K̄ll
(38)

where K̄ll =
1
βml

and

2̄lOMA
l = P

{
|kml |2 <

ĀllPm + B̄ll
Pm

}
. (39)

with Āll =
(1+βml )αml K̄

1−K̄βml
and B̄ll =

νK̄
1−K̄βml

.

Both (39) and (57) have the same form. As such, (39) can
be obtained in the same manner as (57), yielding (40), as
shown at the bottom of the next page.

Similarly, WU receives the signal as

r̄wl = kmw
√
Pmtl + ςmw

√
Pmtl + (kmw + ςmw) εmw

+ χmw + (kew + ςew)
(√

Pete + εew

)
. (41)

SINR to decode tl is calculated from (41) as (42), shown at
the bottom of the next page. Then, SOP of WU is

2lOMA
w = P

{
1
2
log2

(
1 + ϒ̄ tl

w
)
< C

}
= P

{
ϒ̄ tl
w < K̄

}
.

(43)

Substituting (42) into (43) yields the explicit form of
2lOMA
w as

2lOMA
w =

{
2̄lOMA
w , K̄ < K̄wl

1 , K̄ ≥ K̄wl
(44)

where K̄wl =
1
βmw

and

2̄lOMA
w = P

{
|kmw|

2 < Āwl + B̄wl
|kew|

2

Pm
+
D̄wl
Pm

}
, (45)

with Āwl =
K̄ (1+βmw)αmw

1−βmw
, B̄wl =

(1+βew)PeK̄
1−βmw

, and D̄wl =

[αew(1+βew)Pe+ν]K̄
1−βmw

.

Both (45) and (62) have the same form. As such, (45) can
be obtained in the same manner as (62), yielding (46), as
shown at the bottom of the next page.

By invoking (38), the formulas of RST and REE for OFE
are respectively given by

1lOMA
l =

C
2

(
1 −2lOMA

l

)
, (47)
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and

8OMA
rel =

1cOMA
c +1dOMA

d

Pe
. (48)

Similarly, by invoking (44), the formulas of SST and SEE
for OFE are respectively written as

1lOMA
w =

C
2

(
1 −2lOMA

w

)
, (49)

and

8OMA
sec =

1cOMA
w +1dOMA

w

Pe
. (50)

Obviously, comparing the performance of NOFEwithOFE
offers deep understandings on the advantages of NOMA over
OMA, particularly in the scenario of CSIi, HWi, SICi, FD,
and EH. By assessing key metrics such as outage probability,
energy efficiency, and system throughput, we determine
the impact of NOMA’s simultaneous transmission and
power allocation strategy on system performance. Such a
comparison enables a complete understanding of the benefits
and trade-offs in association with diverse multiple access
mechanisms in the investigated wireless communication con-
text. The prompt performance comparison between NOFE
and OFE is facilitated by the explicit formulas of 2lOMA

p ,
1lOMA
p , 8OMA

sec , and 8OMA
rel . These formulas allow for a quick

assessment of the relative performance of the two models
under various operating conditions, aiding in the selection of
the most suitable approach for specific application scenarios.

B. NOHE
In NOHE,6 message transmission is split into two equal
stages, each occurring within a half-second duration (trans-
mission block is also normalized in one second). MT per-
forms the HD operation. During the first stage, MT harvests
energy from ET. The energy harvested during this stage is
Ēm =

λ
2 |kem|

2Pe. In the second stage, MT utilizes the
harvested energy to conduct NOMA communication to both

6NOHE is the system model in [22] and [23]. Nevertheless, the
performance analysis did not account for practical imperfections (HWi, CSIi,
SICi).

CU and DU. The transmit power during this stage is P̄m =
Ēm
0.5 = λ|kem|

2Pe whose PDF is straightforwardly derived
as fP̄m (z) = Je−Jz where J =

1
ϑemλPe

. Since the signal
processing in the second stage of NOHE is similar to that of
NOFE, the analytical results for NOHE can be summarized
based on the corresponding expressions derived for NOFE.

ROP of LU is

2lHD
l = P

{
1
2
log2

(
1 + ϒ

tl
l

)
< C

}
=

{
2̄lHD
l , K̄ < Kll

1 , K̄ ≥ Kll
(51)

where

2̄lHD
l = P

{
|kml |2 <

Ãll P̄m + B̃ll
P̄m

}

=

∞∫
0

F
|kml |2

(
Ãllz+ B̃ll

z

)
fP̄m (z) dz

=

∞∫
0

(
1 − e−

Ãll z+B̃ll
ϑml z

)
Je−Jzdz

(∗)
= 1 − e−

Ãll
ϑml J

∞∫
0

e−
B̃ll
ϑml z

−Jzdz

= 1 − 2Je−
Ãll
ϑml

√
B̃ll
ϑmlJ

K1

2

√
J
B̃ll
ϑml

 , (52)

where
(∗)
= is computed with [39, eq. (3.471)], Ãcc =

(1+βmc)αmcK̄
1−ψ−(ι2cψ+βmc)K̄

, B̃cc =
νK̄

1−ψ−(ι2cψ+βmc)K̄
, Ãdd =

K̄ (1+βmd )αmd
ψ−K̄ (1−ψ+βmd )

, and B̃dd =
νK̄

ψ−K̄ (1−ψ+βmd )
.

Similarly, SOP of tl at WU is

2lHD
w = P

{
1
2
log2

(
1 + ϒ tl

w
)
< C

}
=

{
2̄lHD
w , K̄ < Kwl

1 , K̄ ≥ Kwl
(53)

2̄lOMA
l =

π2

4G

G∑
i=1

√
1 − δ2i

cos2ηi
F

|kml |2

(
Āll tan ηi + B̄ll

tan ηi

)
fPm (tan ηi) (40)

ϒ̄ tl
w =

Pm|kmw|
2

βmwPm|kmw|
2
+ (1 + βmw) αmwPm + ν + |kew|

2 (1 + βew)Pe + αew (1 + βew)Pe
(42)

2̄lOMA
w =

π2

4G

G∑
i=1

[
1 −

(
ϑewB̄wl
ϑmw tan ηi

+ 1
)−1

e
−

(
Āwl+

D̄wl
tan ηi

)
1

ϑmw

]
fPm (tan ηi)

√
1 − δ2i

cos2ηi
(46)
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where Ãwc =
K̄ (1+βmw)αmw

1−ψ−K̄(ι2wψ+βmw)
, B̃wc =

(1+βew)PeK̄
1−ψ−K̄(ι2wψ+βmw)

,

D̃wc =
[αew(1+βew)Pe+ν]K̄
1−ψ−K̄(ι2wψ+βmw)

, Ãwd =
K̄ (1+βmw)αmw

ψ−K̄ (1−ψ+βmw)
, B̃wd =

(1+βew)PeK̄
ψ−K̄ (1−ψ+βmw)

, D̃wd =
[αew(1+βew)Pe+ν]K̄
ψ−K̄ (1−ψ+βmw)

, and 2̄lHD
w in (54),

as shown at the bottom of the next page.
By invoking (51), the formulas of RST and REE for NOHE

are derived as

1lHD
l =

C
2

(
1 −2lHD

l

)
and 8HD

rel =
1cHD
c +1dHD

d

Pe
.

(55)

Similarly, by utilizing (53), the formulas of SST and SEE
for NOHE are written as

1lHD
w =

C
2

(
1 −2lHD

w

)
and 8HD

sec =
1cHD
w +1dHD

w

Pe
.

(56)

Obviously, comparing the performance of NOFE with
NOHE provides valuable insights into the advantages of
FD over HD, particularly in the scenario of EH, NOMA,
CSIi, HWi, and SICi. By assessing metrics such as system
throughput, energy efficiency, and outage probability, one can
observe the influence of FD on the overall system perfor-
mance. Utilizing the closed-form formulas of 2lHD

p , 1lHD
p ,

8HD
rel , and 8

HD
sec , performance comparison between NOFE

and NOHE can be efficiently and quickly conducted. This
comparison aids in understanding the benefits and trade-offs
associated with employing FD in the considered wireless
communication scenario, providing valuable insights for
system design and optimization.

V. RESULTS AND DISCUSSION
The section provides a comprehensive evaluation of the
performance of NOFE in various scenarios, including pivotal
parameters and comparisons with its counterparts, OFE
and NOHE. Both analytical (Ana)7 and simulation (Sim)8

evaluations are conducted to ensure the accuracy of the
results. The system parameters are defined to simulate
realistic conditions, with users arbitrarily located in a two-
dimensional plane. The parameters used in the simulations
are as follows, unless otherwise reported: ET (0, 10), MT
(0, 0), WU (20, 20), CU (40, 0), DU (50, 5), the energy
converting efficiency λ = 0.5, the path-loss decay ~ = 2.8,
the level of the CSIi γza = γ = 0.01, the self-interference
power ϑmm = −50 dB, the total HWi βza = β = 0.1,
the specified spectral efficiency C = 0.5 bps/Hz, the SICi
level ι2q = ι2 = 0.1, the power splitting parameter ψ = 0.9,
the noise power ν = −90 dBm, the reference fading power
ϕ = −10 dB, and the transmit power of ET Pe = 30 dBm.
The gap between the aggregate reliability throughputs and

the aggregate security throughputs, represented as TPgQ,

7The analytical evaluations are conducted by using formulas derived in
Sections III-IV.

8The simulation evaluations are conducted by using Monte-Carlo
simulations.

serves as a pivotal performance metric in comparing the
models Q = {NOFE, OFE, NOHE}. Additionally, the
energy efficiency gap, EEgQ, which is TPgQ normalized
by the transmit power Pe, is also considered. One notes
that TPgQ =

(
1c
c +1d

d

)
−
(
1c
w +1d

w
)
. TPgQ and EEgQ

behave similarly to secrecy capacity, which represents the
gap between capacity at legitimate receiver and that at
WU [36]. Thus, a higher TPgQ (EEgQ) indicates better
security. The subsequent results in Figures 2-9 demonstrate
the consistency between the analytical and simulation
results, validating the accuracy of the derived formulas in
Sections III-IV. This consistency ensures confidence in the
analytical framework and provides insights into the perfor-
mance of NOFE compared to OFE and NOHE under various
conditions.

Figure 2 compares the security performance in terms of
throughput gap for the three considered models (NOFE,
OFE, NOHE) with respect to (wrt) Pe. It is evident that
the performance of NOFE saturates at high Pe, consistent
with the analysis in Subsection III-F. However, the saturated
throughput gap of NOFE is nearly double that of OFE
and more than three times that of NOHE, highlighting
the superiority of the proposed model (NOFE) over its
benchmark models (OFE, NOHE). In addition, the perfor-
mances of all three system models improve with increasing
Pe, attributed to the increase in the amount of scavenged
energy. Furthermore, the proposed system model (NOFE)
considerably outperforms its counterparts, demonstrating
the remarkable effectiveness of using concurrently FD and
NOMA compared to solely employing either FD or NOMA.
Remarkably, FD provides a notably higher throughput gap
than HD, as evident from the considerably higher throughput
gap of NOFE and OFE compared to NOHE. This gap stems
from the fact that the throughput of FD can be double that of
HD.

Figure 3 compares throughput gap among the three system
models wrt C . Apparently, the proposed system model is
dramatically superior to its counterparts across the entire
range of C , demonstrating the notable effectiveness of
concurrently using FD and NOMA compared to solely
employing either FD or NOMA. Remarkably, FD provides
a significantly higher throughput gap than HD, as evidenced
by the notably higher throughput gap of NOFE and OFE
compared to NOHE. This difference arises from the fact
that the throughput of FD can be double that of HD.
Interestingly, when C exceeds a certain threshold (e.g., C >

2.46 bps/Hz in Figure 3), both CU and DU in the proposed
system model experience full outage (or zero throughput
gap). The threshold 2.46 bps/Hz is already derived in (19),
reaffirming the accuracy of the proposed derivations and
valuable understandings they provide. Moreover, C can be
optimally computed to attain the peak throughput gap for
the three considered system models. This is logical since
the throughput is the multiplication of C and

(
1 −2l

p

)
(e.g., see (30)) wherein 2l

p is proportional to C . For

VOLUME 12, 2024 91351



T. Le-Thanh, K. Ho-Van: Secured NOMA Full-Duplex Transmission With Energy Harvesting

FIGURE 2. Throughput gap wrt Pe. ‘‘Asym’’ means Asymptote (i.e.,
throughput gap at high Pe).

FIGURE 3. Throughput gap wrt C .

instance, NOFE, OFE, andNOHE respectively reach the peak
throughput gap at C = 1.9, 1.28, 0.96 bps/Hz.
Figure 4 compares the secrecy performance among the

three considered system models for varying γ , which
represents the severity of CSIi. It is apparent that the proposed
system model surpasses its counterparts across the entire
range of γ , once again highlighting the notable effectiveness

FIGURE 4. Throughput gap wrt γ .

of concurrently exploiting FD and NOMA compared to
solely employing either FD or NOMA. Notably, FD provides
significantly higher security than HD, as evidenced by
the notably higher security achieved by NOFE and OFE
compared to NOHE. This difference arises from the fact that
the throughput of FD can be double that of HD. Additionally,
all the investigated system models experience considerable
performance degradation with increasing γ . This degradation
is expected since higher values of γ indicate more severe
CSIi, which adversely affects system performance.

Figure 5 compares the security performance among the
three considered system models for varying β, representing
the severity of HWi. Apparently, the proposed system model
(NOFE) outperforms its counterparts across the entire range
of β, once again highlighting the notable effectiveness of
concurrently exploiting FD and NOMA compared to solely
employing either FD or NOMA. Remarkably, FD provides
significantly higher security than HD, as evidenced by
the notably higher security achieved by NOFE and OFE
compared to NOHE. This difference arises from the fact
that the throughput of FD can be double that of HD.
Additionally, it is observed that NOFE suffers a significant
security degradation with increasing β, while its counterparts
are almost unaffected by β. This indicates that NOFE’s
security performance is more sensitive to the severity
of HWi compared to OFE and NOHE. Notably, NOFE

2̄lHD
w = P

{
|kmw|

2 < Ãwl + B̃wl
|kew|

2

P̄m
+
D̃wl
P̄m

}

=

∞∫
0

2̃wl (y) fP̄m (y) dy

=
π2J
4G

G∑
i=1

1 −

(
ϑewB̃wl
ϑmw tan ηi

+ 1

)−1

e
−

(
Ãwl+

D̃wl
tan ηi

)
1

ϑmw

 e−J tan ηi
√
1 − δ2i

cos2ηi
(54)
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FIGURE 5. Throughput gap wrt β. Particular values of β are from 0.08 to
0.175 as per [40].

FIGURE 6. Throughput gap wrt ι2.

saturates at high severity of HWi, indicating a limit to its
performance improvement in the presence of severe hardware
impairments.

Figure 6 compares the security performance among the
three considered system models for varying ι, representing
the severity of SICi. Obviously, the proposed system model
(NOFE) achieves higher security than its counterparts
across the entire range of ι, once again highlighting the
notable effectiveness of concurrently exploiting FD and
NOMA compared to solely employing either FD or NOMA.
Remarkably, FD provides significantly higher security than
HD, as evidenced by the notably higher security achieved
by NOFE and OFE compared to NOHE. This difference
arises from the fact that the throughput of FD can be double
that of HD. Additionally, it is observed that NOFE suffers
a significant security degradation with increasing ι, while
its counterparts are almost unaffected by ι. This indicates
that NOFE’s security performance is more sensitive to the
severity of SICi compared to OFE and NOHE. Notably,

FIGURE 7. Throughput gap wrt λ.

FIGURE 8. Throughput gap wrt ϑmm.

NOFE quickly saturates at high severity of SICi, for instance,
ι2 ≥ 0.15, indicating a limit to its performance improvement
in the presence of severe SICi.

Figure 7 compares the security performance of NOFE with
that of OFE and NOHE wrt the efficiency of the energy
harvester λ. Apparently, the proposed system model (NOFE)
consistently outperforms its counterparts across the entire
range of λ, once again highlighting the notable effectiveness
of concurrently exploiting FD andNOMAcompared to solely
employing either FD or NOMA. Remarkably, FD provides
significantly higher security than HD, as evidenced by
the notably higher security achieved by NOFE and OFE
compared to NOHE. This difference arises from the fact
that the throughput of FD can be double that of HD.
Additionally, increasing λ, which results in a higher amount
of harvested energy, significantly enhances the security for
NOFE, whereas it only slightly improves the security for OFE
and NOHE, as anticipated.

Figure 8 compares the security performance of NOFE
with two reference models (OFE and NOHE) wrt the
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FIGURE 9. Throughput gap wrt ψ .

self-interference power ϑmm. It is evident that the proposed
system model (NOFE) consistently outperforms its counter-
parts across the entire range of ϑmm, once again highlighting
the notable effectiveness of concurrently exploiting FD and
NOMA compared to solely employing either FD or NOMA.
Remarkably, FD provides significantly higher security than
HD, as evidenced by the notably higher security achieved by
NOFE and OFE compared to NOHE. This difference arises
from the fact that the throughput of FD can be double that
of HD. Additionally, as expected, the performances of NOFE
and OFE are influenced by ϑmm, while that of NOHE remains
unchanged with changing ϑmm.

Figure 9 illustrates the comparison of security performance
among NOFE and two reference models (OFE and NOHE)
wrt the power splitting parameter ψ . It is evident that
NOFE consistently outperforms its counterparts across the
entire range of ψ , highlighting the notable effectiveness of
concurrently exploiting FD and NOMA compared to solely
employing either FD or NOMA. Remarkably, FD provides
significantly higher security than HD, as evidenced by
the notably higher security achieved by NOFE and OFE
compared to NOHE. This difference arises from the fact that
the throughput of FD can be double that of HD. Additionally,
as expected, the performances of NOFE and NOHE are
influenced by ψ , while that of OFE remains unchanged with
changing ψ . Notably, all considered system models saturate
at high ψ , suggesting a limit to the achievable security
improvement with increasing power splitting parameter.

VI. CONCLUSION
The paper offers a thorough exploration of NOFE, partic-
ularly in the presence of realistic impairments like CSIi,
HWi, and iCSI. By providing explicit formulas, it enables
a swift and effective evaluation of system metrics such as
throughput, energy efficiency, and outage probability across
a wide range of crucial parameters. Key insights from the
study include the significant impact of FD, NOMA, SI, EH,
CSIi, HWi, and SICi on system performance. Notably, NOFE

demonstrates the capability to mitigate full outage through
careful parameter tuning and attain optimum performance
under specific settings. Furthermore, the comparative analy-
sis with reference models (OFE and NOHE) sheds light on
the advantages of concurrently leveraging NOMA and FD
over solely employing either NOMA or FD. This highlights
the superior performance of NOFE across diverse parameter
settings, providing valuable insights for future research and
practical implementations.

APPENDIX A: THE PROOF OF (20)
Both 2̄d

d in (14) and 2̄c
c in (17) are consistently rewritten as

2̄l
l = P

{
|kml |2 <

AllPm + Bll
Pm

}
, (57)

which is explicitly computed as

2̄l
l =

∞∫
0

F
|kml |2

(
Allz+ Bll

z

)
fPm (z) dz, (58)

where fPm (z) has a closed-form representation as (21), which
is proved as follows.

Invoking Pm in (4), its CDF is expressed as

FPm (z) = P {Pm < z}

= P

{
λ|kem|

2

1 − λ|kmm|
2Pe < z

}

=

1
λ∫

0

F
|kem|

2

(
[1 − λy]

z
Peλ

)
f
|kmm|

2 (y) dy. (59)

By using the explicit formulas of F
|kem|

2 (·) and f
|kmm|

2 (·),
the closed-form representation of FPm (z) is

FPm (z) =

1
λ∫

0

(
1 − e−

1
ϑem [1−λy] z

Peλ

) e−y/ϑmm
ϑmm

dy

=F
|kmm|

2

(
1
λ

)
+

(
ϑmmz
ϑemPe

− 1
)−1(

e−
z

ϑemPeλ − e−
1

ϑmmλ

)
.

(60)

The CDF of Pm, fPm (z), is derived by taking the derivative
of FPm (z) with respect to z, yielding (21).

Now, by applying a variable change z = tan y, (58) is
further expressed as

2̄l
l =

π/2∫
0

F
|kml |2

(
All tan y+ Bll

tan y

)
fPm (tan y)

dy
cos2y

. (61)

Utilizing Gaussian-Chebyshev quadrature in [38], (61) is
strictly approximated as (20), finishing the proof.
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APPENDIX B: THE PROOF OF (28)
Both 2̄d

w in (23) and 2̄c
w in (26) are consistently written as

2̄l
w = P

{
|kmw|

2 < Awl + Bwl
|kew|

2

Pm
+
Dwl
Pm

}
, (62)

which is explicitly computed as (63).

2̄l
w=4Pm
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∞∫
0

F
|kmw|

2

(
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y
Pm

+
Dwl
Pm

)
f
|kew|

2 (y) dy

︸ ︷︷ ︸
2̃l
w(Pm)


(63)

Utilizing the explicit formulas of F
|kmw|

2 (·) in (1) and
f
|kew|

2 (·) in (2), one reduces 2̃l
w (Pm) in (63) to

2̃l
w(Pm)=

∞∫
0

(
1−e

−

(
Awl+Bwl

y
Pm

+
Dwl
Pm

)
1

ϑmw

)
1
ϑew

e−
y
ϑew dy,

(64)

which is straightforwardly derived in the closed-form repre-
sentation as (29).

Using the closed-form formulas of 2̃l
w (Pm) in (29) and

fPm (z) in (21), one computes 2̄l
w in (63) as

2̄l
w =

∞∫
0

2̃wl (z) fPm (z) dz. (65)

By applying a variable change z = tan y, (65) is further
expressed as

2̄l
w =

π/2∫
0

2̃wl (tan y) fPm (tan y)
dy

cos2y
. (66)

Utilizing Gaussian-Chebyshev quadrature in [38], (66) is
strictly approximated as (28), finishing the proof.
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