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ABSTRACT An efficient data transmission can be established by flying ad hoc networks (FANETS) that
emphasized the cooperation and coordination among various unmanned aerial vehicles (UAVs) as a crucial
aspect. The FANET’s security becomes a crucial area for exploration due to its limited resources. Earlier
research on trust-based computation in ad-hoc environments has demonstrated that previous strategies are
efficient at safeguarding ad-hoc environments against a wide range of attacks. So, to curb such circumstances,
trust-based management systems can be considered the major need of the hour for calculating the reputation
score within the network. Trust management systems are aimed at detecting untrustworthy network nodes and
keeping track of all the activities being performed by the nodes, for trust score computation. This will aid in
segregating the malicious node from the network. In this article, several types of trust mechanisms of FANET
have been addressed thoroughly, and several types of trust mechanism calculations are clarified primarily
with the major challenges that FANET is encountering in the context of its trust management design, open
research problems and solutions are being incorporated with the existing FANET-based protocols.

INDEX TERMS FANET, UAV, trust, protocol, energy.

I. INTRODUCTION
A FANET network can be visualized as intercommunicat-
ing clusters, consisting of a large number of UAVs that are
assigned to execute a particular job. This intercommunication
is being implemented wirelessly without any infrastructural
support [1], [2], [3], [4], [5]. In a FANET-based network, all
the UAVs are pre-programmed per the flight plan to make
them autonomous at the time of flying. These UAVs can also
be subjected to complex dynamic infrastructure in the context
of automation [6], [7], [8], [9], [10]. This complex infras-
tructure can be termed flexible and versatile at the time of
implementation [11], [12]. Eventually, if an ordinary commu-
nicating channel (infrastructure-based) becomes out of order
or unavailable, then at that instance of time, these cluster-
based flying robots (UAVs) can furnish a speedy wireless
network to communicate and coordinate with the rescue team.
FANETs can be implemented in various applications
like location-aware services, disaster management, security
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services, and rescue operations [13], [14], [15]. The nodes
of a FANET are also freed to make movement irrespective
of direction. These aid FANET to complete their assigned
job. At the time of completion in accordance to their mobile
nature, the topology of the network can change several times.
The participating node can get linked or delinked from the
network as per the requirement. FANET is also responsible
for offering a self-structured and autonomous trend of the
node which may result in biases and harmful characteristics
in the network to the node [16], [17], [18], [19], [20].

A single node must abide by the norms of coordination
from the perspective of the large usage of FANETSs. These
biases and harmful traits brought attention to the urge to
enhance the security of the networks. In this case, the classical
methods, from the context of security that includes the tech-
nique related to cryptographic methodologies, are responsible
for the huge consumption of resources [21], [22], [23], [24],
[25]. Hence, securing a FANETs-based network with an
optimal resource consumption is becoming a burning agenda
for research. Past research is being carried out in the context
of trust schemes from the perspective of ad-hoc environments
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FIGURE 1. Flying Ad-hoc network system.

which signifies that a trust evaluating procedure can be stated
to be helpful in terms of securing ad-hoc-based networks
from malicious attacks [8], [9], [10]. Hence, for securing a
FANET-based network, the ideology of trust management
should be incorporated [11], [12]. The trust management
system is responsible for maintaining the trust-based rela-
tionships in-between the major intermediate nodes. It focuses
on multiple prospects regarding trust-based computational
methodologies that can also be incorporated within FANETS.

A UAV is essentially a flying ad-hoc network, which
primarily connects multiple UAVs to communicate with
each other within such a network. FANET is the result of
advances in technological perspectives and improvements
in infrastructure-less network schemes for integrating auto-
mated flight-based units. A key component of such a network
is the UAV, which primarily contains ‘drones’, ‘balloons’,
‘light aircraft’, ‘ground controllers, etc. FANET’s inter-
communication architecture assists the end user with two
integrated communication methods for UAV control. These
methods include inter-UAV communication and communi-
cation between the ground station and to UAV shown in
Fig. 1. The other classification parameters about the UAV are
based on weight, length, principle of operation, and shape of
wings. Such capabilities can result in distinguishing traits for
UAVs in terms of making themselves familiar with various
rescue, search, and any types of emergency crises due to their
enhanced scalability and comprehensive height.

Such a device has enhanced their fame to numerous civilian
usage, including wind-related research, forest fire detection,
agricultural applications, civilian security-based applications,
critical traffic examination, and furnishing internet-based ser-
vices in a disaster-like situation.

FANETSs are volatile networks with limited resources and
energy, requiring prompt responses for jobs. Communica-
tion is crucial in FANET systems, despite challenges like
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density, topology, energy consumption, radio propagation
design, computational power, and mobility. Communication
protocols are essential for reliable, resilient, and on-demand
communication between UAVs and base stations due to
their unique features and complex deployment environment.
This review analyzes several trust management techniques
in FANETSs which focus on trust components, trust building,
trust evaluation, and trust propagation stages. It investigates
multiple trust management systems and evaluates them based
on key factors like security, scalability, dynamicity, and
complexity. The survey highlights the need for innovating
methods to improve the routing, security, and quality of
service (QoS) of FANETS. It outlines research gaps in areas
including different trust calculation techniques and parame-
ters, trust evaluation approaches, and trust-based schemes in
FANETs. The mathematical computational strategies for trust
and parametric-based simulation analysis are also explored in
this article. It also covers QoS in trust-based FANETS, which
cover cooperative routing, dependable data transfer and
resource distribution, etc. Lastly, the survey identifies issues
and discusses open research challenges, including potential
solutions like node mobility, resource availability etc.

The article consists of ten sections. Trust based com-
munication mechanisms have been described in section II.
In Section III, an analysis of the knowledge gap has been
discussed. Communication protocols for FANETS have been
discussed in Section IV. Trust computational mechanism in
FANET has been introduced along with its different method-
ology in section V. An extensive review of the trust-based
FANET routing protocol on the bases of different parameters
has been analyzed in section VI. The overall discussion about
the various types of FANET-based trust routing protocols and
open research trends are summarized in sections VII & VIII
respectively. Research challenges are in section IX. Lastly,
section X concludes the paper.
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Il. TRUST-BASED COMMUNICATION AMONG THE UAVS
Assuming that numerous UAV networks interacting among
themselves are being accomplished entirely based on the
well-endowed framework, as a result, that particular satellite
or terrestrial station will be capable of having a functional
province that is inaccessible throughout the communicative
coverage of the framework. In the event of ineffective inter-
UAV interaction with the foundation, the implementation
may fall flat [26], [27], [28], [29], [30], [31], [32], [33],
[34], [35].

Trust development between the transmitting UAVs and
electing the most reliable UAV (the leader UAV) with a sig-
nificant chance of data retention and adequate energy for the
remainder of the operation. An additional objective is to make
use of the chosen monitor to get around any broadcast storm
problems that may arise from interest packet distribution. The
data packet is transferred back to the requester UAV using the
quickest and most reliable way when the data generator or a
node with a duplicate of the demanded information (i.e. data)
is identified as being used. This type of authentication mecha-
nism is then executed based on how reliable the data producer
is. Fig. 2 [34] has explained a compact data authentication
mechanism focused on inter-trustor to present the stated inter-
UAV trust formation and administration data authentication
mechanism focused on inter-trustor to present the stated inter-
UAV trust formation and administration. However, the flying
network system is the methodology of inter UAVs message
conveyance rather than UAV-base station data conveyance.
Perhaps, it may be utilized to elongate the coverage of the
complete range of execution. However, a FANET node may
not be utilized to demonstrate a communication connection
with the configuration, yet can still be employed to advance
under communication via individual UAVs. The foremost
intention of the cluster-based FANET: is to establish a trust-
based prototype. The methodology of the prototype may be
used to minimize the achievable requirements of the disad-
vantageous or ill-disciplined nodes that are being nominated
as an intermediate node. A node surrounded by a collected
FANET miniature can be conveniently recognized as a Clus-
ter Head (CH) or a Cluster Member (CM). Members of a
collection can straightforwardly intercommunicate with their
CH. CH can uncomplicatedly transfer the discriminative data
to the primary base station via other CHs. It is believed that
every single node is systematized among the group with the
assistance of a recommended grouping program [10], [20].
It is furthermore presumed that every node has an exceptional
distinctiveness, which is indistinguishable from the presump-
tions. In numerous sensor-based networking replicas, nodes
do not acquire an exceptional individuality identical to the
internet-based propriety of conventional networks. Although,
to individually recognize the particular nodes one must exe-
cute an inter-communication for the particular ambiances,
a class-based emphasizing proposed action [36], [37], [38],
[39] is being utilized. A protected transmission medium is
being inaugurated to defend the rust score from obstruction
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origination or inspection at the moment of relocation from
one node to an alternative one accompanied by the guid-
ance of fundamental administration strategies [40], [41], [42],
[43], [44], [45], [46], [47], [48], [49]. Furthermore presumed
that every node has an exceptional distinctiveness, which
is indistinguishable from the presumptions. In numerous
sensor-based networking replicas, nodes do not acquire an
exceptional individuality identical to the internet-based pro-
priety of conventional networks. circumstance regarding the
network malleability, is the ranking-based decorum. Cur-
rently, the network embodies a certain proportion of clusters
from distinguishable ground provinces. Every single cluster
has its corresponding cluster head, and every single node
inside the cluster is conveyed by a direct route in the radius
of the leader node. The leader is affiliated with the UAVs
in conditions of characterizing the whole cluster. Further-
more, the leader node is similarly responsible for propagating
data during the time of transmitting together with its cluster
associates. This miniature can satisfy a superior presentation
regarding the consequences when the objective region is
enormous and the proportion of UAVs is more prominent
as well. Amongst the most pivotal design-based circum-
stances for categorized routing is necessitated with cluster
configuration Motility augury aggregating is inherently a
cluster configuration algorithm in particular that is being
designed for FANET [20]. It immensely adaptable FANET
node can evolve in a recurring cluster advancement, and the
Motility augury clustering also deliberates in deciphering
this hindrance by consolidating the foretelling-based net-
work computational refurbishment. It foretells the movable
configurations of UAVs with the assistance of a dictionary
Tree-configuration foretelling algorithm [28] and associates
termination time movability strategy. It acquires a discrimina-
tory accumulation of every miniature and the UAV, especially
having the utmost prominence to each of its adjacent UAVs,
is being designated as the leader. The complete simulation
studies advance the notion that the leader node determination
approach can amplify the invariability of the groups and the
CHs.

The existence of an aerial ad hoc-based infrastructure
demonstrates an equivalent relationship as a means for assist-
ing Cooperation and Association amongst the UAVs.

Over and beyond, it is observed in most of the events that
FANET is accountable for data accumulation from its circum-
stances and relies on the instructions being handled by the
management headquarters. FANET can homogenize peer-to-
peer relationship mediums and must also be responsible for
gathering the congestion at that present time. Multi-UAV pro-
cesses may assimilate a diverse category of radars, in which
each radar may be accountable for various propositions in
the phenomenon of data consignment. Interaction-based tech-
nologies are the most crucial design aspects when they deal
with multiple UAVs in FANET. Ad-hoc connections among
UAVs are examined in this work as a specific kind of network
called Flying Ad-hoc Network.
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FIGURE 2. Trust based inter UAV data communication system.

This type of network application has been discussed,
along with the FANET concept regarding the density of
the UAVs, scalability, topological modification, power effi-
ciency, processing power, localization and the differences
between flying ad-hoc networks along with the other tra-
ditional types of ad hoc network have also been explored.
FANET technology factors such as adjustability, sustainabil-
ity, response time, UAV platform restrictions, and bandwidth
are also examined. A thorough analysis of current data on
FANETs has been surveyed and associated topics using a
layered architecture. The presently used FANET simulation
environments along with simulators are explored also. The
main objectives of such a paper are to outline the multiple
UAV ad-hoc system difficulty and also to inspire further
experts to concentrate on such obstacles that are yet unset-
tled. The primary objectives of this research are to introduce
distinct obstacles and design restrictions for FANET and
define it as a unique dynamic network category. This is the
initial in-depth evaluation of trust-based FANETS, despite the
existence of different types of mechanisms that address some
particular concerns of multi-UAV technologies along with the
open research trends [50], [51], [52], [53], [54], [55], [56],
[57], [58], [59], [60].

Ill. ANALYSIS OF THE RESEARCH GAP

The selected review articles covered a variety of features,
such as the fundamental ideas of different trust-based models,
communication protocols, trust assessment systems, and
trust-based computing techniques by employing mathemat-
ical operations and simulation methods.

Communication plays a significant role in designing the
inter UAVs protocol system. A survey has been done on trust-
based UAV-connected flying ad-hoc networks. The amount of
trust can be explained in the context of FANET and its present
application scenarios. It has also been discussed the different
types of trust management schemes i.e. mobility, topology
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change, density of the UAV, transmission radio, residual
energy, power consumption of drone, and distance [61], [62],
[63], [64], [65], [66], [67], [68], [69], [70], [711, [72], [73],
[74], [751, [76], [77], [78], [79], [80].

UAVouch [52] developed a scheme that combines move-
ment plausibility tests for UAV groups with public-key-based
authentication to validate identity and position. It supplied
the authentication technique by regularly confirming that the
locations of neighbouring UAVs make sense. The invaders
that are unable to follow projected trajectories were also
detected.

This kind of network design is affected by several factors
in terms of adaptability, latency, scalability, UAV platform
constraints, and bandwidth. The comparison of different fea-
tures of the existing schemes has been described in Table 1.
Furthermore, it has been discussed the issues of the research
gaps regarding such kinds of networks with their various
computation technique in Table 2.

IV. COMMUNICATION PROTOCOLS FOR FANETS
FANET can provide a network system that is disposable,
portable, and self-composable with comparatively low oper-
ating costs. In case of turbulence, the normal communication
infrastructure is unavailable. On the contrary, communi-
cation between UAVs in ad-hoc mode becomes a salient
task. Numerous ad-hoc routing protocols have been designed
to establish reliable and efficient communication between
FANET nodes. The motivation is to provide a thorough
overview of existing communication protocols.
Communication network among UAVs is one of the hard-
est configuration issues. Communication among UAVs upon
FANET can operate on motility, node density, alteration
in geography, radio propagation miniature, energy utiliza-
tion, computational energy, and pinpoint. Because of this
uniqueness and the compound implementation environment
of FANET, communication procedures perform a crucial part
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TABLE 1. Comparison of features with different existing techniques.

Existing Scope Core findings
schemes

TBCS [53] To increase efficiency and  hybrid trust evaluation
security by dynamically score with indirect and
choosing the leader drone.  direct interactions.

UNION[54] To identify and separate Trust establishment via
non-cooperative UAVs. interaction.

SECRIP[56] To protect the UAVs while = To provide a secure route
they are transmitting data  during transmission based
along the routes. on bio-inspired

algorithms

UAVouch[52] Detection of malicious Authentication and
drones. position validation.

BOLDJ[55] To provide dynamic To select the cluster head
cluster leader selection among several drones at

different times.

SEEDRP[59] To provide a safe, Secure the UAVs based
effective, and dynamic routes from the external
routing. attacks  during  data

transmission.

RRPRS[57] Dependable predictive  Robust and dependable
routing scheme. predictive route selection

Advantages

Increase the accuracy of
identifying and isolating
non-cooperative nodes.

Lightweight inter-UAV
trust score evaluation.

Improves the network’s
longevity, mobility of
drones and signal
reception strength.

To find odd activity,
anomaly detection
methods were also used.

Decreasing the energy
required for
communication, thereby

increasing the lifespan of
the network.

Improve the throughput
and packet delivery ratio
and delay among the
UAVs during
transmission

Enhanced the active-path
lifespan.

Disadvantages

High energy consumption.

Unable to protect against
unapproved drones.

Unable to secure the
transmitted data.

Unable to provide
UAVouch position
validation technique.

Unable to consider the high
transmission range and
frequency  during  data
communication

Unable to secure the nodes
along with the trajectories
during communication.

Unable to provide efficient
implementation and

scheme

in incorporating trustworthy and strong communication and
expanding strategy expertise by strengthening connectivity
among UAVs.

Nodes in Flying Ad-Hoc Network (FANET) ways and
means are extremely adjustable, crucially expandable,
extendable, esteemed, and concurrent peer-to-peer commu-
nication between UAVs and terrestrial stations. experimenta-
tion matters are stated for the different layers as illustrated in
Table 3.

V. TRUST EVALUATION MECHANISMS IN FANET

Trust management can be pondered as the creation of a trust,
evaluating the value based on their trust, and updating the
value of trust score and revocation. The complete elaboration
of the f trust computational procedure has been described
below.

A. INTRODUCTION OF TRUST

The process of initializing trust is the first step in a trust-based
management system because when nodes start interacting,
they don’t yet have enough information about one another
to determine the trust value. Based on this situation, nodes
are further categorized into trusted, non-trusted, and unde-
fined. According to record-based communication, as shown
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functioning in practical
situations.

in Fig. 3 [30], this value is updated more precisely in the
context of trust status.

A schematic diagram of the trust computation method is
shown in Fig. 4 [30] for a fuzzy logic-based trust evalua-
tion model i.e. TBCS [53]. This fuzzy classification scheme
can be able to segregate the drones within such a network.
Several components have been shown in the fuzzy-based
trust computation scheme for computing a drone’s trust value
within such a network. This scheme has provided services in
terms of quality and social parameters. The quality of service
parameters includes performance along with reliability. The
drone’s experience can be achieved from the social environ-
ment and also performance can be obtained from the drone’s
quality parameter. This scheme divides the classes of drones
into three categories i.e. best, worst, and moderate based
on their performance. It can be able to form clusters with
suitable drones and select the most trusted drones as cluster
heads within such networks. The drone within the cluster can
calculate the trust values of all neighborhood drones based
on this methodology. Whenever an unknown drone outside
the network wants to meet with such network first sends a
joining request message to the leader drone which takes the
responsibility in terms of acceptance.
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TABLE 2. Research gaps based on previously published articles for trust Based FANET.

Trust Computation Method
Research gaps

e [t has a shortcoming in the high consumption of energy without having a proper solution
TBCS [53] to fix that.
e [t has failed in the respect of selecting the optimal leader drone at different geographical
hindrances dynamically with respect to both high and low ranges of transmission.
e This Model is unable to provide full security from the unauthorized drones

UNION[54]

e It does not provide a trustworthy route or path for the drones when communicating data.

e  This plan failed to invent a remedy for the broadcast storm difficulty during the interest
SEEDRP[59] diffusion.

e [t is incapable to mitigate incomplete information concerning uncertainty in dynamic

soundings.
e  Expert knowledge of the inclusion aids in enhancing the fuzzy based application scheme
Fuzzy based FANET [64] for FANETS.

e  Fuzzy logic-based trust models in the current scenario are termed to be highly dynamic,
scalable along with less complex, and enhanced security.

e  This scheme proposed to select a drone(leader/head) operator from the cluster-based
FANET by an optimization scheme (nature-based).

e  The computational model of the BOLD algorithm is based on the natural optimization

BOLD[55] process.

e  Stimulation was performed considering the three-dimensional state (width, length, height)
of the UAYV instead of the two-dimensional state.

e  This smart and efficient optimization technique can be used to deal with different types of
uncertain real-time problems.

ATS-LIA [66] e It contains three types of variants and also focuses on hybrid versions.

e Additionally, results of applications using this algorithm in applied science are provided in
the areas of image processing, machine learning, networking, etc.

e  Geocasting allows delivering of information to a subset of targets on the network
determined by nodes’ geographic location.

e It is also known as Location Aware Routing. Messages are distributed to nodes within a
geographic position within such a network.

LOR-FANET[67] e It uses several routing methods based on flooding, non-flooding, beaconing, forwarding,
etc. Location-aware routing is primarily focused on energy usage and genuine message
delivery and also works on multi-dimensional topologies of the network.

e Evaluation of geocast routing protocols includes message and storage complexity,
robustness, and the ability to forward geocast packets over evenly localize networks.

e This protocol is aimed at improving the security of NDN-driven VANETs (VNDN).

e  The selected cluster heads are then in charge of disseminating interest packets to protect
from the situations like broadcasting storms among the intermediate problem.

NDN-VANET [68] e When the destination has been located, the data is returned to its sender most quickly and
securely possible.

e  Asaresult, the calculation complexity and time are reduced.

e  The algorithm starts by obtaining the location of the starting node, inter-network link node,
and sink based on the positional monitoring system.

e  Attempt count points to the route development procedure that demands at least two nodes

LAKAS-IoD[76] to utilize the first route.

e  The convey management pattern is accountable for the individual dynamic routing method
while AES with distinct dynamic key watches out for shielding the packets before
conveyance.

e ‘Whale optimization Algorithm’ computes the reliability score based on the fitness scores
of the multiple routes within such a system.

e The whole mechanism incorporated in such kind of bio-inspired algorithm is listed below:

i) Evaluate the trust scores along with the benchmark i.e., distance for each drone within
such system;
BWOA [70] ii) Establishment of kth disjoint route;
iii) Computing the most desirable route based on its trust score about the distance within
such a system.
Applying parameters, power, frequency, and packet distribution proportion, the representation of the
trust-based ‘Whale optimization Algorithm’ is assessed.
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TABLE 2. (Continued.) Research gaps based on previously published articles for trust Based FANET.

LCBSI[71]

e A fusion technique of communication framework that makes use of both the low energy
necessity of 802.15.1 and the high data rate abilities of 802.11.

. Improves network throughput and delay efficiency.
In addition, the proposed scheme significantly reduces the cost of communication, and
simulation results employing OPNET seconds illustrate the effectiveness of the strategy.

e A fusion wireless communication technology that enhances the network representation in
terms of frequency and latency by integrating the low energy usage of 802.15.1 with the
huge data transfer proportion of 802.11.

Further, the proposed program significantly reduces communication expenses, and a simulation
outcome utilizing OPNET confirms the efficiency of the approach.

MBMP[72]

0COSCD[63]

TABLE 3. Analysis of various layers of FANET.

Name of the Layers

e Network performance will be reduced by increasing the no. of UAVs due to the problem
of broadcasting storms with the network.

e  This problem can be solved by an algorithm based on the selection of neighbors
dynamically.

e It was modified and validated based on field experiments and computer simulations.

e When the message redundancy falls significantly, then message delivery will be increased
to flooding scenarios, FANET can alleviate the real-world problem of broadcast storms.

e  This allows traditional broadcasting storm traffic techniques to be used in FANET.

e  This system can be able to use the computational power from the other cluster for the drone
of another cluster to operate a specific task.

e  Ifa drone having multiple computational activities within a cluster co-exists with another
cluster that has sufficient compute resources within range or is dormant, the proposed
scheme would consider switching off the cluster head opportunistically to decide whether
to load or not.

Subjects with respect of analysis implementation

Physical e Inareal FANET-based entreaty, nodes are three-dimensional structures.
e  Few presiding research materials presume that space is a 2D-based FANET topology.
e  Previous FANET-based investigations showcased that the antenna characteristics of 3D networks
differ from those of 2D-based networks and can primarily affect the physical layer.
e  Process-oriented inspection of subsisting these layers and enlargement of such layer designs for 3-
dimensional networks. This topic in FANET is to be explored further.
Medium access control e  FANET has some distinctive challenges and some enhancements to how the MAC layer is designed.
e Energy is one of the key factors connected with peripheral conditions in most ad-hoc-based designs.
However, the FANET protocol must act on UAVs, and UAVs have no real power limit.
e  FANET nodes may comprise and function with additional innovative hardware than a node with the
ad-hoc based protocol. This possibility can also be utilized for demonstrating a more systematic
FANET-MAC layer.
Network-based e Peer-to-peer intercommunication is indispensable for multi-UAV system collaboration and collision
avoidance.
e  This kind of network can be formed by gathering information from the environment i.e. an ad-hoc-
based network generating a variety of traffic patterns.
e All the data is transferred to a predefined number of UAVs directly attached to the network
configuration.
e  Enhancing new routing protocols that assist the end-to-end communication and assemble cast
conveyance which has not been explored yet.
Cross-layer architectures e This productive technique can meet the requirements of FANETs as with different types of
supremely dynamic wireless networks.
e Despite some research on cross-layer FANETS, is wide open to new protocols.
e  Communications between layers can be used to upgrade FANET performance.
e The quality of link status associated with the physical layer plays an important parameter for further
upper layers.
B. DIRECT OR INDIRECT COOPERATION OF TRUST be classified in the context of collection that may include
The second stage in the context of managing the trust can indirectly or directly. Direct evidence is the evidence that

be pondered to be the gathering of evidence. Evidence can is gathered with the help of the direct observation method
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processed on directly connected UAVs. Evidence obtained
from other people’s observations is referred to as indirect
evidence [19]. Trust values are being reassessed based on this
direct and recommendation evidence which may be the cause
of an increase or reduction in trust values. Nodes are further
categorized as trusted or untrusted based on this result.

C. DYNAMIC NATURE OF TRUST

In infrastructure-less UAVS connected networks, trustworthi-
ness is a factor that is being calculated in the aspect of an
individual drone because there is the absence of a base/ground
station to compute the trust score for such kind of network.
Different formats can be used to express the trust factor.
For instance, a vector-based representation that shows the
interaction at any point is based on agent, window time,
subject, job or action, and consequence [20]. It shows that the
topic is being considered in a manner that the agent interprets
as to whether the action was successful or unsuccessful at a
particular point in time. Another method for expressing the
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positive feedback, k, and negative number, n, that a subject
thinks about an agent is t [subject, agent, action, k, n] [23].
An individual node that is based on the trust score that is
computed with the aid of the evidence space incorporates a
mapping from an evidence-based space to a trust-based space.
It can also be done using a beta distribution [21].

D. BENEFITS OF TRUST IN TERMS OF APPLICATION

In a trust management entity, the decision relies upon the kind
of communication channel being used in-between the nodes.
A sum of trustworthy nodes is being updated based on the
outcome that is being calculated from the earlier phases. The
decision-making procedure can be used to classify the nodes
in the context of trustworthiness or non-trustworthiness based
on the value of the trust score.

E. TRUST MECHANISM STEPS IN FANET

In FANET, a trust evaluation entity involves multiple
numbers of segments. These segments have been fur-
ther categorized into multiple groups according to their
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usage. In accordance with the literature used, the classi-
fication of trust computation is being processed in five
different stages from the aspect of dimensionality which
can be trust formation, trust composition, trust propa-
gation, trust calculation, and trust modernization. Fig. 5
[30] depicts various stages that are involved in trust-based
management.

1y

2)

3)
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TRUST LAYOUT IN FANET: Trust composition
refers to the constituents that are being pondered for
a trust-based evaluation; it might consist of social
and environmental trust and trust based on service
excellence.

Quality of service-based trust: In FANET, this kind
of [22] trust refers to the execution of UAVs within the
networks based on node reliability, node competence,
task performance, and cooperativeness among multiple
UAVs.

Social environmental trust: The social trust [23] fac-
tor in FANET can be evaluated based on the social
relationship of multiple UAVs. The social relationship
factors of UAVs within the FANET are as follows, i.e.,
good cooperation, data privacy, non-cooperative.
ESTABLISHMENT OF TRUST: Trust formation
implies the procedure for identifying the trust score
values within a node of a network. There are two fac-
tors (observation as well as property) on which trust
formation depends in the FANET network.

o Experienced-based trust score: Three methods
are available for a node to determine the trust-
worthiness of another node in the network: Direct,
Recommendation, and Hybrid [24]. A trustor node
monitors another node’s characteristics during
their interaction under direct observation. When a
trustee node communicates with the other nodes in
such a network, a trustor node is tasked with watch-
ing the trustee node’s trail in indirect observation.
According to the suggestion, the trustor node has
access to a variety of data about the trustee node
from other nodes in the network.

« Hierarchy-based trust score: The trust factor of
network drones can be evaluated based on some
distinct features that can be partitioned into two
classes: multi-trust and single-trust [25]. Single
trust refers to the ideology that only one trust-
based property can be pondered to compute the
trust score about a particular UAV, whereas multi-
UAV trust depicts that multiple trusted properties
can be used for evaluating trust values about the
UAVs in FANET.

TRUST COMPUTATION PROCESS: The process by
which a network node’s total trust score is calculated
is referred to as trust computation. Trust accumulation
and prediction procedures are the two methods primar-
ily utilized to calculate a node’s trust score within an
ad-hoc network.

o Trust forecasting: Trust prediction is a tech-
nique for predicting the trust score within a
node by examining the past and present charac-
teristics of nodes inside the network. The trust
score is predicted using the trust-based prediction
algorithm, which considers suggestions from other
nodes. Models are used to implement mathemat-
ical induction-based models [26], Markov chain
models [27], and fuzzy logic-based prediction
techniques.

o Total trust: Trust aggregation is another proce-
dure that is being used to compute the trust score
at the time when the network-based trust score
gets propagated along multiple pathways. So, the
aggregation procedure sums up these multi-valued
pathways to procure a unit of trust score for a
drone in such an environment. Literature stating
the Bayesian approach, game theory, fuzzy, and the
weighted sum is classified as an aggregation trust-
based methodology [26], [27], [28].

4) ENHANCEMENT OF TRUST SCORE: Trust prop-

agation is a trust-based procedure in a network that
states how the transmission of nodes is processed
within a network. Trust propagation aids in conserving
resources by reusing the trust score of a node which
will also help in avoiding the issue of recalculation.
Two factors are responsible at the time of node trust
propagation which include centralized and distributed
within a network.

o Collective trust: The distribution of trust in the
distributed paradigm can take the form of trusted
chaining or recommendations [26]. In the chaining
approach, the trust score is transmitted from one
node to another which resembles a chain. When
making a recommendation, a node shares its trust
value with another intermediate node, that either
directly or indirectly possesses pertinent informa-
tion about the node in question.

o Consolidate trust: In centralized trust-based
propagation methodology, a node can be pondered
as a centralized propagating entity to work as a
trust propagating element within the network for
all remaining nodes [25].

5) MODIFICATION/IMPROVEMENT OF TRUST:

Trust updating is a process of updating the trust scores
at the time of any network alteration. There are two
procedures, event-based and time-based, that can be
applicable at the time of updating the node’s trust
within a network.

o Based on period: In the time-based frame-
work [29], trust scores depending on property or
observation are being updated by two different
methods namely continuous modification and peri-
odic updation.

« Based on evidence: Every time an event is trig-
gered in such a framework, a network node’s
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FIGURE 5. Expanding the scalibility of Flying Ad-hoc-based network entity.

trust score is updated [30]. Uncertain events
and definite events are the two additional cate-
gories that can be used for event-based updation
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mechanisms. In some event-based methodologies,
trust scores are only updated when a particular or
predetermined event takes place. The trust scores
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TABLE 4. Methodologies of trust evaluation mechanism.
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Trust
Computation
Method

Fuzzy model

Bayesian
technique

Game
Theory

Weightage
technique

Markov
Chain
technique

Beta
Distribution
technique

Advantages

1. The model can
effectively handle any
incomplete information
because the entire data is
being represented over a
certain continuous range.

2. Integration of feedback
within the fuzzy model aids
in achieving an improved
result.

3. This model aids in
keeping track of previous
information.

4. Information from
knowledge experts and
specialists can be

incorporated into it to
produce the best results.

1. This model makes us of
the past and present traits
for computing the trust
score.

2. In contrast, the malicious
node can also formulate its
trust score by furnishing a
more truthful rating within
a short time frame.

1. Furnishes scheme-based
evaluation.

2. Aids in identifying the
rational trait of a node.

3. Enforces the property of
updating the trust score
over a while interval by
making use of “dynamic
cyber security games”.

1. Integration of indirect-
based and direct-based trust
scores, which would aid in
constructing a  hybrid
model.

2. The model can't stand
alone as a representation of
sophisticated computing.

1. Aids in identifying the
trait of dynamic nodes.

2. Aids in evaluating the
rate of change of agent’s
trait.

3. The model is also
pondering time as its
component in order to
segregate malicious nodes.
1. Optimal usage of
resources by making use of
only two parameters.

2. Aids in evaluating the
cumulative  trust  score
along different traits.

3. Integration of the beta
method and respective
properties aids in
evaluating the direct trust
and recommended  trust
simultaneously.

4.It is a time-independent
model rather it relies on the
achieved rating for trust
computation.

Context

The model aids

in

securing the entire route
along with malicious

node detection.

Malicious node,
Enforcing secure
routing.

Malicious node detection.

Aids in  segregating

malicious nodes.

Enhancing the security

over the pathway
transmission.

Misleading nodes.

in

Attacks Trust
considered models example
Message TBCS [53]
Modification

Black hole, Gray hole,
and wormhole.

Man in GA based trust[50]
the middle

attack, DOS, Bad

mouthing,

Gray hole, Spoofing, GT based trust[74]
and black
Hole.

DOS, black Lightweight based trust[34]
hole and

jellyfish, selfish

node, link

spoofing.

Malicious node, packet Markov Chain technique based trust
dissipation. [78]

Misleading nodes, bad- Beta Distribution technique based
mouthing. trust [80]
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of network nodes are updated during the time of
occurrence in the context of an uncertain scheme,
however.

VI. TRUST BASED ROUTING SCHEMES IN FANET

Trust-based management entity generally possesses a wide
range of applications from the perspective of distributed
systems, e-commerce systems, sensor networks, information
technology, and ad-hoc networks. Reputation and trust are
being computed by several trust-based computation tech-
niques that may include the Bayesian trust model, fuzzy
model, game theory model, and so on. Existing trust evalu-
ation strategies in FANET are explained in Table 4.

A. COMPARISON ANALYSIS OF VARIOUS TRUST-BASED
COMPUTATION METHODS IN FANET

The concept of reliability has been perceived to be the princi-
pal field for study because it serves as a crucial parameter
in terms of security in the case of the FANET network.
Researchers have proposed many trustworthy management
solutions for maintaining security in moving ad-hoc net-
works in the current environment. A comprehensive analysis
is being processed concerning various state-of-the-art trust
management schemes such kinds of networks. This review
aids researchers by focusing on the context of the security-
based aspect of FANETS. Several types of trust management
schemes along with their necessary parameters in FANET
are shown in Table 4. The comparison analysis is based on
several essential parameters i.e. computation method, scala-
bility, etc., of FANET in Table 5. The analysis of various trust
computation schemes is shown in Table 6.

B. ANALYTICAL VIEW OF VARIOUS TRUST COMPUTATION

METHODS IN FANET

An agent subjectively anticipated another’s future behavior
based on their past interactions is known as trust [15]. The
phrase “ability” is used in another definition by Grandison
and Sloman [16] that states, trust is a strong belief in an
entity’s ability to function consistently, securely, and depend-
ably in a certain setting. Trust is reliant on feedback based on
prior encounters, as defined by Mui et al. [15] and generally
in computer science. Trust is developed in online systems as
well based on prior interactions and experiences. The two
categories of trust are direct observation trust and recommen-
dation trust. Direct observation trust value is such a trust score
that the user experiences directly while interacting with the
system. When there is indirect trust, another user divulges
their personal experience which is known as recommended
trust. Trust is a crucial component of FANET. The mathe-
matical trust computation method has been listed in Table 7.

C. REVIEW OF SIMULATION TECHNIQUES FOR FANET

Testing is required before actually implementing or deploying
any communication system. Therefore, a network simula-
tor has been used before live deployment. Several types of
network simulators are available for flying ad-hoc network
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communication systems. Some are designed primarily for
wireless networks, while others are designed for both wired
and wireless networks. This study explores a comprehensive
overview of simulation techniques used in flying ad-hoc
communication systems to enable network and communi-
cations professionals to identify suitable simulators such as
REAL network simulator, network simulator (NetSim), net-
work simulator-2 & 3 (NS-2 and NS-3), JavaSim (J-Sim),
OMNet++, SensorSim etc has shown in Table 8.

VII. DISCUSSION AND ANALYSIS

Various trust computation scheme has been designed by sev-
eral researchers to mitigate cyber-attacks for a flying ad-hoc
based network. Table 2 and Table 3 depict the performance
matrix of various schemes i.e., the table 4 also includes
domain which will furnish information in the context of
security and safety. It can also be observed that Game theory
model, Fuzzy logic, and Markov model are the best suitable
models for FANETs [81], [82], [83], [84], [85], [86], [87].

It has been observed that Fuzzy based mechanism plays
an important role for the uncertain network with insuffi-
cient information about the intermediate nodes. Such network
system is inherently scalable, resulting in high uncertainty
and high risk of information leakage. Fuzzy based scheme
can be viewed as an appropriate trust computation model
which can be used such highly dynamic environment. Fuzzy
based computational models can contain the knowledge of
multiple human experts and are useful to deal with unknown
situations that may arise during the time of disaster situations
in FANET. In network communication, major attacks often
occur during the routing process. These attacks include vari-
ous types such as wormhole attacks, gray-hole attacks, and
black-hole attacks. The Fuzzy model has the capability to
mitigate these routing attacks effectively.

Bayesian models are considered a type of trust manage-
ment model that falls under probabilistic models. However,
Bayesian models have limitations when it comes to handling
the mimicking behavior of malicious nodes in a network.
These models primarily focus on past and current behaviors
of a node, which means they may not effectively detect a
malicious node that has intentionally built a negative repu-
tation before launching an attack. Additionally, trust decay
based on current traits is often slow in Bayesian models.
Therefore, these models may not be suitable or justified for
use in FANETs.

Instead, game theory-based models can be considered to
address these limitations. Game theory provides a frame-
work for understanding the strategic behavior of nodes within
a network. By employing game theory, it becomes possi-
ble to detect nodes that deviate from the expected network
behavior. Game theory-based models can also assist in devel-
oping strategies and policies to enhance network security.
Therefore, using game theory-based models can be a helpful
approach for detecting selfish nodes within FANETS.

Markov models utilize stochastic processes to calculate
trust scores for UAVs (Unmanned Aerial Vehicles). These
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TABLE 5. Analysis of various trust computation methods.

Proposed scheme

TBCS [53]

UNION [54]

BOLD [55]

SECRIP [56]

RRPRS [57]

TLCS-FANET [34]

SEEDRP [59]

OCSEES-FANET [60]

HCSELD-FANET [61]

BSP-FANET [62]

0COS [63]
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Types of Trust Factors

Direct and
recommendation trust

Inter-UAV
reliability

trust

Fitness score

Compute the solution for
each search element.

Computation of the

expected connection
timestamp, a utility
module

for path  selection,
directional

dissemination with a
fresh

reformed mechanism

Inter-UAV Trust
Establishment,  Direct
Reliability, Inter-Friend
Score.

Efficient Forwarder link,
Round Trip Time(RTT),
Packet Lifetime

The estimation time of
link, Energy of Drone,
Drone's Key Execution,
Drone's Final
Significant Weight
Throughput and delay

Computation of
messages replication
within a destined interval

communication  delay,
computing delay,
estimated time

consumed for finishing
all tasks

Attacker's  types

Malicious nodes

Intended and
unintended  UAV
misdeed.
Malicious  cluster
leading drone
Malicious  cluster
leading drone
Environmental
hindrances,  high-
speed mobility,

and terrain
structures

Identification of
Malicious UAV

Malicious nodes

Malicious UAV

Malicious nodes

Malicious UAV

limited
battery and
computing power

Parameters considered
during the time of
Performance measure

Transference Delay,
Adaptability, Packet
drop ratio (PDR)

Inter-UAV packet-
based delivery scheme,
Inter-UAV energy,
mobility-based pattern,
and enqueued packets,
End-to-end delay
Distance and left-over
energy at distinct time
frames

Energy utilization
levels,
The lifespan of the

network,
node mobility,
reception strength of the

signal,

delay incurred,

packet delivery ratio
Dynamic  angle-based
adjustment for
transmitting data

delivery ratio,
Path  lifespan  and
service disruption time

End-to-end delay is
aggregate-based
engrossed energy.

Rate of data
transmission, speed of
the nodes, node
direction

Packet feedback ratio,
hop to hop delay,
utilization of energy,
throughput,

time complexity

High data transmission

rate, low-power
consumption
Broadcast storm
problem, message
redundancy, message
delivery ratio

Operating time,
response time, elapsed
response time,
offloading

Trust computation methods

Takagi—Sugeno—Kang
inference method

fuzzy

New context-aware trust-based
computation

Social media optimization (SMO),
which is reliant on how close
together the drones are, Bio-
inspired optimized leader
selection for multiple drones, Two
Al-based optimization Scheme,
bio-inspired optimization Scheme
Chaotic algae algorithm and a
dragonfly algorithm

hybrid usage of geo-casting and
unicasting based on routing
protocol using trajectory and
location-based information

A novel trust-aware monitor-
based communicating architecture

Distinct dynamic key generation
scheme

Optimization of link-state protocol
based on ‘Whale optimization’
routing protocol.

A hybrid
wireless communication scheme

Broadcast storm problem dynamic
neighborhood-based
algorithm.

opportunistic
offloading system

computational
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TABLE 6. Analysis of various trust computation parameters in FANET.

Trust Model Trust evaluation Scalability of
Method the model
Fuzzy Peak Level
TBCS [53]
Game theory Moderate
UNION[54] Grade
Fuzzy Moderate
BOLDI[55] Grade
Markov Peak Level
SECRIP[56] Chain
Markov Peak Level
RRPRS[57] Chain
Fuzzy Moderate
TLCSF [34] Grade
Markov Peak Level
SEEDRP[59] Chain
Fuzzy Moderate
OCSEES [60] Grade
Markov Moderate
HCSELD [61] Chain Grade
Fuzzy Moderate
BSP [62] Grade
Game theory Peak Level

0COSCD [63]

models are capable of determining the rate at which a node
changes its trait, which can help identify deceptive nodes
within a network. Consequently, the Markov model appears
to be well-suited for application in Future Aerial Network
Systems (FANETs). On the other hand, weightage-based
models and subjective trust models are relatively straightfor-
ward models that may not adequately capture the complexity
of FANETs when used in isolation. These models may lack
the necessary sophistication to effectively address the unique
challenges and dynamics of FANETs. Therefore, relying
solely on weightage-based models or subjective trust models
is generally not considered suitable for FANETSs. In sum-
mary, while Markov models offer benefits such as analyzing
trait changes and detecting deceptive nodes, weightage-based
and subjective trust models alone may not be sufficient for
FANET: due to their limited complexity. Integrating various
trust management models and combining them with other
approaches can lead to more robust trust management solu-
tions for FANETS.

The beta distribution model shares similar issues with
Bayesian models as it primarily focuses on trust ratings and
does not consider the time component. Consequently, the beta
distribution model is not well suited for use in FANETs.
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Time
Nature of The complexity Storage Level of
Dynamicity of the system Complexity Security
Peak Level Moderate Grade Peak Level Moderate
Grade
Moderate Grade Moderate Grade Moderate Grade Moderate
Grade
Moderate Grade Below Average Below Average Below
Average
Moderate Grade Below Average Moderate Grade Peak Level
Moderate Grade Standard Grade Moderate Grade Peak Level
Moderate Grade Below Average Moderate Grade Below
Average
Peak Level Moderate Grade Peak Level Peak Level
Moderate Grade Moderate Grade Below Average Below
Average
Moderate Grade Moderate Grade Below Average Moderate
Grade
Peak Level Moderate Grade Below Average Moderate
Grade
Peak Level Below Average Below Average Standard
Grade

Table 3 provides brief comments on the main findings of a
review of various trust computation methodologies. One of
the observations made is the existence of a research gap after
analyzing several trust-based schemes in FANETs. For exam-
ple, the TBCS [53] fails to incorporate the consideration of
energy consumption. It also lacks an optimized approach for
dynamically selecting a leader drone in different geographical
hindrances, which can result in other drones being disre-
garded regardless of their transmission range. SEEDRP [59]
is mentioned as being incapable of ensuring reliability in
terms of both drone and route when communicating data.
It is also unsuitable for addressing the broadcast storm issue
during interest dissemination. Furthermore, the concept of
scanning and protecting sensitive areas from unauthorized
drones has not been introduced in SEEDRP. Table 9 likely
presents a compilation of the underlying thoughts and con-
cepts related to trust computation models.

Using real-time streaming protocol and multi-processing,
the suggested solution dramatically decreases false positives
in fuzzy films caused by UAV vibrations. Using ResNet-
101, the modified faster Region-Based Convolutional Neural
Network (R-CNN) performed better than the base network
in detecting tiny flaws [65]. To lessen the load of traffic
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TABLE 7. Various trust based mathematical computational techniques for FANET.

Trust management
Approach

TBCS [53]

RRPRS -
FANET[57]

BOLDI[55]

ATSLIA[66]

Trust score Approach

Total!™ = aTotaldrect 4 pTotal P .. (1)

Totaldet = m.nY....(2)

tati 1 tati
Total,"* " = 2 3% _, Totalg*“" (3)

The direct trust and recommendation trust factor are conveyed as a
and b respectively, where a+b=1, Each node (say node p) calculates
direct trust score with respect to its one-hop neighbors by
Total@7e°t & The drone request for the indirect observation to its
neighbor drone (say node c) using T, eputation

FS(c,d,) = Trust(c,d).LD(c,d)
Trust(c,d)

- {[(1 —ﬁ).m(c, d)]

1 .
m.lT(c, d)] ifNo_GS GSE(GS,d) Else
I L GY) ) 1
“Dyred+ased L #msed+1

FS(c,d) and LD(c,d) symbolize the trust estimation of the link
duration between these two nodes, respectively

DT(c,d) and IT(c,d) are the direct and indirect trust estimation,
respectively, calculated by a UAV c¢ regarding another UAV d.

Inter-UAV Trust #ianl.GS is Ground Stations. Legal (S) and

malicious (T) interrelations between two UAVs ¢ and d.

The fitness score D,p, of individual drone is evaluated by the
formula fitness score Dy, = (w na,,g) + ((0.5). Venergy)

Ngayg 1s the average interval between two drones, Venergy 1s residual
energy factor, u is a variable whose value belongs to the range from

__ ngtnpt+ng+.nps
0.2 10 0.4, gy, = METETILTES

is the interval between drone along with base station

1
1+ e_(2ﬁ=1 Tuey="o)
Here, r;, is weight factor about various types of shared data on the
global trust score, 1 state the threshold value of the trust score about
this model and also h states the transition-duration time about the
system. Input and output of this function are expressed as individual
value of the F; (error set) and the assessment of the trust score W4
during the time of data transmission from UAV K, to UAV k.
Bcd (h) = izzszx ch Wkd- where,
B4 (h) represents the UAV about the quality of its application,
W4 states the direct reliability score of UAV K, to UAV K. W4
also represents the direct reliability score of UAV K, to UAV k, .
L4 (h) is the global reliable score of the overall UAV.

, X is the quantity of drones, 74,4

Wea(h) =

Lea()) = Beg(h = D+ W)+ D (Beg: (= 1)

k=1,k#c,d

Type(s) of Trust used

Direct observation
Trust Indirect
recommendation Trust,
Hybrid mode of Trust
(collection of both the
trust)

Inter-UAV mode of
Trust, Direct
observation Trust,
Indirect or
Recommendation-
Based Trust, Ground
Station-to-UAV Trust

fitness trust score about
the drone

Local & global trust
score about the drone,
Energy trust score,
Comprehensive trust
value

Performance
framework about
the model

Signal
effectiveness,
node’s power,
packet delivery
ratio (PDR) and
past interactions
about the adjacent
node

Non-cooperative
node detection
ratio, False positive
(FP) ratio, Mean
end-to-end
interval(s), Content
consignment ratio
(CDR), Energy
efficiency (W.s),
Generated
Overhead

Energy utilization
levels, existence of
the network, delay
encountered,
Reception strength
of the signal, Node
mobility

Drone’s power,
packet delivery of
drone’s ratio
(PDR),
Recommendation
interactions about
the adjacent node

regulation, the Internet of Vehicles (IoV) is separated into
fogs, and it suggests a new security authentication system
called fog-based identity authentication (FBIA) [42]. The
scheme has two levels: one for cars outside the fog and
another for everything else. The accuracy and flexibility of
the FBIA scheme are superior to existing techniques. A safe
elliptic curve cryptography (ECC)-based Internet of drones
(IoD) authentication technique was created using FANET
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in [35]. ProVerif2.03, the random oracle model, and practical
illustration were used for verification. The scheme’s efficacy
and efficiency were demonstrated by its performance evalua-
tion, which qualified it for use in real-world IoD contexts.

A. QUALITY OF SERVICE IN TRUST BASED FANET
Trust can play a key role in enhancing the parameters
of quality-of-service (QoS) in a FANET by encouraging
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TABLE 8. Analysis of simulation-based trust management schemes in FANET.

Parameters used for simulation

Trust management UAVs Type UAVs UAVs Power System Areaof  Tools used
model(scheme) number of velocity Placement Transmission Mobility Transmis for
Traffic nature sion Simulator
100 CBR 0 -20m/s Random - Random 50-300m = Omnet++
TBCS [53] Waypoint
100 CBR 0 - 30m/s - - 250m NS-2.35s
UNION[54]
35 CBR 50-70 mph = - Residual - 1 mile MATLAB
energy 2018a
Renergy 11.1
V Transmitter
BOLD[55] Pack 27.75 Wh
Energy
squandered
Eelec
0.0000005
nJ/bit
200 CBR 0 - 50m/s - - Random - NS2
SECRIP[56] Waypoint
Not CBR 10-200m/s - 1000mW - - C++ to
defined perform
RRPRS[57] Monte
Carlo
simulation
s
150 CBR 0 - 50m/s - - Random - NS3.26
SEEDRP[59] Waypoint

dependability, efficiency, and cooperation among participat-
ing UAVs which has shown in Fig. 6. Trust can affect the
quality of service (QoS) parameters [50], [51], [52], [53],

(541,

[55] in FANETSs in various ways which has been

described below:

efficient routes, and the reduction of traffic. The trust
can enhance collaborative routing and resource alloca-
tion in FANET by encouraging group decision-making,
facilitating trustworthy information exchange, incor-
porating reputation-based mechanisms, enabling load

1) Reliable Data Transmission: Nodes in FANETS can balancing and optimal resource utilization, and assist-
create dependable communication channels thanks to ing in the detection and mitigation of misbehavior.
trust. Nodes are more likely to share data reliably The FANET’s resource allocation and routing are made
and without tampering or unauthorized modifications more effective and efficient by these trust-enhanced
when they trust one another. The QoS parameters techniques.
are directly impacted by this reliability. Trust makes 3) Congestion Control: Nodes in FANETs can work
sure that data is transmitted reliably, which improves together to successfully manage network congestion
QoS in FANETSs. Trust-based FANET can increase thanks to trust. Cooperative congestion control strate-
the reliability of data transfer by choosing trustworthy gies are made possible by the ability of trusted nodes
data sources, prioritizing trustworthy nodes for packet to communicate information about their current traffic
forwarding, building secure communication channels, loads and network circumstances. The nodes can col-
identifying and thwarting misbehavior, and implement- lectively modify their transmission rates, provide pri-
ing trust-aware routing methods. ority to important data, and steer clear of busy areas by

2) Collaborative Routing and Resource Allocation: exchanging this information. The trust-based FANET

Collaboration in FANETS is facilitated by node trust,
which improves resource allocation and routing deci-
sions. Trustworthy nodes can cooperate to exchange
routing data and alter the network topology dynam-
ically to optimize routes. This cooperative method
facilitates resource utilization, the identification of
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enhances congestion control by enabling trustworthy
information sharing, encouraging cooperative behav-
ior, enabling reputation-based procedures, providing
trust-aware routing, and making it easier to identify and
isolate problematic nodes. Nodes in FANET can share
precise and trustworthy information on the state of their
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TABLE 9. Discussion about inherit thoughts about various trust-based models.

Trust Computation Method

Fuzzy

Bayesian

Game theory

Markov chain

Beta distribution

Subjective logic

Explanation

The Fuzzy model is useful for FANETS because it can handle

partial information

uncertainty in dynamic contexts

addition of expert knowledge.

highly scalable system

More continuous processing is needed for Bayesian models, which increases complexity and

decreases dynamicity.

The Bayesian models' level of security is decreased by their propensity to mimic attacks

e Models in the literature show that these models are quite good at identifying selfish nodes and
coming up with straightforward strategies.

e Game theory models are appropriate for FANETs because of their high security, scalability,
and dynamicity properties.

e Investigating the speed at which a node alters its behavior is made possible by trust assessment

using Markov chains.

There is a description of the scalable, dynamic, low-complexity trust management models.

Therefore, Markov models are suitable for FANETS for trust propagation.

Beta distribution's security is decreased since it is vulnerable to misleading assaults.

The models that may be found in the literature lack a lot of flexibility and scalability.

Additionally, the computation complexity is too complicated.

Subjective logic can deal with ambiguous and partial data about the UAVs.

Overhead
e Improved reliability,
secunty, and perfonnance@
Energy e .

e  Enabling reliable node selection @
o Identifying trusted data sources
e  Promoting cooperative packet

forwarding

Jitter e ;
e  Facilitating QoS guarantees
* Promoting cooperative behaviour @
e  Enabling reliable data transmission/
Throughput «

e  Facilitating load balancing
e  Enabling reliable and timely routing
decisions

e  Promoting cooperative @
resource sharing
e  Enabling energy-aware
node selection ] (- e
. . [ & el 4
Packet Delivery Ratioe @ m P

e  Enhancing network resource utilization

# Reliable Data Transmission
e  Selecting trusted data sources

e  Establishing secure cc ation ch
e Detecting and mitigating misbehaviour
« Collaborative Routing and
Resource Allocation
e  Promoting cooperative decision-making
e  Optimal resource utilization
e  Facilitating reliable information exchange

*Congestion Control
¢  Enabling reputation-based
mechanisms

e  Supporting trust-aware rovting

eSecurity
e  Optimizing resource allocation

e Mimmuzing bottlenecks
e  Enabling efficient utilization of
available resources
* Reliability
e  Enabling reliable node selection
e  Enhancing fault tolerance
*  Ensuring reliable data transmission

FIGURE 6. Quality of service parameters in trust based FANET.

networks, the volume of traffic, and congestion levels
thanks to trust. Other nodes can use this information
to make knowledgeable congestion control decisions.
In FANET, trust promotes cooperative conduct among
nodes. In order to jointly reduce congestion, trusted
nodes are more likely to cooperate and coordinate
their congestion control strategies, such as modifying
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their transmission rates or route selections. Reputation-
based methods, in which nodes construct and maintain
reputations based on their prior actions, can be used
to generate trust. A more effective and efficient con-
gestion management system results from nodes with
greater reputations since they are more likely to be
trusted and their congestion control judgements may
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4)

5)

6)

7

be given more weight. Routing protocols that are cog-
nizant of trust take nodes’ level of trust into account.
Congestion-aware routes can be created by taking node
trust levels into account and avoiding nodes with lower
trust that might cause congestion or faulty forwarding.
Security: In FANETS, the trust is essential for pro-
viding safe and dependable resource sharing between
nodes. When sharing resources with other nodes, such
as bandwidth or processing power, the trustworthy
nodes are more likely to do so in a fair and effective
way. The overall QoS can be improve by maximizing
resource allocation, reducing bottlenecks, and enabling
optimal use of available resources, secure resource
sharing. Trust enhances security in FANET by enabling
secure node selection, facilitating intrusion detection
and prevention, identifying reliable data sources, estab-
lishing secure communication channels, assisting in
the detection and isolation of malicious behavior, and
incorporating reputation-based security mechanisms.
These trust-enhanced procedures help create a FANET
environment that is more secure and robust.
Reliability: Trust enhances reliability by establishing a
sense of dependability and predictability among UAVs
in the network. Trusted UAVs are more likely to fol-
low protocols and agreements, minimizing the chances
of communication failures or malicious behavior. The
network can rely on the participating UAV's to maintain
consistent connectivity and uphold their commitments,
leading to improved reliability by fostering trust. The
trust improves reliability in FANET by enabling reli-
able node selection, promoting cooperative behavior,
ensuring reliable data transmission, enhancing fault tol-
erance, and incorporating reputation-based reliability
mechanisms. These trust-enhanced mechanisms con-
tribute to a more reliable and robust FANET operation.
Throughput:Trust has an impact on throughput by
promoting effective and cooperative behavior among
UAVs. UAVs are more likely to cooperate when
they trust one another to share network resources,
such bandwidth, to increase throughput. Trusted UAVs
can use effective routing, dynamic spectrum access,
and congestion control techniques to improve net-
work throughput and maximize the use of avail-
able resources. Trust can also increase throughput in
FANET by maximizing the use of network resources,
encouraging cooperative data interchange, enabling
accurate and timely routing decisions, facilitating
load balancing, and implementing reputation-based
resource sharing. Higher throughput and better network
performance are a result of these trust-enhanced meth-
ods in FANET.

Jitter:The trust helps to reduce jitter by encouraging
dependable and predictable communication between
UAVs. Consistent and stable connections are antic-
ipated from reliable UAVs, minimizing changes in
packet delivery delays. This communication reliability
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8)

9)

10)

aids in lowering the variability in delay (jitter), pro-
viding smoother real-time data transfer and enhancing
the performance of applications that depend on con-
stant delay, such video streaming or remote sensing.
Trust can also reduce jitter in FANET by permitting
dependable data transmission, encouraging coopera-
tive behavior, facilitating QoS guarantees, including
reputation-based path selection, and supporting effi-
cient congestion control. The jitter in FANET is
decreased as a result of these trust-enhanced methods’
contribution to more predictable and consistent net-
work activity.

Packet Delivery Ratio:The trust encourages cooper-
ation and wise routing choices among UAVs, which
has a good influence on the packet delivery ratio.
Even in difficult network settings, trusted UAVs are
more likely to cooperate in relaying packets. They
can exchange precise and current network state infor-
mation, choose effective routes, and help forward
messages to the right places. The FANET’s total packet
delivery ratio is improved by this cooperative conduct.
The trust increases packet delivery ratio in FANET
by enabling reliable node selection, identifying trusted
data sources, encouraging cooperative packet forward-
ing, boosting reliable routing decisions, and assisting in
the identification and mitigation of misbehavior. These
trust-enhanced procedures let FANET transmit pack-
ets more successfully and reliably, which eventually
enhances PDR.

Energy:Trust can improve the energy efficiency of
FANETSs by encouraging collaboration and resource
optimization. In order to conserve energy, trusted UAVs
can establish protocols and agreements between them-
selves, such as coordinated sleep scheduling, adaptive
power control, or efficient routing methods. UAVs can
reduce energy consumption, extend the life of the net-
work, and prevent node energy imbalances by working
together. Trust improves energy efficiency in FANET
by promoting cooperative resource sharing, imple-
menting trust-aware routing, enabling energy-aware
node selection, encouraging energy-saving behaviours,
and leveraging reputation-based energy management.
FANET becomes more energy-efficient and uses less
energy as a result of these trust-building techniques.
Overhead:Thetrust can reduce the overhead by
enabling effective communication and coordination
among the UAVs. Instead of needing frequent route
updates and a lot of control signaling, trusted UAVs
can rely on the reliable information supplied by other
nodes. The network can devote more resources to the
actual data transmission, enhancing system perfor-
mance as a whole and QoS by reducing unnecessary
overhead. It has been observed that the advantages
of trust in terms of increased dependability, security,
and performance frequently surpass the related costs.
However, developing trust may add some overhead to
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FANET. The impact on FANET operations can be less-
ened by using scalable and effective trust mechanisms
and considering trade-offs between overhead and trust
advantages.

The trust in FANETSs improves QoS parameters by encour-
aging dependable data transmission, facilitating cooperative
routing and resource allocation, enabling cooperative con-
gestion control, assuring secure and dependable resource
sharing, and supporting trust-based service differentiation.
FANETSs can improve QoS performance and increase the
overall effectiveness and dependability of the network by
encouraging trust among participating nodes. In conclusion,
trust is crucial to raising QoS standards in FANETSs. It sup-
ports energy efficiency, dependability, throughput enhance-
ment, jitter reduction, packet delivery ratio improvement,
and superfluous overhead reduction. FANETS can achieve
more dependable and efficient communication, leading to
an overall improvement in QoS by establishing trust among
participating UAVs.

VIIl. OPEN RESEARCH TRENDS

FANETS can be visualized as a dynamic network with con-
strained resources dependent on energy. The majority of
FANET tasks necessitate prompt and precise responses [80],
[811, [82], [83], [84], [85], [86], [87]. The security of the
current network is essential in such circumstances. Finding
a lightweight solution that can indirectly help to meet the
majority of the security-related goals is essential for improv-
ing the security of FANET-based schemes. One of the simple
solutions has been recognized as trust management. The
sessional questions will make it easier to investigate if the
current trust management solution can be used in the context
of FANETSs. Based on their contributions to other ad hoc envi-
ronments, complexity, mobility, security, and scalability. This
review article evaluates several existing trust management
technologies. It is difficult to choose one strategy as the best;
nonetheless, the following unresolved problems and research
difficulties must be considered when creating the trust-based
solution in FANETS.

FANETS can be visualized in the form of dynamic net-
works with limited energy-based resources. Most of the tasks
in FANETS require timely and accurate responses [88], [89],
[90]. In such a situation, the security for the current net-
work, serves to be a crucial aspect. In order to enhance
the secure prospect of FANET-based scheme, identification
of a lightweight solution is indispensable that would indi-
rectly can aid to achieve most of the security concerned
aspects. Trust management has been identified as one of the
lightweight solutions. It will make it easier to investigate
if the current trust management solution can be used in
the context of FANETSs. The review article evaluates sev-
eral existing trust management technologies based on their
contributions to other ad hoc networks environments i.e. its
complexity, mobility, scalability, dynamicity and security.
It is challenging to identify the one optimal method. However,
the following open issues and research challenges should be
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considered when designing the trust management solution in
FANETS and are summarized below:

o For future research, the trust score metric should have
employed the suitable trust components, such as quality
of service and social trust, as well as trust formation
strategies, such as drone observation and property base,
and trust propagation methods, such as distributed and
centralized approaches. Incorporating exceptional secu-
rity measures may be necessary to obtain the conveyed
information.

o It can be expected to empower analysts and special-
ists to investigate more roads for approaching with
further developed UAV remote correspondence frame-
works. Existing FANET system(s) essentially depend
on straightforward highlight point correspondence over
the illegitimate band such as ISM 2.4 GHz. This type
of band has a low data transmission rate that works
on the restricted reach. The number of drones and its
related implementation are ready to cover sooner rather
than later. This further pressure the need to foster new
half and half plans like 5G, long-term evolution and
Worldwide Interoperability for Microwave Access at the
backhaul to empower upgraded UAV to base station
correspondences.

o In future, researchers can pay attention to secure the
drones along with the multiple routes by which the
information being communicated. This will allow the
FANET system an opportunity to distinguish the malev-
olent drones from the genuine ones and will help in
accomplishing the network objectives of such network
completely.

« A trust management system can be improved in further
by considering the incorrect information supplied in an
recommendation-based manner by an evil intermediate
nodes.

o There is a research scope when tasks or processes are
changes abruptly for the different purpose based on the
scenario to successful data transmission. Consequently,
a trust evaluation scheme should be tailored to the objec-
tive or job at hand. Performance, security, and reliability
requirements for the particular operation or mission
should all be supported.

In future, a trust evaluating system should able to evaluate
both the trust i.e. individually and group trust within the
cluster parallelly. A trust management scheme should address
other attacks like message modification, false information
forwarding, and rushing.

IX. RESEARCH CHALLENGES

In FANET, achieving the needed security with the fewest
faults possible is of utmost importance. It is possible to
provide a novel trust-based context-aware approach that can
distinguish among both intended and unintended misbehavior
in FANETs. Additionally, it selects the best packet for-
warders by employing the numerous calculated parameters.
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FIGURE 7. Challenges and controls of trust based FANET.

It can provide dependable inter-UAV connections in this way.
Without considering the aforementioned three circumstances,
it first evaluates the UAVs’ trust while simultaneously eval-
uating their buffer occupation, energy consumption, and
motion patterns. The system then generates a final evaluation
index called honesty index by introducing a trust correction
factor to the inter-UAV trust evaluation that we call trust if
it detects that any neighboring UAVs have unintentionally
dropped packets. This second one is compared with a prede-
fined detection threshold direct trust below which UAVs are
viewed as dishonest. Therefore, A light weight trust aware
computational scheme will be developed by evaluating inter-
UAV trust score, which can be done, by estimating the recent
context of drone’s energy, flexible trust score pattern, thereby
helps in the overall confirmation about the actual judgment

A. TRUST BASED FANET RESEARCH CHALLENGES
SOLUTION

Existing commercial drones are changeable against a few
essential security assaults, which may plainly cause between
UAV network disturbance with regards to FANETS. In corre-
spondence with the advancement of ineradicable frameworks,
these culminated in diminishment of microelectronic-based
mechanistic machines or equipment’s, which made it achiev-
able to cause inconsiderable sized UAVs at an inexpensive
and reasonable expenditure. But in spite of that, from the
viewpoint of proficiency, a solitary miniature-based UAV is
genuinely near to the ground. Cooperation and association
that is being envisioned in the situation of numerous UAVs
during the course of designing a methodology, which is
nowhere near the pre-eminence of a sole UAV. The crucial
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privileges of UAVs surrounded by a network can be a linked
as stated below:

« Expenditure/cost- the expense of framework in the mat-
ter of the preservation of a miniature UAV is inferior in
contrast to the expense of an oversized UAV.

« Adaptability-the utilization of oversized and well-
designed. UAVs are accountable for embellishing the
compensation adequate for a specific quantity. Despite
that, a multi-UAV framework can intensify the proce-
dure from the viewpoint of the adaptability element.

« Sustainability-If the UAV seizes up at the instant of
fulfilling an enlisted assignment, at the moment the
operation will be unsuccessful. But in spite of that, if one
way or another an UAV advances in a clone based on
multi-UAV configuration, the mission can further bloom
at that situation too with adjacent UAVs.

o Gain Momentum- It is being perceived that the accom-
plishment interval for an operation diminishes with the
increasing number of UAVs.

« Small sensor cross-section- Rather than utilizing a
solitary large sensor-based cross-section, a multi-UAV
configuration consists of a compact sensor-based cross-
section that handles a critical cause in military attributes.

Trust can be used to overcome issues with hidden and
exposed terminals, node mobility, resource availability, chan-
nel state ambiguity, and resource limitations in a trust-based
FANET which is shown in Fig. 7. The following is how trust-
based FANETS can address these issues:

o Challenge 1: Hidden and Exposed Terminals
Description- When nodes cannot immediately detect
each other’s presence or are within each other’s
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transmission range but are unaware of it, it is said that
they are in a hidden or exposed terminal.

Solution- Trust-based FANETS can overcome these dif-
ficulties through trust-aware routing and communication
protocols. To ease communication between hidden ter-
minals, nodes with established trust relationships can
take on the role of mediators or relays. To increase over-
all connection and lessen the impact of hidden terminals,
trust information can be utilized to direct the selection of
trustworthy relay nodes.

o Challenge 2: Node Mobility

Description- Routing and resource allocation in
FANET: are difficult due to the frequent changes in the
network topology caused by node mobility.
Solution- Trust-based FANETSs can use adaptive rout-
ing protocols that consider the network topology and
nodes’ level of trustworthiness. FANETs can dynami-
cally choose routes that are more likely to be dependable
and stable despite node mobility by including trust
measures in the routing decisions. It may be also used
trust-based mobility prediction techniques to foresee
node migrations and proactively modify the routing
plans.

« Challenge 3: Resource Availability

Description- Resource allocation, and adaptive net-
working protocols are most challengeable issues for
effective drone power management, performance, and
network sustainability in FANET. Thus, by taking trust-
worthiness into account while allocating resources,
trust-based FANETS can alleviate the problems associ-
ated with resource availability.
Solution- Access to resources like bandwidth or power
may be prioritized for nodes with greater trust ratings.
Mechanisms for allocating resources based on trust can
maximize resource use and make sure that trusted nodes
have access to the resources they require to sustain QoS
and dependable communication.

« Challenge 4: Channel State Uncertainty

Description- The channel state in wireless commu-
nication can be unpredictable due to elements like
interference, fading, and noise.
Solution- Trust-based FANETS can reduce the effects of
channel state uncertainty by using adaptive modulation
and coding techniques. As a result, nodes can dynami-
cally modify their transmission characteristics, such as
the modulation scheme and coding rate, depending on
the dependability of the channel by using trust met-
rics to evaluate the reliability of communication links.
Even in the face of ambiguous channel conditions, this
adaptability aids in the maintenance of trustworthy com-
munication.

o Challenge 5: Resource Limits
Description- UAVs in FANETs are constrained by
their bandwidth (length), processing capability, and bat-
tery. These limitations make it more challengeable to
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communicate, impede effective energy management,
and complicate local processing. Thus, creative solu-
tions are required to optimize the resource use and
improve performance.

Solution- Trust-based FANETs can address resource
limits by optimizing resource usage based on trust
levels. Nodes with higher trustworthiness can be allo-
cated more resources or given preferential treatment in
resource sharing. Additionally, trust-based congestion
control mechanisms can regulate the resource usage of
nodes to prevent resource exhaustion or unfair resource
consumption. FANETS can effectively manage resource
limits and ensure fair and efficient resource utilization
by considering trust in resource allocation and conges-
tion control.

Trust-based FANETSs address issues including hidden and
exposed terminals, node mobility, resource availability, chan-
nel state uncertainty, and resource restrictions through the
integration of trust measures into routing, resource allocation,
mobility prediction, and modulation techniques.

FANETSs can improve connection, adjust to node mobility,
optimize resource allocation, reduce the effects of channel
state uncertainty, and assure effective resource utilization in
dynamic and resource-constrained contexts through the use
of trust mechanism.

X. CONCLUSION

The management of trust inside networks is crucial in defend-
ing FANETSs against various threats brought on by selfish
and unruly nodes. To identify trustworthy nodes and iden-
tify malicious and uncooperative nodes in the network, trust
management algorithms can be employed to identify the net-
work’s malicious and uncooperative nodes. There is a very
high likelihood that messages or information will be lost
because of the unpredictability and tremendous scalability of
these networks. As aresult, the implementation of trust-based
management systems in FANETSs proved to be advantageous
and fruitful for the accomplishment of the intended purpose.
In this survey, a number of trust management strategies that
are already used in conventional flying ad-hoc networks have
been examined. It has been found that Markov model-based
trust schemes, fuzzy logic, and game theory are the ones that
work best for FANETSs. These methods give the ability to deal
with ambiguity, lack of cooperation, and frequent behavioral
changes. The approaches for resolving open research diffi-
culties, such as efficient forwarder links, round trip times,
packet lifetimes, link estimation times, drone’s key execution
times, drone’s final substantial weight times, etc., have been
thoroughly addressed for upcoming FANET research.
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