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ABSTRACT With the wide application of IoT technologies in the power sector, power IoT faces serious
security challenges, which can be severely affected by malicious attacks and unauthorised access. Mean-
while, devices in power IoT are usually resource-constrained and deployed in a decentralisedmanner, making
them vulnerable to physical attacks. Therefore, a robust and reliable lightweight authentication scheme
needs to be constructed to guarantee its information security. A lightweight authentication scheme for the
power IoT based on Physical Unclonable Function (PUF) and Chebyshev chaotic map is proposed in this
paper, which achieves two-way authentication and session key negotiation between gateways and terminal
devices. Comparing with traditional authentication schemes, the PUF and Chebyshev chaotic map used in
this scheme have high security and lower resource overhead. PUF is used to generate Challenge andResponse
Pairs (CRPs) for two-way authentication and key negotiation without storing any secret information about
authentication in the device memory. At the same time, Chebyshev chaotic map is used to protect the
transmission of secret information such as CRPs in insecure channels. The solution is therefore resistant to
attacks such as physical, machine learning modelling and impersonation, ensuring the information security
of the authentication process. The proposed scheme is analyzed and verified using the formal verification
tool ProVerif and improved BAN logic along with informal methods. The verification results show that the
scheme satisfies 12 security properties such as two-way authentication and user anonymity. Comparative
analysis with existing related authentication schemes shows that the proposed scheme has low computation
and communication costs while guaranteeing security, thus rendering it suitable for resource-constrained
terminal devices in the power IoT.

INDEX TERMS Power Internet of Things, physical unclonable function, Chebyshev chaotic map,
lightweight authentication.

I. INTRODUCTION
With the transformation of society to digitalization and intel-
ligence, the wide application of Internet of Things (IoT)
technology in various fields has become a trend that can-
not be ignored. As an important part of the energy field,
the power IoT, which integrates the power system with the
IoT technology in depth, is designed to realize the intelli-
gence and automation of the power system, which profoundly
shapes the new pattern in the field of power and energy.
Through intelligent perception, real-time data collection,
etc., IoT transforms all aspects of the power system into
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highly manageable and monitorable intelligent nodes, which
provides strong support for the efficient energy management
of the power system.

Power IoT Supervisory Control And Data Acquisition
(SCADA) system, which is responsible for monitoring, con-
trolling, and collecting real-time data from the power system,
is the basis for intelligent management and efficient oper-
ation of the power system. With the development of IoT
technology, there is an exponential growth of devices in the
field control layer of power IoT SCADA systems, with most
of them being resource-constrained, deployed in a decen-
tralized manner, being difficult to monitor and control [1],
making them vulnerable to attacks such as physical, replay,
and Denial of Service (DoS). At the same time, with the
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increase of exposed interfaces in SCADA systems, attackers
may attempt to capture sensitive data in the communica-
tion channel and tamper with it, which in turn poses a
threat to the data security of the power IoT. To address
these threats, power IoT needs to introduce authentication
schemes for resource-constrained terminal devices to ensure
that only authorized users or devices can access sensitive
information. Traditional authentication schemes are based on
symmetric or asymmetric cryptographic algorithms. There-
fore these schemes do not apply to resource-constrained
terminal devices. There is also the problem that keys and other
secret information are stored in plain text within the device.
When the device suffers from a physical attack, the attacker
can access the memory of the device to obtain the keys as well
as the secret information, which in turn poses a threat to data
privacy and security. To overcome the limitations of existing
schemes, lightweight security primitive Physical Unclonable
Function (PUF) is applied for the authentication of resource-
constrained devices. The PUF generates responses based on
process deviations during the manufacturing of the device,
which is unclonable and unpredictable, any attempt to tamper
with the functionality of the PUF will result in the PUF
being unavailable, thus making it resilient to physical attacks,
cloning attacks, and side-channel attacks [2].

A. RELATED WORK
Currently, PUF-based authentication schemes primarily inte-
grate techniques such as hash functions, elliptic curves, fuzzy
extractors, and Chebyshev chaotic maps to provide a more
comprehensive and effective solution for PUF-based authen-
tication, thereby enhancing the security and reliability of the
system.Gope et al. proposed a lightweight privacy-preserving
scheme for radio frequency identification systems [3],
utilizing hash functions, PUF, and fuzzy extractors to achieve
two-way authentication between tags and servers. However,
the scheme transmits challenge values as well as secret infor-
mation in plain text, rendering it vulnerable to impersonation
attacks and machine learning modeling attacks. A year later,
Gope et al. proposed a lightweight dual-participant identity
authentication scheme for IoT devices based on the scheme
proposed in the literature [3], in which the PUF is considered
to be the first participant in the authentication [4]. Further-
more, the secret valueK is the second factor of authentication,
yet this scheme stores the secret value K in plain text within
the device. When an attacker accesses the device memory
through a physical attack, the secret value will be obtained
and the rest of the secret information will be leaked. In addi-
tion, This scheme does not improve the shortcomings of
the plaintext transmission challenge value. Siddiqui et al.
performed a security analysis of the scheme proposed by
Gope et al. and found it vulnerable to attacks such as imper-
sonation, tampering, and side-channel. They proposed an
authentication scheme based on Public Key Infrastructure
(PKI) and PUF [5], which improves on the shortcom-
ings of Siddiqui et al. scheme but PKI does not apply to
resource-constrained power IoT devices. Kim et al. proposed

a PUF-based authentication scheme for IoT devices [6]. This
scheme simplifies by storing and updating a single challenge
and response pair, and encrypting interaction information
through the response value of the PUF, thereby reducing com-
plexity. However, it remains susceptible to machine learning
modeling attacks. Nozaki and Yoshikawa proposed a secure
PUF authentication scheme based on secret sharing for the
problem that PUF-based authentication schemes are suscep-
tible to machine learning modeling attacks [7], which splits
the PUF response and improves the resistance to machine
learning modeling attacks. However, secret sharing increases
the computational cost of the device and the server, which
does not apply to resource-constrained devices. Wang et al.
proposed a lightweight anonymous authentication scheme
based on PUF [8], which stores less information in IoT
devices and has high efficiency in two-way authentication
between IoT devices and servers. Although the scheme only
achieves two-way authentication and does not negotiate a ses-
sion key for subsequent communication.Wang et al. proposed
a three-party authentication scheme for smart grids [9], lever-
aging PUF and hash functions without necessitating the input
of biometric data like fingerprints. Nonetheless, this scheme
relies on a third-party server during the two-way authen-
tication process between the smart meter and the control
center, potentially increasing system complexity. Bai and Jia
proposed a lightweight anonymous authentication scheme for
smart meters and neighborhood gateways by combining PUF,
fuzzy extractor, and elliptic curve cryptography [10], which
uses elliptic curve dot multiplication operations to protect
secret information by using the elliptic curve dot multiplica-
tion operations with the secret information dissimilar to the
secret information. However, the use of elliptic curve cryptog-
raphy and fuzzy extractors imposes significant computational
costs, making it unsuitable for resource-constrained devices.
Moreover, this scheme remains vulnerable to machine learn-
ing modeling attacks. Tanveer et al. proposed an anonymous
authentication scheme for smart grids [11], which not only
achieves two-way authentication between the smart meter
and the server but also negotiates the session key, but the
scheme uses elliptic curve dot multiplication operations,
so the scheme does not apply to resource-constrained devices.
Ma et al. proposed an anonymous authentication scheme
based on elliptic curve cryptography and PUF [12], but
since the scheme stores a lot of secret information in the
device, the scheme is vulnerable to physical attacks, machine
learning modeling attacks, and impersonation attacks. The
elliptic curve cryptography used in the scheme also burdens
the system. Due to the computationally intensive elliptic
curve cryptography algorithm, many scholars nowadays use
Chebyshev chaotic map instead of elliptic curve cryptogra-
phy algorithm to design authentication schemes. Wang et al.
pointed out that the chaotic map-based multi-server authen-
tication scheme proposed by Irshad et al. is vulnerable
to session key recovery attacks and impersonation attacks
and improved on this scheme [13]. However, the improved
scheme requires a password to be entered to log in to the
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device, which does not apply to power IoT terminal devices
located in remote areas. Lee proposed an efficient single
sign-on authentication scheme using an extended Chebyshev
chaotic map, but the scheme is not resistant to physical
attacks [14]. Zhang et al. proposed an efficient Chebyshev
polynomial algorithm and based on it [15], they further con-
structed the electric vehicles authentication and session key
negotiation scheme for a smart grid environment. However,
this scheme also requires the device to enter a password
for login to continue authentication. Wang et al. proposed
an authentication scheme for smart grids, but the scheme
has a high computational cost and cannot withstand physical
attacks [16].

1) Unable to withstand physical attacks and machine
learning modeling attacks. An attacker can obtain
secret information such as Challenge and Response
Pairs (CRPs) stored in the device’s memory and simu-
late the original PUFwith amachine learning algorithm
based on the known CRPs, which destroys the unclon-
able and unpredictable nature of the PUF [17], [18],
[19]. The schemes proposed in the literatures [3], [4],
[6], [10], and [12] in which the attacker can directly
or indirectly access the CRPs, rendering them vul-
nerable to machine learning modeling attacks. The
schemes proposed in the literatures [12], [14], and [16]
store secret values in the device in plain text, mak-
ing them susceptible to physical attacks. Consequently,
these schemes are not suitable for power IoT terminal
devices.

2) Information such as passwords or fingerprints are
required. Most of the devices in the power IoT are
deployed in remote areas where operations such as
password entry and entering fingerprint information are
not possible.

3) High computational cost. Literatures [10], [11],
and [12] uses elliptic curve cryptographic algorithms
as well as symmetric encryption algorithms, which
have high computational costs and do not apply to
resource-constrained power IoT devices.

B. CONTRIBUTIONS
To address the above problems, this paper proposes a
lightweight authentication scheme for power IoT based on
PUF and Chebyshev chaotic map, which is suitable for
resource-constrained power IoT devices. The main contribu-
tions of this paper are as follows:

1) A lightweight anonymous authentication scheme for
power IoT devices is proposed. This scheme achieves
two-way authentication and session key negotiation
between the terminal device and the gateway without
entering any password or biological information. The
scheme uses PUF technology to generate unique device
identifiers for two-way authentication and session key
negotiation, does not store any secret information
such as CRPs for authentication within the device.
Additionally, it protects secret information such as

CRPs transmitted within insecure channels by utilizing
the Chebyshev chaotic map, so that the scheme can
defend against attacks such as physical and machine
learning modelling.

2) Formal and informal security analyses of the scenarios
using improved BAN logic and the ProVerif tool to
verify the rigour of the scheme’s logical structure and
protocol flow. This analysis comprehensively considers
the scheme’s ability to combat potential threats and
effectively demonstrates its high reliability in protect-
ing data integrity and privacy security.

3) Comparative analysis of the security performance,
computational cost, and communication cost of the
proposed scheme with the authentication schemes in
the literatures [10], [11], [31], [32], and [33], after
analysis, it can be seen that the proposed scheme
in this paper satisfies the security attributes such as
anonymity, untraceability, forward/backward confiden-
tiality, etc. while possessing low computational and
communication costs, which makes it suitable to be
deployed in resource-constrained devices.

C. ORGANIZATION
This paper will describe some preparatory knowledge that
needs to be used in this paper, including PUF, Chebyshev
chaotic map, threat model, and system model in Section II.
In Section III, a lightweight authentication scheme for power
IoT based on PUF and Chebyshev chaotic map is pro-
posed, including the registration phase and authentication
phase. Formal and informal security analysis of the proposed
scheme is performed in Section IV. In Section V the pro-
posed scheme of this paper is compared with the schemes in
literatures [10], [11], [31], [32], and [33] in terms of security
performance, computational cost, and communication cost.
Finally, Section VI concludes the paper.

II. PRELIMINARIES AND SYSTEM MODEL
A. PHYSICAL UNCLONABLE FUNCTION
Traditional authentication schemes typically store keys
or other secret information in Electrically Erasable
Programmable Read-Only Memory (EEPROM) or Static
Random Access Memory (SRAM) and use cryptographic
operations to protect this information. However, this stor-
age method is vulnerable to a variety of attacks. PUF is a
technique that uses the physical properties of small inhomo-
geneities in a chip or hardware device to generate unique
identifiers, which plays an important role in the fields of
authentication and key generation, etc. It does not require
storing the key or secret information in memory, but obtains
the response from the physical properties of the integrated
circuits, and has the advantages of low power consumption
and ease of fabrication. This unique working method makes
it difficult for an attacker to obtain secret information from
the memory, thus enhancing the security of the system.
However, PUF is susceptible to environmental factors such as
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temperature variations and circuit noise, which may cause
PUF to respond differently to the same input challenge.
Therefore, PUF need to take these factors into account
in practical applications and take appropriate measures to
reduce such effects to ensure the stability and reliability of
the output response [20], [21].

The PUFworks based on small differences in the manufac-
turing process of a device, which uses these small differences
to map the input challenge C = {0, 1}l1 of the hardware to
an output space R = {0, 1}l2 [8]. This mapping is unique and
unclonable and can be used as a unique identifier for a device,
this mapping can be expressed as:

R← PUF(C) (1)

It is assumed in this paper for the proposed scheme that each
terminal device is embedded with an ideal PUF chip, which
is not affected by noise. The ideal PUF has the following
properties [9]:

1) UNCLONABILITY
The unclonability of the PUF is manifested by the fact that
it will have the same output response for any number of
identical input excitations, different output responses for
any number of different input excitations, and different out-
put responses for the same input excitation from different
devices.

2) UNPREDICTABILITY
The unpredictability of the PUF is demonstrated by the fact
that given a set of excitation and response pairs, the cor-
responding response Ri cannot be predicted by randomly
selecting the excitation Ci.

3) RANDOMNESS
The output of the PUF is random, and even small physical
differences will cause large variations in response.

B. CHEBYSHEV CHAOTIC MAP
The highly random, sensitive and nonlinear properties of
Chebyshev chaotic map make it promising for a wide range
of applications in the field of authentication. Comparing
with other cryptographic methods such as exponential and
elliptic curve operations, Chebyshev chaotic map not only
consumes less energy but also provides higher security,
which makes Chebyshev chaotic map more advantageous
in resource-constrained or power-sensitive environments.
Obfuscation and encryption of secret information can be
achieved by performing heterodyne operation with extended
Chebyshev chaotic map polynomials. The randomness of
the chaotic map ensures that the result of the heterodyne
operation is highly unpredictable, and obtaining the extended
Chebyshev polynomials will face mathematical difficulties,
which increases the difficulty and cost of the attack. This
section briefly introduces the definitions as well as properties
related to Chebyshev chaotic map [15].

1) CHEBYSHEV POLYNOMIAL
Let n be a positive integer, x ∈ [−1, 1], and the Chebyshev
polynomial Tn(x) of order n is shown below:

Tn(x) = cos(n× arccos(x)) (2)

The nth order Chebyshev polynomials also have the following
equivalent recursive definition:

Tn(x) =


1 n = 0
x n = 1
2xTn−1(x)− Tn−2(x) n ≥ 2

(3)

2) CHAOTIC PROPERTY
When n ≥ 2, Tn(x) : [−1, 1] → [−1, 1] is a chaotic map
with invariant density f ∗(x) = 1

/
[π

√
(1− x2)] for positive

Lyapunov exponents ln(n) > 0.

3) SEMIGROUP PROPERTY
When x ∈ [−1, 1] and r, s ∈ N , Chebyshev polynomials
have the following property:

Tr (Ts(x)) = Ts·r (x) = Ts(Tr (x)) (4)

Zhang [22] proved in 2008 that Chebyshev polynomials in the
interval x ∈ (−∞,+∞) still have the semigroup property.

4) EXTENDED CHEBYSHEV POLYNOMIAL
Let n be a positive integer, x ∈ (−∞,+∞), n order extended
Chebyshev polynomial is shown below:

Tn(x) = cos(n× arccos(x))mod p (5)

Its equivalent recursion is defined as follows:

Tn(x) =


1 n = 0
x mod p n = 1
(2xTn−1(x)− Tn−2(x)) mod p n ≥ 2

(6)

5) EXTENDED CHEBYSHEV POLYNOMIAL SEMIGROUP
PROPERTY
When x ∈ (−∞,+∞) and r, s ∈ N , the extended Chebyshev
polynomials have the following properties:

Tr (Ts(x)) = Ts·r (x) = Ts(Tr (x))mod p (7)

In this paper, we are going to use the heterodyne operation of
extended Chebyshev polynomials with secret information to
secure the secret information in the proposed authentication
scheme. However, an attacker will face the following three
difficulties when trying to obtain the extended Chebyshev
polynomials [14]:

6) CHAOTIC MAP DISCRETE LOGARITHM PROBLEM
(CMDLP)
Given x, p, y, finding a positive integer r such that Tr (x) mod
p≡ y holds is difficult.
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FIGURE 1. Power IoT SCADA system architecture.

7) CHAOTIC MAP COMPUTATIONAL DIFFIE-HELLMAN
PROBLEM (CMCDHP)
Given x, p, Tr (x)mod p, and Ts(x)mod p finding a positive
integer y such that Tr ·s(x) mod p≡y holds is difficult.

8) CHAOTIC MAP JUDGEMENTAL DIFFIE-HELLMAN
PROBLEM (CMJDHP)
Given x, p, Tr (x) mod p, Ts(x) mod p, and Tz(x) mod p,
where r , s, z ≥ 2, x ∈ (−∞,+∞), it is difficult to determine
Tr ·s(x)≡ Tz(x) mod p.

C. POWER IoT SCADA SYSTEM MODEL
Combined with the literatures [23], [24], [25], and [26], this
paper gives the architecture of a typical power IoT SCADA
system, as shown in Fig. 1, which is divided into the field
control layer, the regional monitoring layer, and the cen-
tral regulating layer. The field control layer includes smart
meters, remote control units, and other terminal devices,
which are responsible for field data collection and execution
of control commands. The regional monitoring layer consists
of gateways, programmable logic controllers, Registration
Server (RS), and other devices, which are responsible for
collecting data and uploading them to the upper server, as well
as executing the commands issued by the central regulating
layer and adjusting the operating parameters of the system.
The central regulating layer consists of data servers, monitor-
ing centers, and other equipment, responsible for monitoring
and controlling the operating status of this system, real-
time processing and analyzing data, thus carrying out alarm
processing and troubleshooting. The scheme proposed in this

paper takes the power IoT SCADA system as an example to
achieve two-way authentication between the terminal device
and the gateway, which consists of the following three parties:

1) REGISTRATION SERVER
It is located in the regional monitoring layer of the power
IoT SCADA system and is responsible for the registration of
gateways and devices, without participating in the subsequent
authentication, which is completed by gateways and terminal
devices.

2) GATEWAY
The gateway is located in the regional monitoring layer of the
power IoT SCADA system and is responsible for uploading
the data collected by the terminals to the data server or
monitoring center in the central regulating layer.

3) TERMINAL DEVICE
Located in the field control layer of the power IoT SCADA
system, it is responsible for collecting data from field devices
and transmitting the collected data to the gateway in the upper
layer.

D. DOLEV-YAO THREAT MODEL
The Dolev-Yao threat model [27] is widely used for the
security analysis of authentication schemes. According to the
Dolev-Yao threat model, this paper assumes that the attacker
has the following capabilities [28]:
1) The gateways as well as RS computing and security

protection are strong enough to secure the secret value
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while completing complex computations, whereas the
devices are weak enough to allow attackers to poten-
tially access the device memory through physical
attacks.

2) The registration phase is done within the secure chan-
nel, whereas in the two-way authentication phase
between the device and the gateway, an attacker can
steal, forge, and tamper with the transmitted messages
as well as use the acquired messages to impersonate
the legitimate devices and gateways through various
attacks.

3) Attackers can model the structure of the PUF and pre-
dict the CRPs through machine learning algorithms.
Attackers can access the information stored in the
device through physical attacks and other means, but
any attempt to destroy or tamper with the PUF will
make it unavailable.

III. PROPOSED SCHEME BASED ON PUF AND
CHEBYSHEV CHAOTIC MAP
This paper provides a reliable authentication scheme for
resource-constrained terminal devices in the power IoT. The
lightweight security primitive PUF is utilized to effectively
resist physical attacks and ensure the security of the identity
and secret information of the terminal devices. Since the
Chebyshev chaotic map has the characteristics of lightweight,
high randomness, and unpredictability. The proposed scheme
in this paper adopts the Chebyshev chaotic map with secret
information heterodyne to ensure the confidentiality and
integrity of information transmission.

For the proposed scheme, we assume that each terminal
device is embedded with a PUF chip. The PUF embedded in
the device can meet indicators such as randomness, unpre-
dictability, and unclonability. It is an ideal PUF, which is not
affected by noise. The scheme includes a registration phase
and a two-way authentication phase. Related symbols are
shown in Table 1.

TABLE 1. Related symbol description.

A. REGISTRATION PHASE
The device and gateway registration phase is shown in Fig. 2.
In the registration phase, the device and the gateway register
with the RS through the secure channel to obtain the required
authentication parameters. The specific registration steps are
as follows:

FIGURE 2. Registration phase.
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1) STEP 1
Di selects its own identity IDi and temporary identity IDTM ,
sending them to the RS; GWi selects its own identity IDGwi,
sending it to the RS.

2) STEP 2
RS generates random number Ci, CTM , r , Nu, s, then
computes pseudo-identity AIDi = h(Ci||IDi), synchronizes
pseudo-identity AIDTM = h(CTM ||IDTM ) for Di, pseudo-
identity KIDi = h(r||IDGWi) for GWi, then computes shared
secrets W = h(AIDi||KIDi||s) and K = Nu ⊕ W for GWi
and Di, which sends message {Ci, CTM , AIDi, AIDTM , K}
to Di and message {W , KIDi} to GWi.

3) STEP 3
Di gets themessage, stores {AIDi,AIDTM ,K} into the device,
which uses Ci and CTM in the message as inputs to the PUF,
computes the responses Ri and RTM , and sends the message
{Ri, RTM} to the RS; GWi stores the message {KIDi, W}
securely into the gateway memory.

4) STEP 4
RS computes TKIDi = TKIDi(x) mod p, then exposes x,
p, TKIDi. In addition, RS stores {IDGwi, IDi, IDTM} and sends
{(Ci, Ri, AIDi), (CTM , RTM , AIDTM )} to GWi.

5) STEP 5
GWi updates the stored information to {KIDi, W , (Ci, Ri,
AIDi), (CTM , RTM , AIDTM )}.

B. AUTHENTICATION PHASE
The device and gateway authentication phase is shown in
Fig. 3. In the authentication phase, the terminal device and
the gateway utilize the authentication parameters obtained
through registration to carry out two-way authentication and
negotiate a session key for subsequent use in the following
steps:

1) STEP 1
Di generates random number Nd , then computes TNd =
TNd (x) mod p, TNd ·KIDi = TNd (TKIDi) mod p, K∗ = K ⊕
TNd ·KIDi, then generates request authentication message
{TNd , AIDi, K∗} and send to GWi.

2) STEP 2.1
After receiving the authentication request from Di, GWi will
first look for AIDi in the database, if AIDi is not in the
database of the gateway, then GWi will reject the authentica-
tion request from Di, then Di will initiate the authentication
request again by using AIDTM . Meanwhile, GWi will utilize
(CTM , RTM , AIDTM ) to authenticate the device. Otherwise,
GWi will read (Ci, Ri) and generate a random number Ns and
timestamp Ts.

3) STEP 2.2
GWi computes TNd ·KIDi = TKIDi(TNd ) mod p, C∗i = Ci ⊕
TNd ·KIDi, Nu = K∗ ⊕ TNd ·KIDi ⊕ W , TRi·Nd ·KIDi =
TRi(TNd ·KIDi) mod p, Ri ⊕ W , N ∗s = Ns ⊕ TRi·Nd ·KIDi, V0 =
h(TRi·Nd ·KIDi||Nu||Ns||Ts), then generates the message {C∗i ,
N ∗s , Ri ⊕W , V0, Ts} and sends the message to Di.

4) STEP 3.1
Di checks if the transmission delay is less than 1t , i.e.
|T -Ts| < 1t , if it is greater than or equal to 1t then end
the authentication.

5) STEP 3.2
Di computes Ci = C∗i ⊕ TNd ·KIDi, TRi·Nd ·KIDi = TRi(TNd ·KIDi)
mod p, Ri = PUF(Ci), Ns = N ∗s ⊕ TRi·Nd ·KIDi, gets W =

Ri ⊕ W ⊕ Ri, Nu = K ⊕ W , then computes V ′0. If V
′

0 is
equal to V0, Di then the authentication to GWi is successful,
otherwise Di fails to authenticate to GWi.

6) STEP 3.3
Di generates timestamp Tu, random number n, com-
putes Ci+1 = h(Ci||Nu), Ri+1 = PUF(Ci+1), SK =
h(Nu||Ri+1||TRi·Nd ·KIDi), AIDi+1 = h(AIDi||Ri||Ns), V1 =
h(Ns||SK||Tu), R∗i+1 = Ri+1 ⊕ Ns, N ′u = n, K ′ = N ′u ⊕ W ,
and generates message {R∗i+1, V1, Tu} and stores {AIDi+1,
K ′} to Di.

7) STEP 4.1
GWi checks if the transmission delay is less than 1t , i.e.
|T -Tu| < 1t , if it is greater than or equal to 1t then end
the authentication.

8) STEP 4.2
GWi computes Ri+1 = R∗i+1 ⊕ Ns, SK = h(Nu||Ri+1||
TRi·Nd ·KIDi), V ′1, if V

′

1 is equal to V1, thenGWi is successful in
authenticating Di, otherwise, GWi fails in authenticating Di.

9) STEP 4.3
GWi computes Ci+1 = h(Ci||Nu), AIDi+1 = h(AIDi||Ri||Ns)
and store {(Ci+1, Ri+1, AIDi+1)} into the gateway memory.

IV. SECURITY ANALYSIS OF THE PROPOSED SCHEME
BASED ON PUF AND CHEBYSHEV CHAOTIC MAP
A. FORMAL SECURITY ANALYSIS USING IMPROVED BAN
LOGIC
The BAN logic proposed by Burrows et al. [29] in 1989 has
been widely used for security analysis of schemes. In this
paper, we use the improved BAN logic [30] to analyze the
proposed authentication scheme. We use A, B, P, and Q to
denote the body of the communication,M andN to denote the
message, X , Y , and Z to denote the formula. Table 2 shows
the improved BAN logic expressions and descriptions.
In the improved BAN logic, the inference rules used in this

paper are shown in Table 3.
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FIGURE 3. Authentication phase.

Utilize improved BAN logic to prove the secure sharing
of Ns, Ri+1, TRi·Nd ·KIDi between the device and the gateway,
ensuring that attackers cannot obtain these secrets. The secu-
rity proof of Ns, Ri+1, TRi·Nd ·KIDi is illustrated in Fig. 4. First,
idealize the communication messages between the device and
the gateway. The idealized results are as follows:

1) D→ GW : TNd ,AIDi,Nu.
2) GW → D : NuℜTRi·Nd ·KIDiℜNsℜTs.
3) D→ GW : NsℜTRi·Nd ·KIDiℜRi+1ℜTu.

The following assumptions are then made about the proposed
authentication scheme:

1) D| ≡ D
Ri
↔GW ,GW | ≡ D

Ri
↔GW : The gateway

saves the CRPs of each device during the registration
phase. The device can use the PUF to compute the
response Ri.

2) GW | ≡ {D}C ◁||Ns andD| ≡ GW | ≡ {D}C ◁||Ns: The
gateway generates the random number Ns.

3) D| ≡ {GW }C ◁ ||Ri+1 and GW | ≡ D| ≡ {GW }C ◁
||Ri+1: The device utilizes the PUF function to generate
a new response Ri+1.

4) D| ≡ GW | ≡ {D}C ◁ ||TRi·Nd ·KIDi and GW | ≡ {D}C ◁
||TRi·Nd ·KIDi: The gateway computes TRi·Nd ·KIDi.
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FIGURE 4. Security proof of Ns, Ri+1, TRi ·Nd ·KIDi by improved BAN logic. (a) D believes that Ns is a shared secret between D and GW, (b) GW believes that
Ns is a shared secret between GW and D, (c) GW believes that Ri+1 is a shared secret between GW and D, (d) D believes that Ri+1 is a shared secret
between D and GW, (e) D believes that TRi ·Nd ·KIDi is a shared secret between D and GW, and (f) GW believes that TRi ·Nd ·KIDi is a shared secret between
GW and D.

TABLE 2. Improved BAN logic expressions and descriptions.

5) D| ≡ #(Nd ),D| ≡ #(Ri+1),D| ≡ #(n),D| ≡
#(Tu),D| ≡ #(TRi·Nd ·KIDi): Nd , Ri+1, n, Tu, TRi·Nd ·KIDi,
are within the validity period.

6) GW | ≡ #(Ns),GW | ≡ #(TRi·Nd ·KIDi),GW | ≡ #(Ts):
Ns, TRi·Nd ·KIDi, Ts are within the validity period.

7) D| ≡ sup(GW ),GW | ≡ sup(D): Gateway and device
trust each other.

8) D ◁ NuℜNs,D ◁ TRi·Nd ·KIDiℜNs: Message 2 in the
idealized scenario.

9) GW ◁ TRi·Nd ·KIDiℜRi+1,GW ◁NsℜRi+1: Message 3 in
the idealized scenario.

TABLE 3. Improved BAN logic rules.

B. FORMAL SECURITY VERIFICATION USING PROVERIF
ProVerif is an automated tool for formal verification of
authentication schemes under the Dolev-Yao model for
verifying security properties such as confidentiality, authen-
tication, and anonymity as well as detecting whether the
scheme is resilient to attacks such as replay, DoS, and session
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FIGURE 5. Running code of the RS process.

FIGURE 6. Running code of the device process.

key leakage. In this paper, ProVerif is used to simulate the
registration, authentication, and key exchange processes as
well as to verify the security of the proposed scheme. Under
the Dolev-Yao model, the proposed scheme consists of three
processes: Device, Gateway, andRS. Fig. 5 shows the running
code of the RS process of the simulated proposed scheme,
Fig. 6 shows the running code of the Device process of
the simulated proposed scheme, and Fig. 7 shows the run-
ning code of the Gateway process of the simulated proposed
scheme.

FIGURE 7. Running code of the gateway process.

FIGURE 8. Output of ProVerif query for device process.

When simulating this scheme, the security of the session
keys SK, SK′, device identity IDi, gateway identity IDGWi,
secrets K , W between the device and the gateway, and the
identity authentication attributes of the device and the gate-
way were queried. Fig. 8 and Fig. 9 show the results of
ProVerif querying the Device and Gateway processes. From
the query results, we can see that the proposed scheme has
security attributes such as confidentiality, authentication, and
anonymity.

C. INFORMAL SECURITY ANALYSIS
1) TWO-WAY AUTHENTICATION
The proposed scheme in this paper enables two-way authen-
tication between the device and the gateway. The device
authenticates the gateway by verifying whether V′0 = V0 is
valid, and the gateway authenticates the device by verifying
whether V ′1 = V1 is valid. Since the expressions of V0 and V1
contain secret values such as TRi·Nd ·KIDi,Nu,Ns, Ri+1, obtain-
ing TNd ·KIDi and TRi·Nd ·KIDi will face the chaotic map dis-
crete logarithm problem and the chaotic map computational
Diffie-Hellman problem. In addition,Nu,Ns, and Ri+1 are not
transmitted in plain text, so it is impossible for an attacker
to obtain any secret values, and thus cannot impersonate a
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FIGURE 9. Output of the gateway process ProVerif query.

legitimate terminal device to participate in the authentication
with the gateway.

2) ANONYMITY AND UNTRACEABILITY
The device and the gateway use pseudo-identity in the authen-
tication process, which is updated after each authentication.
The attacker cannot obtain the real identities IDi and IDTM ,
thus the proposed scheme is anonymous and untraceable.

3) RESISTANCE TO TAMPER ATTACKS
Attackers can capture the message transmitted in an inse-
cure channel and tamper with it, whereas the information
interacted during the authentication process of the proposed
scheme in this paper is protected by hash function or bitwise
heterodyne operation, so the attacker cannot access the secret
values in the message. Therefore, the proposed scheme in this
paper can resist tampering attacks.

4) RESISTANCE TO CLONING AND PHYSICAL ATTACKS
An attacker can access the device memory to obtain sen-
sitive information through physical attacks, but the device
only stores pseudo-identity and K , which cannot obtain
authentication-related secret values such as Nu. In addition,
PUF has characteristics such as unclonability. An attacker’s
attempt to obtain a PUF response will destroy the function of
the original PUF. Hence, the attacker cannot execute a cloning
attack to impersonate a legitimate device during authentica-
tion or obtain sensitive information through physical attacks.

5) RESISTANCE TO MACHINE LEARNING MODELING
ATTACKS
The attacker uses the collected CRPs and machine learning
algorithms to construct a PUF response model to predict the
CRPs. In the proposed scheme in this paper, the attacker
can only capture the CRPs from the insecure channel, yet
obtaining the challenge valueCi needs to obtain TNd ·KIDi first,
the calculation of TNd ·KIDi will face the problem of chaotic
map discrete logarithm problem, thus the attacker is unable to
obtainCi. The response value Ri is hashed by a hash function,
due to the unidirectionality of the hash function, the attacker
cannot obtain Ri either. Therefore the attacker cannot collect
the CRPs generated by the PUF, so the proposed scheme is
resistant to machine learning modeling attacks.

6) RESISTANCE TO IMPERSONATION ATTACKS
When attackers want to pretend to be a legitimate device,
they need to send the correct AIDi, K∗, V1, R∗i+1 to the
gateway. However, generating the correct V1 requires the
correct TRi·Nd ·KIDi, Nu, Ns, Ri+1. From the above analysis,
it is clear that the attacker cannot obtain the correct TNd ·KIDi,
TRi·Nd ·KIDi, Ri+1, Nu, Ns. Therefore, the attacker cannot
impersonate a legitimate device to authenticate with the
gateway.

When attackers want to pretend to be a gateway, they
need the correct CRPs and send V0, C∗i , N

∗
s , and Ri ⊕ W

to the device. From the above analysis, it can be seen that
the attacker is unable to obtain the correct CRPs, TNd ·KIDi
and TRi·Nd ·KIDi. Therefore the attacker is unable to dis-
guise as a legitimate gateway to authenticate with the
device.

7) RESISTANCE TO REPLAY ATTACKS
The proposed scheme introduces timestamps to check
whether the transmission delaymeets the requirements before
authentication, thus the attacker cannot launch a replay attack
by resending messages. In addition, this scheme also adds
timestamps to V0 and V1. Therefore, if the attacker launches
an attack by changing timestamps, it will lead to authentica-
tion failure. Meanwhile, the secret values in V0 and V1 will be
updated after each authentication, thus the proposed scheme
can resist replay attacks.

8) RESISTANCE TO DoS ATTACKS AND
DESYNCHRONIZATION ATTACKS
When an attacker sends a large amount of useless information
to block the communication between the device and the gate-
way, the device and the gateway will first check the validity
of the transmission delay before verifying the value of V0
or V1. Failure to meet the requirements of any one of them
will result in denial of authentication. When the communi-
cation between the device and the gateway is interrupted,
the device will use the temporary pseudo-identity AIDTM to
initiate the authentication request again, and the gateway will
use (CTM ,RTM ) to authenticate the device. Therefore, the
proposed scheme in this paper can resist DoS and desynchro-
nization attacks.

9) FORWARD/BACKWARD SECURITY
Since the negotiated session key in the proposed scheme in
this paper is SK = h(Nu||Ri+1||TRi·Nd ·KIDi), where Nu, Ri+1,
TRi·Nd ·KIDi will be updated after each authentication, even if
the attacker obtains the secret values of the current device
as well as the CRPs attackers will not be able to track the
past and future communication data of the device. Therefore,
the proposed scheme in this paper has forward/backward
security.
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TABLE 4. Comparison of security features.

V. PERFORMANCE ANALYSIS OF PROPOSED SCHEME
BASED ON PUF AND CHEBYSHEV CHAOTIC MAP
In this section, the proposed scheme is evaluated regarding
security features, computational cost, and communication
cost. And it is compared with some existing schemes.

A. COMPARISON OF SECURITY FEATURES
Table 4 shows the comparison of security features between
the scheme proposed in this paper and existing schemes.
The literatures [11] and [31] explicitly stores the challenge
values or the remaining secret values in the device, render-
ing it vulnerable to physical attacks. In contrast, this paper
only stores the pseudo-identity of the device and the secret
valueK within the device. Thus, even if an attacker obtainsK ,
they cannot access the secret information. Consequently,
the scheme in this paper ensures that secret information
remains secure and also enhances the physical security of the
device through PUF. In the literatures [10] and [11], attack-
ers obtain CRPs through eavesdropping, impersonation, and
other attacks, leaving them susceptible to machine learning
modeling attacks. As demonstrated in the previous analy-
sis, the proposed scheme in this paper prevents attackers
from acquiring CRPs, thereby fortifying its resilience against
machine learning modeling attacks. In the literatures [31]
and [33], the authentication value is computationally gen-
erated from the secret values stored in the device or the
random values generated temporarily by the user, once the
device suffers from a physical attack resulting in the leak-
age of the secret information, the attacker can destroy the
authentication through the impersonation attack and man-
in-the-middle attack. From the previous analysis, it can be
seen that the proposed scheme in this paper can resist the
impersonation attack and man-in-the-middle attack. In the
schemes in the literatures [10], [31], and [32], the attacker can
forge an identity message and send it to the server to interrupt
the authentication between the device and the server, so it
is susceptible to desynchronization attacks. The proposed
scheme in this paper sets up a temporary pseudo-identity
AIDTM to resynchronize the device, so it is resistant to desyn-
chronization attacks. Literature [31] is vulnerable to transient
secret disclosure attacks, when the temporary secret and the

information stored in the device are disclosed, the attacker can
reproduce the negotiated session key. The negotiated session
key of the proposed scheme in this paper requires the attacker
to know the PUF responses Ri and Ri+1 in addition to the
temporary secret information Nu. The attacker cannot access
the CRPs, so it can resist the transient secret disclosure attack.

B. COMPUTATIONAL COST
In this paper, we use the ZYNQ7000 series FPGA develop-
ment board to simulate the terminal device, this development
board is also equipped with a dual-core ARMCortex-A9with
a CPU frequency of 767 MHz and 1 GB of RAM. We use
a system Core-i5 with a processor of 2.5 GHz and 16 GB
of RAM to simulate the gateway, and we use the OpenSSL
library to implement the various operations, Table 5 shows
the description and execution time of the operations on the
device side and the gateway side.

TABLE 5. Operation execution time.

Where, Th, TPUF , TChe, TMul , TAdd , TEnc, TDec, Tbh,
TFE .Gen, TFE .Rep is the time to perform a hash function, the
time to perform a PUF, the time to perform a Chebyshev
polynomial, the time to perform an elliptic curve dot mul-
tiplication, the time to perform an elliptic curve dot addition,
the time to perform anAES-256 encryption algorithm, time to
perform an AES-256 decryption algorithm, time to perform

VOLUME 12, 2024 83703



X. Jin et al.: Lightweight Authentication Scheme for Power IoT Based on PUF and Chebyshev Chaotic Map

TABLE 6. Computational cost.

a modulo power operation, time to perform a fuzzy extractor
generation, time to perform a fuzzy extractor recovery.

Table 6 presents a comparison of computational costs
between various schemes in the literature and the scheme
proposed in this article. From the table, it can be observed
that literatures [10] and [33] utilize resource-intensive fuzzy
extractor functions in their schemes, resulting in the largest
computational costs of 3549.8392 µs and 3909.2284 µs,
respectively. Literatures [11] and [31] involve a significant
number of elliptic curve point multiplication operations, lead-
ing to higher computational costs compared to literature [32]
and the scheme proposed in this paper. Literature [32],
although avoiding elliptic curve dot multiplication oper-
ations, still incurs substantial computational costs on the
gateway side due to the use of fuzzy extractor function opera-
tions. Consequently, its total computational cost exceeds that
of the solution proposed in this article. The proposed scheme
in this article, on the other hand, relies solely on hash func-
tions, lightweight security primitives such as PUF, and the
Chebyshev chaos map, resulting in a total computational cost
of 328.4166 µs. Compared to the schemes proposed in other
literature, the proposed scheme in this article achieves sig-
nificant reductions in computational costs, with reductions of
84.435%, 90.219%, 30.862%, 91.6%, and 90.748%, respec-
tively. Therefore, the proposed scheme is resource-efficient
and suitable for power IoT terminal devices with constrained
resources.

C. COMMUNICATION COST
Before comparing communication costs, it is assumed that
the lengths of various data elements are fixed: the pseudo-
identity is 128 bits long, the identity mark is 64 bits, the
CRPs are 128 bits, the nonce for random numbers is 64 bits,
the output of symmetric encryption/decryption is 128 bits,
the output of the Hash function is 128 bits, the output of
elliptic curve dot multiplication is 256 bits, the output of the
Chebyshev chaotic map is 128 bits, the output of timestamps
is 32 bits, the input-output data length for fuzzy extractors is
128 bits, and the output length of modulo power operations
is 128 bits.

A comparison of communication costs between the pro-
posed scheme and schemes from the literature is presented in
Table 7. The communication cost of the proposed scheme in

TABLE 7. Comparison of communication cost.

this paper is 1216 bits, slightly higher than the literature [11]
but lower than other schemes. However, literature [11] incurs
a computational cost as high as 2109.9196 µs, making it
vulnerable to physical attacks and machine learning model-
ing attacks, rendering it unsuitable for resource-constrained
power IoT devices. In contrast, the proposed scheme
reduces both computational and communication costs while
maintaining high security, rendering it suitable for resource-
constrained terminal devices to establish anonymous
authentication and negotiate session keys with gateways.

VI. CONCLUSION
A lightweight authentication scheme based on PUF and
Chebyshev chaotic map is proposed in this paper, which can
achieve two-way authentication and session key negotiation
between devices and gateways. The security of the shared
secret is verified by the ProVerif tool and improved BAN
logic, and a informal security analysis of the scheme proposed
in this paper is conducted, which shows that the scheme
is effective against a variety of attacks such as physical,
machine-learning modelling, and impersonation. Comparing
the proposed scheme with existing related authentication
schemes, the results show that it satisfies 12 security features
such as two-way authentication and user anonymity, with a
computational cost of only 328.4166 µs and a communica-
tion cost of 1216 bits. Comparative analysis with existing
authentication schemes shows that the proposed scheme in
this paper has obvious advantages in two-way authentica-
tion, user anonymity and other key security features, and
also has low computation and communication overheads,
which effectively reduces the consumption of resources and
is more suitable for deployment in resource-constrained
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power IoT environments. Future research can further explore
the deployment and application of the proposed scheme in
real-power IoT environments to verify its effectiveness and
scalability in practice.
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