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ABSTRACT This paper studies the capability of light-based signal injection attacks to remotely inject fake
inputs to modern optical sensor-based input devices. We demonstrate how an attacker can successfully inject
malicious Character User Interface (CUI) commands on different laser-projection keyboards and generate
fake mouse-cursor movements in bending mouses, using invisible to human eyes, infrared lasers. Our
proof-of-concept evaluation shows how the attack achieves 100% success rate on injecting basic keyboard
operations up to 7 meters away from the victim input device and through glass windows, without tampering
with the victim computer system, or needing a network connection to pursue the attack. This vulnerability
allows the attacker not only to type unauthorized commands but also to prevent the unlocked victim PC
or workstation from automatically going to sleep mode, thereby extending the time window for locally
committing malicious activities, i.e., lunchtime attacks. Within a wide viewing angle of 30°-45° from
the victim input device location, the attacker can continuously inject false movements and press at least
24 consecutive keys without any failure up to 5 meters away. We also verify the attack feasibility in realistic
office environments where the laser beam is partially occluded. Our analysis shows the potential security
risks of invisible light injection attacks, including providing preventive defense measures to limit exposure
of optical input interfaces to such a threat. This work aims to help manufacturers address the vulnerability
and build reliable Human-Computer Interfaces.

INDEX TERMS Signal-injection attack, human—computer interface, command-injection attack, optical
interference, mouse, keyboard.

I. INTRODUCTION

The human-computer interface (HCI) plays a crucial role
in computer systems, facilitating the interaction between
humans and computers. In personal computers (PCs), mice
and keyboards serve as the prevailing Human-Computer
Interfaces (HCIs), while smartphones and other smart devices
also incorporate advanced HCIs such as touch panels, voice
commands, and, more recently, headsets [41].
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However, despite the impressive variety of features offered
by advanced HClISs, traditional input devices like keyboards
and mouses remain widely spread for their established
familiarity, versatility, and the tactile feedback they provide
especially in the gaming industry [28], [41]. These devices
provide an extremely fast and efficient way of interacting
with computers and are still evolving to satisfy various
needs. For instance, modern mouses and keyboards, such
as projection keyboards and optical mouses (see Fig. 1),
use the accuracy of reflected laser beams to interpret
human hand and finger motions with greater accuracy. Such
devices overcome the limitations of mechanical input units

© 2024 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.

VOLUME 12, 2024

For more information, see https://creativecommons.org/licenses/by/4.0/

84033


https://orcid.org/0009-0002-5844-7094
https://orcid.org/0000-0002-3630-6269
https://orcid.org/0000-0001-9356-534X
https://orcid.org/0000-0001-8599-0418

IEEE Access

T. Tanaka et al.: LightTouch: Harnessing Laser-Based Signal Injection

Keyboard-pattern
projector

Laser-projection
keyboard

Image
sensor @

N Blocking the
Infrared ~infrared light

light

Projected
keyboard

(a) Laser-projection keyboards

Bending
Mouse

LED and Laser injection on the
Image Sensor space underneath
on the tip the mouse

(b) Bending mouse

FIGURE 1. The target optical HCls examined in this study. (a) Keyboards that draw keys on a desk surface with a laser projector. (b) Modern optical
mouses with ergonomic shapes and bent forms that improve usability and portability.

and touchscreen sensitivity issues allowing optimization
for a specific application while maintaining speed and
simplicity.

Despite these technological advancements, the security of
mouses and keyboards remains under exploration, as these
input devices continue to serve as a common attack vector
for malicious actors seeking unauthorized access to computer
systems by capturing and/or maliciously mimicking user
inputs and actions. Common attack vectors for these devices
include eavesdropping radio communication, compromised
cables or chargers, and malicious firmware reprogram-
ming [3], [22], [26]. However, these threats need exploitable
vulnerabilities in the digital systems or an untrusted USB
device plugged to a victim PC. In addition to such attack
vectors, researchers have discovered that physical side
channels can be used to infer sensitive information from
these input devices. For instance, an attacker can perform
key eavesdropping by capturing the sound emitted from
keyboards while typing [2], [6], [44], by observing thermal
images and [48], electromagnetic emanation [14], [38], [45],
or by exploiting electrical crosstalk in USB’s physical
communication layer [9].

Signal injection attacks are also widely recognized as
a threat to computer systems. In particular, researchers
have identified that physical phenomena, such as ultrasonic
waves [25], [37], [39], [43], [49], electromagnetic waves [18],
[21], [46], and light [4], [5], [27], [29], [36], [39], [40], [47],
can interfere with sensors, enabling the attacker to control
advanced systems by manipulating sensor reading arbitrarily.
This work focuses on investigating the possibility of attackers
remotely controlling optical input devices by exploiting the
susceptibility of their optical sensors to injection attacks
invisible to human eyes. More precisely, this work aims to
tackle the following research questions:

« Can attackers leverage the presence of exposed optical

sensors in input devices to achieve remote control?

o Which factors can limit the effectiveness of this type of

remote injection over input devices such as projected
keyboards and optical mouses?
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FIGURE 2. An example of attack scenario. The attacker from outside a
building injects invisible keys into a keyboard connected to the victim PC
through a closed glass window.

« How attackers can exploit this vulnerability to pursue
other attacks such as command injection attacks or
lunchtime attacks?

This paper begins to examine how an attacker can use laser
light to attack commercial optical input devices remotely
and effectively, and which malicious activities can be carried
out with such attacks without the need to tamper with
the victim input device or the victim computer system.
More specifically, we start answering the above questions
by experimentally evaluating the attack methodology on
different commercial input devices by considering an attacker
who remotely injects invisible, infrared (IR) lasers, as shown
in Fig. 2. We also provide an evaluation in a realistic office
setting to demonstrate the feasibility of our attack in partially
occluded scenarios.

A. CONTRIBUTIONS

The proposed work separately investigates the adversarial
capability of attacking optical keyboards (Section IV) and
mouses (Section V) by providing the following main
contributions. Videos showing the experimental verification
are provided as supplementary material.

1) COMMAND INJECTION ON LASER-PROJECTION
KEYBOARDS

We demonstrate our threat model by successfully injecting
fake keys and commands on two different laser-projection
keyboard models (see Fig. 1-(a)) by shooting an IR laser
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on the keyboard’s projected region. Once the access to the
command shell is established, the attacker can inject any
command as the end user, such as installing a malware,
eavesdropping on sensitive data, or disrupting information.

Our proof-of-concept setup achieves 100% success rate in
injecting basic keyboard operations up to 7 meters through
a glass window, the maximum distance available in our
experimental environment. In particular, our minimal setup
allows an attacker to inject at least 24 consecutive key
events without any failure up to 5 meters and two attack
directions (front and back). We show that this is sufficient
to effectively perform basic commands such as (i) reducing
the volume for acoustic feedback, (ii) opening the Windows
command prompt, and (iii) opening a target file with a
specified software application. Furthermore, we show how
the attacker can pursue a successful attack from a location
partially occluded by a mesh (e.g., an office chair).

2) INVISIBLE MOUSE CURSOR MANIPULATION

We demonstrate how our threat model is applicable as well to
optical mouses with exposed optical sensors by evaluating our
attack on two popular bending mouses models. By shining a
laser toward the space between the mouse and the desk (see
Fig. 1-(b)) and moving the laser spots, an attacker can induce
fake mouse-cursor movements in the victim PC. With such
false movement, an attacker can prevent the victim PC or
workstation from automatically going to sleep mode, thereby
extending the time window available to pursue malicious
activities such as lunchtime attacks [11], [17]. Within a laser
injection angle of 30°—45° from the front of the device and in
line of sight to the optical sensor (see Fig. 10), we show how
the attacker can successfully manipulate the victim mouse
cursor up to 7 meters away, consistently preventing the victim
PC from going to sleep mode, including partially occluded
scenarios.

Il. THREAT MODEL

Fig. 2 illustrates the attack scenario considered in this work.
A victim uses a computer with optical input devices in
regular home or office environments. The victim temporarily
leaves the computer without locking it, creating room for an
adversary to take advantage of the circumstances, as explored
in previous work [11]. The attacker is motivated to take
control of the victim PC by inducing fake inputs by remotely
injecting invisible laser light toward the optical HCIs.

We assume the target HCI has an exposed optical sensor,
such as in the case of laser-projection keyboards or bending
mouses. The attacker might have a direct line of sight toward
the optical sensor such as in previous work light-based
attacks [4], [5], [27], [29], [36], [39], [40], [47], or also via
indirect laser reflection as explored in previous works [33].
For instance, bending mouses make use of light reflected by
a surface, e.g., a desk, to calculate the amount of movement
and direction. In this case, we demonstrate that the line of
sight to the point of reflection on the surface is sufficient for
the attacker to pursue a successful injection.
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We also assume the attacker knows the target input devices
and can investigate the device’s properties in advance, such as
keyboard type, optical sensor location, and light wavelength
used by the optical sensor. The attacker can retrieve this
information by buying a similar device or leveraging publicly
available information such as device manuals.

Our attack can be applied in different lunch-time attack
scenarios. For example, we consider a private room closed by
the victim user with a physical lock. The victim might assume
their PC is secure since nobody has access to the room.
The attacker from a nearby building/room/outside separated
from the target room by a glass surface (e.g., windows,
glass doors) can use laser injection to achieve control of the
victim PC. Another attack scenario might happen in a shared
office where the victim user goes out for lunch, assuming
that the computer automatically goes to sleep with a short
timeout. The attacker wants to physically operate on the
unlocked computer, but the attempt might raise the attention
of nearby people which might be present in the same room.
The attacker can achieve this by keeping the computer awake
with invisible laser injections until people leave.

Finally, for our end-to-end analysis, we consider the
difficult scenario of a one-way (cf. adaptive) attack without
feedback from the victim computer. If such feedback is
available to the attacker, e.g., using a camera to look at
the victim’s computer monitor using the same line of sight
as the injected signal, the attacker can use the feedback to
adaptively adjust the light-based injection and maximize the
attack success.

Ill. PREVIOUS WORKS
In this section we briefly summarize previous research that
has a close relation to our work.

A. CONVENTIONAL ATTACKS ON MOUSE AND
KEYBOARDS

There are several hardware attack vectors on mouses and key-
boards which mainly target communication protocols [19],
[26], [30]. For instance, BadUSB [26] demonstrates a
dongle-like USB device that behaves as a USB keyboard and
injects malicious sequence of text commands. Other attacks
exploit weak radio communication in wireless mouses and
keyboards. For example, MouseJack [3] remotely manipu-
lates mouse operations by sending particular commands to
the radio communication between a PC and a vulnerable
mouse.

In another work done by Maskiewicz et al. [22], an attacker
can overwrite the firmware on a target input device, which
can be then used to deliver malware to the victim computer
system. The above attack vectors assume either the user plugs
the input systems into untrusted USB devices or the presence
of device-specific vulnerabilities. In contrast, physical-layer
exploitation is possible without such assumptions. For
instance, researchers have discovered how to infer keys using
sound [2], [6], [44], thermal images [48], and electromagnetic
emanation [14], [38], [45]. However, these attacks suffer from
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two main limitations: (1) the susceptibility to the noise level
from the environment which substantially reduces the amount
of information that can be retrieved, and (2) the proximity
(typically in the order of centimeters) in which the attacker
device should be located respect to the victim input system,
which in turn limits the practicality of such attacks in
realistic settings. Our work focuses on a different type of
exploitation, using laser signal injection attacks to induce
fake inputs.

B. SIGNAL INJECTION ATTACKS ON HCls

Signal injection attacks consist of injecting specially crafted
physical signals such as modulated electromagnetic inter-
ference, light, and sound, to manipulate or gain control
over a victim system. Such attacks pose severe security
risks since they cannot be easily detected or mitigated
using conventional defense mechanisms such as software
checking or network filtering. Researchers have investigated
the security risks of such attacks in a wide range of input
devices and sensors, including touch screens [21], [46], voice
assistants [18], [39], [49], and motion sensors [25], [43].
For example, touch screens used in smartphones, tablets,
and PCs detect human fingers using capacitive sensors.
Researchers discovered that such capacitive sensors are
susceptible to electromagnetic injection, allowing adversaries
to inject false touches [21], [46]. Meanwhile, voice assis-
tants (e.g., Amazon Alexa and Google Assistant) capture
spoken language with microphones and recognize commands
after natural language processing. In recent years, several
works have shown how to inject false signals into micro-
phones to mimic the human voice using electromagnetic
waves [18], inaudible sound [49], and light [39]. In a
similar way, motion sensors which are used to recognize
human motions and gestures in VR systems and phones,
use MEMS gyroscopes and/or accelerometers that have
sensitivity to acoustic vibrations. Such vulnerability can be
exploited by attackers to manipulate locations and perceived
movements [25], [37], [43].

C. LASER-BASED INJECTION ATTACKS

The early laser-based injection attacks exploited the pho-
toelectric effects to cause bit-flips and errors in digital
circuits to bypass security mechanisms or cryptographic
protection [10], [16]. More recently, laser light has been
used to inject false data into sensors, including cameras [29],
[33], [47], LiDARs [4], [5], [36], and drip sensors [27].
Malicious laser light can also affect non-optical sensors
through the photoelectric and photoacoustic effects, such
as microphones [39] and pressure sensors [40]. In contrast
with other signal injection attacks based on sound and
electromagnetic interference, laser-based injection exploits
the unique characteristics of coherent light to allow attackers
to pursue accurate long-range and invisible injection attacks
on systems. In this work, we explore the attacker capability
to use this unique advantage against optical keyboards and
mouses.
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TABLE 1. Target laser-projection keyboard models.

Identifier Product Name Manufacturer
K1 Epic [7] Celluon
Ko TK-PBL042BK [12] ELECOM

IV. COMMAND INJECTION ATTACK ON
LASER-PROJECTION KEYBOARDS

A. TARGET KEYBOARDS AND ATTACK PRINCIPLE

We begin by evaluating laser-based injection attacks on laser-
projection keyboards that use a built-in laser scanner to
project keyboard keys on a surface (e.g., a desk or table) as
shown in Fig. 1-(a). In this analysis, we mainly focus on two
representative keyboard models [7], [12], namely K; and K3,
summarized in Table 1. Similar products based on the same
principle are commercially available from several vendors
worldwide [35].

Our target keyboards use both visible and invisible
wavelengths. The visible red lasers around 630 nm are used
to draw keys on the surface. When a user taps on the
laser-projected keys with their fingers, they are recognized
as key-pressing events. The keyboard uses a pair of an IR
projector and an IR camera for detecting finger locations.
When a user touches the desk, the finger blocks the projected
light, as indicated in Fig. 1-(a). The keyboard captures the
change in IR reflection by using the IR camera and detects
the finger location after image processing. Our preliminary
experiments using a spectrometer (Hamamatsu C13053MA)
verifies that the IR light wavelength for finger detection is
~826 nm for both K; and Kj.

The above sensing principle suggests that when an attacker
injects an IR laser, the keyboard can falsely recognize
the injected light as a legitimate reflection from a finger,
causing the keyboard to accept false inputs. By remotely
pressing keys on the keyboard, the attacker can gain control
over the victim’s computer system connected to it by
typing commands. In the following sections, we evaluate the
feasibility and attacker capability to perform such command
injection attacks on laser-projected keyboards.

B. SETUP

Our attack setup is composed mainly of the following
components: a laser, optics, a tripod, and a laser driver.
This constitutes the minimal setup necessary to conduct a
successful key injection.

Laser sources with roughly 800-1000 nm wavelengths
are desirable for a stealthy attack since they are invisible to
human eyes while visible to CMOS image sensors without IR
filter. We choose an invisible laser diode (ROHM Semicon-
ductor RLD85PZJ4 [31]) with a wavelength (852 nm) similar
to the measured IR projectors finger-detection (826 nm in
K and Kj3). Furthermore, we empirically verified that the
target keyboards are also sensitive to higher IR wavelengths,
such as 940 nm.
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FIGURE 3. The complete experimental setup used in our evaluation. The
gray boxes are the essential components: a laser with collimation optics
mounted on a tripod and a laser driver. The full setup also includes

(i) a galvoscanner for electrical laser scanning, (ii) a secondary laser for
sophisticated attacks.

The diode laser has a collimation lens (Thorlabs
C330TMD-A/C340TMD-A) to regulate the laser spot size
on the projected keyboard by adjusting the distance between
the laser diode and the lens. We also use a function generator
(RIGOL DG2052) connected to the current driver to regulate
the minimum laser power required by the adversary to pursue
the attack.

Although the attacker can conduct the attack directly by
aiming a fixed laser source manually at the target keyboard,
in our capability evaluation, we use a more sophisticated
setup (that we will refer to as “full” setup) for automatic
reproducibility and accuracy evaluation. Our full setup
deploys a galvoscanner [1] to allow automatic injection
and a webcam as shown in Fig. 3. The webcam (ELP-
USB4KHDRO1-MFV) without an IR filter is placed next
to the laser diode. We use the webcam image feedback to
automatically aim the injection by checking the injected
IR laser spots invisible to human eyes. By controlling the
electrically controlled mirrors of the galvoscanner through
a function generator (RIGOL DG1022), this full setup can
systematically inject the light in programmed locations.
In our end-to-end evaluation, we show how this automatism
can be implemented by the attacker to quickly inject a
command composed of a series of key events. We also show
how an attacker can enhance the setup with a second laser
source to execute advanced operations, such as decreasing the
sound volume by pressing multiple keys simultaneously.

Finally, we connect our victim system, a Windows laptop,
to the target laser-projection keyboards via either USB or
Bluetooth. During the experiments, we use either a text editor
or the command prompt running on the victim PC to monitor
the keyboard activities and determine our attack success rate.

C. ATTACKER CAPABILITY: DISTANCE ANALYSIS

We evaluate the Attack Success Rate (ASR) on the two
keyboard models (K; and Kj) at different distances and
laser power, considering an attack from an adjacent room
separated by a glass window. Both rooms are illuminated
with fluorescent lights, and their illuminance level is 420 Ix,
which fits within the illumination range of a standard office
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environment (300-7501x) [15]. Fig. 4 shows the experimental
environment, wherein the laser is aimed at the target keyboard
placed on the floor over a white paper. For each key,
we activate the laser for 0.2 seconds. Fig. 5 shows the side
view of the attack scenario when the laser and the keyboard
is apart by 3 meters. The laser-glass distance is fixed to 1.5 m,
and the glass-keyboard distance is gradually increased for
our distance evaluation. Note that in our capability analysis,
we project the keyboard on the floor and locate the adversarial
laser source on a tripod at the maximum height of 90 cm to
allow the line of sight of the keyboard at 3, 5, and 7 meters
away from the attacker. This setup location is necessary for
safety measures, to maintain the laser beam trajectory below
eye level as shown in Fig. 4.

We evaluate both single-key and multiple-key injections.
For the single-key injection, we examine four selected
keys distributed along the QWERTY layout, namely the
keys Q, F, M, and Enter. The success or failure of the
injection is verified with a text editor running on the victim
PC. Note that for this analysis we do not use the computer
monitor visual feedback to adjust the attack, to simulate a
realistic attack scenario. For the multiple-key injection, on the
other hand, we test the correct continuous pressure of the
Function and the down-arrow keys. This combination
reduces the volume of a feedback beep from the keyboard,
supposedly used by the attacker for a stealthy attack. Since
this injection makes no visible event on the PC monitor, we
verify the injection by hearing the feedback beep.
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TABLE 2. Attack success rate (%) over 10 trials for each operation with the two keyboard models K; and K,. o, F, 4, and Enter are the single-key
injection of the corresponding keys. Mult. is multiple-key injection pressing the Function and down-arrow keys simultaneously, which reduces the

volume of an audio feedback.

Distance Laser Power Keyboard K1 Keyboard K2

[m] [mW] Q F M Enter Mult. Q F M Enter Mult.
3 2.00 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
3 1.75 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
3 1.50 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
3 1.25 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
3 1.00 100% 100% 100% 0% 100% 100% 100% 100% 100% 100%
3 0.75 100% 100% 100% 0% 100% 100% 100% 100% 0% 0%
3 0.50 0% 100% 100% 0% 0% 100% 100% 100% 0% 0%
3 0.25 0% 100% 100% 0% 0% 0% 100% 0% 0% 0%
5 2.00 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
5 1.75 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
5 1.50 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
5 1.25 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
5 1.00 100% 100% 100% 0% 100% 100% 100% 100% 100% 100%
5 0.75 100% 100% 100% 0% 0% 100% 100% 100% 0% 0%
5 0.50 0% 100% 100% 0% 0% 0% 100% 100% 0% 0%
5 0.25 0% 100% 100% 0% 0% 0% 100% 0% 0% 0%
7 2.00 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
7 1.75 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
7 1.50 100% 100% 100% 100% 100% 100% 100% 100% 100% 100%
7 1.25 100% 100% 100% 0% 100% 100% 100% 100% 100% 100%
7 1.00 100% 100% 100% 0% 0% 100% 100% 100% 0% 100%
7 0.75 100% 100% 100% 0% 0% 0% 100% 100% 0% 0%
7 0.50 0% 100% 100% 0% 0% 0% 100% 100% 0% 0%
7 0.25 0% 100% 0% 0% 0% 0% 0% 0% 0% 0%

We conduct 10 consecutive trials for the two keyboard
models at increasing distances (3, 5, and 7 meters), and eight
laser powers (from 2.00 to 0.25 mW at 0.25 mW step). The
laser power is measured at the output of the galvoscanner
using a laser power meter (Thorlabs PM100D with the
S121C sensing head). The maximum laser power (2 mW) is
determined by the laser diode’s maximum power rating and
the loss at the galvoscanner. Note that the maximum laser
power tested (2 mW) is lower than the power of popular
commercial laser pointers used for presentations (~5 mW).

Results and Observations: Table 2 shows the ASR under
the different tested scenarios. The results show a binary
behavior: If the attack succeeds once, it will succeed for all
the following nine trials (100% ASR); if not, none of the trials
will succeed. This behavior suggests that the target keyboards
set a threshold in recognizing key-pressing events. We also
notice that the detection threshold depends on keys. Enter,
Q, F, and M succeed for 1.25, 0.75, 0.25, and 0.25 mW of
laser power, respectively. The required laser power increases
as the position of the key is apart from the keyboard center.
We hypothesize that a more conservative threshold is used
for the keys farther from the center of the projected keyboard
because the camera images captured by the keyboard become
less accurate at the edges due to aberration. The same
behavior can be observed for the multiple-key injection
(shown as Mult. in Table 2), where unsuccessful injection is
primarily caused by the down—-arrow key pressure failure.

Our evaluation also shows that the ASR decreases for
longer distances, e.g., the 3 m and 7 m results for Kj.
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As distance increases, the injected laser spot becomes larger
(limited by the diffraction limit), reducing the peak optical
power measured by the keyboard’s camera and thus not
reaching the necessary threshold to trigger the pressure event.

D. END-TO-END EVALUATION

We leverage the basic operations examined in the previous
section to pursuit an end-to-end attack in a realistic scenario,
i.e., an automatic and stealthy command-injection attack on
the two target keyboards through a glass window from an
adjacent room. We inject the following sequence of steps to
execute a complete attack:

1) Decrease the sound volume by pressing the down
arrow key while holding down the function key.

2) Press the Windows key

3) Execute the command prompt: type cmd and press the
Enter key

4) File execution: type notepad secret.txt and
press the Enter key

The first step is intended to improve the attack’s stealthi-
ness since some projected keyboards might emit beep sounds
as audio feedback to users when they recognize the input
events. The attacker first reduces the volume of such beep
sounds to prevent a user nearby from noticing the attack
attempt. In this evaluation, we inject the volume-reducing
command for five times to set it to the minimum volume.

The following steps 2—4 open a secret text file with
a notepad with keyboard inputs through the Windows
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FIGURE 6. Top view of the evaluation scenario with the attacker located at
3 meter distance from the keyboard through a glass window. (a): “front”
case with the attacker aiming at the front of the projected keyboard,

i.e,, the laser injection angle is 0°. (b): “back” case with the attacker
aiming at the back of the projected keyboard with not occluded line of
sight, wherein the laser injection angle is 135° from the device’s center.

IR laser light

FIGURE 7. Injection in the “back” case, at 135° angle from the keyboard
center. We consider the G key as the rotation center.

command prompt. The entire operation is composed of
24 consecutive keys, and we consider the attack successful if
the file secret . txt is correctly opened on the PC monitor.

We program the galvoscanner and laser driver to achieve
the injection quickly and automatically. With our full setup,
the adversary is able to execute the entire sequence in
37 seconds, as each single-key and multi-key event takes
1.0 and 2.6 seconds, respectively.

We consider two corner cases to show the attack feasibility
from different attacker locations, namely the attacker aiming
at the front of the projected keyboard (we call this location
“front’’), and the backside (we call this location ‘“‘back’).
The first case considers an attacker located in front of the
victim keyboard (the laser injection angle of 0°) as shown
in Fig. 6-(a). In the second case, the attacker is located
in the back of the projected keyboard (the laser injection
angle of 135°) as shown in Fig. 6-(b) and Fig. 7. Note that
135° is the maximum attacker’s view angle (on both left
and right sides) from the keyboard center necessary for the
attacker to maintain the line of sight of the entire keyboard.
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TABLE 3. End-to-End ASR (%) over 10 trials for each operation with the
two keyboard models K; and K,. The experiment is conducted from the
front (0°) and the back (135°) of the target keyboard, as shown in
Figure 6. We set the laser-to-keyboard distance to 3, 5, and 7 meters.

Distance Laser Power Keyboard K1 Keyboard Ko
[m] [mW] 0° 135° 0° 135°
3 2.00 100% 100% 100% 100%
3 1.75 100% 100% 100% 100%
3 1.50 100% 100% 100% 100%
3 1.25 100% 100% 100% 100%
3 1.00 0% 0% 100% 0%
3 0.75 0% 0% 0% 0%
3 0.50 0% 0% 0% 0%
3 0.25 0% 0% 0% 0%
5 2.00 100% 100% 100% 100%
5 1.75 100% 100% 100% 100%
5 1.50 100% 100% 100% 100%
5 1.25 100% 0% 100% 100%
5 1.00 0% 0% 100% 0%
5 0.75 0% 0% 0% 0%
5 0.50 0% 0% 0% 0%
5 0.25 0% 0% 0% 0%
7 2.00 0% 0% 0% 0%
7 1.75 0% 0% 0% 0%
7 1.50 0% 0% 0% 0%
7 1.25 0% 0% 0% 0%
7 1.00 0% 0% 0% 0%
7 0.75 0% 0% 0% 0%
7 0.50 0% 0% 0% 0%
7 0.25 0% 0% 0% 0%

Beyond this angle, the attack is still possible, however, some
of the keys are occluded by the keyboard body.

Results and Observations: Table 3 summarizes the ASR
obtained for K; and K, repeating the injection sequence
10 times at three increasing distances and eight different laser
powers. We observe 100% ASR up to 5 m away from the
target keyboard behind the glass window. The required laser
power for the attack success at 3 m and 5 m is determined by
the success of the Enter key pressure.

The ASR at 7 meters is zero even though pressing each key
succeeds with high probability (see Table 2), which highlights
the difficulty of pressing multiple keys in sequence without
failure. There are two reasons for the performance degra-
dation with the consecutive key inputs. First, a successful
attack without visual feedback must successfully complete
24 injections without failure, increasing the probability of
error. Second, the mechanical component of our setup (the
galvo scanner) has limited precision. Small alignment errors
are generated every time we move the mirrors, which do
not happen in our single-key evaluation with fixed mirror
positions. Moreover, the setup becomes more sensitive
to natural vibration at longer distances, and the failure
probability increases as the entire procedure takes longer,
i.e., 37 seconds in this end-to-end evaluation. We discuss
potential improvements to the attack in Section VII.

V. MOUSE CURSOR MANIPULATION

In this section, we demonstrate how our laser light injection
can be used to take remote control over mouses with exposed
optical sensors.
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(a) Traditional mouse

¥

Sensing light

(b) Bending mouse

Laser injection

Sensing light

FIGURE 8. Functioning of traditional (top) and bending mouses (bottom).

TABLE 4. Details about the target bending mouses M, and M,.

Identifier Product Name Light Source
My Microsoft Surface Arc Mouse [24] Blue
Ms Lenovo ThinkPad X1 Presenter Mouse [20] Infrared

A. TARGET MOUSES, ATTACK PRINCIPLE, AND SCENARIOS
Optical mouses use a pair of light emitters (LED or lasers)
and an image sensor on the bottom to detect movement,
as shown in Fig. 8. When the mouse is in operation, the image
sensor continuously captures images of the bottom surface
(e.g., a desk) illuminated by the light source. The image
processing unit within the mouse compares the contiguous
images to detect the direction and the amount of the mouse
movement.

While traditional mouses have chassis that entirely covers
the light source and image sensor (Fig. 8-(a)), modern
ergonomic mouses come in various shapes and designs
to provide a more comfortable and natural hand position
while reducing strain and discomfort during prolonged
computer use. For instance, widely available bending optical
mouses [20], [23], [24], [32] follow the natural curvature of
the hand to provide a relaxed grip and portability without
sacrificing usability (see Fig. 1-(b)). These mouses have
their light source and image sensors exposed, as shown in
Fig. 1-(b). As for the keyboards, such mouses use similar
functioning principles, thus our evaluation focuses on two
representative bending mouse models described in Table 4.

As shown in Fig. 8-(b), bending optical mouses emits a
beam of light, onto the surface below the mouse (e.g., a desk)
within a certain angle to allow the capture by the image
sensor. An attacker can leverage this knowledge to inject a
laser beam into a specific spot on the desk surface with an
intensity sufficient to overpower the legitimate light emitted
by the mouse. If the attacker quickly changes the laser spot
positions, the image processing unit in the mouse recognizes
it as mouse movement, allowing the attacker to control
the mouse cursor of the victim’s PC. In this scenario, the
attacker’s control is limited to the mouse cursor, meaning
the attacker cannot click the mouse buttons realized with
mechanical switches. Despite this limitation, the attacker can
use this methodology to pursue other attacks by preventing
the victim computer from going into sleep mode.
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FIGURE 9. The setup of the 3 m bending mouse experiments. (a): the side
view. (b): the top view where the laser injection angle is 45°.

Sl Bending mouse
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For example, we consider a lunchtime attack where
a malicious adversary temporarily gains access to a co-
worker’s workstation while the co-worker is away for lunch,
as explored in previous works [11], [17]. A significant
challenge for successfully executing a lunchtime attack is
avoiding the computer system’s automatic locking due to
inactivity (e.g., a minimum of one minute in Windows 10).
Companies often implement automatic screen lock features
on workstations to provide an additional layer of security to
protect sensitive information. When a user steps away from
their workstation, the screen automatically locks, preventing
unauthorized access to the system. If the attacker can keep the
cursor moving by a laser injection, it prevents the victim’s
system from going to sleep mode after a timeout, which
extends the time window for the lunchtime attack.

B. ATTACKER CAPABILITY: ANGLE ANALYSIS

We characterize the attacker capability by evaluating the ASR
in terms of the relative position between the attacker and
victim. Our evaluation consists of shooting a laser beam
toward the target bending mouses from various angles (see
Fig. 10) using the same setup used for the keyboard injection.
We then define the maximum achievable distances to ensure
the remote mouse control in Section V-C.

1) SETUP AND PROCEDURE

We use the same full setup of Section IV-B (Fig. 3) with
a single IR laser scanned through the galvoscanner. Similar
to the keyboard attack evaluation, the attacker setup and the
targets are apart by 3 m through a glass window, as illustrated
in Fig. 9. The target bending mouse models are M; and
M, from different vendors, as summarized in Table 4. Both
two models have the image sensor exposed, but different
bending angles and shapes. M and M, use blue and IR LEDs
for light sources, respectively.

Our preliminary experiments show that the target mouses
recognize a movement only when the laser spot moves over
time, while they did not react to static and continuous laser
illumination. Thus in our evaluation, to trigger the mouse
event, we move a laser spot between two coordinates on the
desk in the field of view of the mouse camera. We inject a
laser underneath the target mouse and move the spot position
by ~1.8 cm over 1 second. Such injection generates a mouse
cursor movement of 1-3 pixels.
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(a) 0° (b) 45°

FIGURE 10. Laser injection toward the mouse’s light sensor from
different laser injection angles.

(c) 90°

TABLE 5. Attack success rate (%) over 10 trials with seven angles,
as shown in Figures 9 and 10. The laser injection angle is changed from
0° to 90° at 15° step.

Laser Injection Angle
0° 15°  30° 45° 60° 75° 90°

Mouse M1 0% 0% 48% 80% 0% 0% 0%
Mouse M2 0% 0% 35% 57% 0% 0% 0%

Target

We perform 100 trials and obtain the ASR for each mouse
model at seven different laser injection angles in 0°-90° range
with an increment of 15° from the mouse center, as shown
in Fig. 10. We consider the attack successful if there is a
difference in the mouse cursor position before and after the
laser injection.

2) RESULTS AND OBSERVATIONS

Table 5 summarizes the ASR for each tested laser injection
angle. Both M and M, are activated by laser injection from
30° and 45°, and ASR is higher at 45°. We noticed that M; has
sensitivity to IR despite the genuine light source being blue.
This result suggests that the image sensor used by M lacks
a color filter which allows attackers to use different laser
wavelengths to attack the input device.

Furthermore, we noticed that for both models, the ASR
becomes greater than 35% once the attack succeeds for the
first time, which is sufficient for preventing the system from
going to sleep. A trial takes approximately 1 second, and the
attacker can repeat the trials until the PC enters into sleep
mode. For example, the attacker can execute 60 trials within
60 seconds, the minimum time period in Windows 10 to enter
sleep mode. Note that a single success within the time slot is
sufficient to keep the PC awake. The failure probability is thus
(1 —0.35)0, which is extremely low.

C. ATTACKER CAPABILITY: DISTANCE ANALYSIS
We characterize the success rate at different distances
between the bending mouse and attacker setup.

1) SETUP AND PROCEDURE

With the same setup used for the angle analysis, we first
fix the laser injection angle to 45°, which is the optimal
parameter found in the previous evaluation. The laser is
injected through a glass window with the setup in Fig. 9.
We increase the glass-mouse distance while keeping the
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TABLE 6. Attack success rate (%) over 100 trials with three distances
(3, 5, and 7 m) and eight laser power (2.00-0.25 mW at 0.25 mW step) for
the two mouse models M; and M,.

Target Laser Power Distance

[mW] 3m 5m 7m
Mouse M1 2.00 80% 36% 37%
Mouse M 1.75 66% 25% 24%
Mouse M1 1.50 75% 6% 32%
Mouse M1 1.25 34% 4% 4%
Mouse M1 1.00 2% 0% 0%
Mouse My 0.75 3% 0% 0%
Mouse M1 0.50 0% 0% 0%
Mouse My 0.25 0% 0% 0%
Mouse Mo 2.00 57% 14% 11%
Mouse Mo 1.75 66% 16% 0%
Mouse Mo 1.50 54% 25% 0%
Mouse Mo 1.25 0% 0% 0%
Mouse Mo 1.00 0% 0% 0%
Mouse Mo 0.75 0% 0% 0%
Mouse M2 0.50 0% 0% 0%
Mouse Mo 0.25 0% 0% 0%

laser-glass distance to 1.5 m. We then evaluate the ASR of
M; and M; at three increasing distances (3, 5, and 7 m) and
eight increasing laser power (2.00-0.25 mW with 0.25 mW
step). For each distance and laser power, we evaluate the ASR
for 100 trials.

2) RESULTS AND OBSERVATIONS

The laser injection successfully activates both My and M; up
to 7 meters away, as summarized in Table 6. As in the
keyboard attack evaluation, the ASR depends on both laser
power and distance. The laser power is the dominant factor,
and the dropped ASR at longer distances can be compensated
with increased laser power. This suggests that lower ASR
at longer distances is mainly caused by the larger laser spot
that reduces the peak power. As in the case of the keyboard
attack, these results also suggest that longer-range attacks are
possible with more precise aiming and a higher laser power.

VI. EVALUATION IN REALISTIC OFFICE ENVIRONMENTS
We verify the feasibility of our attack in a realistic office
scenario when the victim and attacker devices are placed on
working desks. We also evaluate the cases where a laser beam
is occluded by a mesh chair.

A. SETUP

Fig. 11 shows the office environment where the victim and
attacker’s desks are separated by a glass window at 3 meter
distance. The victim uses a regular office desk at 0.73 m
in height. The attacker uses a standing desk at 1.06 m
height to get a minimum angle of elevation to pursue the
attack. We also evaluate the scenario where an office chair
is located between the victim and the target. The mesh fabric
on the chair is semitransparent as in typical office chairs (see
Fig. 13). We use the same setup as in Section IV, except for
the galvoscanner upgraded from a generic one [1] to Thorlabs
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FIGURE 11. Setup for the office environment evaluation. The victim and attacker devices are placed on a regular and standing office desks
3 meters away from each other, across a window. We consider an office chair located between the glass window and the victim desk that

partially occludes the injected laser beam.

Bending mouse

FIGURE 12. Victim’s desktop. The victim PC is connected to the projection
keyboard (K,), the bending mouse (M;), and a monitor.

IR camera

FIGURE 13. View from the attacker in the office environment scenario.
The office chair between the victim and the attacker has a
semitransparent mesh fabric. The laser spot is visible on the mesh
because the scene is captured using an IR-sensitive camera.

GVSO012 [42], which has a higher reflective index and can
deliver a sufficient laser power over the mesh fabric.

B. PROCEDURE

To demonstrate the attack feasibility, we evaluate the
more sensitive targets in the previous experiments, i.e., the
keyboard K, and the mouse M;. The keyboard and
mouse evaluation follows the procedures described in
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TABLE 7. Attack Success Rate (ASR %) in our tested office environment
scenario with different laser powers. The two sets of experiments are
conducted with and without a mesh chair occluding the laser beam.

Target Laser Power [mW] w/o chair w/ chair
Keyboard Ko 5 90% 0%
Keyboard Ko 10 0% 50%
Keyboard Ko 15 0% 60%

Mouse My 5 81% 0%
Mouse My 10 92% 78%
Mouse My 15 95% 84%

T ASR becomes low with too much laser power because it activates
unwanted keys.

Section IV-D and V, respectively. We examine increasing
injection powers from 5 to 15 mW. We repeat the two sets
of experiments with and without a mesh chair that occludes
the laser beam. The ASR is evaluated with 10 and 100 trials
with the keyboard and mouse injection, respectively.

C. RESULTS

Table 7 summarizes the experimental results. First, we com-
pare the cases without the office chair. The laser becomes
more difficult to aim due to the sharper elevation angle (only
9.09° compared with 16.7° as shown in Figs. 5,9, and 11).
However, the keyboard injection achieves 90% ASR with
5 mW of power. The attack is unsuccessful at higher laser
power (0% ASR with 10 and 15 mW) because nearby
unwanted keys are simultaneously activated due to the
aiming angle. This condition is nevertheless advantageous
for the attacker as less laser power (equivalent to a laser
pointer power used for slide presentations) is required to
achieve successful consecutive key pressing without failure,
despite the sharper elevation angle. On the other hand,
the mouse injection reaches more than 80% ASR with
all 5, 10, and 15 mW laser power tested.

The attack also succeeds in the presence of the office
chair which attenuates and diffuses the laser beam. In the
keyboard evaluation, the ASR drops from 90% to 0% at 5 mW
power, but it achieves >50% ASR with higher laser power,
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showing that the beam attenuation due to the mesh fabric can
be compensated with higher laser power injection. The result
is similar for the mouse evaluation: the ASR drops at SmW
but achieves up to 84% ASR with higher laser power.

VII. DISCUSSIONS

A. ANALYSIS AND OBSERVATIONS

1) ATTACK LIMITATIONS

In the majority of our tested cases, a stronger laser power
is advantageous in improving the ASR and penetrating
semitransparent obstacles. However, more power becomes
disadvantageous in the case of a sharper elevation angle for
aiming at the victim keyboards, since a strong laser can press
unwanted keys. This shows that the attacker should choose
the appropriate injection power based on the attack scenario.

Our evaluation also shows that a sufficient angle of
elevation is necessary for a successful attack. We verified
the minimum elevation angle as 9.09° in our realistic office
environment scenario. To achieve the same angle of elevation
in a long-distance attack, the attacker should perform the
injection from a higher location.

Finally, although our keyboard attack can achieve 100%
success rate at 5 m compared to previous work attacks, aiming
and focusing becomes a bottleneck at longer distances.
The large laser spot makes aiming more challenging, and
the slight misalignment due to natural vibrations of the
glass window also becomes critical at longer distances.
One way to address this is to mount the setup on an anti-
vibration base commonly used for optical experiments. The
attacker can also approach the issue by reducing the laser
spot size. The minimum aperture size determines the laser
spot size by the diffraction limit, which is defined by the
galvoscanner’s mirrors (approximately 12 mmx8 mm in the
generic galvoscanner [1] and ¢ 10 mm with GVS012 [42]) in
our setup. This can be improved with larger mirrors [8] or by
switching to motorized turrets.

2) ATTACKS WITH VISUAL FEEDBACK
Our end-to-end keyboard and mouse evaluation assumes the
non-adaptive setting without any feedback from the victim
computer monitor. This keyboard scenario cannot tolerate
even a single failure in consecutive injections. With feedback
from the victim computer instead (e.g., line of sight to the
victim computer monitor, camera feedback), the ASR can
substantially improve by adaptively correcting aiming errors.
We also observed that our laser-projection keyboard mod-
els might also have active trackpad capabilities. We empir-
ically verified that we can control the mouse cursors and
generate mouse clicks by remote laser injection on the
keyboard. An attacker can further exploit this capability with
the help of visual feedback.

3) ATTACK USING FLASH LIGHTS
We empirically verified that we can successfully inject
fake inputs to both the mouses and keyboards also using
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a commercial IR flashlight (UniqueFire UF-1605), instead
of a laser. Although the light emitted from flashlights
quickly diverges, it is strong enough to activate input events
from 10 meters away. Although the large spot size of the
flashlight beam prohibits precise aiming at longer distances
in the case of the keyboard attack, that is not a concern
for the mouse attack scenario. In such a case, flashlights
can be a better option for the attacker due to the easier
aiming and high optical power which can reach several
Watts [39].

B. DEFENSES

There are several approaches for preventing light-based
injection attacks on HCIs. For instance, distinguishing
genuine light from injected light is a promising approach.
In particular, this is achievable by randomizing the IR
emission pattern of the HCI device, as already deployed in
some LiDARSs [34].

An alternative methodology consists of leveraging a
secondary sensor to check the user presence. For example,
a proximity sensor to detect the user can prevent the
attacks. Some commercial keyboards already deploy such
sensors [13] which can be used also for attack prevention.
Capacitive touch sensors already present in some mouses can
also be used to check if the user is physically interacting with
the keyboard or the mouse.

Another defense measure consists of restricting critical
operations to non-optical input methods to limit the attacker’s
capability. In the case of a keyboard attack, for example,
reducing the volume of the audio feedback is important
for improving the attack stealthiness (as discussed in
Section IV-D). Manufacturers can limit such control using
dedicated hardware keys or a specific configuration software
running on the computer system.

Finally, our attacks succeed if the victim computer system
is left unlocked when the user is not present. User-awareness
training is an effective administrative countermeasure that
can be adopted to limit user bad practices.

VIil. RESPONSIBLE DISCLOSURE AND LASER SAFETY
We disclose the vulnerability to the tested laser-projection
keyboard vendors (Celluon and ELECOM) and the mouse
vendors (Microsoft and Lenovo). Unfortunately, Celluon was
unreachable via either an email or web form. ELECOM did
not schedule an update because the target product is after
EOL. Lenovo did not update the design of the products
considering the difficulty of eliminating interference and the
low perceived risk level by their customers. Microsoft has
no comments. Such responses show that addressing light
injection attacks in HCIs remains an unsolved problem.
With our work, we aim to raise awareness of such security
risks and help manufacturers develop attack-resiliant HCI
technology.

For laser safety, all experiments were conducted in an
indoor controlled environment with appropriate laser safety
measures.
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IX. CONCLUSION
This paper studies the susceptibility of optical HCI devices,

1.e.,

laser projection keyboards and bending mouses, to laser-

based signal injection attacks. With our methodology,
we successfully achieved 100% success rate attacking laser
projection keyboards. We demonstrate how an attacker can
inject several commands without failure up to 5 meters away
from the victim keyboard and through a glass window using
a laser or a flashlight beam invisible to human eyes.

With the bending mouses, on the other hand, an attacker
can induce cursor-movement events up to 7 meters away
which can prevent the victim computer system from going
to sleep mode. Our goal in this work is to raise awareness of
these potential threats and suggest effective countermeasures
to secure optical HCI devices.
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